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8-104. Information System Security Officer(s) (ISSO). ISSOs may be appointed by the 
ISSM in facilities with multiple accredited IS. The ISSM will determine the responsibilities 
to be assigned to the ISSO that may include the following:  
 
a. Ensure the implementation of security measures, in accordance with facility 

procedures.  
 
b. Identify and document any unique threats.  
 
c. If so directed by the GCA and/or if an identified unique local threat exists, perform a 
risk assessment to determine if additional countermeasures beyond those identified in 
this chapter are required.  
 
d. Develop and implement a certification test as required by the ISSM/CSA.  
 
e. Prepare, maintain, and implement an SSP that accurately reflects the installation and 
security provisions.  
 
f. Notify the CSA (through the ISSM) when an IS no longer processes classified 
information, or when changes occur that might affect accreditation.  



g. Ensure:  
 
(1) That each IS is covered by the facility Configuration Management Program, as 

applicable.  
 
(2) That the sensitivity level of the information is determined prior to use on the IS and 
that the proper security measures are implemented to protect this information.  
 
(3) That unauthorized personnel are not granted use of, or access to, an IS.  
 
(4) That system recovery processes are monitored to ensure that security features and 
procedures are properly restored.  
 
h. Document any special security requirement identified by the GCA and the protection 
measures implemented to fulfill these requirements for the information contained in 
the IS.  
 



 
i. Implement facility procedures:  
 
(1) To govern marking, handling, controlling, removing, transporting, sanitizing, reusing, 

and destroying media and equipment containing classified information.  
 
(2) To ensure that vendor-supplied authentication (password, account names) features or 
security-relevant features are properly implemented.  
 
(3) For the reporting of IS security incidents and initiating, with the approval of the ISSM, 
protective or corrective measures when a security incident or vulnerability is discovered. 
  
(4) Requiring that each IS user sign an acknowledgment of responsibility for the security 
of IS and classified information.  



(5) For implementing and maintaining security-related software for the detection of 
malicious code, viruses, and intruders (hackers), as appropriate.  
 
j. Conduct ongoing security reviews and tests of the IS to periodically verify that 
security features and operating controls are functional and effective.  
 
k. Evaluate proposed changes or additions to the IS, and advises the ISSM of their 
security relevance.  
 
l. Ensure that all active user Ids are revalidated at least annually. 
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ASSIGNED RESPONSIBILITIES: 
•     Ensure that unauthorized personnel are not granted use of, or access 
to an IS. 

 
•     Ensure that system recovery processes are monitored to ensure that 
security features and procedures are properly restored. 
 

•     Conduct ongoing security reviews and tests of the IS to periodically 
verify that security features and operating controls are functional and 
effective. 
 

•     Evaluate proposed changes or additions to the IS (including hardware, 
software or connectivity, and advise the ISSM of their security relevance. 
 

•     Verify that prior to being granted access to an IS, user clearances and 
accesses are verified and the user is trained on there is responsibilities. 
(i.e., IS Access Authorization and Briefing Form has been completed) 
 

•     Ensure that all active user IDs are revalidated at least annually. 
 

•     Perform IS weekly audit reviews. 



•  Initial Training from ISSM 
•  CSSA meets with ISSO 

•Sign ISSO Delegation Record 
•Distribute  ISSO Task Checklist 
•Distribute Link to Dallas ISSO Sharepoint  
•Distribute the Weekly Audit Record 
•Distribute ISSO Quick Reference Guide 
•Monthly Meetings between the CSSA and ISSO  
•Quarterly ISSO Meetings – All Facility ISSOs 



ISSO Responsibilities 
• ISSO duties and responsibilities as outlined in the National Industrial Security 

Program Operating Manual and Industrial Security Field Operating Manual 

 

– Ensure that unauthorized personnel are not granted use of, or access to a 
system. 

 

– Conduct ongoing security reviews and tests of the IS to periodically verify that 
security features and operating controls are functional and effective. 

 

– Notify ISSM of any proposed changes and wait for approval. 

 

– Train and brief users on appropriate IS use and procedures. 

 

– Notify ISSM of any changes to duty assignment. 

 

– Ensure systems are decertified according to approved procedures. 

 



Who Should Be Notified When?  

• Equipment not functioning 

– ISSO & ISSM 

• Equipment requiring sanitizing 

– ISSO & ISSM 

• Suspicious use of the systems  

 (usually associated with  

 Need-To-Know) 

– ISSO & ISSM 

• Visitors not being escorted 

– ISSO & ISSM 

• When someone no longer needs  

 access to the system 

 



Train and brief users on IS use and procedures. 
• As the ISSO you are responsible for training users on the 

policies and procedures for classified processing. This 
includes: 
 
– Processing Procedures  
– Marking Requirements  
– Unattended Processing  
– Password Creation 
– Restricted or Closed Area Requirements 

 
• Many problems associated with use can be solved by reading the 

Protection Profile. It is acceptable, and even preferred, for the user 
to follow step by step instructions by reading from the Protection 
Profile. 

 



Audit Records 

• Who fills out what? 
– ISSOs & Users 

• What logs are required?  - Manual 
– Maintenance 

• Hardware & Software 

– Upgrade/Downgrade 

– Sanitization 

– Weekly Audit Log 
• Custodian 

– Seal Log (If Applicable) 

 





MFC DEVELOPED ISSO TOOLS FOR TRAINING 











But wait……….can it get any better???? Well, 

YES IT CAN!!!! 





































Where do I 
find that 

document?? Let me 
show 
you 


