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ABSTRACT

Many of the emerging wide-area monitoring protection and control
(WAMPAC) applications in modern electrical grids rely heavily on
the availability and integrity of widespread phasor measurement
unit (PMU) data. Therefore, it is critical to protect PMU networks
against growing cyber-attacks and system faults. In this paper, we
present a self-healing PMU network design that considers both
power system observability and communication network character-
istics. Our design utilizes centralized network control, such as the
emerging software-defined networking (SDN) technology, to de-
sign resilient network self-healing algorithms against cyber-attacks.
Upon detection of a cyber-attack, the PMU network can reconfigure
itself to isolate compromised devices and re-route measurement
data with the goal of preserving the power system observability.
We have developed a proof-of-concept system in a container-based
network testbed using integer linear programming to solve a graph-
based PMU system model. We also evaluate the system performance
regarding the self-healing plan generation and installation using
the IEEE 30-bus system.
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1 INTRODUCTION

Smart grid technologies are transforming today’s power grid into a
more efficient, autonomous and self-healing system with increas-
ing computer intelligence. A key capability of the smart grid is
the advanced measurement technology for power-system analysis
and control. Phasor measurement unit (PMU) networks are being
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rapidly deployed in the wide-area monitoring protection and con-
trol (WAMPAC) systems to measure the state of the electrical system
and manage power quality, from around 200 R&D grade PMU sys-
tems in 2007 to 2500+ networked PMU systems in North America
in 2017 [1]. However, recent studies reveal that PMU networks can
suffer different types of cyber-attacks [5, 6, 9]. Consequently, the
attacks can significantly reduce the system observability and thus
affect state estimation and other critical power system applications
and operations.

Researchers have studied the cyber-security issues of PMU net-
works and proposed methods to protect them against malicious
attacks and system faults [2, 5-7]. Our work aims to make the
PMU network more resilient to growing cyber-attacks and system
faults as the system gets more complex and interconnected. We
argue that an efficient self-healing scheme should be a cross-layer
solution by considering critical constraints in the power system
application layer as well as the underlying communication network
layer. For example, (1) we should focus on recovering power system
observability rather than maximizing the PMU device connectivity
described in the existing works; (2) we ought to update the com-
munication paths while preserving the important requirements
such as congestion-freedom and real-time operations rather than
always taking the shortest paths; and (3) we ought to consider
the performance overhead of network reconfiguration since PMU
networks have more demanding requirements on availability. This
motivates us to investigate a cross-layer self-healing scheme ex-
clusive to PMU networks with the goal of efficiently recovering
the power system observability while minimizing the self-healing
time. Our scheme has three features. First, the scheme has a global
view of the PMU network for computing a global-optimal solution.
Second, the scheme incorporates essential constraints from the
electrical grid applications and the communication network. Third,
the scheme enables the direct network control to achieve flexible
and fast network reconfiguration.

In this paper, we present a solution to self-heal PMU networks
with centralized network control. The self-healing process has two
stages. The first stage is to recover the power system observability
by identifying a subset of disconnect PMUs and to which working
phasor data concentrators (PDCs) they should reconnect. The sec-
ond stage is to compute the full communication paths including all
the intermediate network devices for each PMU-PDC reconnection
generated by the first stage, while satisfying specific objectives,
such as fastest recovery time, congestion-freedom, or least device
reconfiguration. A vital component of the scheme is the centralized
network controller. Software-defined networking (SDN) technol-
ogy improves network manageability with direct and centralized
control via a well-defined and open application programming in-
terface, and thus well matches the design requirements. Our prior
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work studied the feasibility of the SDN-based approach to self-heal
PMU networks [4], which motivates us to further explore the SDN-
based solutions with new system constraints and prototype system
development. On the other hand, SDN-based solutions also face
problems, such as heavy modifications to the current PMU net-
work architecture (e.g., equipment upgrades and new management
system installation) as well as intensive training for the current
human operators (e.g., how to manage and debug an SDN network).
Fibbing [8] was proposed to combine the advantages of SDN and
traditional approaches. Fibbing essentially is a network architecture
that enables central control over distributed routing by intelligently
forcing routers to compute their own forwarding tables based on an
augmented topology generated via virtual nodes and links. In this
work, we also study the feasibility of Fibbing control within our self-
healing scheme by developing the associated optimization model
in the prototype system with intensive performance evaluation.

The main contributions of this paper are summarized as follows.
First, we present a novel self-healing PMU network architecture
based on centralized network control. Second, by considering the
specific constraints across the power system applications as well
as the underlying communication network, we formulate the self-
healing process using an integer linear programming (ILP) model
over graph-based networked system models. Third, we develop a
prototype system using a container-based network testbed, Mininet
[3] and conduct performance evaluation concerning self-healing
plan generation and network reconfiguration with both SDN and
Fibbing controllers.

The remainder of the paper is organized as follows. Section
2 overviews the self-healing PMU network architecture design.
Section 3 describes the optimization model and formulation using
centralized network control. Section 4 presents the performance
evaluation results. Section 5 concludes the paper with future works.

2 SELF-HEALING PMU NETWORK
ARCHITECTURE

We present a self-healing PMU system over a centralized network
control infrastructure. Figure 1 depicts the four-layer architecture
design. The control layer integrates the logically centralized net-
work controllers (i.e., SDN and Fibbing) to the existing control
center facility. The centralized network visibility enables us to ex-
plore optimization-based algorithms to optimally reconfigure the
PMU network against compromised or faulty devices. Upon detec-
tion of compromised PDCs, our algorithm produces the recovery
plan to restore the system observability in two stages. Stage one
aims to recover the power system observability by pairing working
PDCs and disconnected PMUs. Stage two aims to generate paths
for the new PMU-PDC communication with the specific objectives
and constraints, such as fastest recovery time, congestion-freedom,
or least device reconfiguration. The communication network layer
is composed of a set of conventional routers that run link-state
routing protocols (e.g., OSPF) to calculate shortest paths and de-
tect topology changes (e.g., link failures) as well as SDN-enabled
switches that enable direct network programmability. Measure-
ments of the underlying electrical grid layer are captured by PMUs
in the device layer, and then transferred, quality-checked, and ag-
gregated at PDCs. The synchrophasor data are eventually collected
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Figure 1: A Self-healing PMU Network Architecture

at the control center for power system state estimation and other
critical power system applications.

Figure 1 also illustrates the self-healing process step by step.
(1) Assume a cyber-attack renders certain PDCs compromised or
disconnected. As a result, we lose the measurement data from the
associated PMUs that negatively affects the system observability.
(2) Upon detection of the problematic devices, the control center
computes the recovery plan using our two-stage optimization al-
gorithm. (3) The network controller (SDN or Fibbing) generates a
set of updates for the network devices base on the recovery plan
(e.g., OpenFlow rules for SDN and virtual nodes for Fibbing). (4)
SDN switches install new rules, and traditional routers update their
routing tables to realize the recovery plan. (5) A subset of the discon-
nected PMUs are now reconnected to the network to report their
measurements and thus restore the power system observability.

3 SELF-HEALING MECHANISM BASED ON
CENTRALIZED NETWORK CONTROL

3.1 Power System Observability

A PMU measures the electrical waves of the bus i at which it is
placed and all its adjacent buses. The observability function of bus
i is defined as

O; =X aj, jpj

where a; j defines the bus connectivity.

1 ifi=j
ajj =11 ifi# jandbusiandbus jare connected
0 otherwise

pj = 1ifaPMU s placed at bus j or p; = 0 otherwise. O; > 1implies
that bus i is observable. The entire power system is observable if
every bus is observable. In this paper, we use the observability
definition above to formulate the self-healing optimization model
based on centralized network control. An extended definition of
the observability considering zero injection buses is available in
our prior work [4].
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3.2 Recovery Time Analysis

A key objective is to minimize the PMU network recovery time
upon detection of cyber-attacks. The recovery time consists of
two main components, the self-healing plan generation time and
the self-healing plan installation time. While how to detect the
cyber-incidents are essential, it is not the focus of this paper. In
the self-healing plan generation stage, the goal is for the controller
to quickly restore the power system observability defined in 3.1
while considering other system constraints, such as communica-
tion network congestion freedom, PDC-PMU connection limit, and
network device capacity. The output is a set of new or updated
communication paths to reconnect a set of chosen PMUs (origins)
and PDCs (destinations). We call each (PMU, PDC) selection an
origin-destination pair (OD-pair) in the remainder of the paper.
In the self-healing plan installation stage, the goal is to quickly
realize the plan in the network. For SDN-based networks, the net-
work updates (e.g., OpenFlow rules) can be installed on the devices
in parallel once the controller issues the updates. Given a set of
end-to-end routes, the total installation time is bounded by the max-
imum number of updates to be installed on each network switch.
For networks using the Fibbing controller, we concern about the
configuration time needed for the non-shortest paths including the
time to establish the associated virtual nodes. Fibbing relies on the
OSPF routing protocol to handle the shortest paths and thus no
extra configuration time is required. For each given communication
path, the installation time is bounded by the number of virtual links
injected from the Fibbing controller to the network. Therefore, a
reasonable objective is to minimize the number of non-shortest
paths in order to save the recovery time.

3.3 Optimization Model and Formulation

The objective is to minimize the recovery time while preserving
the power system observability and satisfying various communica-
tion network constraints. We first model the power transmission
network and the communication network, and then formulate the
self-healing problem using Integer Linear Programming (ILP), and
implement the solution using GNU Linear Programming Kit (GLPK)
library. To better illustrate the system model and the optimization
formulation, we list key notations in Table 1.

3.3.1 System Model and Constraints. The power transmission
network is represented by a graph G, =< B, L, > and the commu-
nication network is represented by a graph G. =< UUDUR, L. >.
Assume that the detection system can produce a set of compro-
mised PDCs, D, C D, upon the occurrence of cyber-attacks. We
then identify a set of disconnected PMUs, U; C U. Given Gp, Ge,
D¢, and Uy as the inputs, the self-healing solver computes a re-
covery plan in the form of a set of updated communication paths
p = {x1,x2,....,xn}, where x; € Uy and x, € D\ D, and each tuple
(xi,xi+1) € L¢ is a communication link. These paths should satisfy
the following constraints:

e Observability: the connected PMUs should make all buses
observable.

e PDC connection capacity: each PDC should not exceed the
maximum number of allowed PMU connection.
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Notation Description
B Set of buses in the power transmission
network
Ly Set of transmission lines between buses
U Set of PMUs in the network, each
connecting to a bus
Set of PDCs in the network
R Set of communication network
forwarding devices
Set of communication links between
L end-hosts (i.e., PMU, PDC) and
network forwarding devices
Function that maps a PMU to its
N:U=2U) neighboring PMUs
C:Dw 7t Functlor.l that maps a PDC to its PMU
connection capacity
Function that maps a communication
: L R* . :
Wiler link to its bandwidth
T U R* Function that maps a PMU to its traffic
demand
PR 7 Functlop that maps a sw1j[ch/router to
its rule installation capacity
D.eD Set of compromised/faulty PDCs
UgeU Set of disconnected PMUs

P = {x1,x2,....Xn}

A full communication path connecting
a PMU to a PDC

Sop

Set {p = (u,d)|lu € Uy,d € (D\ D)},
the two end points of a communication
path (i.e., original and destination
nodes), the decision variables of stage 1

SEp

Set {(e,p)le = (s,t) € L¢,p €
{(u,d)|(u,d) = 1}}, the communication
path for each Spp, the decision
variables of stage 2

Set {y(y,a)|(u, d) € Sop}, an auxiliary
decision variable indicating whether
the chosen path for (u, d) is a shortest
path

SL: (u,d)— Z*

M = |L|

Function that maps an Sop to the
length of its shortest path
Total number of communication links

Z

Auxiliary variable indicating the
maximum number of rules can be
installed on an OpenFlow switch

numip : (p,v) = Z*

Function that maps a tuple (p, v),
where p € Sop andv € (UUDUR), to
the indegree of v with respect to p

numey; : (p,v) > Z*

Function that maps a tuple (p, v),
where p € Sop and v € (UUDUR), to
the outdegree of v with respect to p

Table 1:

Summary of Notations



SDN/NFV-based Automated Network Security

e Congestion freedom: the traffic load on each link should not
exceed the bandwidth.
e Network device capacity: each OpenFlow switch/OSPF router
should not install more rules exceeding its space capability.
While satisfying all the constraints mentioned above, we construct
the paths with the objective to minimize the recovery time. In
SDN-based networks, we should minimize the maximum number
of paths through a switch (assuming each new path requires the
one-rule-per-switch installation); In OSPF-based networks with the
Fibbing controller, we should minimize the number of non-shortest
paths.

3.3.2  Optimization Formulation. Since the power transmission
network and the communication network both affect the recovery
time but in different ways, we decompose the problem into two
stages. Stage 1 focuses on the power network layer by recovering
the system observability, and stage 2 focuses on the communica-
tion network layer by constructing the paths for each O-D pair to
minimize the recovery time.

Stage 1. The decision variables are the set of PMU-PDC pairs Sop =
{p =(,d)|lu € Uy,d € (D\ D)} with binary values.

1
(u.d) = {0’

The objective of stage 1 is to minimize the total number of O-D
pairs chosen as shown in Equation 1 in order to save the network
configuration time in the stage 2.

if u sends synchrophasor data to d

otherwise

minimize (1)

To enforce the entire power system observability, each bus must
be observable, which means either the bus or one of its neighbors
are chosen to transmit the synchrophasor data as expressed in

Equation 2.

2V(u,d)eSop s d)

2V euUN(u) 2vde(D\D.)'»d) 2 1, Yu € Uy )

For each PDC, the number of connected PMUs shall not exceed
its capacity as shown in Equation 3.
Svueu, (. d) < C(d), 3)

One implicit assumption is that each PMU sends data to at most
one PDC as shown in Equation 4.

Vd e (D \ D)

2vde(D\D,).d) <1, VYuely o

In summary, the problem stage 1 formulates an ILP problem with
the objective to minimize the recovery paths needed and still pre-
serve the observability of the system, while keeping the number of
connected PMUs within each PDC’s capacity:

2

V(u, d)ESOD

(u,d)

2Vu cuUN () 2vde(D\D)#'sd) 2 1, Yu € Uy (5)
s.t.4 Zvuev, (. d) < C(d), ¥d € (D\ D)

Yvde(p\p,)(-d) < 1, Yu € Uy

Stage 2. After identifying the set of PMUs and PDCs to establish
connections, we then construct their communication paths. The
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decision variable setis Sgp = {(e,p)le € L, p € {(u,d)|(u,d) = 1}}
with binary values.

1, if edge e belongs to the path of p
(e.p) =

0, otherwise

The paths should contain no loop (i.e., no repeated intermediate
nodes). For any given p, each network forwarding device has at
most one incoming edge and at most one outgoing edge, and the
amount of inbound and outbound traffic should be identical as
shown in Equation 6.

0 < numin(r,p) = numoy(r,p) <1, VreRVpeSop (6)

The above constraint contains two auxiliary functions, num;y()
and numgy(). The function num;p() takes an O-D pair and one
intermediate forwarding device as inputs, and output the indegree
of that device with respect to that O-D pair:

2,

Vee{(s,t)|t=v}

numin(p,v) = (p,e) (7)
Similarly, numgy; () takes the same input and produces the outde-

gree of that device with respect to that O-D pair:

>, (o

Vee{(s,t)|t=v}

®)

numoy(p, v) :=
For each p = (u,d) € Sop, Equation 9 indicates that the origin
(PMU) and the destination (PDC) must be included in the path.

Equation 10 indicates that no edge in the path of p = (u, d) should
involve end devices (i.e., PMUs and PDCs) other than u and d.

numoyt((u,d),u) =1, ¥(u,d) € Sop )
numin((u,d),d) =1, VY(u,d) € Sop
Svoeu Mmooy (p,v) =1, Vp € Sop (10)
2vveDp humin(p,v) =1, Vp € Sop

We also consider other network-related constraints including
congestion-freedom that ensures the total traffic load on each link
never exceeds the bandwidth as shown in Equation 11.

2v(u,d)eSop (€ (4, d)) X T(w) < W(e), Ve€ L. (11)

At last, the number of rules installed on each OpenFlow switch
or OSPF router should not exceed its rule capacity as shown in
Equation 12. We assume that constructing a new path in an SDN
network requires to install one rule per switch along the path.

Vv € R (12)

To minimize the recovery time, networks with Fibbing con-
trollers and SDN controllers have different objectives. With Fibbing
controllers, the objective is to minimize the number of non-shortest
paths as shown in Equation 13. To formulate the ILP objective func-
tion, we apply a set of non-negative auxiliary variable y,, 4 for
each (u, d) pair whose constraints are also listed as below.

ZVpeSOD num;n(p,v) < F(v),

min : Z y(u, d)
Y(u,d)eSon
o JYwa) 2 (Zeer, (e (u,d)) = SL(u, d))/M, V(u,d) € Sop
Y(u,d) €Z"

(13)
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Figure 2: PMU Network Topology

where SL(u, d) stands for the length of shortest path between u
and d, and M is the number of communication links in the network
(i.e, M = |L]).

For SDN-based networks, the objective is to minimize the maxi-
mum number of rules to be installed on the switches as shown in
Equation 14. To formulate the ILP objective function, we apply an
auxiliary variable Z whose constraint is also listed as below.

min : Z

s.t. Z > Z numin(p,v), Yo € R
VpESOD

(14)

4 EVALUATION

4.1 Optimization Model for Self-Healing Plan
Generation

We first evaluate the proposed optimization model in terms of the
computational time and the number of cases successfully preserv-
ing/restoring the power system observability. We modeled a PMU
network installed on the IEEE 30-Bus system as shown in Figure 2.
The outer ring is composed of the PMU nodes, and each PMU is at-
tached to a bus. PMUs are connected by blue edges if their attached
buses are adjacent. The middle ring is composed of the router nodes,
and each router connects to multiple PMU nodes. The inner ring is
composed of PDC nodes, and each PDC connects to a router. PMUs
send synchrophasor data to a PDC in the same color. We assume
that each PDC can connect up to 20 PMUs; each communication
link has a bandwidth of 60 Mbps; each PMU offers a traffic load of
10 Mbps; each OpenFlow switch can install up to 100 rules.

There are 10 PDCs in the network, and the number of com-
promised PDCs ranges from 3 to 8. For each number, we ran 50
experiments for both SDN and Fibbing controller based networks.
For each experiment, we randomly chose the locations of the com-
promised PDCs. The evaluation metrics include
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Num_PDC 3 4 5 6 7 8
Num_T 12 6 1 0 0 0
Num_F 33 37 44 47 38 8
Avg P 2.64 3.05 3.02 4.15 5.50 6.25
Avg V 0.00 0.00 0.00 0.09 0.26 0.62

Avg_Time (ms) | 37.66 40.88 42.77 49.95 56.30 57.76

Table 2: Results of the Fibbing-controller-based Model

Num_PDC 3 4 5 6 7 8
Num_T 14 2 1 0 0
Num_F 34 45 43 44 30 10
Avg P 259 291 321 423 533 7.20
Avg_ M 1.35 1.56 1.63 193  2.60 3.70
Avg_Time (ms) | 38.95 4237 4277 50.03 55.22 5892

Table 3: Results of SDN-controller-based Model

3 stage_1 time
70|03 Stage_2 time

g ]L
S
~ 0|
[0} . . .
€
= 30t ) :
20+

‘ SO
10| I : :
0

3 4 5 6

7 8
# of Compromised PDCs

+

Figure 3: Computational Time: Fibbing Controller

e Num_T: the number of cases that the power system observ-
ability is preserved even with disconnected PMUs

e Num_F: the number of cases that the power system observ-
ability can be restored using our ILP solver

e Avg_P: the average number of newly generated paths

e Avg V: the average number of non-shortest paths for the
Fibbing controller base model

e Avg_M: the mean of the max number of rules installed on
each SDN switch

e Avg_Time: the average computational time of the model in
milliseconds

Table 2 and Table 3 show the results for the Fibbing controller
and SDN controller based models respectively. The computational
time is also decomposed into two stages and plotted in Figure 3
and Figure 4. In both tables, we observe that the number of cases
successfully preserving/restoring the power system observability
decreases as the number of compromised PDCs grows, because
we have to generate more paths to reconnect more PMUs to re-
cover the observability. In addition, the number of non-shortest
paths increases for the model with Fibbing controllers, and the
maximum number of installed rules per switch increases for the
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[0 stage_1time
||E=3 Stage_2time

50 -

3 4 5 6 7 8

# of Compromised PDCs

Figure 4: Computational Time: SDN Controller

model with SDN controllers. The small Avg_V values indicate good
performance in the Fibbing controller cases. Even with 8 PDCs
compromised, the average number of non-shortest paths generated
by our model is 0.62 (see Table 2), i.e., Fibbing only needs to con-
struct 0.62 new paths on average. For the SDN cases, with 8 PDCs
compromised, the maximum number of rules to be installed per
switch is 3.70 in average. In other words, the controller only has to
install 3.70 rounds of network updates.

As shown in Figure 3 and Figure 4, we observe that stage 1
takes 12 to 15 milliseconds to complete the work of identifying the
PMU-PDC pairs to reconnect, and stage 2 takes 25 to 45 millisec-
onds to complete the work of constructing the new communication
paths. We also observe that the growing number of compromised
PDCs does not affect our model to derive the list of end-devices
for restoring the system observability. However, it makes the time
to compute the paths to connect the end-devices linearly increase
because of the increasing value of Avg_P and the enforcement of
the congestion-freedom and network device capability constraints.

4.2 Self-Healing Plan Network Installation

We created the same PMU network topology (see Figure 2) in
Mininet [3] to evaluate the communication path installation time.
The controllers take the set of communication paths generated by
the optimization model as inputs and install the updates in the
network. For Fibbing controller based networks, we measured the
time to complete updating each non-shortest path in the network.
Let N be the number of non-shortest paths derived from the opti-
mization model. We varied N from 1 to 5, and ran 50 experiments
to collect the path installation time for each value, and plotted the
cumulative distribution function (CDF) for each N in Figure 5. We
observe that the installation time is less than 900 milliseconds for
all the cases. For example, 90% of the paths are updated within 200
milliseconds for a single path update plan. The total self-healing
time including the self-healing plan generation (Section 4.1) and
the path installation is less than one second for all the experimental
runs.
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5 CONCLUSION AND FUTURE WORK

We present a self-healing PMU network design using centralized
network control such as SDN and Fibbing controllers. In the fu-
ture, we will compare the existing two-stage ILP formulation with
a single-stage formulation with the goal of quickly achieving the
global optimum. We will extend the attack scenarios in which com-
promised devices are not only the power measuring devices like
PMUs and PDCs but also the network devices. In addition, we will
study efficient self-healing mechanisms on a hybrid network archi-
tecture consisting of both SDN and traditional networking devices
and protocols.
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