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Ever-changing IT...

Distributed systems...
Cloud native applications...
Microservices arhitecture...
Internet of Things...

Web APl management...

Information integration solutions...

Revolution or Evolution?




Has the goal changed?

“You have to know the past to understand the present.” — Carl Sagan

Enterprises rely heavily on underlying software applications
Variety of vendors, standards, technologies, architectures
Disparate software applications have to work together
Clients expectation - unified set of functionality!

...and the goal repeats - comprehensive integration platform

Where do we stand?



Did you know?

65 information integration patterns recognized

4 categories

File Transfer Shared Database Remote Procedure Messaging
Invocation




Hub/Spoke Architecture

Spoke

Avoid point-to-point interactions
Loose coupling

Central broker (hub) connects
all applications

Single point of failure!



Bus Architecture

Application-1 aeniication2 | SOlves the scalability issues
Adapter—1+ ) Adapter-2+ . .
Integration Engine Integration Engine Messaglng bus Can be SCaled

horizontally

Bus-Messaging Backbone

Proprietary nature of the EAI
Adapter-t+ ez DUS architecture!

Integration Engine Integration Engine




SOA - a quest for the holy grail...

Foreseen to be the foundation of enterprise architecture
Realized in the form of Web services

Software applications replaced with Web services

1.

PLATEFORM

Lead EAI to ESB!

SERVICE ORIENTED
ARCHITECTURE (SOA)

Lo
PROCESS




Enterprise Service Bus — a glance

= 9

Message mediation

Service virtualization

Protocol conversion

Quality of service

Connecting to legacy and proprietary systems
Connectors to cloud services and APlIs

Extensibility

Primarily designed for internal interactions

Service contract complexity?
Service versioning support?

Monitoring and analyzing?



SOA, Integration, and API
Management: a family!

The disruptive forces - mobile, data, cloud, and social networking
APIs cannot replace integration!

Let integration solutions do the “plumbing”, place your API
management on top of it

Divide your needs, conquer requirements!

AP| management!




Generations

Generation Zero 1%t Generation 2nd Generation 3rd Generation
The ESB XML Appliances REST & API Gateways APIs everywhere
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2002-2005 2006-2010 2011-2014 2014-2017 m——  Timeline
= Data in monoliths * Data in monoliths * Big push for cloud in large enterprises = Second wave of cloud
= All about ESB’s * First wave of cloud (mainly SMB) * Data becoming federated = Data fully federated
= Early days of cloud = All about SOA = RESTful APIs taking over SOAP services = All about APIs
* The mobile “apps” (iPhone effect) = Early days of microservice architectures = Microservice architectures go mainstream

As seen by Luis Weir, Director of Software Development at Oracle




(Sleeping) Beauty and...

Monolithic Architecture L .y
Most significant characteristic:

User

e IT WORKS!
60
| UL
Business Data
Logic Access Layer

{c}
5o

+




...and the Beast
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APIs
Single Purpose Multi Purpose
API Lifecycle API-First Design Resource Mobile Frontend Specif Business Partner Public
Specific
Management Console Registration R
e ADL Programmatic
Policy Definition .g'
Validation Resource
2 OWASP Top 10
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Runtime Monitoring Protection
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Documentation Multi-Prot |
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Management Subscriptions Replication
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Management boarding
Kavs Mans t Community Registry
L Collaboration API

Development Lifecycle




At first sight...
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Expectations

e APIs anywhere (in any vendor's cloud or on-premises)
e A self-service developer portal

e Gives information owners full visibility and control over their
information by letting them decide how and by whom their
assets are accessed

e Delivers strong security to protect information assets against
all major threats

e Is lightweight, appliance-less/ESB-less

e Suitable for Microservice Architectures -- ideally, using
containers




Expectations

e Can scale easily

e |Is centrally managed regardless of the number of
gateways, APIs and their location

e Makes meaningful use of statistics so operations data can be
used to gain business insight and not just to monitor and

troubleshoot

e Is subscription based, with no CPU-based licensing




API Facade Pattern

APl Fagade Simple API

Complicated

. implementations
Complex System

Expose a business functionality without the underlying complexities

Retain management capabilities on the business level




Where have the layers gone?
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All roads lead to...

APl management

Semi-decoupled service: stateless or statefull. Implements

Web service policy enforcement point . . . .
. policy P orchestration, transformation, rules, and other forms of business logic

Fully-decoupled service (microservice): stateless. Implements
choreography, transformation, and other forms of business logic

Unmanaged API: endpoint with no policies applied o Confumers: any system, application or mobile device that consumes a web
service or REST API

I Managed API: endpoint with policies applied




APl management

e API Discovery (Catalog, Search and Provisioning)

e API Security (SSL, PKI, threat protection, schema
validation, encryption, signatures, etc)

e API Identity (APl key, OAuth, LDAP, proprietary 1AM, token
translation & management)

e API Orchestration (adaptation of multiple services,
workflow operations, branching policies, etc.)

e Uniform interface/proxy to multiple backend messaging
protocols (JMS, RMI etc)

e Operational Integration (System Monitoring, Clustering,
Scalability, Migration)




APl management

Community Management (Blogs, Forums, Social features)
API Lifecycle governance (Versioning)

Traffic Mediation (SOAP to REST mediation, data format
transformation, legacy application integration)

Traffic Shaping (Rate limitation, Caching etc)

Analytics & Traffic Monitoring

API metering, Billing and Monetization

Data Protection (Data encryption)

Mobile Optimization (Pagination, Compression, JSON etc.)
Deployment Flexibility (on-premise, cloud, managed
service, SaaS, hybrid)



APl management is today's news!

Mulesoft Anypoint Platform

Apigee

Azure APl management
Kong

SwaggerHub

CA API management
WSO2 App Cloud
Akana

SnaplLogic

Mashery

Postman

Agama API

Dell Boomi

Apiary

Oracle APl Manager
Google Could Endpoints
Tyk

Cloud Elements
Red Hat 3scale
webMethods

AWS Could Trail
Sentinet

SAP Cloud Platform



To all colleagues still awake

Thank you for your time!

Brainstorming email: milos@coming.rs




