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Introduction

This document describes Custom Certificate Authority (CA) Certificate Expiration alerts on an
Cisco Secure Email Gateway (ESA) after upgrade to Async OS 14.x, along with a workaround
solution.

Components Used

The information in this document is based on ESA running Async OS 14.0 or above.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

During the upgrade process to Async OS 14.x, customers are requested to confirm if they wish to
append older system certificates to the custom CA list. This is also documented in the 14.0
release notes as shown in the screenshot below, complete release notes are available here.


https://www.cisco.com/c/dam/en/us/td/docs/security/esa/esa14-0/Secure_Email_14-0_Release_Notes.pdf

Certificate Authority The Certificate Authority (CA) configuration changes are applicable in
Configuration Changes any one of the following scenarios:

* Upgrade from a lower AsyncOS version to AsyncOS 14.0 version
and later.

* Install AsyncOS 14.0 for Cisco Secure Email Gateway for the first
time.

The following changes are made to the Certificate Authorities list:

* You can view the count and details of custom and system CA
certificates in your email gateway.
Use the Managed Trusted Root Certificates option in Network >
Certificates > page to view the custom or system CA certificate
details.

*  You can upload, delete, or append the custom CA certificate in your
email gateway.

* You will not be able to upload duplicate custom CA certificates to
your email gateway.

* [Applicable for new AsyncOS install only]: You can update the
existing system CA certificate bundle to the latest available version.
Use the Update Now option in Network > Certificates page in the
web interface or the updatencw CLI command to update the
existing system CA certificate bundle.

* [Applicable for AsyncOS upgrade only]:

— During upgrade, you can choose to append the valid CA
certificates from the system CA bundle (of the current AsyncO5S
build) to the custom CA bundle of the upgraded AsyncOS build.

S

Note The backup of the current system CA bundle is stored
in the following location -

fdata/pub/systemca.old/trustedea. old, pem

— After upgrade, the system CA certificate bundle of the current
AsyncOS build is updated to the latest version automatically.

Problem

After upgrading to 14.x, over time older system certificates appended in the custom list may expire
resulting in alerts such as below.

26 Jun 2021 11:27:29 -0400 Your certificate "CA:Root CA Generalitat Valenciana" will expire in 5
days (s).

These alerts are indicative of either older system certificates expiring which were appended to the
custom list at the time of upgrade or a custom certificate previously used nearing expiration.

Solution



Please be advised that the alerts for older system certificates in the custom list are informational
and you could choose to remove them from the custom list or let them expire out.

It is non-service impacting, yet for some an undesirable alert to receive.

If you see alerts for a custom CA certificate that is required by your Organization and currently not
part of system list, you could reach out to the CA in question for an updated certificate and replace
it as outlined in the end user guides here.

The system CA certificate bundle is updated automatically after upgrade and periodically,
expiration of certificates in the custom list do not impact the working of certificates in the system
list.

To validate if system list and custom list are both enabled, please navigate to Network ->
Certificates -> Certificate Authorities: Edit Settings

You can also export the system and custom lists from the same navigation menu or use the CLI
certconfig -> certauthority commands to manually review certificates in both list as required.

If you wish to remove the certificate generating alerts in the custom CA list, below are the steps
that can be performed by an admin using SSH to the appliance.

Note: Please verify the name/position of the certificate in the custom list based on the alert
seen as it may differ from the sample output sighted below.

exanpl e. con> certconfig

Choose the operation you want to perform

- CERTI FI CATE - Inport, Create a request, Edit or Renove Certificate Profiles
- CERTAUTHORI TY - Manage System and Customi zed Authorities

- CRL - Manage Certificate Revocation Lists

[1> certauthority

Certificate Authority Sunmary

Custom Li st: Enabl ed

System Li st: Enabl ed Choose the operation you want to perform
- CUSTOM - Manage Custom Certificate Authorities

- SYSTEM - Manage System Certificate Authorities

[1> custom

Choose the operation you want to perform

- DI SABLE - Disable the customcertificate authorities list

- IMPORT - Inport the list of customcertificate authorties

- EXPORT - Export the list of customcertificate authorties

- DELETE - Renpbve a certificate fromthe customcertificate authorty |i st
- PRINT - Print the list of customcertificate authorties

- CHECK CA FLAG - Check CA flag in uploaded custom CA certs

[1> delete

You nust enter a value from1l to 104.

[ AAA Certificate Services]

[ ANCERT Certificados CGN|

[ ANCERT Certificados Notarial es]

[ ANCERT Cor por aci ones de Derecho Publi co]
[Actalis Authentication Root CA]

[ Admi n- Root - CA]

[ Agence Nationale de Certification Electronique]

NoOoRWNE


https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-0/user_guide/b_ESA_Admin_Guide_14-0/b_ESA_Admin_Guide_12_1_chapter_011001.html?bookSearch=true#task_1194843

8. [Agence Nationale de Certification El ectronique]
9. [America Online Root Certification Authority 1]
10. [Anerica Online Root Certification Authority 2]
11. [Autoridad Certificadora Raiz de |la Secretaria de Economi a]
12. [Autoridad de Certificacion de | a Abogaci a]

13. [Baltinore CyberTrust Root]

14. [COMODO Certification Authority]

15. [COMODO RSA Certification Authority]

16. [Certipost E-Trust TOP Root CA]

17. [Certum CA]

18. [Chambers of Commrerce Root]

19. [Cisco Root CA 2048]

20. [Contign Advanced Security CA]

21. [ConSign CA]

22. [ConSign Secured CA]

23. [Cybertrust d obal Root]

24. [D-TRUST Root Class 2 CA 2007]

25. [D-TRUST Root C ass 3 CA 2007]

26. [DST Root CA X3]

27. [DigiCert Assured |D Root CA]

28. [DigiCert Baltinmre CA-2 @]

29. [DigiCert dobal Root CA]

30. [DigiCert dobal Root @]

31. [DigiCert H gh Assurance EV Root CA]

32. [E-CERT ROOT CA]

33. [Echowor x Root CA2]

34. [Entrust Root Certification Authority - @]

35. [Entrust Root Certification Authority]

36. [ GLOBALTRUST]

37. [CGeoTrust G obal CA]

38. [CGeoTrust Primary Certification Authority - Q2]
39. [CGeoTrust Primary Certification Authority - G3]
40. [GeoTrust Primary Certification Authority]

41. [GeoTrust RSA CA 2018]

42. [GeoTrust SSL CA - @]

43. [GeoTrust Universal CA 2]

44, [ GeoTrust Universal CA]

45. [d obal Chanbersi gn Root]

46. [d obal Sign Personal Sign 2 CA - SHA256 - G3]
47. [d obal Si gn Root CA]

48. [d obal Si gn]

49. [d obal Sign]

50. [Go Daddy Root Certificate Authority - @]

51. [Hongkong Post Root CA 1]

52. [HydrantI D SSL | CA &]

53. [InfoNotary CSP Root]

54. [NetLock Mnositett Kozjegyzoi (C ass QA) Tanusitvanyki ado]
55. [Network Solutions Certificate Authority]

56. [O STE W SeKey d obal Root GA CA]

57. [Post. Trust Root CA]

58. [QuoVadis Root CA 2]

59. [Root CA Ceneralitat Val enciana]

<<<<<<<<<<< Sel ect this one based on sanple alert above
60. [S-TRUST Aut hentication and Encrypti on Root CA 2005: PN]
61. [SSC Root CA A]

62. [SSC Root CA B]

63. [SSC Root CA (]

64. [Secure d obal CA]

65. [SecureTrust CA]

66. [Serasa Certificate Authority I11]

67. [Serasa Certificate Authority I1]

68. [Serasa Certificate Authority 1]

69. [Starfield Services Root Certificate Authority]
70. [SwissSign Gold CA - @]



71.
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[ Swi ssSign Platinum CA - @]

[ Swi ssSign Silver CA - @]

[ Swi sscom Root CA 1]

[TC TrustCenter Class 2 CAII]

[TC TrustCenter Class 3 CAII]

[TC TrustCenter Class 4 CAII]

[ TC TrustCenter Universal CA I1]

[ TC TrustCenter Universal CA I]

[ TDC OCES CA]

[Trusted Certificate Services]

[ UCA d obal Root]

[ UCA Root]

[ USERTrust RSA Certification Authority]

[ VAS Latvijas Pasts SSI(RCA)]

[ VRK Gov. Root CA]

[VeriSign dass 3 Public Primary Certification Authority - Gb]
[ Veri Sign Universal Root Certification Authority]
[Visa Information Delivery Root CA]

[ Visa eComerce Root]

[Wel | sSecure Public Root Certificate Authority]

[ XRanmp d obal Certification Authority]

[thawte Primary Root CA - G3]

[thawte Primary Root CA] Select the customca certificate you wish to delete
> 59

e you sure you want to delete "Root CA Generalitat Valenciana"? [N> Y
stomca certificate "Root CA CGeneralitat Val enciana" renoved

oose the operation you want to perform

DI SABLE - Disable the customcertificate authorities |ist

I MPORT - Inport the list of customcertificate authorties

EXPORT - Export the list of customcertificate authorties

DELETE - Renove a certificate fromthe customcertificate authorty Ili st
PRINT - Print the list of customcertificate authorties

CHECK_CA FLAG - Check CA flag in upl oaded custom CA certs

> [ENTER]

rtificate Authority Summary

stom Li st: Enabl ed

stem Li st: Enabl ed Choose the operation you want to perform
CUSTOM - Manage Custom Certificate Authorities

SYSTEM - Manage System Certificate Authorities

> [ENTER]

oose the operation you want to perform

CERTI FI CATE - Inport, Create a request, Edit or Remove Certificate Profiles
CERTAUTHORI TY - Manage System and Custom zed Authorities

CRL - Manage Certificate Revocation Lists

> [ENTER]

anpl e. con> commit

ease be sure to commit the change at the end.

Related Information

. Cisco Secure Email Gateway Release Notes
. Cisco Secure Email Gateway End User Guides
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