Exercise 5:
Interfacing with OPC and IEC
60870-5-104

Nicholas Honeth (nicholash@ics.kth.se)
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» Recap of JACK interfacing with OPC - the OPCagent

Agent platform host Agent platform host

% OPCagent % OPCagent
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OLE for Process Control (OPC)

Agent platform host

» Object Linking and Embedding (OLE)

X0
g-:_ T«
» Originally developed to provide an interface
between: ‘
- Windows software applications and
- Process control hardware. IEC 870-5-104 OPC server

» A few specifications (versions):
- OPC Data Access (DA)
- OPC Alarms & Events
- OPC Data eXchange (DX)
- OPC Commands
- OPC XML-DA

- OPC Unified Architecture (UA)
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OPC Servers

CybServer870M-10x OPC Servers
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e Client to communicate with: ECH 1Dy CRcener
- IEC 60870-5-101 (Serial) ' ¥

Tag 870 Address |T3,rpe | Category
- IEC 60870_5_104 (IP) =) CommStatus - Systemn CommStatus )
B CommLink - System CommlLink
Eprs 65541 Acquisition Boolean
Epgs 65542 Acquisition Boolean
@pp 65543 Acquisition Boolean
pgg 65544 Acquisition Boolean
Y q
Server for OPC DA @lpp 65545 Acquisition Boolean
Spno 65546 Acquisition Boolean
Epny 65547 Acquisition Boolean
. . @Epp 65548 Acquisition Boolean
* Makes RTU data accessible: @o;
@Eppg 65550 Acquisition Boolean
- Status @pps 65551 Acquisition Boolean
e 65552 Acquisition Boolean
M ea S u re m e nts @Epny 65553 Acquisition Boolean
- @pns 65554 Acquisition Boolean
CO mm a n d S @ppo 65555 Acquisition Boolean
Eppo 65556 Acquisition Boolean
. o ©poxn 65557 Command Double command
- Map tag names to "870 addresses o2z 65558 Command Double command
po23 65559 Command Couble command
po24 65560 Command Double command
pozs 65561 Command Couble command
po2e 65562 Command Double command
Epoz7 65563 Command Double command
©lpozs 65564 Command Double command
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Tag I 870 Address I Type I Category
I Commb5tatus - System Commb5tatus
I CommLink - System CommLink
‘ pgergsl° B 65541 Acquisition Boolean
‘ B 65542 Acquisition Boolean
| rer ! Bpp 65542 Acquisition Boolean
‘ gred close = pg 65544 Acquisition Boolean
‘Epp 65545 Acquisition Boolean
pno 65546 Acquisition Boolean
iy 65547 Acquisition Boolean
Epn2 65548 Acquisition Boolean
Epns 65549 Acquisition Boolean
‘g 65550 Acquisition Boolean
= prs 65551 Acquisition Boolean
Bpns 65552 Acquisition Boolean
gD]ﬁLI‘I 65553 Acquisition Boolean
g one 65554 Acquisition Boolean
@ppg 65555 Acquisition Boolean IEC 870-5-104 OPC server

o 65556 Acquisition Boolean

‘Spoxn 65557 Command Double command

Do22 65558 Coemmand Deouble command

D023 65559 Command Double command

D024 65560 Command Double command

D025 65561 Command Double command

D026 65562 Command Double command

Coemmand Deouble command

Command Double command

BREAKER 1

Netcontrol RTU-28IP
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RTU configuration

IEC 60870-5-104 communications config Agent platform host

U2 - Netcon Configuration Utility \Documents and SettingsKarlDesktop’ 2012 pre-course RTU configh 20121026 RTUZ NFE config.NCU
File Wiew Settings Telnet Help
= A HETCON
' IEC-104/s (V2 i -
E|. Dowrload_ 15:05:00 (Generic) Is (ve) |Pulse lengths [ scaling I Channel [ Commonaddress I Cross-reference (XRE2) I
= 'El {TIT: (NkeDtEDnSDD 1) Bus) PRy e
E ac
] & Board! (Unknowr) Pararneters commen to all RiEs
ﬁ Stationl Startup delay: I 10 5 Remote IPs (1-4): I 2
2§ TCR/IP port
. IEC104/s w2 (Channel il04)
Redundancy group: |1 vI Caommands: | -|
... ZAF MFELink
Redundancy group (RGE) parameters
V¥ Use R group
IEC 870-5-104 OPC server
Send APDUs bimeout (E1): I 15 5 Jse DST: Mo -
Ackino data timeouk (2 < EL): I 10 H File transfer: Mo -
Idle test timeout (£3): I 20 5 Send end of init: Common ™
Command kmeout: I 1] 5 Time kransmission: Mo "I
Mazx, connection OK delay: I 30 H Deadband bype: Absalube 'I
Log transmit Frequence: I 1] mir Timesync master: Ves -
Max. outstanding msgs (k): I 12 Counter history: off -
Max. ack outstanding: I ] Counker priority: 2 =
Mazx. sequence number: |32?6? Timestamps on AT OFf -
Secondary buffer size: 2350 &l read type: normal 'I
Primary buffer size: 250 Remate IPs §
S !
Send emd confirmations: on - RemoteIP1: | 10. 0 . 1 .45 © Netcontrol RTU-28IP
Double point inverted: Mo hd Remate IF 2 I 0.0 .2 .45
Double commands inverted: Mo i Remote [P 3: I o.o0 .0 .0
Compensate UTC to local: o h | Remaote IP 4: I o.0.0.0
DST ocours ak UTC hour: | ] h
&annlnad_lS:DS:DD [ Ports § Ch 5 (iecE70fm) | 10 conflict detected: Rack 0, Board 1 IfC, npcline:0x01000000 (Mainfine status) <-> Station 1 LfQ, npcline:0:01000000 (Mainline skatus) ;l
&annlnad_lS:DS:DD [ Parts J Ch 5 {iec870/m) J IO conflict detected: Rack 0, Board 1 I/O, npcline:0x01000000 {Mainline status 2) <-: Station 1 I/C, npcline:0:x01000000 (Mainline status 2)
&annlnad_lS:DS:DD [ PortS § Ch S (iecE700m) | IO conflick detected: Rack 0, Board 1 140, npcling: 0:01000000 (Mainline conkrol) <-= Stakion 1 1i0, npeline:0x01000000 (Mainline conkral)
A
Project saved s
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ﬂNEUZ - Metcon Configuration Utility - C:\Documents and Settings' Karl'Desktop', 2012 pre-course RTU configh 20121026 RTUZ NFE config.NCU
File Wiew Settings Telnet Help
= g—-ﬁngxnlnad_IS:DS:DD (Generic) IEC-104/s (V2] I Pulse lengths | scaling I Channel | Commonaddress  Cross-reference (XRZ)
Ef Ports (MetconS00 Ij0 Bus) ER@) —harrel 5 (MetconS00 10 Bus
: Em RackD Redundancy group (RG): |1 "I O Channel IjO
¢ 1 Boardl (Unknown) =-{2) Rack 0
ﬂ Stationi Host address Format (I04A) . E|® Board! (Unknown)
Et TCPJIP port [F Skructured " Unstructured € Hexadecimal O Board 1/0
. IEC104/s %2 {Channel i104 () av {ink)
L A MFELInk Use Host type Host Mative Count | Invert | Double () si
O sC
1 Channel 5 (Netcon500 ...
2l [ s (single cormmand ) 055:000,000.001 Ox01000C00
3 |_ dp (double-point indication) | 055:000,000.002 Ox01000200
4| v | sp (single-point indication) | 0S5:000.000.100 C0x01000000
5 |_ sC (single command) 055:000.000,003 Ox01000000
6| [ |nv (measurand, normalized) | 055:000,000.004 1:000,000.001
ri |_ rv (measurand, normalized) | 055:000,000.005 1:000.000,002
g [ |nv (measurand, normalized) | 055:000.000.006 1:000.000.003
a9 |_ rv (measurand, normalized) | 055:000,000.007 1:000.000,004
10| [ | sp tsingle-point indication) | 055:000.000.008 1:000.000.005 -
11 I_ sC (single command) 055:000.000,009 1:000.000,021
12| [ s (single cormmand ) 055:000.000.010 Ox01FADOOO
a [ ]

Netcontrol RTU-28IP
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* WAN connectivity
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WAN connectivity

WAN emulation through OPNET

&a Project: ICS_Village Scenaric
[ Fie Ege View Scensics Topology Taffic Senices Protocols Flow Anaysis DES Windows Help.

| backing up fie 1CS_Vilage Event1_Loadsheddng" ... done
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ROVAL INSTITUTE Check conectivity over IP - Using "Ping”

¢ |Comimand Prompt

Microzsoft Windows HP [Uersion 5.1.268081
CC» Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“Karlrping 18.8.3_.8

Pinging 1A.8.3.8 with 32 bytes of data:

Reply from 18.8.3.8: bytes=32 time=120ms TTL=25L1
Reply from 18.8.3.8: butes=32 time=56ms TTL=251
Reply from 18.8.3.8: butes=32 time=56ms TTL=251
Reply from 18.8.3.8: bytez=32 time=4imsz TTL=251

Ping statistics for 18.8.3.8:

Packet=z: Sent = 4, Heceived = 4, Lozt = 8 (Bx loss),.
Approximate round trip times in milli-—seconds:

Minimum = 4dms. Maximum = 120ms,. Average = b8ms

C:~Documents and Settings“KarllX_

[
|IEC 870-5-104 OPC server |
|
|

FOUNDATION
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Agent platform host Agent platform host
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E}(- RTU-28IP RTUZ and RTU3 - CybServerg70-5-104M
File Edit WYew add Mode Help

D 3 6| X B & e > |

FrTUZ
HIRTUS

Communication Parameters | 870 Pratacal I Palling Cycle I Iritialization Sequence I
s

Device Mame

— TCPARP Parameters———— —Window Sizes— — Timeouts [zeconds]

Ta |3|:|
Slave Host |1I].EI.3.B k. |12 T1 I'IE_

T2 I
Slawe TCP Part |24U4 i IB 10

T3 |20

— Connection Retries

Date | Time Retry Count IEI Fety Delay [zecands] |3':'

0k, I Cancel |
1| | i

Ready CFFlime i

Agent platform host

IEC 870-5-104 OPC server

Netcontrol RTU-28IP
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Mapping OPC tag names to IEC 60870-5 addresses Agent platform host

OF TECHNOLOGY

E;(. RTU-Z8IF RTUZ and RTU3 - CybServers70-5-104M
File Edit “iew Add Mode Help

e X2R @ éde TV

HPRTUZ Tag | a70 Address | Tvpe | akegory | ﬂ
HPRTUS = nozs 23 Command Single command
Epoze 22 Command Single command
Epoze 24 Command Single command
pozs 25 Command Single command
Eooze 26 Command Singl d
aqle comman
Enozz 27 Command Single command IEC 870-5-104 OPC server
nozs 23 Zommand Single command
B0 1 Acquisition
e 2 Acquisition
oz Acauisiie Sinale Float
'@.ﬁ.m Tag Properties |
[ake | Time: I Device
I arne
Address I-I - ﬂl
Type
’V  Acquigition © Command  © Parameter
[~ Enable event queuing Alarms & Events |
Categorny Single Float j
J | [
Feady OFfline v
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ROVAL INSTITUTE Starting the OPC server Agent platform host

E;‘. RTU-ZB8IP RTUZ and RTU3 - CybServer870-5-104M
File Edit WYew aAdd Mode Help

O & | % B ||

FHRTUZ | a70 fddress | Type | Cateqory | :I
HPRTUS lpozs 23 Carmmand Single cormmand
Spoge 22 Carmmand Single command
Epoze 24 Command Single command
Epozs 25 Command Single command
)
DOEE 26 Cormmand angle command IEC 870-5-104 OPC server
DOZT 27 Cormrnand Single cormmand
Epozs 24 Cormmand Single cormmand
w 1 Acquisition Single Float
AEERN ) 2 Acauisition Single: Float
RERFA (i 3 Acquisition Single Float
& arng 4 Acauisition Sinale Float |
Date | Tirne | Device | Message ﬂ
2012-10-26 17lz2s8 72z RTLZ M_SP_MA_1 - Address: 000013 Walue: 0 Quality: COh
2012-10-26 171208722 RTLZ M_SP_MA_1 - Address: 000014 Walue: 0 Quality: COh
2012-10-26 17ilz2isE722 RTLZ M_SP_MA&_1 - address: 000015 Malue: 0 Quality: CoOh
2012-10-26 1712:58:722 RTLIZ M_SP_MA_1 - Address: 000016 Malue: 0 Quality: COh
2012-10-26 17lz2s8 72z RTLZ M_SP_MA_1 - Address: 000017 Walue: 0 Quality: COh
2012-10-26 171208722 RTLZ M_SP_MA_1 - Address: 000015 Walue: 0 Quality: COh
2012-10-26 17:12:58:722 RTUZ M_SP_MA_1 - Address: 000019 Yalue: 0 Quality: Coh Netcontrol RTU-28IP
2012-10-26 1712:58:722 RTLIZ M_SP_MA_1 - Address: 000020 Malue: 0 Quality: COh
2012-10-26 17lz2s8 72z RTLZ M_ME_MA_1 - Address: 000001 Malue: 0.000000 CQualiky: Cah
2012-10-26 171208722 RTLZ M_ME_MA_1 - Address: 000002 Malue: 0.000000 CQualiky: Coh
2012-10-26 17ilz2isE722 RTLZ M_ME_MA_1 - Address; 000003 Yalue: 0,000000 CQuality: Coh
2012-10-26 1712:58:722 RTLIZ M_ME_MNA_1 - Address: 000004 Yalue: 0.000000 Cuality: C0h
2012-10-26 17lz2s8 72z RTLZ M_SP_MA_1 - Address: 000100 Walue: 0 Quality: COh
2012-10-26 171208722 RTLZ M_SP_MA_1 - Address: 000101 Walue: 1 Quality: COh
-
a| | 3

Ready Crilire i
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IIé/‘I“‘Iatrikl:hnlIIPl: Explorer - [Until
File Server Group Item  VYiew Help

R - B e @ X 6 2 b o
Cybectec, JECE70-5-104M, 1 |

-+ Locahast "\ICswES0S

- ABE,PCM,IECE1850_OPC_AE_Server,Instance[2]
ABE . PCM,IECE1850_OPC_AE_Server.Instance[2].1
BB PCM,IECE1850_OPC_Da_Server,Instance[2]
ABEPCM,IECE1850_OPC_Da_Server.Instance[2].1
- O ABE,PCM,LON_OPC_AE_Server,Instance[2]
- ABE,PCM,LON_OPC_AE_Server, Instance[2]. 1 ’
- OB ABE.PCM.LON_OPC_DA_Server,Instance[Z] L
ABE,PCM,LON_OPC_DA_Server.Instance[2].1 Connect Add Teg= AddAlarms
ABE,PCM,SPA_OPC_AE_Server.Instance[2]
BB ABE.PCM,SPA_OPC_AE_Server.Instance(2].1 [ MatrikenGPC Configuration Option
- DR BBB,PCM,SPA_CPC_DA_Server, Instance[2] .

@ MatrikonOPC

Supported OPC Interface:

e XX s

P SeCuUrit

OPC Server Conneckion Cpkion:

31181181151 8

18118

Caution: Potential Security Risk Detected,

h=]
m
m
)
(]
=
[51]
o
h=
o]
=)
(]
=
h=]
L
o
=
=
o
=
i
3
[
[
'
2
fu]
[}
—
r
[}
—

Cybectec, IECE70-5-104M
W,

Explanation: This OPC Server does not support
the OPC Security Specification.

OPE Eerver; OPE Security, Licenxing

Cybectec, IECE70-5-104M_AE. 1
Cybectec, IECE70M-101 —Server Staku |
- O Cybectec, IECE7OM-101,1

- Cybectec, IECE7OM-101_AE.1

- ORE Mational Inskruments, Yariable Engine

- ORE Mational Inskruments, Yariable Engine. 1
[]--g Metwork Meighborhood

g COther Metwork, Computers

RS8R

Solution: If security is a concern then
Server: Cybectec, [ECE70-5-104M, 1 protect wour existing OPC Server with the
MatrikonOPC Security Gateway,

Connected: Mo

For more information on the MatrikonOPC
Security Gateway Click Here,

Server Info Group Info

Did you know?
1.
Explorer Tip #2 010101004

Server: Cybectec, IECE70-5-104M, 1

Connected: Mo

You can configure any MatrikonOPC
Server from OPC Explorer.

L ciccroroeiain 3
@ Matrikon0PC

Agent platform host

IEC 870-5-104 OPC server

Netcontrol RTU-28IP
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OPC client connection

Connecting to your OPC server

Agent platform host

gia MatrikonOPC Explorer {_NDI_Group_0)
File Edit Wiew EBrowse
WO X B o
Taq Entry | Tags ko be added:
F
@ Item I | %l
RTLZ, AIO1 RTUZ, AIDZ RTUZ, AIOG RTUZ AID4
Data Type: IEmpty,l'DeFault j [V Create Active b
pccess Bathi | B Tagy Tagy Tagy IEC 870-5-104 OPC server
RTUZ. Com..., RTUZ.Com... RTUZ.DIOG
Eilter: I Diaka Twpe Filker: IEmpty,l'DeFauIt j
[+ Write Access [ Read Access [ Branches [ Ikems @ @
Bevailable Ikems in Server 'Cybectec, IECET0-5-104M, 1" RTUz.DIOY RTUZ.DIOG RTUZ.DIO9
- RTUZ
-0 RTUS s
Tag: RTUZ, AI01
Access Path:
¥alidated: ‘es
= - Data Type: Empky)Defaulk
Available Tags I = Create Active: Yes
g AT b
i A2 Readable; es “
AL Writeable: Mo
i A T04
iR mrarnl ink ;I
O Cancel
A N
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ROYAL INSTITUTE Connecting to your OPC server Agent platform host
@EMatrikunDPE Explorer - [Untitle
File Server Group Item  Yiew Help
SEAXAIB TR & E 0
_MNDI_Group_0 Caontents of *_MDI_Group_0°
= _'5 Localhost "W ICSwrS0s' Item ID | Access Path | Yalue | Ciualit: | Timestamp -
: °§ ABE PCM.IECE1850_OPC_AE_Server.Instance[2] s RTUZ, A0 0,19580078125  Good, non-specific 10-26-2012 5:33:56.785 PM
O ABB.PCMIECE1850_OPC_AE Server.Instance(2]1  Iwmmriz Az 0 5o0d, non-specific 10-26-2012 5:28:52,191 PM
O ABB.PCM.IEC61850_OPC_DA_Server Instancel2] WERTUZ.AI03 ] Bod, non-specific 10-26-2012 5:28:52.191 PM
O ABB.PCM.IEC61850_OPC_DA_Server.Instancel2]1  mmpriie, a10q o o, non-spexific 10-26-2012 5:78:52.191 PM
% :::'ggm'tgm—ggg—ig—ge”er';”Sta‘”teg . B RTUZ. CommLink True ood, Won-spexific 10-26-2012 5:28:51.801 PM
. . erwver, Instance[2].
— - - R TUZ, C Stat T 10-26-2012 5:28:51.801 PM
-G KB PCM.LON_OPC_Dé_Server.Instance[2] ot e "
= R TUZ,DI05 True Good, non-zN 10-26-2012 5:28:52,191 PM IEC 870-5-104 OPC server
B AEE.PCM,5PA_OPC_AE_Server.Instance[2] s R TUZ,DIOG True Good, non \ 10-26-2012 5:28:52.191 PM
@ AEB.PCM,SPA_OPC_AE_Server Instance[2].1 s R TUZ,.DI07 True Good, non—spec!Ff 10-26-2012 5:28:52,191 PM
O BBE.PCM.SPA_OPC_DA_Server. Instance[2] R TIUZ,DI0G True Good, non-specific 10-26-2012 5:28:52.191 PM
O ABE.PCM.SPA_OPC_DA_Server.Instance[2]. 1 WERTUZ,DI0D False Good, non-specific 10-26-2012 5:28:52.191 PM
QR Cybecter, IECH70-5-104M s RTUZ.DI10 False Gond, non-specific 10-26-2012 5:28:52.191 PM
= s RTUZ.DI11 False Gond, non-specific \-26-2012 5:28:52.191 PM
- DI i mERTUZ.DI12 False Good, non-specific
- OFE Cvbectec, IECA70-5-104M_AE. 1 mE R TUZ, D113 False Good, non-specific
-0 Cybectec JECE70M-101 mERTUZ.0I14 False Good, non-specific
O Cybectec IECEFOM-101.1 s RTZ.DI15 False Good, non-specific o FOUNDATION
o= Cybectec. IECE70M-101_AE. 1 s RTUZ.DI16 False Good, non-specific
- Mational Inskruments. \ariable Engine wERTUZ.0I17 Fake tond, non-spexific
— . 1]
0P Mational Inskruments . Yariable Engine. 1 WERTUZ.DIE False Good, non-speciic
. . 4]
- -1 g‘;:wmmk ?egl;bgrhooc'lz @B RTZ.0119 False Gond, non-specific )
----- et Metwark Computers
= P msR T2, D120 False Gond, non-specific 10-26-2012 5:28:52.191 PN
s R TUZ, D021 0 |Uncertain, non-specific 10-26-2012 5:28:51.801 PM NetcontrOI RTU_28| P
mE R TUZ D021 _Cnd 0 Good, non-specific 10-26-2012 5:12:54,566 PM
s R TUZ, D022 ] Incerkain, non-specific 10-26-2012 5:28:51.801 PM
[ 0 Gnnd._nnn-snecific 10-2A-2017 5:17:54 .57 PM
Server Info Group Info
) Group: _NDI_Group_0
Server: Cybectec, IECE70-5-104M,1 Did you know?
i 101010101 Connected {(Async 1/0): Ves (2.0)
Connected: ves Explorer Tip #3 Iuiq L
State: Running OPC Explorer measures your ctive: ‘fes
Groups: 1 current DA throughout. Y tems: 3
Total Items: 35 urrent Update Rate: 1000 ms
Current Local Time: 10-26-2012 5:34:19,597 PM ELLEL SR IAREY ercent Deadband: 0,00%
Update Local Time; 10-26-201Z2 5:33:57.582 PM ® MatrikonOPC - ata Change Rate; 0,17 Ikems/3ec
1 WU
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JEasyOPC Java class library

OF TECHNOLOGY

» Open-source java class library

] IEC 870-5-104 OPC server
e Interface with OPC servers

import javafish.clients.opc.JCustomOpc; ) Java
import javafish.clients.opc.JEasyOpc; —
import javafish.clients.opc.JOpc;

import javafish.clients.opc.asynch.AsynchEvent; JEasyCHDC
import javafish.clients.opc.asynch.OpcAsynchGroupListener; Progran1
import javafish.clients.opc.browser.JOpcBrowser;

import javafish.clients.opc.component.OpcGroup;
import javafish.clients.opc.component.OpcItem;

Initialization:
jopc meas = new JEasyOpc (hostName, serverName, groupName + " meas");

Reading:
gotItem = jopc meas.synchReadItem(statusGroup, (OpcItem)ItemToRead);

Writing:

jopc command.synchWriteItem (commandGroup, item);




Java OPC client

ROYAL INSTITUTE Making Java speak OPC

« Initialise a new JEasyOpc object
« Create groups for different readings

Jopec statns = new JEasyOpc("localhost™, "Matrikon.OPC.S5imulation™, "JOPCA™

L = ot e r
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 Browsing the items

JOpcBrowser jbrowser = new JOpcBrowser (hostName, serverName, groupName);
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« Synchronous reading

Iterator itemItr = itemVector.iterator():
while (itemItr.hasNext ()] i
try {
Cpcltem gotltem = jﬂﬁq_stﬁtus.synchReadItemist&tusﬁrﬂup, (Cpcltem)itemltr.next () )
if {(gotltem '= mmll) |
Date timeMow = new Date():
if (gotltem.getDatalype () == 11) System.cuf.println("Bead:" + gotltem.getltemame () + gotlItem.ge
elze System.cut.println("BEead" 4+ gotltem.getltemMame () + [(float) gotltem.getValue () .getFloat()

Syetem.ocut.println (gotItem) ;

}
} catch (SynchReadException ) {
e.printStackTrace () :
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« Synchronous writing

jopc command.synchWriteItem (commandGroup, item);
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OPC agent - OPC interfacing from JACK

OF TECHNOLOGY

* JACK agent with OPC client capability:

- Browser OPC server

- Listen for events (status, meas)

- Issue commands

e Agent communication using messages:

- SubscriptionRequest

- StatusMessage
- MeasMessage

- CommandRequest

{ SubscriptionRequest

StatusiMessage \

CommandRequest

%

%
Meashessage

\'\aV‘d\eS

—— OPCagent
/\
I

JEasyOPC

OPCclient
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OPCagent - OPC interfacing from JACK

OF TECHNOLOGY

* JACK agent with OPC client capability:
- Browser OPC server
- Listen for events (status, meas)
- Issue commands

CommandRequest

e Agent communication using /
- SubscriptionRequest

- StatusMessage

OPCclient

3 % OPC_maonitar

processhapping
(ModellMapping)

- MeasMessage

- CommandRequest

nnnnnn dSet
(ProcessCrnds)
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OPCagent - OPC interfacing from JACK
btk _ ,; &
= -
—-*-H__H_ﬂ./'\_ % orcaen . o

— JEasyOPC

% OPCagent
JEasyOPC %

OOOOOOOOOO

|
00 D\D-
Meashessage | o0




Summary

« Followed configuration process from RTUs up to
application clients.

« Got a better technical understanding of what
happens at the OPCagent.

« Exercise lab follows the process of how to browse,
read and write to the OPC server.
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