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Jeffrey Ashcraft and the Mystery of Sunnyvale
Picture by Geek.com

https://www.geek.com/movies/pokemon-detective-pikachu-is-the-great-new-speed-racer-1787072/
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Picture by Korea Shin-Kori NPP

What are Operational Technologies?

https://www.flickr.com/photos/iaea_imagebank/8505820635/in/photolist-dXCy8V-2LxnWs-dXCysr-5AbTT-6eMnCU-6eMoaW-6eHeE6-6eMnXh-9vUsc8-4ohnWz-ocDM3W-PtLrDB-81HDex-6eHfcc-6qtxgW-dXCycx-dXJf3G-dXJeVo-8uvakL-6eHeXv-z4Eicd-d1swRS-6eMo6b-ekZCbr-5ECDDo-6eHeBF-oUchgR-9vX4Vu-pHcQT8-6eHfga-4qRoDk-CcxieU-dTVkSv-6eHeJV-2aVHF7A-6eMne1-6w9nfU-6eHfkZ-bFNxec-6eHenZ-6eHeGR-oH8d1C-dU1YwE-dCG3Mk-6eMn9E-h2NxL-oZzYxY-bsTHQ7-heULG-caWij1
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FireEye Reference Architecture
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▪Historian

▪ Engineering Workstation

▪Human-Machine Interfaces (HMI)

▪Distributed Control Systems (DCS)

▪ Safety Instrumented Systems (SIS)

▪Programmable Logical Controller 
(PLC)

▪ Sensors and Actuators

▪ Etc.
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Click Here to Kill Everybody

Attribute IT Targeted Attack OT Targeted Attack

Capabilities Low to High Very High

Exploit Single Multiple

Communication 

protocols
TCP/IP and UDP

Multiple: TCP/IP, DNP3, ICCP, 

Modbus, Fieldbus, etc.

Impacts of 

compromise

Financial or data 

exposure

Disruption of processes, 

physical damage, financial

Timing Delays tolerated Real-time communications

Bandwidth High Normally limited

Based on Protecting Industrial Control Systems from Electronic Threats by Joseph Weiss



Open Source OT Reconnaissance

6



©2019 FireEye©2019 FireEye

S
e

c
u

ri
ty

 t
h

ro
u

g
h

 o
b

sc
u

ri
ty

Picture retrieved from Bored Panda.

https://www.boredpanda.com/hidden-pet-camouflage/?utm_source=google&utm_medium=organic&utm_campaign=organic
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▪Asset Inventories

▪Network and Architecture Diagrams

Open Source Intel IT vs. OT

▪Historian Process Data

▪ Etc.
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Asset Inventories

Image retrieved from open source sandboxing product.
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Network and Architecture Diagrams

Images retrieved from “Passive Analysis of Process Control Networks” by Jennifer Janesko and GrassMarlin Github.

https://www.sans.org/reading-room/whitepapers/tools/passive-analysis-process-control-networks-38450
https://github.com/nsacyber/GRASSMARLIN


©2019 FireEye©2019 FireEye

Historian Process Data

11
Image retrieved from Canary Labs blog..

http://blog.canarylabs.com/2016/06/27/a-guide-to-the-best-data-historian-software-a-review-of-the-canary-historian-versus-rockwell-factorytalk-and-osisoft-pi
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▪ Leverage upstream equipment 
suppliers to compromise the victim

▪ Identify third party vendors/contractors 
with access to OT network

▪ Learn about manufacturing 
environments/processes

▪ Social engineer key stakeholders to 
compromise credentials/documents

Purpose of OT recon info

12
Picture retrieved from 02Varvara

https://02varvara.wordpress.com/2010/07/08/spying-without-the-politics/squirrel-spy/
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▪ Low cost

▪ Simple

▪ Legal(ish)

▪Contextual

▪Untraceable

▪ Fun and amazing

Why Open Source For OT?

13 Picture retrieved from inteltechniques.com 

https://inteltechniques.com/


The Mapping Marauders
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Hallmark Reconnaissance Campaigns

Sandworm 

Team

Koala Team

Initial 

Detection

Threat 

Actor

Temp.Isotope

2009

2011

2015

2017Temp.Hermit

Known 

For

Havex

Ukraine 

2014-2016

ICS CERT

TA17-293A

Spear Phishing

(Sep. 2017)

Picture by Mick LeGrande. A Real Bloodhound.. CC BY 2.0. Image was trimmed for distribution. 

Temp.Veles? ~2014 TRITON
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◆Spear-phishing/web 
compromises to steal engineer 
credentials

◆ Group performs 
reconnaissance on corporate 
networks possibly to:

▶ Steal intellectual property

▶ Learn about targets’ OT and 
plan disruptive operations

TEMP.Isotope

Picture by Rodrigo Gómez Sanz – Central Nuclear Trillo. CC BY 2.0. Image was trimmed for distribution. 



©2019 FireEye©2019 FireEye17

TEMP.Isotope findings:

HMI access

SCADA WIRING 

Diagram.pdf

SCADA PANEL 

LAYOUTS.xlsx

HR Website Images

Image from TA17-293A by ICS/US CERT.

https://intelligence.fireeye.com/reports/17-00012280
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What is TRITON?
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TRITON Attack Lifecycle

◆TRITON attacker exploited Windows and Linux conduit systems to reach 
OT DMZ, plant backdoors, move to the DCS, SIS engineering station, 
and deploy TRITON to SIS controllers.
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▪ SIS are last line of 
defense for a 
controlled process

▪ Actors accidently 
tripped safety 
systems, leading to 
safe but unplanned 
shutdown of systems

What happened on the SIS controller?

Image from Schneider Electric.

https://www.schneider-electric.us/en/work/products/industrial-automation-control/triconex-safety-systems/
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TriStation is a proprietary protocol and there 
is no official information detailing its 
structure. It remains a mystery what 
resources were used by the actor to 

understand the protocol.

Totally Tubular Treatsie
on TRITON/TriStation



A Guidebook for Fantastic OT 
Reconnaissance

22
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▪ Engineering Diagrams 

▪ Configuration Documents

▪ Manuals and Operation Guidelines

▪ ICS software executables

▪ Purchasing Documentation

Malware Analysis and Sandboxing Platforms
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Online Retail Stores, Auction Sites, and Vendor 
Download Centers

24 Images from Kisspng, eBay 

and  AutomationDirect

Honeywell FMS

Fanuc industrial robot

Triconex communication 

PLC module

Koyo DirectSoft

https://www.kisspng.com/png-the-legend-of-zelda-majora-s-mask-the-legend-of-ze-1144408/
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Manual Repositories and Vendor Websites

25
Honeywell manuals by category as presented on Manuals Directory

http://www.manualsdir.com/brands/honeywell.html#categories
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Specialized and Customer Search Engines

26 Shodan’s own ICS Pew Pew map.

https://ics-radar.shodan.io/
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Social Media
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Bad
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OT-specific Attack Tools
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Network 

Discovery, 20

Software 

Exploitation, 17
Radio 

Comms, 8

Fuzzer, 7

Online 

Discovery, 7

Malware, 4

Knowledge Repos, 3

Hardware, 2 Infrared, 2 Ransomware, 1
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Some Hands-On OSINT…
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Those Who Seek Shall Find…
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Picture retrieved from Flickr by lovecatz.

https://search.creativecommons.org/photos/ea6211a4-086b-4b4b-8b53-c6c96c488794
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Picture retrieved from Flickr by gardemey.

https://search.creativecommons.org/photos/9e260a3b-5ff9-4942-910e-355d6156722f
https://search.creativecommons.org/photos/ea6211a4-086b-4b4b-8b53-c6c96c488794


THANK YOU!


