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Hardware Basics

Power Supplies

Field hardware power supplies and enclosures

Part # Description

LNL-AL400ULX UL Listed power supply - 12 VDC (4A output, 9.7 - 13.5 VDC, 12 VDC
nominal), 120 VAC input, continuous supply current with enclosure, lock,
UPS capable (battery optional). Operating temperature: 0° to +49° C (32° to
120° F). Humidity: O to 85% RHNC. BTU output: 33 BTU.

LNL-400X-CE220 CE marked power supply - 12 VDC (4A output), 230 VAC input, continuous
supply current with enclosure, lock, UPS capable (battery optional).
Operating temperature: 0° to +49° C (32° to 120° F). Humidity: O to 85%
RHNC. BTU output: 33 BTU.

LNL-AL600ULX-4CB6 UL Listed power supply - 12 VDC (6A output, 9.7 - 13.5 VDC, 12 VDC
nominal), 120 VAC input, continuous supply current with enclosure, lock,
UPS capable (battery optional). Operating temperature: 0° to +49° C (32° to
120° F). Humidity: O to 85% RHNC. BTU output: 49 BTU.

LNL-600X6-CE220 CE marked power supply - 12 VDC (6A output), 230 VAC input, continuous
supply current with enclosure, lock, UPS capable (battery optional).
Operating temperature: 0° to +49° C (32° to 120° F). Humidity: O to 85%
RHNC. BTU output: 49 BTU.
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LNL-CTX Hardware enclosure (12 x 16 x 4.5 inches [304.8 x 406.4 x 114.3 mm]) with
lock and tamper switch support up to two Lenel access hardware modules
(UL approved).

LNL-CTX-6 Hardware enclosure (18 x 24 x 4.5 inches [457.2 x 609.6 x 114.3 mm)]) with
lock and tamper switch support up to six Lenel access hardware modules
(UL approved).

ABT-12 Battery Kit, 12 VDC, 12AH Battery (PS-12120).

Mounting

Most modules are 6 x 8 inches in size, with mounting holes along the long edge. Up to two (2) units can be




mounted in asingle LNL-CTX enclosure. The LNL-CTX-6 alows for up to six (6) modules.
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Inside view of LNL-CTX-6
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Basics

Knockout diagram

5.1875" IL

4.8125" —i

0.375" Clearance Hole
0.1875" Slots nominal

Backbox Mounting Hole Configuration

3/4" and 1" Knock Outs

3/4"and 1" Knock Ouis
1
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1/2" and 3/4 knockout location
drawing
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LNL-AL400ULX Installation

The LNL-AL400ULX should be installed in accordance with article 760 of the National Electrica Code

and NFPA70 aswell as al applicable local codes.

1. Mount the enclosure in desired location.

2. Connect unswitched AC power (120 VAC/60 Hz) to terminals marked L, G, N, dedicated to the
Burglar Alarm/Access Control Subsystem.

11
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Basics

Input 120 VAC, 60 Hz, 1.45 amp. -] DC Output
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3. Securethe green wirelead to earth ground. Use 18 AWG or larger for al power connections (Battery,

DC output). Keep power limited wiring separate from non-power limited wiring (120 VAC/60 Hz
Input, Battery Wires). A minimum of 0.25 inch spacing must be provided between power wires.

4.  Keep power limited wiring separate from non-power limited wiring (115 VAC/60 Hz Input, Battery

wires). Minimum 0.25 inch spacing must be provided between power wires.

5. Connect devices to be powered to terminals marked -out1+; -out2+. Each output is rated to 2 amps
max.

Note: It isimportant to measure output voltage before connecting devices. This helps avoid potential
damage.
6.  For UL Access Control applications, batteries are required. When batteries are not used, aloss of AC

will result in the loss of output voltage. When using stand-by batteries, they must be lead acid or gel
type. Connect battery to terminals marked + BAT — (battery leads included).

12



7. Connect appropriate trouble reporting devicesto AC Fail and Low Battery supervisory relay outputs
marked NC, C, NO. Use 22 AWG to 18 AWG for AC Fail and Low Battery reporting. AC Failure will
will report in 2 minutes; 2 hoursif jumper is cut. For asix-hour delay on reporting, cut resistor R1.

8. Wirerouting note: UL two panel installation instructions for LNL-CTX enclosures

To install multiple Lenel hardware panels into a single enclosure, the following guidelines must be

used for certified UL installations.

. All wire connections that cross over the hinge side of the door must be wire wrapped or tie
wrapped together.

. All wire must be routed behind the hardware panel so that the wires are secure from movement
when opening and closing the door.

. All connections for the lock side of the enclosure must come from behind the Lenel hardware
devices.

LNL-AL600ULX-4CB6 Installation

The LNL-AL600UL X-4CB6 should be installed in accordance with article 760 of the National Electrical
Code of NFPA70 aswe as all applicable local codes. If you are located in Canada, refer to the Canadian
Electrical Code.

1. Mount the enclosure in desired location.

2. Thepower supply is pre-wired to the ground (chassis). Connect main incoming ground to the

provided green grounding conductor lead. Connect unswitched AC circuit (115 VAC/60 Hz)
dedicated to the Burglar Alarm/Access Control Subsystem to terminals marked L, G, N.

13
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Basics

Input 115 VAC, 60Hz, 1.9 amp.)—l
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3. Keep power limited wiring separate from non-power limited wiring (115 VAC/60 Hz Input, Battery
wires). Minimum 0.25 inch spacing must be provided between power wires.

4.  Connect devices to be powered to terminals marked (1P-1N, 2P-2N, 3P-3N, 4P-4N) and distribute
evenly. Each output israted at 1.5 amps max.
Note: It isimportant to measure output voltage before connecting devices. This helps avoid potential
damage. Use 18 AWG or larger wire for all power connections (battery, DC outputs).
For UL Access Control applications, batteries are required. When batteries are not used, aloss of AC
will result in the loss of output voltage. When the use of stand-by batteriesis desired, they must be
lead acid or gel type. Connect battery to terminals marked + BAT — (battery leads included).
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Connect appropriate trouble reporting device to the Battery Fail and AC Fail supervisory relay
outputs marked NC, C, NO. Use 22 AWG or 18 AWG for AC Fail/Battery Fail reporting. AC Failure
will report in 2 minutes; 2 hoursif jumper is cut. For asix-hour delay on reporting, cut resistor RL1.

Connect cabinet tamper switch to cabinet tamper circuit on the Lenel access hardware.

Wire routing note: UL six panel installation instructions for LNL-CTX enclosures

To install multiple Lenel hardware panels into a single enclosure, the following guidelines must be

used for certified UL installations.

. All wire connections that cross over the hinged side of the door must be wire wrapped or tie
wrapped together.

. All wire must be routed behind the hardware panels so that the wires are secured from
movement when opening and closing the door.

. All connections from the lock side of the enclosure must come from the Lenel hardware
devices.

RS-485 Communication Wiring

Proper wiring for RS-485 communication interfacesis critical for successful system turn-up and operation.
The following guidelines apply for all RS-485 wiring.

1.

Use low capacitance shielded cable with 2 twisted pairs, characteristic impedance 120 ohms
(Belden9842 or equivalent) for the main RS-485 run.

K eep the main run maximum end-to-end distance below 4000 feet.
Use daisy chain configuration, NOT star configuration, to connect devices.

Use shielded 24 AWG cable with 2 twisted pair (Belden 9502 or equivalent) for down leads (drops or
stubs).

Keep down leads as short as possible (no longer than 10 feet).

15
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Basics

RS-485 CABLE, 100 Ohm IMPEDANCE
BELDEN 9842 OR EQUIVALENT

TO PREVIOUS UNIT TO NEXT UNIT
OR TERMINATOR OR TERMINATOR
«— ke —

KEEP DOWN LEAD SHORT
(10 FEET MAX.)

mqm;;ﬂ" b bbb

IEE:

[ T ] B T |

Reader Interface Module

6. Terminate cables at both ends with RS-485 terminators (hardware has on-board terminators for RS-
485 termination).

7.  Always use the signal ground (SG) connection. Carefully insulate the SG wire for areliable
installation. Use 24 GA plastic sleeving over the SG wire when terminating the cable to the 5-position
insulation displacement mating connector.

Each RS-485 communication line can have any number of DEPENDENT devices, but must have only one
MASTER device. The transmit lines of the MASTER device are connected to the receive lines of the
DEPENDENT devices and the receive lines of the MASTER device are connected to the transmit lines of
the DEPENDENT devices. Observe the + and the - of each pair (NOTE: only appliesto 4-wire RS-485
wiring).

16



Refer to the following diagrams for RS-485 Signal Ground and Termination.

RS-485 Multi-drop Wiring and EOL Termination

Isc
T+ T- SG @ = On Board Termination
,—‘———-\
{"mﬂa"x____,)
I ol £ §
s S % a
i g 2| S
Earth Ground, 3 8| £ o
one pointonly Of o| 2=
ol 3| 33
perISC > o ¢
o 1)
O|
[8)
>
o
T+ T- SG T+ T- SG T+ T- SG
Dual Reader Biometric Reader Dual Readg>
Interface Gateway ® Interface
T+ T- SG
Downstream ports
2 & 3 typical
T+ T- SG T+ T- SG T+ T- SG

Biometric Reader

Biometric Reader,|

Enclosure Ground

Enclosure Ground

Biometric Reader|

Enclosure Ground
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Basics

Earth Ground, one pointonly

RS-485 Multi-drop Wiring and EOL Termination
ISC and Biometric Gateway Mid RS-485

-
[ S Rl S8 .

|

|

|
-
7 7 7
A and

periISC

Y PP e vy

PVC Cover Wire
PVC Cover Wire
PVC Cover Wire/or Drain
Wire

@ = On Board Termination

«—— =|ndicates RS-485 in and out
or less than 10 foot drop

T+ T- SG

Dual Reade
Interface

T+ T- SG

Biometric Reader
Gateway

T+T-SG

T+ T- SG

Dual Reader
Interface

Downstream ports
2 & 3 typical

T+ T- SG
Biometric Reader

Enclosure Ground

T+ T- SG
Biometric Reader

T+ T- SG
Biometric Reader

Enclosure Ground

Enclosure Ground
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Multiple Power Supplies on Single ISC

110 VAC Source

DC+ DC-
Biometric
Reader

Chassis Ground

T~ [ 12vDde
Line- Black | Power Supply ISC
Neutral - White
_____ DC+ DC- DC+ DC-
T Ground-
| Green
— X
/’/7'/, a (jJ
Earth Ground Ya
o &
22
Must connect 5| B
DC- when using 2 3
multiple power o] ©
supplies on a Q8
Single ISC oo
DC+ DC- DC+ DC- DC+ DC-
Dual Reader Biometric Dual Reader
Interface Interf
110 VAC Source Reader Gatewa nterface
12 VvDC
Line- Black | Power Supply
Neutral - White
_____ DC+ DC-
{_Ground-
| Green
7z N4 X
s
DC+ DC- DC+ DC-
Biometric Biometric
Reader Reader
Chassis Ground Chassis Ground
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Basics

Relay Contact Protection

DC Inductive Load
Contactsfor DC inductive loads can be effectively protected using clamp diodes. Select diodes with reverse
breakdown voltage 10 times the circuit voltage.

AC Inductive Load
Contactsfor AC inductive loads can be protected using metal-oxide varistors (MOVs). MOV s are effective
when the load voltage is 100 V to 200 V. (MOV s are a so suitable for DC operation).

MOV's must be installed as close to the load as possible (within afew inches) to be effective. Mounted in
this fashion, MOV s can also reduce the effects of EMI on sensitive electronic circuits.

NC
FUSE

c +

DC SOURCE
NO
NC

C

000 00 0
SIS

NO LOAD
FUSE

MoV AC SOURCE

LOAD

System Turn-Up Considerations

1. Make surethat no power is applied to any device.

Check all wiring and device switch settings.

Disconnect all devices from the RS-485 communication line.
Power up the controller. Be sure to check voltage requirement first.

o M DN

Configure the controller and verify that it is working properly.

20



9.

10.
11
12.
13.

Connect one port of the RS-485 communication line to the multiplexer.

Power up a DEPENDENT device, and verify that it passesits own power-up self-test. Again, be sure
to check voltage requirement first.

Check for ground fault between the DEPENDENT device and the RS-485 communication line. If
applicable, find the fault and clear it.

Connect the DEPENDENT device to the RS-485 line and bring it on-line.
Verify al functions of the DEPENDENT device.

Verify the RS-485 line voltage in reference to the signal ground.

For each additional DEPENDENT device, repeat steps 7 through 11.

Verify the RS-485 line voltage for the controller, and mark the readings on the inside of the controller
panel for future reference.

Device Configuration Checks
System programming must include the order of priority signals described below:

EalE SR

5.

Hold-up or panic alarm or duress.
Burglar darm.
Burglar alarm supervision.

Industrial supervision where arisk of injury to persons, or damage or destruction of property will not
be involved.

Other supervisory services.

Items (1) and (2) may have equal priority. Items (4) and (5) may have equal priority.

Ground Potential Difference Checks
To check if there is ground fault for a new unit,

1

2
3.
4

Apply power to al devices aready successfully connected to the RS-485 line.
Power up the new unit, but DO NOT connect it to the RS-485 line.
Connect the signal ground (SG) of the RS-485 line through a 10K limiting resistor.

Measure the AC and DC voltage across the resistor. There should NOT be more than one volt across
the resistor. Otherwise, find and clear the fault.

Connect the new unit to the RS-485 line if no ground fault is found.

21
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Intelligent System Controller LNL-500

The Intelligent System Controller (ISC) interfaces upstream with the access control software on the host
system. It provides real time processing for the /O interfaces to which it is connected. Multiple
combinations of Input Control Modules, Output Control Modules, and Reader Interface Modules can be
connected. The I SC can have two downstream 2-wire RS-485 channels or one 4-wire RS-485 channels. In
either configuration, you may connect up to 32 readers or 16 deviceson asingle ISC.

—
LNL-500 Components zZ
=
FOR ETHERNET APPLICATION: &
LANTRONIX COBOX MICRO o
RICHCO PLASTICS STANDOFI§\ o
A
50 (12.7) ° % i‘x‘i
o
v s
O o Q= O
CDC @ o & \ ° @ gls
e A\ o Qe
Ac @ o o @ TR2
s | Q - . O
e wo[Q) o o Qlow
N e @ o o Qe
GND @ o [ ] © @ TR3-
Nt @ ° @ o @ GND
—O O
«—_ |
MHHHM H [T DIP SWITCHES
G7osaaz1
P o | ]
@ Lithium lon o O A
g 3V BR2325 Os
~ w QOc¢
l D —— PROGRAM PROM
ru Q
50 (12.7)
v
< 5.50 (139.7) »

6.00 (152.4)

Y
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Alarm Inputs
If either of these inputsis not used, install a shorting wire.

Unsupervised Alarm Input Wiring

CABINET ND
TAMPER < N2
POWER ND

FAULT
N1

Upstream Host Communication

The ISC uses Port 1 to communicate to the host system. Port 1 can be wired as an RS-232 interface for
direct one-to-one (or modem) communication, or as an RS-485 interface for multi-drop or extended
distance communication. If RS-485 communication is used, an RS-232 to RS-485 converter isrequired at
the host workstation.

DN ORUNYG
0

o
S
=y
4
Z
|

Upstream Host Communication Wiring (Port 1)

TERMINATE RS485 END OF BUS

0 &| TR+ ,
] 0 | TR
0 | RL+
O | TXDTRI+ —» 0 (| TXDITRI+ —4—> 0 O ri-
0 | RXDITRL- <— 0 (J|RXDITRL- ——> 0 ¢ oo
0 | RTSR1+ 0 |RTSRL+
0 | CTsRl- «— 0 @|cTsRi-
0 | GND 0 |eND ——4 | i
L —
—_ R trer me Earth
2-WIRE Earth 4-WIRE SG TR- TR+R- R+ Ground
Ground
[ | J
PORT 1, CONFIGURED PORT 1, CONFIGURED AS RS-485
AS RS-232 Wire with 24 AWG stranded twisted pair(s) with shield

Wire with 24 AWG.

Port 1 - wiring configuration. This configuration will work for direct connect (RS-232) and Lantronix
Ethernet network communications.
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With direct connect DIP switch 5 needs to be OFF and with Lantronix 5 needs to be ON.

ISC 9-pin connector 25-pin connector

TXD/TR1+ pin 2 pin 3

RXD/TR1- pin 3 pin 2

RTS/R1+ not used not used E
=

CTSIR1- in7 in4 :

pi pin g

o

GND pin5 pin7

Jumper together 4,6&8 5,6&20

Downstream Device Communication

The I SC can be configured to communicate downstream with up to 8 input/output devices, using Port 2 and
Port 3. Each of these ports can be wired only as an RS-485 interface, for multi-drop communication on a
single bus of up to 4000 feet.

For Ports 2-3, the following type of RS-485 cableis required: 24 AWG (minimum) twisted pair (with
shields.) Either 2-wire or 4-wire RS-485 cable configuration can be used. The main run RS-485 cable
should be no longer than 4000 feet (1219 m), 100 ohms maximum (Belden 9842 4-wire or 9841 2-wire,

25
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4
Z
|

plenum cabling Belden 88102 or equivalent). The drop cables (to readers and other devices) should be kept
as short as possible, no longer than 10 feet.

Ports 2 - 3
RS-485
NIZ
o Qmer—m78M o )| met———
o @|mre- o lme—
W — c g
o (Q|mra+ l o (|ma+
o ()R- ! o (|mrs-
o (@]|ewo ; o (@|ono ~
N
GND T- T+ GND TR- TR+ R- R+ L
Downstream Device ~ Earth
Ground
2-WIRE 4-WIRE

Power

The ISC accepts either a12 VDC or 12 VAC + 15% power source for its power input. If usinga 12 VDC
power source, be sure to observe polarity. The power source should be located as close to the ISC as
possible. Wire the power input with 18 AWG (minimum) twisted pair cable.

Power Source Wiring

12 VAC g AcDE
—_— < AC

GND

QA®
)

,_‘
N
<
W)
O
AZ
> :
O
QR
0

26



DIP Switches
DIP switches must be configured appropriately for your system.

Processor Address

Address DIP SWITCH
1: 2: 3: 4:

-
Z

0 (default) off off off off —
al

1 ON off off off 8

2 off ON off off

3 ON ON off off

4 off off ON off

5 ON off ON off

6 off ON ON off

7 ON ON ON off

Communication Handshake Status

HANDSHAKE STATUS DIP SWITCH 5:
Transmit enable by CTS ON
None off

27



Communication Baud Rate

BAUD RATE DIP SWITCH
6: 7:

o 38400 bps ON ON
o
L
i 19200 bps off ON
zZ
— 9600 bps ON off

DIP switch 8 controlsthe utilization of encryption. The | SC supports encryption with use of AES firmware.
The controller must have a 256 KB chip.

Communication Password Status

PASSWORD STATUS DIP SWITCH 8:
Encryption is optional off
Encryption is required ON

The controller only reads DI P switch settingswhen it is powered up. If DIP switch settings are changed, the
controller must go through a power cycle before the changes are seen.

Installing Jumpers
The jumpers must be configured appropriately for your system.

28



[313]

OFF: Port 1, Ethernet (Cobox-micro)
ON: Port 1, serial (RS-232/RS-485)

[34]

Control for Port 1, RS-232 or RS-485
[37]

Control for Port 1, 2-wire or 4-wire

N "\ [¢ Ol
/ VR ) ] of
© N / o Qe O
' N » ~ ° @g;s
wc[Q) o N & |
@ o L - »@m
K%
o2l G .
G””% i Nl (& ) Qe
g . == INO=
o 8 ° . ,pm\o TRS-
| e oY g
° fRAAdRA -
:
Lithium lon — B O~a \
3V BR2325 Se
Oc
© o
N
[312]

OFF: Port 3 RS-485 EOL termination is not on
ON: Port 3 RS-485 EOL termination is on

[J3, J5, J6, J9]
Control for Port 1, RS-232
or RS-485

/[JB, J10]
OFF: Port 1 RS-485 EOL
termination is not on
ON: Port 1 RS-485 EOL
termination is on

~

J/

Ve
[J11]

OFF: Port 2 RS-485 EOL

termination is not on

ON: Port 2 RS-485 EOL

termination is on
-

~
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Specifications
The LNL-500 isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.
. Primary power: (DC or AC)
- DCinput: 12 VDC + 10%, 250 mA
- AC input: 12 VAC + 15%, 400 mA RMS
. Memory and clock backup: 3 volt Lithium (Rayovac BR2325 or Wuhan Lixing CR2330)
. Communication ports:
- Port 1: RS-232 or RS-485 (2-wire or 4-wire), 9600 to 38400 bps async
- Port 2-3: RS-485 (2-wire), 9600 to 38400 bps async
. Inputs:
- Cabinet Tamper Monitor: unsupervised, dedicated
- Power Fault Monitor: unsupervised, dedicated
. Wire requirement:
- Power: 1 stranded twisted pair, 18 AWG
- RS-485: 24 AWG stranded twisted pair(s) with shield, 4000 feet (1219 m) max.
- RS-232: 24 AWG stranded, 50 feet (15.24 m) maximum
- Inputs: 1 stranded twisted pair, 30 ohms maximum
. Environmental:
- Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage
- Humidity: 0 to 95% RHNC
. Mechanical:
- Dimensions: 6 x 5x 1in. (152 x 127 x 25 mm)
- Weight: 8 oz. (227 g) nominal
. Data memory: 512 KB
. Certifications:
- UL 294 and UL 1076 Listed, ULC Listed
- FCC Part 15
- C-Tick
- FIPS 197 Certificate #305
- CE marking
- RoHS compliant
- WEEE

o
S
=y
4
Z
|

30



Intelligent Single Door Controller LNL-2210

This controller provides a single door solution with either asingle reader or two readers for ingress/egress
operation. The board contains the following components: one (1) host Ethernet interface, one (1) power-in
input, two (2) unsupervised/supervised inputs, two (2) reader interfaces, two (2) output relays, four (4) DIP
switches, seven (7) jumpers, seven (7) status LEDs, and one (1) reset switch.

LNL-2210 Board

5.40 [137.16]

POE/12VDC
POWER SELECTOR
JUMPER (J3)

rt———— 2.55[64.77] ———
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2.35[59.69] 44

- 2.75[69.85]
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l DIP SWITCHES STATUS LEDs

RESET SWITCH
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Wiring and Setup
Refer to the following table for wiring and setup of the LNL-2210.

Connections

TB1-1 IN1 Input 1
IN1
TB1-2
TB1-3 IN2 Input 2
IN2
TB1-4
TB2-1 VO Reader 1 Power Output — 12VDC
TB2-2 LED Reader 1 LED Output
TB2-3 BZR Reader 1 Buzzer Output
TB2-4 CLK Reader 1 CLK/Data 1/TR+
TB2-5 DAT Reader 1 DAT/Data 0/TR-
TB2-6 GND Reader 1 Ground
TB3-1 LED Reader 2 LED Output
TB3-2 BZR Reader 2 Buzzer Output
TB3-3 CLK Reader 2 CLK/Data 1/TR+
TB3-4 DAT Reader 2 DAT/Data O/TR-
TB4-1 VO Auxiliary Power Output — 12VDC
TB4-2 GND Auxiliary Power Output Ground
TB4-3 VIN Input Power — 12VDC (from local power supply)
TB4-4 GND Input Power Ground
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Connections (Continued)

TB5-1 NO Relay K1 — Normally Open Contact
TB5-2 1-C Relay K1 — Common Contact

TB5-3 NC Relay K1 — Normally Closed Contact
TB5-4 NO Relay K2 — Normally Open Contact
TB5-5 2-C Relay K2 — Common Contact

TB5-6 NC Relay K2 — Normally Closed Contact

Communication Wiring
The controller communicates to the host viathe onboard 10-BaseT/100Base-TX Ethernet interface (port 0).
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Reader Wiring

Thefirst reader port supports readers that utilize D1/DO, Clock/Data, or OSDP 2-wire RS-485 electrical
signaling. The second reader port supports readers that utilize D1/DO, Clock/Data. Power to the first reader
is12VDC and is current limited to 150mA. The second reader may be powered from the auxiliary power
output on TB4-1 and TB4-2. Readers that require different voltage or have high current requirements
should be powered separately. Refer to the reader manufacturer specifications for cabling requirements. In
the 2-wire LED mode, the Buzzer output is used to drive the second LED. Reader port configuration is set
viathe host software.
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Reader wiring

H
=] RED (1)
LED T BRN (4)
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GND |[ED BLK (6)

FIRST READER PORT
DATA1/DATAO0 OR CLOCK/DATA
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SECOND READER PORT
DATA1/DATAO OR CLOCK/DATA
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Input Circuit Wiring

Typically, these inputs are used to monitor door position, request to exit, or alarm contacts. Input circuits
can be configured as unsupervised or supervised. When unsupervised, reporting consists of only the open
or closed states.

When configured as supervised, theinput circuit will report not only open and closed, but a so open circuit,
shorted, grounded*, and foreign voltage*. A supervised input circuit requires two resistors be added to the
circuit to facilitate proper reporting. The standard supervised circuit requires 1K Ohm, 1% resistors and
should be located as close to the sensor as possible. Custom end of line (EOL) resistances may be
configured viathe host software.

* Grounded and foreign voltage states are not arequirement of UL 294 and therefore not verified by UL.
Theinput circuit wiring configurations shown are supported but may not be typical:

1K,1% Standard Supervised Circuit,
1K,1% Normally Open Contact

1K,1% Jz standard Supervised Circuit,
1K,1% 7‘|’ Normally Closed Contact

Unsupervised Circuit,
Normally Closed Contact
1 Unsupervised Circuit,
[~ Normally Open Contact

Relay Circuit Wiring

Two relays are provided for controlling door lock mechanisms or alarm signaling. The relay contacts are
rated at 2A @ 30 VDC, dry contact configuration. Each relay has a Common pole (C), aNormally Open
pole (NO) and a Normally Closed pole (NC). When you are controlling the delivery of power to the door
strike, the Normally Open and Common poles are used. When you are momentarily removing power to
unlock the door, as with amag lock, the Normally Closed and Common poles are used. Check with local
building codes for proper egress door installation.
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Inductive door locking devices may induce relay contact arcing as the contact opens that can cause damage
and premature failure of the relay. For this reason, it is recommended that either a diode or MOV (metal
oxide varistor) be used to protect the relay. Wire should be of sufficient gauge to avoid voltage loss.

12vDC
POWER SUPPLY

FUSE
N—ET] [
[} 1-C
0| & ne
| <" [Ino
(g 2-C
DIODE (=a] I L

. Diode Selection: Diode current rating: 1x strike current. Diode breakdown voltage 4x strike voltage.
For 12 VDC or 24 VDC strike, diode 1N4002 (100V/1A) typical.
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AC

TRANSFORMER

AC STRIKE .'
FUSE

o—

NO
1-C

SaL

NO
2C
NC

EEEHEH

MOV

. MOV Selection: Clamp voltage: 1.5x VAC RMS. For 24 VAC strike, Panasonic ERZ-C07DK470
typical.
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Power
The LNL-2210 is powered in one of two ways:
. Power can be supplied via Ethernet connection using PoE, fully compliant to IEEE 802.3af.

. Or power can be supplied by alocal 12 VDC power supply. Connect power with minimum of
18AWG wire at TB4-3 and TB4-4.

Installing Jumpers

Jumpers Set at Description

Ji n/a Factory use only

J2 n/a Factory use only —

J3 PoE The board is powered from the Ethernet connection. IlZ
12v The board is powered from an external 12VDC power source S

connected to TB4-3 (VIN), TB4-4 (GND). ©

J4 n/a Factory use only

J5 n/a Factory use only

J6 n/a 10Base-T/100Base-Tx Ethernet Connection (Port 0)

J7 Cabinet Tamper: normally open switch
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Setting Dip Switches

The switches on S1 DIP switch configure the operating mode of the processor. DIP switches are read on
power-up except where noted. Pressing switch S2 causes the board to reset.

Switch Selection:
SW1 When SW1 is on, use the default login user name and password. (This can be changed
without resetting the board.)
User name: admin
Password: password
SwW2 During power up, when SW2 is on (and SW1 is off) for the first 10 seconds, the static IP
address is 192.168.0.251, and the primary path is configured for IP Server.
SW3 By default this switch is off and SSL is enabled. Turn SW3 ON to disable SSL settings.
SW4 Not used.

Configuration via Web Page

The Configuration Web Page can be launched from within System Administration (only if an |P address or
host name s specified) or by using a browser to access the programmed | P address. Depending on your
proxy settings, you may have to allow this web page. (For more information, consult your browser’s
documentation or system administrator for assistance.)
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In System Administration in the Access Panels folder, click [Configuration Web Page]. This page will
launch in abrowser. (You may also access this page by going to the device | P address from within the
browser.)

Click the link to go to the login page. Log in using your user name and password. If DIP switch 1 is
ON, then the default user name and password is used (admin, password). If DIP switch 1 is off, use
the login that was programmed in the device. Click [Login].

The Home page indicates the type of device and has aNotesfield. You may typein adescription here.
Click [Save Notes].

To configure network settings, click [Network].

. If you are using DHCP, specify a host name. By default, the host name consists of “MAC”
followed by the numbers of the device MAC address. With DHCP, IP settings will be
configured automatically.

. For a static |P address, specify the I P address, subnet mask, and default gateway.
. Click [Accept].
To configure the hogt, click [Host Comm].
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a  Specify the controller's communication address.

b.  Configure the following under Primary Host Port:
—  Connection Type: IP Server.
—  Data Security: The controller is capable of Password/AES encryption.
—  Port Number (default 3001) Must match setting in the access control software.

When using an |P Server connection, the controller may be configured to allow al IP addresses
or only authorized |P addresses.

c.  Click [Accept].
To view information, click [Device Info].

You may view the time and product ID, as well as properties that have been configured, such as
firmware version, serial number, device name, DIP switches, etc.

For users configuration, click [Users].

User accounts may be created, edited or deleted. Each user account has an associated user name and
password, aswell asalevel and notes.

a  Oneof three different levels may be assigned to users.
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—  Level 1 — Full control
—  Levels2 and 3 have the following permissions:

Access View allowed Edit allowed
Home page Level 2: Yes (cannot edit Level 2: No
notes) Level 3: No
Level 3: Yes (cannot edit
notes)
Network page Level 2: Yes Level 2: No
Level 3: No Level 3: No
Host Port page Level 2: Yes Level 2: No
Level 3: No Level 3: No
8
N Device Info page Level 2: Yes n/a
N Level 3: Yes
—
E Users page Level 2: No Level 2: No
Level 3: No Level 3: No
Restore/Default page Level 2: No Level 2: No
Level 3: No Level 3: No
Apply Setting page Level 2: No Level 2: No
Level 3: No Level 3: No

For pages that cannot be viewed, the message is displayed when users attempt to access the

page: “ This page is unavailable due to one of the following reasons: your user level is not

authorized to view this page, or another level 1 user islogged in at thistime.”

b.  Select the password strength.

—  Low - The minimum password length must be six characters. None of the password
strength criteriawill be enforced.

—  Medium - The minimum password length must be six characters. Two of the password
strength criteria must be met.

40



—  High - The minimum password length is eight characters. Three of the password strength
criteriamust be met. Additionally, strong passwords are checked to make sure that they
are not based on the user name.

Password strength criteria:

—  Uppercase aphabet characters

—  Lowercase alphabet characters

—  Arabic numerals (0-9)

— Nonalphanumeric characters™ | 2$2* () _-+={[}]:; @~#|<,>.?/
Characters"” , \, &, = and % areinvalid characters and cannot be used for passwords.

Specify the Session Timer (5 to 60 minutes). Click [Save].

You may disable the web server by selecting the check box. When this option is selected and

SW1isoff, al ports except for the host communication port will be disabled. The configuration
web page cannot be used to access the device.

e.  Select the Enable door forced open filter check box if you do not want a forced open alarm
generated if the door is opened within three seconds of it being closed.
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8. For configuration of auto-save, click [Auto-Save].

a  Onthispage, you may restore the last save or clear al the settings.

b.  Chooseto disable or enable Auto-Save. If Auto-Save is enabled, volatile memory is written to
flash. The frequency of this action is specified in the timer (30 seconds to 30 minutes). Click
[Save Settings)].

9. You may click [Restore/Default] if you need to reload the factory settings or the current operating
settings.

10. When you have completed configuring the device, click [Apply Settings], [Apply Settings, Reboot],
and then [Log Out].

Additional Mounting Information
Sources for the optional items shown below:

. 3-gang stainless steel blank cover: Leviton part number 84033-40. Available from Graybar, part
number 88158404

. Magnetic switch set: GR.I. part number: 505
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Mounting plate dimensions

©0.16 [24.0] ©0.16 [24.0]
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Status LEDs
Power-up: All LEDs OFF.

Initidization: LEDs 1, 2, 3, 4, 5, 6, and 7 are sequenced during initialization. LEDs 1, 3, and 4 are turned
ON for approximately four seconds after the hardware initialization has completed, then the application
codeisinitialized. The amount of time the application takes to initialize depends on the size of the
database, about 3 seconds without a card database. Each 10,000 cards will add about 3 seconds to the
application initialization. When LEDs 1, 2, 3 and 4 flash at the sametime, datais being read from or written
to flash memory, do not cycle power when in this state. If the sequence stops or repeats, perform the Bulk
Erase Configuration Memory procedure. I clearing the memory does not correct the initialization problem,
contact technical support.
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Running: After initialization is complete, the L EDs have the following meanings: At power up, LEDs 2
through 7 are turned ON then OFF in sequence.

LED Description

1 Off-line/On-line and battery status

Off-line = 20% ON, On-line = 80% ON

Double flash if battery is low

2 Host communication activity
3 Readers (Combined) Reader 1: Clock/Data or D1/D0 Mode = Flashes when Data is
Received, Either Input. RS-485 Mode = Flashes when Transmitting Data
g 4 Input IN1 Status: OFF = Inactive, ON = Active, Flash = Trouble
E'I 5 Input IN2 Status: OFF = Inactive, ON = Active, Flash = Trouble
- 6 Cabinet tamper
7 Not used
YEL Ethernet Speed: Off = 10Mb/S, ON = 100Mb/S
GRN Off = no link, ON = good link, Flashing = Ethernet activity
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Specifications
Theinterfaceis for usein low voltage, class 2 circuits only, and it isfor use with UL Listed access control

power limited power supplies. The installation of this device must comply with al local fire and electrical
codes. These specifications are subject to change without notice.

. Power Input:
- POE power input 12.95 W, compliant to | EEE 802.3af or
- 12 VDC + 10%, 90 OmA maximum
Note: For UL installations, PoE powered devices shall not be used; power for these devices must be
provided by a UL294 listed source (12VDC).
. Power Output (thermally protected)
- Reader port 1:12 VDC @ 150 mA
- Reader port 2: use AUX power port
- AUX power port: used to power reader 2 and/or strike, not to exceed 650 mA

. SRAM Backup Battery: rechargeable battery, with battery life up to 10 years (not field replaceable)
. Host communication: Ethernet: 10Base-T/100Base-TX

. Inputs: 2 supervised, programmable end of line resistors, 1k/2k —ohm, 1% 1/4W watt standard, and
dedicated tamper input.

. Relays: 2 outputs, Form-C contacts: 2 A @ 30 VDC

. Reader interface:
- Reader power: 12 VDC + 10% or local power supply (12 VDC). (PTC limited 150 mA max)
- Reader datainputs: Two TTL reader ports
- RS-485 mode: 9600 bps, asynchronous, half-duplex, 1 start bit, 8 data bits, and 1 stop bit.
Maximum cable length: 4000 feet (1,200 m).
- LED output: TTL compatible, high> 3V, low < 0.5V, 5 mA source/sink maximum.
- Buzzer output: Open collector, 5 VDC open circuit maximum, 10 mA sink maximum.
. Cable Requirements:

- Power: 1 stranded twisted pair, 18 AWG

- Ethernet: CAT 5 (minimum)

- RS-485: 24AWG, 4,000 feet (1,200m) maximum, stranded twisted pair(s) with an overall shield.
- Alarm Input: 1 stranded twisted pair per input, 30 ohm maximum loop resistance.

- Reader data (TTL): 18 AWG stranded, 6 conductors, 500 feet (150 m) maximum
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- Reader data (RS-485): 24 AWG, 120-ohm impedance, stranded twisted pair with shield, 4000
feet (1,219 m) maximum
. Environmental:
- Temperature: Operating: 0° to +70° C (32° to 158° F), Storage: -55° to 85° C (-67° to 185° F)
- Humidity: 0 to 95% RHNC
. Mechanical:
- Dimensions: 5.5 x 2.75 x 0.96 in. (140 x 70 x 24 mm)
- Weight: 3.8 0z. (106.35 g) nominal, board only, 4.7 oz. (133.28 g) with bracket
. Certifications:
- UL 294 Recognized Component
- FCC Part 15
- CE marking
- RoHS compliant
- WEEE
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Intelligent Dual Reader Controller LNL-2220

The Intelligent Dual Reader Controller (IDRC) provides a single board solution to control two doors. It
holds the database for the hardware configuration, and card holder database in nonvolatile memory. The
event log buffer is stored in battery backed memory. Two physical barriers can be controlled with the
IDRC. Each reader port can accommodate a readhead that utilizes wiegand, magnetic stripe, or 2-wire RS-
485 electrical signaling standards, one or two wire LED controls, and buzzer control (one wire LED mode
only). Four form-c relay outputs may be used for strike control or alarm signaling. The relay contacts are
rated at 5A @ 30 VDC, dry contact configuration. Eight supervised inputs are provided for monitoring the
door contacts, exit push buttons and alarm contacts. I nputs can be configured to meet Grade A Supervision
requirements. The LNL-2220 requires 12-24 VDC for power. It isrecommended that the board be mounted
0.25 inch minimum above any conductive surface.
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LNL-2220
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Wiring and Setup

Connection

TB1

Power input

VIN: 12 to 24 VDC

GND

Cabinet tamper input

TMP

GND

Power fault input

FLT

GND

TB2

Host port 1

TXD (RS-232)

RXD (RS-232)

RTS (RS-232)

CTS (RS-232)

GND (RS-232)

TB3

Downstream port

TR+ (2-wire RS-485)

TR- (2-wire RS-485)

GND(2-wire RS-485)

TB4

Input 1

IN 1
Door 1 door contact

Input 2

IN 2
Door 1 REx
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LNL-2220

Connection (Continued)

150mA)

TB5 Input 3 IN 3
Door 1 Aux 1
Input 4 IN 4
Door 1 Aux 2
TB6 Input 5 IN 5
Door 2 door contact
Input 6 IN 6
Door 2 REx
TB7 Input 7 IN7
Door 2 Aux 1
Input 8 IN 8
Door 2 Aux 2
TB8 Reader 1 (current maximum: GND: Ground

Data/Data 0/RS-485 TR-

Clock/Data 1/RS-485 TR+

BZR: Reader buzzer/LED 2

LED: Reader LED 1

VO: Reader power
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Connection (Continued)

TB9 Reader 2 (current maximum: GND: Ground
150mA)
Data/Data 0/RS-485 TR-
Clock/Data 1/RS-485 TR+
BZR: Reader buzzer/LED 2
LED: Reader LED 1
VO: Reader power
TB10 Out 1 NO: Normally open contact
Door 1 strike
C: Common
NC: Normally closed contact
Out 2 NO: Normally open contact
Door 1 Aux
C: Common
NC: Normally closed contact
TB11 Out 3 NO: Normally open contact

Door 2 strike

C: Common

NC: Normally closed contact

Out 4
Door 2 Aux

NO: Normally open contact

C: Common

NC: Normally closed contact
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LNL-2220

Communication Wiring

The controller communicates to the host via the on-board 10Base-T/100Base-TX Ethernet interface (port
0) and/or RS-232 interface (port 1). The RS-232 interface is for direct one to one connection to a host
computer port or via modem, 50 feet maximum. The downstream communication port (TB3) isa 2-wire
RS-485 interface which can be used to connect additional /O panels. The interface allows multi-drop
communication on asingle bus of up to 4000 feet (1200 m). Use twisted pairs (minimum 24 AWG) with an
overall shield for communication.

Install the termination jumper ONLY on the panel at each end of the RS-485 bus. Failure to do so will
compromise the proper operation of the communication channel!

Communication wiring

Port 1, RS-232 To Host
(Wire with 24 AWG stranded)

To Downstream Devices
(Wire with 24 AWG,
stranded twisted pair(s) with
an overall shield)

|
TB2 ! TB3
TXD S| —) ‘ TR+ S
RXD S 4— TR- @
RTS S| —> ' GND o (@ ——
CTS @ ¢—— ‘
GND .E@ _ ‘
|
|

Reader Wiring

Each reader port supports wiegand, magnetic stripe, and 2-wire RS-485 electrical interfaces. Voltage at the
reader port (VO) is passed-through from the input voltage of the controller (TB1-VIN) and is current
limited to 150mA for each reader port. Readers that require different voltage or have high current
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requirements should be powered separately. In the 2-wire LED mode, the Buzzer output in used to drive the
second LED. Reader port configuration is set via the host software.

12v 12 VDC is available on reader ports (VIN is greater than or equal to 20 VDC).

PASS VIN power is “passed through” to reader ports.

DATA1/DATAO — CLOCK/DATA

gy I,
M TB8 OR TBY
° BIK(6) ————— GND [@ o
u GRN (2) ——— DAT/DO|@ ©
WHT(3)— CLK/D1|@) o
ORG(5) — BR |@ o

BRN4) —— 1ip |@ o
RD() w0 |@ o

Input Circuit Wiring

Typically, these inputs are used to monitor door position, request to exit, or alarm contacts.When
unsupervised, reporting consists of only the open or closed states. When configured as supervised, the input
circuit will report not only open and closed, but also open circuit, shorted, grounded, and foreign voltage.
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LNL-2220

A supervised input circuit requires two resistors be added to the circuit to facilitate proper reporting. The
standard supervised circuit requires 1K Ohm, 1% resistors and should be located as close to the sensor as
possible. Custom EOL resistances may be configured via the host software.

Terminal Blocks
/ TB4 Through TB7
(® VN, . -
8 Standard Supervised Circuit,
. g Normally Closed Contact
Standard Supervised Circuit,
Normally Open Contact
(4
N | —
@ —
o(@

Unsupervised Circuit,
Normally Closed Contact

1 Unsupervised Circuit,
T Normally Open Contact

Wire with 22 AWG stranded twisted pair.

Relay Circuit Wiring

Four relays are provided for controlling door lock mechanisms or alarm signaling. The relay contacts are
rated at 5A @ 30 VDC, dry contact configuration. Each relay has a Common pole (C), a Normally Open
pole (NO) and a Normally Closed pole (NC). When you are controlling the delivery of power to the door
strike, the Normally Open and Common poles are used. When you are momentarily removing power to
unlock the door, as with amag lock, the Normally Closed and Common poles are used. Check with local
building codes for proper egress door installation.

Door lock mechanisms can generate feedback to the relay circuit that can cause damage and premature
failure of the relay. For thisreason, it is recommended that either adiode or MOV (metal oxide varistor) be
used to protect the relay.
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Wire should be of sufficient guage to avoid voltage loss.

DC STRIKE

FUSE TB10 or TB11
o| nc

ol ¢

| NO
°o| NC
ol ¢

o] NO

NIV

DIODE

. Diode Selection: Diode current rating: 1x strike current. Diode breakdown voltage 4x strike voltage.
For 12 VDC or 24 VDCstrike, diode 1N4002 (100V/1A) typical.

AC STRIKE

FUSE TB10 or TB11
N—|@ °| Nc
c
NO
NC
c
NO

-
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NN

o oo oo

MOV

. MOV Selection: Clamp voltage: 1.5x VAC RMS. For 24 VAC strike, Panasonic ERZC07DK 470
typical.

Power and Alarm Inputs

The LNL-2220 requires 12-24 VVDC power. Locate power source as close to the unit as possible. Connect
power with minimum of 18AWG wire.
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LNL-2220

Note: Connect the GND signal to earth ground in ONE LOCATION within the system! Multiple earth
ground connections may cause ground loop problems and is not advised.

Observe POLARITY on 12-24 VDC input!

There are two dedicated inputs for cabinet tamper and UPS fault monitoring. Normal (safe) conditionisa
closed contact. If these inputs are not used, install a jumper wire.

Wring for power, power fault, and cabinet tampering

VIN + 12to24VDC (wire power with
GND - Stranded twisted pair, 18 AWG)

T™P j CABINET
GND TAMPER

0 0 0 0O

NNV

FLT POWER
GND FAULT

Setting DIP Switches

Switch Selection:

Swi When SW1 is on, use the default login username and password. (This can be changed
without resetting the board.)

Username: admin

Password: password

SwW2 During power up, when SW2 is on (and SW1 is off) for the first 10 seconds, the default
static IP address is 192.168.0.251, and the primary path is configured for IP Server,
and the secondary path is configured for RS-232 at 38400 bps.

When powering up the board with both SW1 and SW2 set to on for 10 seconds, the
default communication setting for Lenel's OEM code is DHCP enabled.

SwW3 When SW3 is on, it is used to disable SSL settings.

Ssw4 Not used.

Note: To clear the flash and ram on the board using DIP switches, set SW1 and SW2 to on and power
up the board. Within 10 seconds, drop either of the switches (SW1 or SW2) to off.
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Installing Jumpers

Jumpers Set at Description
Ji n/a Factory use only
J2 n/a 10base-T/100base-Tx Ethernet Connection (Port 0)
J3 n/a Factory use only
J4 n/a Factory use only
J5 off Port 2 RS-485 EOL terminator is off.
ON Port 2 RS-485 terminator is ON.
J6 n/a Factory use only
J7 Reader power select * See Note 1 *
12v 12 VDC at reader ports
PASS VIN pass through to reader ports
Js-1 n/a Remote status LED #1 ** See Note 2 ** E
Jg-2 n/a Remote status LED #2 ** See Note 2 ** E)
J8-3 n/a Remote status LED #3 ** See Note 2 ** §
J8-4 n/a Remote status LED #4 ** See Note 2 **

* Note 1: The input power (VIN) must be 20 VDC minimum if the 12 VDC selection is to be used.
** Note 2: Observe POLARITY connection to LED. External current limiting is not required.

Configuration via Web Page
The IDRC is configured through the web interface.

The Configuration Web Page can be launched from within System Administration (only if an |P address or
host name is specified) or by using a browser to access the programmed | P address. Depending on your
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LNL-2220

proxy settings, you may have to alow this web page. (For more information, consult your browser’s online
help or system administrator for assistance.)

1

In System Administration in the A ccess Panels folder, click [Configuration Web Page]. This page will
launch in abrowser. (You may also access this page by going to the device | P address from within the
browser.)

Click the link to go to the login page. Log in using your username and password. If DIP switch 1is
ON, then the default username and password is used (admin, password). If DIP switch 1 is off,
use the login that was programmed in the device. Click [Login].

The Home page indicates the type of device and has aNotesfield. You may type in adescription here.
Click [Save Notes].

To configure network settings, click [Network].

a  If you areusing DHCP, specify a host name. By default, the host name consists of “MAC”
followed by the numbers of the device MAC address. With DHCP, | P settings will be
configured automatically.

b.  For astatic |P address, specify the |P address, subnet mask, and default gateway.
c.  Click [Accept].

To configure the host, click [Host Comm].

a  Specify the controller’'s communication address.

b.  Configure the following:

—  Connection Type: Choose | P Server, Serial-RS232, or Serial-modem. Currently the |P
Client connection type is not supported.

—  Data Security: The controller is capable of Password/AES encryption.
—  Port Number (default 3001) Must match setting in the access control software.

When using an |P Server connection, the controller may be configured to allow al IP addresses
or only authorized |P addresses.

c.  Click [Accept].
To view information, click [Device Info].

You may view the time and product 1D, aswell as properties that have been configured, such as
firmware version, serial number, OEM code, device name, DIP switches, etc.
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For users configuration, click [Users].

User accounts may be created, edited or deleted. Each user account has an associated username and
password, aswell asalevel and notes.

a  Oneof three different levels may be assigned to users.
—  Level 1— Full control
—  Levels2 and 3 have the following permissions:

Access View allowed Edit allowed
Home page Level 2: Yes (cannot edit notes) Level 2: No
Level 3: Yes (cannot edit notes) Level 3: No
Network page Level 2: Yes Level 2: No
Level 3: No Level 3: No
Host Port page Level 2: Yes Level 2: No
Level 3: No Level 3: No
Device Info page Level 2: Yes n/a
Level 3: Yes
Users page Level 2: No Level 2: No
Level 3: No Level 3: No —
=z
Restore/Default page Level 2: No Level 2: No -
Level 3: No Level 3: No B
N
Apply Setting page Level 2: No Level 2: No ©
Level 3: No Level 3: No

For pages that cannot be viewed, the message is displayed when users attempt to access the
page: “ This page is unavailable due to one of the following reasons: your user level is not
authorized to view this page, or another level 1 user islogged in at thistime.”

b.  Select the password strength.
Specify the Session Timer (5 to 60 minutes). Click [Save]

You may disable the web server by selecting the check box. When this option is selected and
SW1isoff, al portsexcept for the host communication port will be disabled. The configuration
web page cannot be used to access the device.
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LNL-2220

e.  Select the Enable door forced open filter check box if you do not want a forced open alarm
generated if the door is opened within three seconds of it being closed.

8.  For configuration of auto-save, click [Auto-Save Config].
a  Onthis page, you may restore the last save or clear everything.

b.  Chooseto disable or enable Auto-Save. If Auto-Save is enabled, volatile memory is written to
flash. The frequency of this action is specified in the timer (30 seconds to 30 minutes). Click

[Save Settings)].
9. You may click [Restore/Default] if you need to reload the factory settings or the current operating
settings.
10. When you have completed configuring the device, click [Apply Setting], [Apply, Reboot], and then
[Log Out].
Verification

Power-up: All LEDs OFF.
Initialization: LEDs are sequenced during initialization.
The following chart describes the purpose of each LED on the IDRC board.

LED Description

1 Off-line/On-line and battery status

Off-line = 20% ON, On-line = 80% ON

Double flash if battery is low

2 Primary host communication activity (serial port 1)
3 Internal downstream communication activity

TMP External downstream communication activity

FLT Undefined

R1 Reader 1:

Clock/Data or D1/D0 mode = flashes when data is received, either input.

RS-485 mode = flashes when transmitting data
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LED Description
R2 Reader 2:
Clock/Data or D1/D0 mode = flashes when data is received, either input.
RS-485 mode = flashes when transmitting data
D16 Flashes with host communication (Ethernet port 0)
YEL Ethernet Speed: OFF = 10Mb/S, ON = 100Mb/S
GRN Off = no link, ON = good link, Flashing = Ethernet activity
IN1 Input IN1 Status: Off = Inactive, ON = Active, Flash = Trouble
IN2 Input IN2 Status: Off = Inactive, ON = Active, Flash = Trouble
IN3 Input IN3 Status: Off = Inactive, ON = Active, Flash = Trouble
IN4 Input IN4 Status: Off = Inactive, ON = Active, Flash = Trouble
IN5 Input IN5 Status: Off = Inactive, ON = Active, Flash = Trouble
IN6 Input IN6 Status: Off = Inactive, ON = Active, Flash = Trouble
IN7 Input IN7 Status: Off = Inactive, ON = Active, Flash = Trouble
IN8 Input IN8 Status: Off = Inactive, ON = Active, Flash = Trouble
K1 Relay K1: ON = energized
K2 Relay K2: ON = energized
K3 Relay K3: ON = energized
K4 Relay K4: ON = energized
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LNL-2220

Specifications

TheIDRC isfor usein low voltage, class 2 circuits only. These specifications are subject to change without
notice.

Primary Power: 12 to 24 VDC +10%, 500 mA maximum (plus reader current)

- 12 VDC @ 250 mA (plus reader current) nominal

- 24VDC @ 150 mA (plus reader current) nominal

Memory and Clock Backup: 3V Lithium (Rayovac BR2325 or Wuhan Lixing CR2330)

Host communication: Ethernet: 10Base-T/100Base-TX, and RS-232 9600 to 115,200 bps,

asynchronous, half-duplex, 1 start bit, 8 data bits, and 1 stop bit.

Downstream communication: 2-wire RS-485, 2400-38400 bps, asynchronous, half-duplex, 1 start bit,

8 data bits, and 1 stop hit.

Inputs:

- 2 unsupervised, dedicated for tamper and UPS fault monitoring

- 8 unsupervised/supervised, standard EOL : 1k/1k ohm. Four custom EOL’s are available (host
software dependent).

Relays: Four, Form-C,5A @ 30 VDC, resistive

Reader interface:

- Reader power (jumper selectable): 12 VDC +10% regul ated, current limited to 150mA for each
reader or 12 to 24 VDC +10% (input voltage passed through) current limited to 150mA for each
reader.

- Datainputs: TTL compatible inputs, mag stripe and wiegand standards supported

- RS-485 mode: 9600 bps, asynchronous, half-duplex, 1 start bit, 8 data bits, and 1 stop bit.

- LED output: TTL levels, high >3V, low < 0.5V, 5mA source/sink max.

- Buzzer output: TTL levels, high > 3V, low < 0.5 V, low=active, 5mA source/sink max.

Cable Requirements:

- Power: 1 stranded twisted pair, 18 AWG

- Ethernet: Cat 5

- RS-485: 24 AWG, stranded twisted pair(s) with an overall shield, 4000 feet (1219 m) maximum

- RS-232: 24 AWG stranded, 50 feet (15.24 m) maximum

- Alarm Input: stranded twisted pair, 30 ohms maximum, typicaly 22 AWG @ 1000 feet (300 m)

Environmental:

- Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage

- Humidity: 0 to 95% RHNC
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Mechanical:

- Dimensions: 8 x 6 x 1in. (203.2 x 152.4 x 25 mm)
- Weight: 9 oz. (255 g) nominal, board only
Certifications:

- UL 294 and UL 1076 Listed, ULC Listed
- FCC Part 15

- C-Tick

- FIPS 197 Certificate #766

- CE marking

- RoHS compliant

- WEEE
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Intelligent System Controller LNL-3300

The LNL-3300 providestherea time processing for the 1/0 interfaces connected to it. The database for the
subsystem configuration and card holders are stored in flash memory. The event log buffer is stored in
battery backed memory. Configuration data and event/status reports are communicated to the host viaon-
board 10BaseT/100BaseTX Ethernet port or port 1.

The | SC interfaces upstream with the access control software on a host system. This communication occurs
through an on-board 10BaseT/100BaseT X Ethernet port or port 1. Port 1 may be set up as RS-232, 2-wire
RS-485 or an optional 10BaseT/100BaseTX using a Lantronix CoBox-Micro interface daughter board.

Downstream devices are connected via ports 2 and 3 using 2-wire RS-485.

LNL-3300 Components

ATTERY: BR/CR2330
REPLACE ANNUALLY

RESET
SWITCH
DIP I

6.00 [152.40 ——‘
SWITCHES ‘ 550 %39 70% 0156 [3.96]
: : 6 PLACES
3V /BR/CR2330 @
s
Re. ™

._m“ = Actl
2
3 P—
4 o L

™ N ETHERNET
8 | SHIELD

VN

O33v
Osv

E
TSI |

1

)
2 3
RORT2

SIS INISIY SIS |

EEEL
o]
0

e
B
ot

5.00 [127.00]
Lo ("ZOO [50,50]-—‘—7200 [50.80] —=f
O]
=]
/U( )

50 [12.70] J6: CONNECTION FOR
COBOX—MICRO

25 [6.35] —= ETHERNET MODULE
(PORT 1)
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Communication Wiring

The ISC communicatesto the host via: on-board Ethernet 10Base-T/100Base100-TX port or on port 1. Port
1 may be configured as RS-232, 2-wire RS-485 or optional Lantronix Ethernet 10baseT/100Base-TX
CoBox-Micro interface. RS-232 interface is for direct one to one connection to a host computer port, or a

modem.
Wiring port 1
\Jf‘\
o (| TXDITRI+  ———» o ()| TXDITR1+ <>
° @ |RXDTRl: 4——— o )| RXDTRI- <>
° QRS —————» ° @D|rTS
° @|CTS ¢—m ° @cTs
° @Y|oNp —8 ° | GND
\_/f‘\
PORT 1 CONFIGURED PORT 1 CONFIGURED GEZSSQG
I as RS-232 | as 2-WIRE RS-485

Wire with 24 AWG, stranded

Ports 2 and 3 utilize 2-wire RS-485 interface only. The interface allows multi-drop communication on a
single bus of up to 4,000 feet (1,200 m). Use twisted pair (minimum 24 AWG) with shield for the
communication with 120 ohm impedance. Install termination jumpers only at the end of line unit.
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Wring ports 2 and 3

\_//‘\ \\/f‘\
o (] TR2+ <> o (] TR2+
° )| TR2- <> ° @|TRe-
° @|GND ° @ |GND
° | TR3+ ° Q| TR+ —<>
° @|TR3- ° | TR3-
° @ |GND ° @ |GND 3
,V/‘\ \N/f‘\
PORT2 G PORT3  gom
| 2-WIRE RS-485 | 2-WIRE RS-485 |

Wire with 24 AWG, stranded

Power and Alarm Inputs

The LNL-3300 accepts 12 to 24 VDC for power. Locate power source as close to the unit as possible.
Connect power with minimum of 18 AWG wires. Inputs TMP and FLT are used for monitoring cabinet
tamper and power failure with normally closed contacts. These two inputs are for contact closure
monitoring only, and do not use EOL resistor(s). If these inputs are not used, install a short piece of wire at
the input to indicate safe condition.

Observe POLARITY on VIN!

Wring for power, power fault, and cabinet tampering

VIN + 12to24VDC (wire power with
GND - Stranded twisted pair, 18 AWG)

TMPj CABINET
GND TAMPER
FLT 3 POWER
GND FAULT
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Setting DIP Switches

Switch Selection:

SW1 When SW1 is on, use the default login username and password. (This can be
changed without resetting the board.)

Username: admin

Password: password

SW2 During power up, when SW2 is on (and SW1 is off) for the first 10 seconds, the
default static IP address is 192.168.0.251, and the primary path is configured for
IP Server, and the secondary path is configured for RS-232 at 38400 bps.
When powering up the board with both SW1 and SW2 set to on for 10 seconds,
the default communication setting for Lenel's OEM code is DHCP enabled.

SwW3 When SW3 is on, it is used to disable SSL settings.

SwW4 Not used.

Note: To clear the flash and ram on the board using DIP switches, set SW1 and SW2 to on and power
up the board. Within 10 seconds, drop either of the switches (SW1 or SW2) to off
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Installing Jumpers

Jumpers Set at Description
J2 n/a Factory use only
J3 n/a Factory use only
J4 off Port 2 RS-485 EOL terminator is off.
ON Port 2 RS-485 terminator is ON.
J5 off Port 3 RS-485 EOL terminator is off.
ON Port 3 RS-485 terminator is ON.
J6 n/a Lantronix CoBox-micro connection - port 1
J7, 38, J9 232 Port 1 is RS-232
485 Port 1 is RS-485
J10 off Port 1 RS-485 EOL terminator is off.
ON Port 1 RS-485 terminator is ON.
J11 n/a Factory use only
J12 n/a Factory use only
J13 n/a Factory use only
Ji4 n/a Remote status LED #1 (see note below) —
Ji4 n/a Remote status LED #2 (see note below) ITZ
w
Ji5 n/a Remote status LED #3 (see note below) §
J16 n/a Remote status LED #4 (see note below)

Note: Observe POLARITY connection to LED. External current limiting is not required.
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Configuration via Web Page

The Configuration Web Page can be launched from within System Administration (only if an |P address or
host name is specified) or by using a browser to access the programmed | P address. Depending on your
proxy settings, you may have to allow this web page. (For more information, consult your browser’s online
help or system administrator for assistance.)

1.

In System Administration in the Access Panelsfolder, click [Configuration Web Page]. This page will
launch in abrowser. (You may also access this page by going to the device | P address from within the
browser.)

Click the link to go to the login page. Log in using your username and password. If DIP switch 1 is
ON, then the default username and password is used (admin, password). If DIP switch 1 is off,
use the login that was programmed in the device. Click [Login].

The Home page indicates the type of device and has aNotesfield. You may typein adescription here.
Click [Save Notes].

To configure network settings, click [Network].

a  If you areusing DHCP, specify a host name. By default, the host name consists of “MAC”
followed by the numbers of the device MAC address. With DHCP, IP settings will be
configured automatically.

b.  For astatic |P address, specify the |P address, subnet mask, and default gateway.

c.  Click [Accept].

To configure the hogt, click [Host Comm].

a  Specify the controller’'s communication address.

b.  Configure the following:

—  Connection Type: Choose |P Server, Serial-RS232, or Serial-modem, Serial-RS485

(LNL-3300 only) and Serial-Cobox (LNL-3300 only). Currently the IP Client connection
type is not supported.

—  Data Security: The controller is capable of Password/AES encryption.
—  Port Number (default 3001) Must match setting in the access control software.
When using an | P Server connection, the controller may be configured to alow all 1P addresses
or only authorized |P addresses.

c.  Configure an alternate host port if needed. If you opt NOT to use dua path communication, set
this to Disabled.
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d.  Click [Accept].
To view information, click [Device Info].

You may view the time and product ID, aswell as properties that have been configured, such as
firmware version, serial number, OEM code, device name, DIP switches, etc.

For users configuration, click [Users].

User accounts may be created, edited or deleted. Each user account has an associated username and
password, aswell asalevel and notes.

a  Oneof three different levels may be assigned to users.
—  Level 1— Full control
—  Levels2 and 3 have the following permissions:

Access View allowed Edit allowed
Home page Level 2: Yes (cannot edit notes) Level 2: No
Level 3: Yes (cannot edit notes) Level 3: No
Network page Level 2: Yes Level 2: No
Level 3: No Level 3: No
Host Port page Level 2: Yes Level 2: No
Level 3: No Level 3: No
Device Info page Level 2: Yes n/a
Level 3: Yes
Users page Level 2: No Level 2: No
Level 3: No Level 3: No
Restore/Default page Level 2: No Level 2: No
Level 3: No Level 3: No —
Z
Apply Setting page Level 2: No Level 2: No w
Level 3: No Level 3: No $
o
o

For pages that cannot be viewed, the message is displayed when users attempt to access the
page: “This page is unavailable due to one of the following reasons: your user level is not
authorized to view this page, or another level 1 user islogged in at thistime.”
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10.

b.  Select the password strength.
Specify the Session Timer (5 to 60 minutes). Click [Save]

You may disable the web server by selecting the check box. When this option is selected and
SW1isoff, al portsexcept for the host communication port will be disabled. The configuration
web page cannot be used to access the device.

e.  Select the Enable door forced open filter check box if you do not want a forced open alarm
generated if the door is opened within three seconds of it being closed.

For configuration of auto-save, click [Auto-Save Config].
a  Onthis page, you may restore the last save or clear everything.

b.  Chooseto disable or enable Auto-Save. If Auto-Saveisenabled, volatile memory is written to
flash. The frequency of this action is specified in the timer (30 seconds to 30 minutes). Click
[Save Auto-Save Timer].

You may click [Restore/Default] if you need to reload the factory settings or the current operating
settings.

When you have completed configuring the device, click [Apply Setting], [Apply, Reboot], and then
[Log Out].
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Verification
The ISC board contains six status L EDs that can be used to verify correct installation after power up.
The following chart describes the purpose of each LED on the ISC board.

Initialization :
LED 1 LED 2 LED 3 LED 4 LED5 LED 6 Purpose
ON off off off off off Basic processor initialization
ON ON off off off off Internal SRAM test
ON off ON off off off External flash test
ON ON ON off off off External SDRAM, first chip test
ON off off ON off off External SDRAM, second chip test
ON ON off ON off off External SRAM test
ON off ON ON off off External EEPROM test
ON ON ON ON off off External RTC test
ON off off off ON off Backup battery ABD reset circuit test
ON ON off off ON off UART test
ON off ON off ON off Ethernet interface, Mll
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Run time :

LED Description
1 Off-line/on-line and battery status
Off-line = 20% ON. On-line = 80% ON
Double flash if battery is low
2 Primary host communication activity (Ethernet or port 1)
3 Port 2 communication activity
4 Port 3 communication activity
5 ON = writing to flash memory. Do not remove power when ON.
6 TBD
SPD On-board Ethernet speed: off = 10 Mb/S, ON = 100 Mb/S
ACT Off = no on-board Ethernet activity, ON = Ethernet activity (yellow LED)
LNK Off = no link, ON = good link (green LED)
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Specifications

** The ISC isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.

Primary Power: 12 to 24 VDC £10%, 300 mA maximum

12VDC @ 240 mA (325 mA with CoBox-Micro) nomina
24VDC @ 135 mA (175 mA with CoBox-Micro) nomina

Memory and Clock Backup: 3V Lithium (Rayovac BR2325 or Wuhan Lixing CR2330)
Communication Ports:

Port 1: RS-232 or 2-wire RS-485: 9,600 to 115,200 bps, async
Ports 2 and 3: 2-wire RS-485: 2,400 to 38,400 bps, async

Inputs: two non-supervised, dedicated for cabinet tamper and power fault monitoring
Cable Requirements:

Power: 1 stranded twisted pair, 18 AWG

RS-485: 24 AWG stranded twisted pair(s) with shield, 4000 feet (1219 m) maximum, 120 Ohm
RS-232: 24 AWG stranded, 50 feet (15.24 m) maximum

Ethernet: Cat 5

Alarm inputs: stranded twisted pair, 30 ohms maximum

Environmental:

Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage
Humidity: 0 to 95% RHNC

Mechanical:

Dimension: 5in. x 6in. x 1in. (127 x 152.4 x 25mm)
Weight: 4.1 oz. (115 g) nominal

Lantronix NIC support: Standoff size - Diameter .125 inch x 7/16 inch long. Richco Plastics part
number LM SP-7-01, 3 pieces (Not supplied)
Certifications:

UL294 and UL 1076 Listed, ULC Listed
FCC Part 15

C-Tick

FIPS 197 Certificate #767

CE marking

RoHS compliant

WEEE
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Input Control Module LNL-1100 Series 2

The Lenel Input Control Module (ICM) provides the access control system with high-speed
acknowledgement of critical alarm points in monitored areas. The ICM communicates directly with the
Intelligent System Controller (1SC) either by RS-485 communication. The ICM has 16 configurable input
control points and 2 output control relays. It supports normally open, normally closed, supervised and non-
supervised circuits.
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The input circuits are scanned using an analog to digital converter. The digitized input status signal is
software monitored and controlled, so that each input point can be programmed as a supervised or non-
supervised alarm point.
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LNL-1100 Components
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Status LEDs

The series 2 Input Control Module contains LEDs that can be used to verify correct installation after power
up.

Power-up: All LED’s OFF.

Initialization: Once power is applied, initialization of the module begins.

The A LED isturned on at the beginning of initialization. If the application program cannot be run, the A
LED will flash at arapid rate. The ICM iswaiting for firmware to be downloaded.

When initialization is completed, LEDs 1 through 16, CT and BA are briefly sequenced ON then OFF.
Run time: After the above sequence, the L EDs have the following meanings:

A LED: Heartbeat and On-Line Status:

. Off-line: 1 second rate, 20% ON

. On-line: 1 second rate, 80% ON

B LED: Communication Port Status:

. Indicates communication activity on the communication port

1 LED: Input Status: 1

2 LED: Input Status: 2

3 LED: Input Status: 3

4 LED: Input Status. 4
5LED: Input Status: 5

6 LED: Input Status: 6

7 LED: Input Status: 7

8 LED: Input Status: 8

9 LED: Input Status: 9
10 LED: Input Status: 10
11 LED: Input Status: 11
12 LED: Input Status: 12
13 LED: Input Status: 13
14 LED: Input Status: 14
15 LED: Input Status: 15
16 LED: Input Status: 16
CT: Cabinet Tamper

BA: Power Fault
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Input in the inactive state: OFF (briefly flashes ON every 3 seconds)

Input in the active state: ON (briefly flashes OFF every 3 seconds)

Input in afault state: Rapid Flash

LED K1 and K2: correspond to output relay RLY 1 (K1) or RLY 2 (K2) isenergized.
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Unsupervised Alarm Inputs

Wirethe BA (power fault) and CT (cabinet tamper) inputs using atwisted pair cable, 30 ohms maximum
(no EOL resistorsrequired). If either of these inputsis not used, a shorting wire should be installed.

CABINET w| Q
TAMPER i RS
POWER w| Q
FAULT

S -
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Software Configurable Alarm Inputs

Each input that is configured as a supervised alarm must be terminated with two (2) 1000-ohm resistors
(1% tolerance - 0.25 watt. N/O and N/C alarms are terminated identically).

Supervised

1K, 1%
1K, 1%

OJ
$

QOOPIOOO®

— 1K, 1%
1K 1'1/u NO
° n1 P
o n2
o 1n2
1 nc

NO

-

Unsupervised
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Upstream Controller Communication

The Input Control Module uses Port 1 to communicate to the Intelligent System Controller. The RS-485 is
asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop bit.

RS-485 2-WIRE COMMUNICATIONS

T~
|§ wR+|Q O
TwR-1O 0
Q o
Q o
1 SG 0
- S
U
T+ T- SG
Earth — Wire with 24 AWG stranded
Ground twisted pair with shield

Relay Outputs

Two form-C contact relays are provided for controlling door strikes or other devices. Load switching can
cause abnormal contact wear and premature contact failure. Switching of inductive loads (strike) also
causes EMI (electromagnetic interference) which may interfere with normal operation of other equipment.
To minimize premature contact failure and to increase system reliability, contact protection circuit must be
used. The following two circuits are recommended. Locate the protection circuit as close to the load as
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possible (within 12 inches [30cm]), as the effectiveness of the circuit will decreaseif it islocated further
away. Use sufficiently large gauge of wires for the load current as to avoid voltage loss.

—
=z
o
[
=
o
o

12 vDC
DC STRIKE

F N

o |nc
Q |¢ -
O |nG
O |no | /
O |NC > +
o |c
S
()

DIODE 1N4002 (100V/1A) TYPICAL

DIODE CURRENT RATING> 1X STRIKE CURRENT

DIODE BREAK DOWN VOLTAGE> 4X STRIKE VOLTAGE

AC
AC STRIKE
XEMR

© |[nc
o |c
S |[ne
O [no
o |[Ne
o |c
]
Q

FOR 24 VAC STRIKE, PANASONIC ERZ-C07DK470
MOV SELECTION:
CLAMP VOLTAGE > 1.5 X VAC RMS
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Power

The ICM accepts 12 to 24 VDC for power. Locate power source as close to the unit as possible. Connect
power with minimum of 18AWG wires.
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+ VIN |©
12 to 24 VDC QO e
- —GND|Q_~°
Wire with 18 AWG
stranded twisted pair.

o

DIP Switches

Device Address
Address DIP SWITCH

5: 4: 3: 2: 1:

0 off off off off off
1 off off off off ON
2 off off off ON off
3 off off off ON ON
4 off off ON off off
5 off off ON off ON
6 off off ON ON off
7 off off ON ON ON
8 off ON off off off
9 off ON off off ON
10 off ON off ON off
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Device Address (Continued)
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Address DIP SWITCH
5: 4: 3: 2: 1:

11 off ON off ON ON
12 off ON ON off off
13 off ON ON off ON
14 off ON ON ON off
15 off ON ON ON ON
16 ON off off off off
17 ON off off off ON
18 ON off off ON off
19 ON off off ON ON
20 ON off ON off off
21 ON off ON off ON
22 ON off ON ON off
23 ON off ON ON ON
24 ON ON off off off
25 ON ON off off ON
26 ON ON off ON off
27 ON ON off ON ON
28 ON ON ON off off
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Device Address (Continued)
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Address DIP SWITCH

5: 4: 3: 2: 1:
29 ON ON ON off ON
30 ON ON ON ON off
31 ON ON ON ON ON

Communication Baud Rate

BAUD RATE DIP SWITCH 6: DIP SWITCH 7:
38,400 bps ON ON
19,200 bps off ON
9600 bps ON off
115,200 bps off off

DIP switch 8 controls the utilization of encryption. When DIP switch 8 is ON, communication will not be
alowed unless the access panel supports downstream encryption and is configured to enable encryption to
this device. When DIP switch 8 is off, the device will accept either encrypted or unencrypted
communication. It must be off if the access panel does not support downstream encryption, or if
downstream encryption is disabled for this device.

PASSWORD STATUS DIP SWITCH 8: DIP SWITCH 8:

(OnGuard 2009 or later) (prior to OnGuard 2009)
Encryption is optional off Normal operation
Encryption is required ON Not allowed
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Installing Jumpers
The jumpers must be configured appropriately for your system.
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[J1] [33]
RS-485 termination. Install 2-wire select install
in firstand last units only. in 2W position only.

OFF: Termination is noton
ON: Termination is on
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Specifications

The LNL-1100 isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.

Primary power: 12 to 24 VDC + 10%, 350 mA maximum

- 12 VDC @ 300 mA nominal

- 24 VDC @ 220 mA nominal

Output: Two (2) outputs, Form-C,5A @ 28 VDC resistive

Inputs:

- Sixteen (16) unsupervised/supervised, standard EOL: 1k/1k ohm, 1%, 1/4 watt

- Two (2) unsupervised, dedicated for cabinet tamper and UPS fault monitoring

Communication: RS-485, 2-wire, 9600 to 115,200 bps

Cable requirements:

- Power: 18 AWG, 1 stranded twisted pair

- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum

- Alarm inputs:1 stranded twisted pair, 30 ohms maximum

- Outputs: as required for the load

Mechanical:

- Dimension: 6 x 8 x 1in. (152 x 203 x 25 mm)

- Weight: 9 oz. (280 g) nominal

Environmental:

- Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage

- Humidity: 0 to 95% RHNC

Certifications:

- UL 294 and UL 1076 Listed, ULC Listed

- FCC Part 15

- C-Tick

- CE marking

- RoHS compliant

- WEEE
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Input Control Module LNL-1100-U

The Input Control Module (ICM) board contains the following components: sixteen (16) software
configurable alarm inputs, two (2) unsupervised alarm inputs, two (2) alarm output relays, one (1) RS-485
interface, power input, DIP switches, and jumpers.

ICM board (Dimensions are in inches [mm])

8.00 [203] [
Z
25 [64] —»] |&————— 750 [1905] —— | r-
[y
EARTH GROUND | 3.75 [95.3] — = o
CONNECTION o
T
N VINGNDA(+)B(-)GND  PFLLYOLT GHDEXTHP OWINPGHD & N2 12 13131414 15151616 17171818 Be C
17221777 R SNISSN] \ X2l 72X, 2% 22 ™
©©0©0 ©0606 6 © @0 0060 00eo06|oe o o \6X®156 |:¢4:|
7 120 3 710 I 12 :
1 MOUNTING HOLES
922
28, 088 D70 D71 D72 DI3 D75 D76 D77
D37 D1 D83 D8l B9 B8 g g 0@
SW1
5.00 [1.27] 4.50 [114] 48 040 ot 1
) ) 0798 swz
K2 K1 0 0 @ @ 08 0 0
D66 DG5S DB4 D63 D62 DG DED Dsg‘\\
STATUS LED's
18 J16 15 J4 43 TYPICAL
©0000o0|l coooffooooleooofooo ol
& 22222 $ NI NN NN NN $
Y o iy 1EI16115115 141141313 112112 111111 110110 18 19

25 [6.4] J

Installation

1. Set baud rate (SW1), address (SW2), and LED control switches.
2. Instal jumpers.

3. Mount the board in the enclosure.

Note: The LNL-CONV-U1 Universal Mounting Plate is required when installing the board into a
CTX enclosure. For more information, refer to Mounting on page 97.

4. Wirethe unsupervised alarm inputs for power fault and cabinet tamper.
5. Wirethe supervised alarm inputs.
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Wire the upstream host communication.
Wire the relay outputs.
Wire the power and communications inputs.

© © N o

Validate proper operation on power up.

Configuration

The Input Control Module board contains two (2) 8-position DIP switches that are user-selectable to
control addressing, baud rate, and other user functions, and one (1) RS-485 termination jumper used to
configure the system.
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Setting DIP Switches
ICM DIP switches

D/5 D/6 D77
g g g
FZEsw —

SW2

g 60§ @
D61 D60 Do9Y

FRAERAER —

HEAAAAANA
QO UTP AN —

90



Communication Baud Rate (SW1)

Configure the baud rate using SW1 switches 1-4. (Switch 5 is used for LED control. Switches 6-8 are not
used).

Baud rate SW1 switch for host SW1 switch for OSDP
readers (Aux ports) -
Z
1: 2: 3: 4: —
=
2400 bps off off off off o
(=)
9600 bps ON off ON off c
19200 bps off ON off ON
38400 bps ON ON ON ON

LED Mode

SW1 switch 5isused for LED control. It isread at boot time. If you make a change to this setting, be sure
to restart.

Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.

SW1 Switch 5 State
ON LEDs behave as the Access (LNL) series module.
off LED behavior is in Normal Mode
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Device Address (SW2)
Configure the board address using SW2. (Switches 6-8 are not used.)

Address SW2 switch
1: 2: 3: 4: 5:

=

o

3 0 off off off off off

b

N 1 ON off off off off

P4

- 2 off ON off off off
3 ON ON off off off
4 off off ON off off
5 ON off ON off off
6 off ON ON off off
7 ON ON ON off off
8 off off off ON off
9 ON off off ON off
10 off ON off ON off
11 ON ON off ON off
12 off off ON ON off
13 ON off ON ON off
14 off ON ON ON off
15 ON ON ON ON off
16 off off off off ON

92



Address SW2 switch
1: 2: 3: 4: 5:

17 ON off off off ON

18 off ON off off ON
—

19 ON ON off off ON ,Z
N

20 off off ON off ON =
@

21 ON off ON off ON [

22 off ON ON off ON

23 ON ON ON off ON

24 off off off ON ON

25 ON off off ON ON

26 off ON off ON ON

27 ON ON off ON ON

28 off off ON ON ON

29 ON off ON ON ON

30 off ON ON ON ON

31 ON ON ON ON ON
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Installing Jumpers

Jumper configuration

J22 HOST RS485 TERMINATION
JUMPER PIN 1T & 2 FOR

2 RS485 COMMUNICATIONS
INSTALL FOR LAST ICM

ON COMMUNICATIONS LINE

Host Communications: Jumper J22 pins 1 & 2 for RS-485 communications termination. Install jumper on
the last ICM on the communications line for proper termination of the communications bus. (For more
information, refer to the ICM upstream wiring diagram.)

Status LEDs
Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.

LED Table for Series 2 LNL-1100 Mode
When switch 5isin the ON position, the LEDs behave like the series 2 LNL-1100.

Indication LED State

Power-up ALL Off

Initialization D79 Flashing

After initialization D79 Offline: 1 second rate, 20% ON
Online: 1 second rate, 80% ON

Communications D1 ON

LED Table for Normal Mode
When SW1 switch 5 isin the off position, the LEDs operate in Normal Mode.
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External tamper (cabinet tamper) must be open for Input LEDs to be on. When tamper is closed (cabinet
door closed) Input LEDswill be off.

Indication LED State

RS-485 panel D1 ON - Yellow

communication —
Z

Power on D37 ON - Green E
=

Relay 1 D40 ON - Green S
C

Relay 2 D48 ON - Green

Supervised input D59-66, D68, Active: ON - Yellow

11-116 D70-D73, Inactive: ON - Green

D75-D77 Foreign: ON - Red

Cut: Flashing - Green
Short: Flashing - Red
Ground: Flashing - Yellow

Unsupervised 11- D59-66, D68, Closed ON - Red,
116 D70-D73, Open - Off
D75-D77
CPU status D79 Offline: 1 second rate, 20% ON

Online: 1 second rate, 80% ON

External (cabinet) D80 Open ON - Red
tamper
Power fail D82 ON - Red
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CPU status LED D79 possible module error conditions for LED Normal and Series 2 modes:

Error condition Flashing Description
pattern
No valid application firmware 3 Red, The module is not operational. Firmware must be
2 Green loaded using a console, e.g. HyperTerminal with
Xmodem.
Boot loader waiting on 3 Red, Console boot loader is waiting on start of firmware
firmware file 1 Green file.
Boot loader loading firmware 2 Red, Console boot loader is loading a firmware file.
file 2 Green
Invalid EFL file 1 Red, The EFL specified to be loaded using the console
2 Green loader is not a valid EFL file.
Invalid Xmodem packet 1 Red, The console loader received an invalid Xmodem
1 Green packet and terminated the firmware download
operation.
Invalid Application firmware 3 Red, The module is not operational. Application firmware
for module CPU 0 Green loaded on the module will not run properly.
Requires new firmware be loaded using the
console boot loader or the module must be
returned for repair.
Invalid Boot firmware for 2 Red, The module is not operational. Boot loader
module CPU 3 Green firmware loaded on the module will not run
properly. The module must be returned for repair.
Firmware update failed 1 Red, Firmware update operation was unsuccessful.
3 Green Retry and if it fails continuously, load a different
firmware file.
No valid primary firmware 3 Green, The firmware flash contains 2 copies of the
copy 2 Red application firmware. The primary copy is not valid

so the backup copy will be loaded into the primary
copy and executed.

96




Error condition Flashing Description
pattern
No valid backup firmware 3 Green, The firmware flash contains 2 copies of the
copy 1 Red application firmware. The backup copy is not valid
so the primary copy will be loaded into the backup
copy.
No valid manufacturing 3 Green, The manufacturing parameters which include the
parameters 0 Red serial number, etc. are invalid. The module must be

returned for repair.

Mounting

The ICM can be mounted in the LNL-AL400ULX or LNL-AL600ULX-4CB6 and the LNL-CTX or LNL-
CTX6 enclosure using the Universal Mounting Plate (UMP) LNL-CONV-U1.
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Mounting the ICM in the LNL-AL400ULX and LNL-CTX
/ AL400 ENCLOSURE

LNL—CONV—U1
MOUNTING PLATE

N 8X 6-32 x .25 LG
- MOUNTING SCREW TO
SECURE MOUNTING
> PLATE TO ENCLOSURE

8X 6-32 x .50 LG
HEX STANDOFF, INSTALL
OVER THREADED STUD
IN AL400 ENCLOSURE

NOTE:

USE METAL STANDOFFS o

PROVIDED TO ENSURE /
6X 6-32 x .50 LG

PROPER GROUNDING.
MOUNTING SCREW TO

SECURE ICM BOARD
TO MOUNTING PLATE
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Mounting the ICM in the LNL-AL600ULX-4CB6 or LNL-CTX6
/ALBOO ENCLOSURE

LNL—CONV—-U1
MOUNTING PLATE

, BX 6-32 x .25 LG
NS MOUNTING SCREW TO
X SECURE MOUNTING

S PLATE TO ENCLOSURE

—
Z
a
=
=
o
Q@
C

ICM BOARD

\\
\‘D
8X 6-32 x .50 LG
HEX STANDOFF, INSTALL ®
OVER THREADED STUD ~.
IN AL600 ENCLOSURE L
i

NOTE:
USE METAL STANDOFFS ~o
PROVIDED TO ENSURE ~
PROPER GROUNDING. //‘O
6X 6-32 x .50 LG
MOUNTING SCREW TO
SECURE ICM BOARD
TO MOUNTING PLATE

Wiring
Wire inputs |1 through 116 (J9 - J16) using atwisted pair cable, 30 ohms maximum, 24 AWG minimum.
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ICM input wiring
SUPERVISED INPUTS
WIRING SAME FOR INPUTS 19-116 (J13-J16)
FOR UNSUPERVISED
DO NOT INSTALL RESISTORS

NC NC NO NO NC NC NO NO

1K 1%
TYPICAL
CUSTOM VALUES
CAN BE USED

O HH\Q\Z\3\5\4\4\6\5\6\6\7\7\8\8O
DD\ ODD\ DD\ D>DDD
© © 0 0|00 0 0|0 0 0|00’ o
19 Tyto 1 ounr 1 oune
D68 D70 D71 D72 D73 D75 D76 D77
B o O 0 0 © © @
-

Note: See Input Resistor Table for termination resistor values.

Supervised (Software Configurable) Alarm Inputs

The 16 inputs available on the ICM are software configurable alarm inputs that can be used for alarm
device monitoring. Each of these inputs can be configured, via the Access Control software, as either N/O
(normally open) or N/C (normally closed) in combination with either supervised or unsupervised wiring.
These alarm inputs are connected using Inputs 1 - 16.

Each input that is configured as a supervised alarm must also be terminated with two (2) 1K (1000) ohm
resistors (1% tolerance - 1/4 (0.25) watt. N/O and N/C alarms are terminated identically). Resistors are
provided with the module.

Install the resistors as close to input device as possible. For cable length limitations, see Specifications.
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Input Resistor Table

Alarm Zone Contact NC | Alarm Zone Contact
NO
Normal 1K £ 10% 2K + 10%
Alarm 2K + 10% 1K + 10%
Fault — Line Short 0-50 0-50
Fault — Line Open 15K — 00 15K — 00
Fault — Foreign Voltage 50 — 750 50 — 750
1250 - 1500 1250 — 1500
2500 — 15K 2500 — 15K

Unsupervised Alarm Inputs: Power Fail and External (Cabinet) Tamper
The Input Control Module features two (2) unsupervised alarm inputs that can be used for power fail and
cabinet tamper monitoring. These inputs are connected using the power fail and external (cabinet) tamper
contact terminals on the Input Control Module board.

The power fail and external tamper inputs are simple N/C (normally closed) contact closure monitors.
Connect the power fail monitoring device to J20 pins1 & 3 and to External Tamper (cabinet tamper) pins4
& 6. If not used, ajumper must be installed acrosspins1 & 3and 4 & 6.

Note: Input Status LEDs will be off when the tamper device isin the closed position or the jumper is
installed.

Wire the power fail and external tamper inputs using twisted pair cable, 30 ohms maximum. (No EOL

resistors are required.)
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Unsupervised alarminput wiring (Power Fail and External Tamper contacts)

J20
EXTERNAL
GROUND
NOT | | NOT TANPER
USED| | USED
POVER
FAIL GROUND
11213 4] 516

VIN GND A(+)B(=)GND PFL LYOLT GAD EXTHP OITP GND

AaaA% INISINNNINY

00000 ©0000O0

17 T 020
1
5922 pgr pso
1 o3 1 | i

Upstream Controller Communication
The ICM uses Port 1 to communicate to the Intelligent System Controller.

Port 1 isa2-wire RS-485 interface, that requires the following type of RS-485 cable: 24 AWG (minimum)
twisted pair (with shields). The main run RS-485 cable should be no longer than 4000 feet [1219 m], 100
ohms maximum (Belden 9841, West Penn, or equivalent). The drop cables (to downstream devices) should
be kept as short as possible, no longer than 10 feet [3.048 m].

The RS-485 communication is asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop bit.

Note: RS-485 communication is supported for upstream communication only.
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ICM upstream wiring

WIRE WITH 24 AWG STRANDED TO ADDITIONAL
TWISTED PAIR SHIELDED ICM UNITS
g
I ‘ GND
VINGND A(+) B(~)GND VINGND A(+) B(=)GND L 2W —
o peead o Teeoad oNp TR z
00000 00000 o022 N
7 ©0000 5
ém IS¢ g

ICM BOARD ICM BOARD
LAST UNIT ON THE
COMMUNICATION  LINE SERIES TWO
INSTALL TERMINATION BOARD

JUMPER ON J22

To enable RS-485 termination, install jumper on pin header J22 (on the last unit on the communication

line).

Notes: The (EIA) Electronic Industries Association standard defines RS-485 as an electrical interface
for multi-port communications on abus transmission line. It alowsfor high-speed data transfer
over extended distances (4000 feet [1219m]). The RS-485 interface uses a balance of
differential transmitter/receiver to reject common mode noise. For increased reliability over the
extended distances, End-Of-Line (EOL) termination is required.

RS-485 must be terminated at both ends of the RS-485 line (bus). Terminating the line provides
amore reliable communication by minimizing the signal reflection and external noise coupling.
Each component provided has an on-board terminator. The installer should determine which
deviceisat the end of the communication line.

Control Output Wiring

Contact protection circuit must be used. The following two circuits are recommended. Locate the
protection circuit as close to the load as possible (within 12 inches [30cm]), as the effectiveness of the
circuit will decreaseif it islocated farther away.
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Relay Outputs

Relay contact (DC strike)

J18
000000

Q002D

RLY 2 RLY 1
O NO C NC NO C NC

DC STRIKE

DIODE 1N4002 (100V/1A) TYPICAL
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAKDOWN VOLTAGE> 4X STRIKE VOLTAGE

Relay contact (AC strike)

J18
©©06 0606 0|

Q020D

RLY 2 RLY 1
© NO C NC NO C NC

AC STRIKE

FOR 24VAC STRIKE, USE MOV
CLAMP VOLTAGE> 1.5 X VAC RMS
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Elevator Control

OnGuard hardware is capable of supporting elevator control for up to 128 floors. An elevator reader hasan
input/output module that controls the access to floors via an elevator.

The OnGuard software must be configured for elevator control. This can be done from System

Administration by selecting the Elevator check box on the General tab in the Readers and Doorsform. The

reader’s type, name, port, address, and access panel can all be defined here as well.

Note: In order for this check box to be available, the access panel to which this reader module is
connected must have Elevator support enabled on the Options tab.

With elevator control on the LNL-1300 reader, door strike and contact are not available, and REX (Request

to EXit) isdisabled.

Addresses assigned to input/output panels do not need to be consecutive. On the first panel, the inputs/

outputs represent the first sixteen floors (e.g.: Input 1 = first floor, Input 2 = second floor, etc.). The second

panel represents the next sixteen floors (floor 17 through 32), etc.
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Maximum:
4000 feet
(1219.2 meters)
5 conductors

Overview of elevator control

Access
Control

System

il

Intelligent System Controller

Single
Reader
Interface

Single
Reader
Interface
Module

(TTTTTEH) RR——

el Input Control
Control Module
Module

Single Reader Interface

Up to 128 Outputs - Up to 128 Inputs -
eight Output Control eight Input Control
Modules Modules

Elevator Control Room
Elevator
Reader
(inside cab)

Power and Communications
The Input Control Module requires a 12 to 24 VDC + 10% power source for itsinput power.
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Wire the Power In input with 18 AWG (minimum) twisted pair cable.

Power Source Requirements

Current

DC power source Isolated, non-switching,
regulated DC power

300mA for 12VDC
150mA for 24VDC

Note: Be sure to observe polarity.

Power source wiring

17

GROUND

RS485 B— (TR-)
RS485 A+ (TR+)
GROUND

12-24VDC
1205405

EARTH GROUND
CONNECTION

Q VIN GND A(+)B(~)GND
G,

© © 0 00
T 7

!
[ J22

|
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Specifications
The LNL-1100-U isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.
. Primary power: 12 to 24 VDC + 10%
- 12 VDC @ 300 mA nominal

2 - 24 VDC @ 150 mA nominal

S - 12.3 BTU/hour

:1' . Output: Two (2) outputs, Form-C contacts: Relay 1 and 2 (K1 and K2),5A @ 30 VDC
— . :

> Inputs:

—

- Sixteen (16) unsupervised/supervised, standard EOL: 1k/1k ohm, 1%, 1/4 watt
- One (1) unsupervised, dedicated external (cabinet) tamper
- One (1) unsupervised, AC power fail
. Upsteam communication: RS-485, 2-wire, 2400 to 38400 bps
- Does not support encryption
. Cable requirements:
- Power: 18 AWG, 1 stranded twisted pair
- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum
- Alarm inputs: 1 stranded twisted pair, 30 ohms maximum
- Outputs: as required for the load
. Mechanical:
- Dimension: 5x 8x 1.25in. (127 x 203 x 32 mm)
- Weight: 6.2 oz. (188 g) hominal
. Environmental:
- Temperature: -10 to +70°C (14 to 158° F) operating, -40 to +85°C (-40 to 185°F) storage
- Humidity: 10% at 93°C (199°F) non-condensing operating, 10 to 95% at 85°C (185°F) non-
condensing storage
. Certifications:
- FCC compliance: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonabl e protection against harmful interference when the equipment is operated in a
commercia environment. This equipment generates, uses, and can radiate radio frequency
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energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications.
- UL 294, UL1076, and S319 Listed
- ULC Listed
- C-Tick N22193
- CE marking
- RoHS
- Environmenta class: Indoor dry
- WEEE
European Union directives: 2002/96/EC (WEEE directive): Products marked with this symbol cannot be
disposed of as unsorted municipal waste in the European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at designated collection
points. For more information see: www.recyclethis.info.
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Output Control Module LNL-1200 Series 2

The Lenel Output Control Module (OCM) communicates directly with the Intelligent System Controller
(ISC) by RS-485 communication. Each OCM is an individually addressed device, and counts as asingle
deviceondl ISCs.

LNL-1200 Components
RELAY STATUS LEDs

6.00 [152.40]
25 [6.35] —= 5.50 [139.70]
L2:3567cs0nRB NG
| [f=[@:] BB8EOBEEEAEEHE o Qe
@ = a © ° @|c —‘
f W@ of oo @[w s OUTPUTS
s w@ o T @
o @ o o @cj
g orznc| @ of @ p - R o @wo 1/ —
0 FW® o Kz o @ne =
o @ o o @P|c
< ot @ of g o @l ',_
N araml @ o o @|nc our =
d@ o . o @l B
w|@ o @ o @lwo
wf@ o [ xa s Q| ©
@ - o @l
ours el @ o § o @|w o
= il NO% ° a %ch
) o|@ of o @l
2 z ourenc| @ o E o @m0 ourd
8 & WofQ o o @l
! 0]
S o omwc%nE gu%NODl
) 3 ol oF o Mo e
INPUTS — @ ° i 4N STATUS LED
orsnc| @ o o @lwong, S
B
P~ afp o m A
T T Cm| @ - B ms O
WG P D o o | DIP SWITCHES
SI0 COMMUNICATION R % = ) @ B;/
PORT, RS—485 —_| E ?F”’ g . [k a w ]
xg, R+% o 5 E 3.
. R ol|g
2 T w|@ off Lk » = 5
TERM u o) &
wlf@ oz | 2156 [04.0]
Ly @ ofF 8 PLACES
POWER IN | A" [ Ya|@ o # &
12-24Vdc —
.50 [12.70] -

111



o
S
«
A
—
Z
|

Status LEDs

The series 2 Output Control Module contains atotal of 20 LEDsto verify correct installation after power
up.

Power-up: All LED’s OFF.

Initialization: Once power is applied, initialization of the module begins.

The A LED isturned on at the beginning of initialization. If the application program cannot be run, the A
LED will flash at arapid rate. The OCM iswaiting for firmware to be down loaded.

When initialization is completed, LEDs A, B, CT and BA are briefly sequenced ON then OFF.
Run time: After the above sequence, the L EDs have the following meanings:

A LED: Heartbeat and Online Status:

. Offline: 1 second rate, 20% ON.

. Online: 1 second rate, 80% ON.

B LED: Communication Port Status:

. Indicates communication activity on the communication port.

CT: Cabinet Tamper.

BA: Power Fault.

Input in the inactive state: OFF (briefly flashes ON every 3 seconds).

Input in the active state: ON (briefly flashes OFF every 3 seconds).

LEDs 1 through 16: correspond to output relay OUT 1 (K1) through OUT 16 (K16).

112



Unsupervised Alarm Inputs

Wirethe BA (power fault) and CT (cabinet tamper) inputs using a twisted pair cable, 30 ohms maximum
(no EOL resistorsrequired). If either of these inputsis not used, a shorting wire should be installed.

CABINET \ cr
TAMPER
ND|
POWER BA
FAULT i
ND|

Upstream Controller Communication

The Output Control Module uses Port 1 to communicate to the Intelligent System Controller. The RS-485
is asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop bit.

o

o

QO OO
0

RS-485 2-WIRE COMMUNICATIONS

—
Z
o
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N
o
o

A

n TR+
E
TR -

10:3%)%2%)
cooo o

SG

— —

D>

I

LV
T+ T SG

Earth — Wire with 24 AWG stranded

Ground twisted pair with shield

113



Relay Outputs

° @ NeC FUSE
< @ ¢ * DC SOURCE
o @ NO a
o @ NC
o @ c
(= @ NO LOAD
FUSE
“’Fﬁﬂ AC SOURCE
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LOAD
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Power Source Wiring

The power source should be located as close to the Output Control Module as possible. Be sure to observe
polarity.

+ VIN |&
12 to 24 VDC QD e
-—GND©@ ~°

Wire with 18 AWG
stranded twisted pair.

o
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DIP Switches

Device Address

Address DIP SWITCH
5: 4: 3: 2: 1:

0 off off off off off
1 off off off off ON
2 off off off ON off
3 off off off ON ON
4 off off ON off off
5 off off ON off ON
6 off off ON ON off
7 off off ON ON ON
8 off ON off off off
9 off ON off off ON
10 off ON off ON off
11 off ON off ON ON
12 off ON ON off off
13 off ON ON off ON
14 off ON ON ON off
15 off ON ON ON ON
16 ON off off off off
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Device Address (Continued)

Address DIP SWITCH
5: 4: 3: 2: 1:

17 ON off off off ON
18 ON off off ON off
19 ON off off ON ON
20 ON off ON off off
21 ON off ON off ON
22 ON off ON ON off
23 ON off ON ON ON
24 ON ON off off off
25 ON ON off off ON
26 ON ON off ON off
27 ON ON off ON ON
28 ON ON ON off off
29 ON ON ON off ON
30 ON ON ON ON off
31 ON ON ON ON ON
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Communication Baud Rate

BAUD RATE DIP SWITCH 6: DIP SWITCH 7:
38,400 bps ON ON
19,200 bps off ON
9600 bps ON off
115,200 bps off off

DIP switch 8 controls the utilization of encryption.

-
zZ
i
PASSWORD STATUS DIP SWITCH 8: DIP SWITCH 8: =
(OnGuard 2009 or later) (prior to OnGuard 2009) B
o
Encryption is optional off Normal operation
Encryption is required ON Not allowed

When DIP switch 8 is ON, communication will not be allowed unless the access panel supports
downstream encryption and is configured to enable encryption to this device.

When DIP switch 8 is off, the device will accept either encrypted or unencrypted communication. It must
be off if the access panel does not support downstream encryption, or if downstream encryption is disabled
for this device.
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Installing Jumpers
The jumpers must be configured appropriately for your system.
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[31] [33]
RS-485 termination. Install 2-wire select install
in firstand last units only. in 2W position only.

OFF: Termination is noton
ON: Termination is on
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Specifications
The Output Control Module isfor use in low voltage, class 2 circuits only. These specifications are subject
to change without notice.

Primary Power:

- 12t0 24 VDC £ 10%, 1100 mA maximum

- 12 VDC @ 850 mA nominal

- 24 VDC @ 450 mA nominal

Relay contacts: 16 Form-C, 5 A @ 28 VDC, resistive

Inputs: 2 unsupervised, dedicated for cabinet tamper and UPS fault monitoring

Communication: RS-485, 2-wire, 9600 to 115,200 bps async

Cable Requirements:

- Power: 1 stranded twisted pair, 18 AWG

- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair(s) with shield, 4000 feet (1200 m)
maximum

- Inputs: stranded twisted pair, 30 ohms maximum

- Outputs: as required for the load

Mechanical:

- Dimension: 6 x 8 x 1in. (152 x 203 x 25 mm)

- Weight: 14 oz. (435 g) nominal

Environmental:

- Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage

- Humidity: 0 to 95% RHNC

Certifications:

- UL 294 and UL 1076 Listed, ULC Listed

- FCC Part 15

- C-Tick

- CE marking

- RoHS compliant

- WEEE
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Output Control Module LNL-1200-U
The Output Control Module (OCM) board contains the following components: sixteen (16) alarm output
relays with sixteen (16) corresponding status LED's, two (2) unsupervised alarm inputs, one (1) RS-485
interface, one (1) power input, two (2) DIP switches, jumpers, and status LEDs.

25 [6.4] —=—f

EARTH GROUND

OCM board (Dimensions are in inches [ mm])
8.00 [203]

e 750 [1905] — =

-~ 3.75 [95.3] — =

CONNECTION
<220 DZTQRIQ Z20Zz0Zz ,Z20Zz0Z Z0Z2z0ZZ20Z2z02Z
s2x= ]
Z5308 7 é 5235 e FarX P rr® G Cr® e Oyt Ruﬁk
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0o0o0o0o0|0ceoo0o0o|loocooo [cc000olocecnoloncene
T I 51 927 T 124 T 5 T % T
& pg D44 D51 DS3 D52 BT DGD D71 D69
o oo oog o o = = - S -
Dig D1 Df3t
K1 K2 K4 K6 K5 K17
I
5.00 [127] 4.50 [114] Bﬁ kit K3 K7 K16
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5°88°8V5°85°55°55°55°558°3
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25 [6.4] J

Installation

To install the Output Control Module, perform the installation procedures described in the following

sections, in the order in which they are presented.
1. Set baud rate (SW1), address (SW2), and LED control switches.

2. Instal jumpers.

3. Mount the board into the enclosure.

™S 6x s.156 (4]

MOUNTING HOLES

STATUS LED's

TYPICAL
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Note: The LNL-CONV-U1 Universal Mounting Plate is required when installing the board into a
CTX enclosure. For more information, refer to Mounting on page 128.

Wire the unsupervised alarm inputs for power fail and external (cabinet) tamper.
Wire the upstream host communication.

Wire the relay outputs.

Wire the power and communications inputs.

© N o o &

Validate proper operation on power up.

Configuration

The Output Control Module board contains two (2) 8-position DIP switches that are user selectable to
control addressing, baud rate, and other user functions, and one (1) RS-485 termination jumper used to
configure the system.

Setting DIP Switches
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Communication Baud Rate (SW1)
Configure the baud rate using SW1 switches 1 and 2. (Switches 3 through 8 are not used.)

Baud rate SW1 switch for host
1: 2:

2400 bps off off

9600 bps ON off

19200 bps off ON

38400 bps ON ON

Device Address (SW2)
Configure the board address using SW2. (Switches 6-8 are not used.)

Address SW2 switch
1: 2: 3: 4: 5: —
Z
0 off off off off off r-
N
1 ON off off off off o
@
2 off ON off off off c
3 ON ON off off off
4 off off ON off off
5 ON off ON off off
6 off ON ON off off
7 ON ON ON off off
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Address SW2 switch
1: 2: 3: 4: 5:

8 off off off ON off
9 ON off off ON off
10 off ON off ON off
11 ON ON off ON off
12 off off ON ON off
13 ON off ON ON off
14 off ON ON ON off
15 ON ON ON ON off
16 off off off off ON
17 ON off off off ON
18 off ON off off ON
19 ON ON off off ON
20 off off ON off ON
21 ON off ON off ON
22 off ON ON off ON
23 ON ON ON off ON
24 off off off ON ON
25 ON off off ON ON
26 off ON off ON ON
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Address SW2 switch

1: 2: 3: 4: 58
27 ON ON off ON ON
28 off off ON ON ON
29 ON off ON ON ON
30 off ON ON ON ON
31 ON ON ON ON ON

Installing Jumpers

Jumper configuration

@282T2 358222 |
202007 SOSOSS J
©© 000|006
R R J
S i s
D18 D1 D131
RS485 COMMUNICATIONS L~ — "=

12 INSTALL FOR LAST ICM
ON COMMUNICATIONS LINE

—
Z
o
[AEY
N
(=]
?
c

To enable RS-485 termination, install jumper on pin header J36. For more information, refer to the
Upstream Communication section.

Host Communications: Jumper J36 pins 1 & 2 for RS-485 communications. Install the jumper on the last
OCM on the communications line.
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Status LEDs

LED Table

Indication LED State
RS-485 pangl D1 ON - Yellow
communication

Power on D18 ON - Green
Relay 1 D44 ON - Green
Relay 2 D51 ON - Green
Relay 3 D53 ON - Green
Relay 4 D52 ON - Green
Relay 5 D61 ON - Green
Relay 6 D60 ON - Green
Relay 7 D71 ON - Green
Relay 8 D69 ON - Green
Relay 9 D108 ON - Green
Relay 10 D80 ON - Green
Relay 11 D82 ON - Green
Relay 12 D81 ON - Green
Relay 13 D90 ON - Green
Relay 14 D89 ON - Green
Relay 15 D98 ON - Green
Relay 16 D97 ON - Green
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LED Table (Continued)

Indication LED State

CPU status D128 Offline: 1 second rate, 20% ON
Online: 1 second rate, 80% ON

External (cabinet) D129 Open ON - Red

tamper

Power fail D131 ON - Red

CPU status LED D128 possible module error conditions:

Error condition Flashing Description
pattern
No valid application 3 Red, The module is not operational. Firmware must be
firmware 2 Green loaded using a console, e.g. HyperTerminal with
Xmodem.
Boot loader waiting on 3 Red, Console boot loader is waiting on start of firmware file.
firmware file 1 Green
Boot loader loading 2 Red, Console boot loader is loading a firmware file. pd
firmware file 2 Green r-
N
Invalid EFL file 1 Red, The EFL specified to be loaded using the console 8
2 Green loader is not a valid EFL file. 'C
Invalid Xmodem packet 1 Red, The console loader received an invalid Xmodem
1 Green packet and terminated the firmware download
operation.
Invalid Application firmware 3 Red, The module is not operational. Application firmware
for module CPU 0 Green loaded on the module will not run properly. Requires
new firmware be loaded using the console boot loader
or the module must be returned for repair.
Invalid Boot firmware for 2 Red, The module is not operational. Boot loader firmware
module CPU 3 Green loaded on the module will not run properly. The
module must be returned for repair.
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Error condition Flashing Description
pattern
Firmware update failed 1 Red, Firmware update operation was unsuccessful. Retry
3 Green and if it fails continuously, load a different firmware
file.
No valid primary firmware 3 Green, The firmware flash contains 2 copies of the application
copy 2 Red firmware. The primary copy is not valid so the backup
copy will be loaded into the primary copy and
executed.
No valid backup firmware 3 Green, The firmware flash contains 2 copies of the application
copy 1 Red firmware. The backup copy is not valid so the primary
copy will be loaded into the backup copy.
No valid manufacturing 3 Green, The manufacturing parameters which include the
parameters 0 Red serial number, etc. are invalid. The module must be
returned for repair.

Mounting

The OCM can be mounted in the LNL-AL400ULX or LNL-AL600ULX-4CB6 and the LNL-CTX or LNL-
CTX6 enclosure using the Universal Mounting Plate (UMP) LNL-CONV-U1.
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Mounting the OCM in the LNL-AL400ULX and LNL-CTX
/AL4OO ENCLOSURE

LNL—CONV-U1
MOUNTING PLATE

8X 6-32 x .25 LG

MOUNTING SCREW TO
SECURE MOUNTING PLATE
TO ENCLOSURE

\

\\\\\
OCM BOARD

Ed

8X 6-32 x .50 LG
HEX STANDOFF, INSTALL
OVER THREADED STUD
IN AL400 ENCLOSURE

NOTE:
USE METAL STANDOFFS
PROVIDED TO ENSURE

PROPER GROUNDING. \\
6X 6-32 x .50 LG/

MOUNTING SCREW TO
SECURE OCM BOARD
TO MOUNTING PLATE
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Mounting the OCM in the LNL-AL600ULX-4CB6 or LNL-CTX6
/AL6OO ENCLOSURE

LNL—CONV—U1
/MOUNT\NG PLATE
8X 6-32 x .25 LG

AR MOUNTING SCREW TO
X SECURE MOUNTING PLATE
\\ TO ENCLOSURE

.50 LG
HEX STANDOFF, INSTALL
OVER THREADED STUD
IN AL600 ENCLOSURE

NOTE:
USE METAL STANDOFFS
PROVIDED TO ENSURE /}e
PROPER GROUNDING. 6X 637 x 50 LG
MOUNTING SCREW TO
SECURE OCM BOARD
TO MOUNTING PLATE

Wiring
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Unsupervised Alarm Inputs: Power Fail and External (Cabinet) Tamper

The Output Control Module features two (2) unsupervised alarm inputs that can be used for power fail and
external (cabinet) tamper monitoring. These inputs are connected using the power fail and external tamper
contact terminals located on the Output Control Module.

The power fail and external tamper inputs are simple N/C (normally closed) contact closure monitors.

Wire the power fail and external tamper inputs using twisted pair cable, 30 ohms maximum (No EOL
resistors are required).

Connect the power fail monitoring device to J27 pins 1 & 3 and the External Tamper (cabinet tamper) pins
4 & 6. If not used, ajumper must be installed acrosspins1 & 3and 4 & 6.
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Unsupervised alarminput wiring (power fail & external tamper contacts)

J27
EXTERNAL
CROUND NOT NOT TAMPER
USED| | USED
POWER
FAIL GROUND
11213 4] 56
<SOZTWO T OT20
OZ5xlg 725222
AU NN
© 0000|0000 0O0
1 J14 J36 | J27
o D129
i1} fimm] {1} [immi}
D18 DI D131
\
Note: Input Status LEDs will be off when the tamper device isin the closed position or the jumper is

installed.

Upstream Communication
The OCM uses Port 1 to communicate to the Intelligent System Controller.

Port 1 isa2-wire RS-485 interface, that requires the following type of RS-485 cable: 24 AWG (minimum)
twisted pair (with shields). The main run RS-485 cable should be no longer than 4000 feet [1219 m], 100
ohms maximum (Belden 9841, West Penn, or equivalent). The drop cables (to downstream devices) should
be kept as short as possible, no longer than 10 feet [3.048 m].

The RS-485 communication is asynchronous, half-duplex, using 1 start bit, 8 data hits, 1 stop bit.

Note: RS-485 communication is supported for upstream communication only.
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Upstream wiring

WIRE WITH 24 AWG STRANDED TO ADDITIONAL
TWISTED PAIR SHIELDED OCM UNITS
1 TR+
TR—
‘ ji} [ ]" GND
) EoE- ) oW
O Z&5x1& = =
oo SC6__TR-TR+
00000
163 _—
36 ISC

0OCM BOARD OCM BOARD
LAST UNIT ON THE SERIES TWO
COMMUNICATION  LINE BOARD
INSTALL TERMINATION
JUMPFR ON /36

To enable RS-485 termination, install jumper on pin header J36.

Notes: The (EIA) Electronic Industries Association standard defines RS-485 as an electrical interface
for multi-port communications on abus transmission line. It alowsfor high-speed data transfer
over extended distances (4000 feet/1219 m). The RS-485 interface uses a balance of differential
transmitter/receiver to reject common mode noise. For increased reliability over the extended
distances, End-Of-Line (EOL) termination is required.

RS-485 (2-wire or 4-wire) must be terminated at both ends of the RS-485 line (bus).
Terminating the line provides a more reliable communication by minimizing the signal
reflection and external noise coupling. Each component provided has an on-board terminator.
The installer should determine which deviceis at the end of the communication line.
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Relay Outputs

The Output Control Module contains sixteen (16) form-C dry-contact relay outputs, Relay 1 through 16
(K1-K11 & K16-K20). Each israted at 5A 30VDC.

Transient clamping must be provided to protect the output contacts and to reduce EM| emissions.
For AC-powered devices, use MOV across the load. For DC-powered devices, use a diode across the load
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Relay contact (DC strike)

Z0Z zZz0OZ
O (@] OO
RLY7 _ RLY8
NN\
©00000
134

D69

i)

K17

K16

(=1}
D108
131 12 Ve

000000 + -

22222

RLY10  RLY9

zZ0ZzZ20 + |
S 65 o . |
—

DC STRIKE

X\

I

DIODE 1N4002 (100V/1A) TYPICAL
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAKDOWN VOLTAGE> 4X STRIKE VOLTAGE
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Relay contact (AC strike)
zo6zz0zZ
[elke}

RLY7 RLY8
AN\
000000
J34
D69
i1}

K17

K16

K18

(=]
D108 AC
431 XFMR
000000

R22222

RLYT0_RLYS
g O Z Z (@] ZO

C—

AC STRIKE

FOR 24VAC_STRIKE, USE MOV
CLAMP VOLTAGE> 1.5 X VAC RMS

Elevator Control
OnGuard hardware s capable of supporting elevator control for up to 128 floors. An elevator reader hasan
input/output module that controls the access to floors via an elevator.

The OnGuard software must be configured for elevator control. This can be done from System
Administration by selecting the Elevator check box on the General tab in the Readers and Doorsform. The
reader’s type, name, port, address, and access panel can all be defined here as well.

134



Note: In order for this check box to be available, the access panel to which this reader moduleis
connected must have Elevator support enabled on the Options tab.

With elevator control on the LNL-1300 reader, door strike and contact are not available, and REX (Request

to EXit) isdisabled.

Addresses assigned to input/output panels do not need to be consecutive. On the first panel, the inputs/

outputs represent the first sixteen floors (e.g.: Input 1 = first floor, Input 2 = second floor, etc.). The second

panel represents the next sixteen floors (floor 17 through 32), etc.

Overview of elevator control

Access
Control
System

Intelligent System Controller

) —
Maximum: =z
4000 feet I | o
1219.2 meters, =
( ) OuIpLE Input Control n
5 conductors Control Module S
Module @
Single Singdle <
Reader
| l?e?der [ s Single Reader Interface
nterface Module Up to 128 Outputs - Up to 128 Inputs -
eight Output Control eight Input Control
Modules Modules

Elevator Control Room
Elevator

Reader
(inside cab)

[T
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Power and Communications
The Output Control Module requiresa 12 to 24 VDC + 10% power source for its input power.
Wire the Power In input with 18 AWG (minimum) twisted pair cable.

Power Source Requirements Current

DC power source Isolated, non-switching, 805mA for 12VDC
regulated DC power 407mA for 24VDC

Note: Be sure to observe polarity.

Power source wiring

J14

GROUND

RS485 B— (TR-)
RS485 A+ (TR+)
GROUND

12-24VDC
11203405

FARTH GROUND———+(O)Z &
CONNECTION
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Specifications

The LNL-1200-U isfor connection to low voltage, class 2 power-limited circuits only. These specifications
are subject to change without notice.

. Primary Power: 12 t0 24 VDC + 10%

- 12 VDC @ 805 mA nominal
- 24VDC @ 407 mA nominal

- 33 BTU/hour
. Relay contacts: 16 Form-C contacts: Relay 1-16 (K1-K11, K16-K20), 5A @ 30 VDC
. Inputs:

- One (1) unsupervised, dedicated external (cabinet) tamper
- One (1) unsupervised, AC power fail
. Upstream communication: RS-485 2-wire, 2400 to 38400 bps
- Does not support encryption
. Cable Requirements:
- Power: 1 stranded twisted pair, 18 AWG
- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair(s) with shield, 4000 feet (1219 m)
maximum
- Inputs:1 stranded twisted pair, 30 ohms maximum
- Outputs: as required for the load
. Mechanical:
- Dimension: 5x 8 x 1.25in. (127 x 203 x 32 mm)
- Weight: 12.2 0z. (346 g) nominal
. Environmental:
- Temperature: -10 to +70°C (14 to 158° F) operating, -40 to +85°C (-40 to 185°F) storage
- Humidity: 10% at 93°C (199°F) non-condensing operating, 10 to 95% at 85°C (185°F) non-
condensing storage
. Certifications:
- FCC Part 15
- FCC compliance: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonabl e protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency

—
Z
o
[AEY
N
(=]
?
c

137



energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications.
- ETL 294, s319
- UL294, 1076
- C-Tick N22193
- CE marking
- RoHS
- Environmental class: Indoor dry
- WEEE
European Union directives: 2002/96/EC (WEEE directive): Products marked with this symbol cannot be
disposed of as unsorted municipal waste in the European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at designated collection
points. For more information see: www.recyclethis.info.
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Single Reader Interface Module LNL-1300 Series 2

The Single Reader Interface (SRI) supports access control card readers, keypads, or readers with keypads
that use standard Wiegand Datal/Data0 or Clock/Data communications. Lock, unlock, and facility code
offline access modes are supported on all readers connected to the SRI.

The SRI provides avital link between the Intelligent System Controller (1SC) and the card reader attached
to the interface. As many as 32 SRI modules can be multi-dropped using RS-485 2-wire communication,
up to 4000 feet per port away from the ISC. Each SRI module isindividually addressed for increased
reporting capabilities with OnGuard Access Control software applications. The SRI includes two inputs
that support normally open, normally closed, supervised, and non-supervised circuits. Two output relays
support fail-safe or fail-secure operation.

LNL-1300 Components

2.156 [24.0]
STATUS LEDs 4 PLACES

2 [5.1]»' t«
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N
2 [5.1]J‘ \ 3.85 [97.8]
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Status LEDs

The series 2 Single Reader Interface Module board contains two (2) status LEDs.
Power-up: All LEDs off.

Initialization: Once power is applied, initialization of the module begins.

The A LED isturned ON at the beginning of initiaization. If the application program cannot be run, the A
LED will flash at arapid rate. The MR-50 is waiting for firmware to be down loaded.

Run time: After a successful initialization, the LEDs have the following meanings:
A LED: Heartbeat and On-Line Status:

. Offline: 1 second rate, 20% ON

. Online: 1 second rate, 80% ON

B LED: Communication Port Status:

Indicates communication activity on the communication port
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Wiring

The Single Reader | nterface Module contains two (2) supervised alarm inputs that can be used for door
position and REX exit push button monitoring. Wire the |1 and 12 inputs using atwisted pair cable, 30
ohms maximum. Terminate each of these inputs with two (2) 1000-ohm resistors (1% tolerance - 0.25
watt).

GROUND —- GND @ 0 (0] @ NC— NORMALLY CLOSED
STRIKE RELAY
BUZZER— BZR @ o) 0 @ c— COMMON
=
S
READER LED — LED @ 0 o] @ NO—} NORMALLY OPEN
DATAL/CLOCK/TR+ —| DAT/DL @ 0 o] @ NO- NORMALLY OPEN
@ (o] @ NG— NORMALLY CLOSED AUX RELAY
DATAO/IDATATTR- — DAT/DO 0] =
g
@ (0] @ c COMMON
READER POWER —~VO e}
DATAL/CLOCK/TR+ —T-TR+ @ o) [e] @ VIN +12VOLT DC
SIO COMM.
RS-485| DATAODATATR- —-TR- @ (e} [e] @ GNDy 12 VDC RETURN
INTERFACE
GROUND —1-GND @ (¢] (¢] @ 12 VA EXIT REQUEST
— ] NO
o @ 2 1K, 19% NORMALLY OPEN
o @
1K 1% nc DOOR CONTACT
0 @ M 1K, 19 NORMALLY CLOSED
[2#] ]
33

TAMPER, NC
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Upstream Controller Communication
The Single Reader Interface Module uses Port 1 to communicate to the Intelligent System Controller.

TO ADDITIONAL

SI0 UNITS

INTERFACE

]
[ooo]

ISC
LAST UNIT ON INTERFACE

COMMUNICATION

LINE — TERMINATOR

INSTALLED
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Relay Outputs

NC

Relay contact (DC strike)

12vDC
DC STRIKE

NO
NC

X)loxoiala1)

DIODE 1N4002 (100V/1A) TYPICAL
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAK DOWN VOLTAGE> 4X STRIKE VOLTAGE

Relay contact (DC strike)

s |

NO
NC

QPR

AC
XEMR AC STRIKE

|

FOR 24 VAC STRIKE, PANASONIC ERZ-C07DK470
MOV SELECTION:
CLAMP VOLTAGE >1.5 X VAC RMS
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Downstream Reader Communication

The Single Reader Interface Module can communi cate downstream with one (1) keypad or card reader.
Power, reader, and door hardware wiring:

Black - GND o

Orange - BZR O

Brown - LED O
White - CLK/D1

Green - DAT/DO

Red - +12V

OO

Cabinet Tamper

Jumper J3 must be configured for Cabinet Tamper. There are two possible configuration options: On or
Off. When J3 is on, cabinet tamper is bypassed. When it is off, it must be wired in order to work.

Power

The Single Reader Interface Module requires afiltered 12VDC + 15% power source for its power input.
The power source must provide isolated and non-switching, linear regulated DC power, with 125 mA
current.
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Installing Jumpers
Jumper(s) configuration for the device communication address, communication baud rate, and RS-485
termination status:

© [= =] /0 LINK ENCRYPTION off 7/ /0 LINK ENCRYPTION ON

%//% m %////% BAUD RATE

115200 9600 19200 38400

[m=] [ma] [=a]

12 3 4 5.6 7,8
6 71

[ I I B B B B A ]
[ I B B B B A ]
172 3 4 5l

[12 34 5l

[aa]  [aa] [ae]

[12 3 45l

[12 3 45l

—
=z
w
22 5 CABINET TAMPER 5 -
L : w
B2 NorwaLuy closeo HHH FACTORY USE ONLY =]
3 RS-485 EOL J6
7 - ) v
O ON = ENGAGED FOR EOL UNIT /] FACTORYUSEONLY
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Specifications

The LNL-1300isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.

Primary power:

- 12024 VDC + 10%, 150 mA maximum (plus reader current)

- 12 VDC @ 110 mA (plusreader current) nominal

- 24 VDC@ 60 mA (plus reader current) nominal

Outputs: Form-C contacts: K1: 5A @ 28 VDC, K2: 1 A @28 VDC

Inputs:

- 2 supervised, End of Lineresistors, 1k/1k ohm, 1% 1/4 watt standard

- 1 unsupervised, dedicated for cabinet tamper

Reader Interface:

- Reader power: 12 to 24 VDC + 10% (input voltage passed through)

- Reader LED output: TTL compatible, high >3V, low < 0.5V, 5 mA source/sink maximum

- Buzzer output: Open collector, 5 VDC open circuit maximum, 10 mA sink maximum

- Reader datainputs: TTL compatible inputs or 2-wire RS-485

Communication: RS-485, 2-wire. 9600, 19200, 38400, or 115200 bps

Cable requirements:

- Power: 18 AWG, 1 stranded twisted pair

- RS-485 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum

- Alarm Inputs: 1 stranded twisted pair per input, 30 ohms maximum

- Outputs: Asrequired for the load

- Reader data (TTL): 18 AWG stranded, 6 conductor, 500 feet (150 m) maximum

- Reader data (RS-485): 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000
(1,219 m) maximum

Mechanical:

- Dimension: 4.25x 2.75x 1.4in. (108 x 74 x 36 mm)

- Weight: 4 oz. (120 g) nominal

Environmental:

- Temperature: -31 to +167° F (-35 to +75° C) operating, -67 to +185° F (-55 to +85° C) storage

- Humidity: 0 to 95% RHNC

Certifications:
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UL294 and UL 1076 Listed, ULC Listed
FCC Part 15

C-Tick

CE marking

RoHS compliant

WEEE
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Single Door Controller Module LNL-1300-U

The LNL-1300-U provides a solution for interfacing to a Wiegand/RS-485 type reader and door hardware.
It can accept data from areader with clock/data, wiegand signaling or 2-wire RS-485 (OSDP), and provides
atri-stated LED control and buzzer control. Two form-C relay outputs may be used for strike control or
aarm signaling. Two supervised inputs are provided for monitoring the door contact and exit push button.
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Communication to the interface is accomplished via a 2-wire RS-485 interface. It requiresa 12 to 24 VDC
power source.

SDC board (Dimensions are in inches [mm])

- 425 [108] — =

0.20 [5.1] —#m| |~a— 3.85 [98] — ]

EARTH GROUND
CONNECTION
o
XDloooodeood oo
1©©J3®4©©@60§5©@ 1@(5“5@)@ g
D40 1 [im ) i | [milim ] é

D45 D42 D44

4X $0.156 [84]
MOUNTING HOLES

V22 to i
1DWB D1

00 JNIAO LT3 0 TN 1

2.75 [70] 2.35 [60] K2 ki

DIy D28TT g

© © @ © o9
L @@é@@@

STATUS LED's
TYPICAL

8
© © © © ©
ﬁ@@@ﬂ@é@@ )

OAT DO CLK 01 GND DAT D0CIK 011 1 (F01 1F07 BIK

*m,%

0.20 [5.1] j

Installation

1. Set baud rate (SW1), address (SW2), and LED control switches.
2. Instal jumpers.

3. Mount the board into the enclosure.

Note: The LNL-CONV-4 Universal Mounting Plate is required when installing the board into a CTX
enclosure. For more information, refer to Mounting on page 173.
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4. Wirethe supervised alarm inputs for door position and REX exit push button monitoring.
5. Wire the upstream host communication.

6. Wiretherelay outputs for door strike and AUX.

7. Wirethe downstream interface for the keypad or card reader.
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Wire tamper input.
Wire power and communications inputs.
10. Validate proper operation on power up.

Configuration

The Single Door Controller (SDC) board contains two (2) 8-position DIP switches that are user-selectable
to control addressing, baud rate, and other functions, and four jumpers used to configure your system.

Setting DIP Switches
SDC dip switches

VIN_GND_A(+] B(-) GND 22

& Olooodoood oo
1@@%@4@@1@@%15@(@ 10 ?@@

\JZZ D40 D41 mx i |

ﬂﬂﬂﬂﬂﬂﬂﬂ
Jonooroy

Usd

D3 D28y

1
©©©17©©©J9J21 %@
220222 [ISS

NO CRYZNC NO CRYINGC | 1 DAT DOGLK DI GND DAT DOCIK D

1nnonnan
goUoorroo

©

€]

€]

©

©)

©

©

O

@
%S
i
s
@
@a
%i
O

LEDT [ED2 B7R VO
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Communication Baud Rate (SW1)

Configure the baud rate using SW1 switches 1-4. (Switch 5 is used for LED control. Switches 6-8 are not
used.)
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Baud rate SW1 switch for host SW1 switch for OSDP
readers (Aux ports)
1: 2: 3: 4:
2400 bps off off off off
9600 bps ON off ON off
19200 bps off ON off ON
38400 bps ON ON ON ON
Note: If you are not using OSDP readers, SW1 switch 3 & 4 do not need to be set asindicated here.

LED Mode

SW1 switch 5isused for LED control. It isread at boot time. If you make a change to this setting, be sure
to restart.

Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.

SW1 Switch 5 State
ON LEDs behave as the Access (LNL) series module.
off LED behavior is in Normal Mode
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Device Address (SW2)
Configure the board address using SW2. (Switches 6-8 are not used.)

Address SW2 switch
5: 4: 3: 2: 1:

0 off off off off off
1 off off off off ON
2 off off off ON off
3 off off off ON ON
4 off off ON off off
5 off off ON off ON
6 off off ON ON off
7 off off ON ON ON
8 off ON off off off
9 off ON off off ON
10 off ON off ON off
11 off ON off ON ON
12 off ON ON off off
13 off ON ON off ON
14 off ON ON ON off
15 off ON ON ON ON
16 ON off off off off
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Address SW2 switch E
5: 4: 3: 2: 1: 8
@
17 ON off off off ON c
18 ON off off ON off
19 ON off off ON ON
20 ON off ON off off
21 ON off ON off ON
22 ON off ON ON off
23 ON off ON ON ON
24 ON ON off off off
25 ON ON off off ON
26 ON ON off ON off
27 ON ON off ON ON
28 ON ON ON off off
29 ON ON ON off ON
30 ON ON ON ON off
31 ON ON ON ON ON
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Installing Jumpers

Jumper configuration

3 B 3

Olooedocd oo

o ©© 0 of|o 15@@ 1@61 O |pag

O
1
e o D0 oDt oo o) S
HOST RS485 TERMINATION——[t]; 018 D1 o5 paz 1O Qe
[£Jp JUMPER PIN 1 & 2 FOR N
1°RS485 COMMUNICATIONS oaed | © R
INSTALL FOR LAST SDC K2 i us o SF
ON COMMUNICATIONS  LINE . 278 0 S
D36rn D28 4 oy %
©@©17©©©J9J21 @@@ @@@@
) 2R S &@ﬁl@é&@ o
W0 1 ToNmorkoooonootkDl | | o 8w w |
99 J12
READER DATA LINE PULL-UP VOLTAGE SELECT READER VOLTAGE SELECT. oo 3
2
S R P 1, 1Oy 2, T 12D DATA LINE JUMPER PIN 2 TO 3 FOR +5VDC READERS  |sl1
i 420
NOT REQUIRED FOR RS485 LREADER RS485 TERMINATION
21 JUMPER PIN 1 TO 2 FOR RS485 [a2
NOT USED READER COMMUNICATIONS

1
DO NOT INSTALL FOR WIEGAND/CLOCK & DATA/F2F

Host communications:

. Jumper J22 pins 1 & 2 for RS-485 reader communications. Install the jumper on last the SDC on the
communications line.

Reader output voltage selection:

. Jumper J12 pins 1 & 2 for +12 VDC readers

. Jumper J12 pins 2 & 3 for +5VDC readers

Reader RS-485 termination:

. Jumper J20 pins 1 & 2 for RS-485 reader communications

Note: Do NOT install the jumper for Wiegand/Clock & Data/F2F Reader Communications.
Reader data line pull-up voltage selection:

. Jumper 9 pins1 & 2 for +12 VDC datalines

. Jumper 9 pins2 & 3 for +5 VDC datalines
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Notes: Some readers have data lines pulled up to +5 while the data lines of other readers are pulled up
to +12 VDC. Therefore, you need to set these to match your reader.
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NOT reguired for RS-485 communications.
Jumper J21 is not used.

Status LEDs
Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.

LED Table for Series 2 LNL-1300 Mode
When switch 5isin the ON position, the LEDs behave like the series 2 LNL-1300.

Indication LED State

Power-up ALL Off

Initialization D45 Flashing

After initialization D45 Offline: 1 second rate, 20% ON
Online: 1 second rate, 80% ON

Communications D1 ON

LED Table for Normal Mode
When SW1 switch 5 isin the off position, the LEDs operate in Normal Mode.

External tamper (cabinet tamper) must be open for Input LEDs to be on. When tamper is closed (cabinet
door closed) Input LEDswill be off.

Indication LED State

RS-485 panel D1 ON - Yellow
communication

Reader 1 RS-485 D8 ON - Yellow
communication
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8 Indication LED State

—

2‘ Power on D18 ON - Green

—
Relay 1 D28 ON - Green
Relay 2 D36 ON - Green
Supervised input 11-12 D40, D41 Active: ON - Yellow

Inactive: ON - Green
Foreign: ON - Red

Cut: Flashing - Green
Short: Flashing - Red
Ground: Flashing - Yellow

Unsupervised 11-12 D40, D41 Closed ON - Red,
Open - Off
CPU status D45 Offline: 1 second rate, 20% ON

Online: 1 second rate, 80% ON
Flash Green - Badge Read

External (cabinet) D46 Open ON - Red
tamper

CPU status LED D45 possible module error conditions for LED Normal and Series 2 modes:

Error condition Flashing Description

pattern
No valid application 3 Red, The module is not operational. Firmware must be
firmware 2 Green loaded using a console, e.g. HyperTerminal with

Xmodem.

Boot loader waiting on 3 Red, Console boot loader is waiting on start of firmware file.
firmware file 1 Green
Boot loader loading 2 Red, Console boot loader is loading a firmware file.
firmware file 2 Green
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Error condition Flashing Description iR
pattern []
3
Invalid EFL file 1 Red, The EFL specified to be loaded using the console loader c
2 Green is not a valid EFL file.
Invalid Xmodem packet 1 Red, The console loader received an invalid Xmodem packet
1 Green and terminated the firmware download operation.
Invalid Application 3 Red, The module is not operational. Application firmware
firmware for module CPU 0 Green loaded on the module will not run properly. Requires

new firmware be loaded using the console boot loader
or the module must be returned for repair.

Invalid Boot firmware for 2 Red, The module is not operational. Boot loader firmware
module CPU 3 Green loaded on the module will not run properly. The module
must be returned for repair.

Firmware update failed 1 Red, Firmware update operation was unsuccessful. Retry

3 Green and if it fails continuously, load a different firmware file.
No valid primary firmware 3 Green, The firmware flash contains 2 copies of the application
copy 2 Red firmware. The primary copy is not valid so the backup

copy will be loaded into the primary copy and executed.

No valid backup firmware 3 Green, The firmware flash contains 2 copies of the application
copy 1 Red firmware. The backup copy is not valid so the primary
copy will be loaded into the backup copy.

No valid manufacturing 3 Green, The manufacturing parameters which include the serial
parameters 0 Red number, etc. are invalid. The module must be returned
for repair.
Mounting

The SDC can be mounted in the LNL-AL400ULX or LNL-AL600UL X-4CB6 and the LNL-CTX or LNL-
CTX6 enclosure using the Universal Mounting Plate (UMP) LNL-CONV-U2. The universal mounting
plate can hold up to two (2) LNL-1300-U modules.
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Mounting the SDC in the LNL-AL400ULX and LNL-CTX

/AL4OO ENCLOSURE
SDC_MOUNTING
/PLATE

8X 6-=32 x .25 LG
MOUNTING SCREW TO
SECURE MOUNTING PLATE
TO ENCLOSURE

SDC BOARD
TYPICAL

8X 6-32 x .50 LG
HEX STANDOFF, INSTALL
OVER THREADED STUD
IN AL400 ENCLOSURE

NOTE: %
USE METAL STANDOFFS N
PROVIDED TO ENSURE 4X 6—32 x .50 LG
PROPER GROUNDING. MOUNTING SCREW TO
SECURE MOUNTING SDC
BOARD TO MOUNTING PLATE
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Mounting the SDC in the LNL-AL600ULX-4CB6 or LNL-CTX6
AL600 ENCLOSURE

—
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SDC MOUNTING
PLATE

~ 8X 6-32 x .25 LG

RN MOUNTING SCREW TO

~ O~ /SECURE MOUNTING PLATE
S TO ENCLOSURE

N e SDC BOARD
i ~ TYPICAL
B N
.
8X 6-32 x .50 LG S
HEX STANDOFF, INSTALL ~_
OVER THREADED STUD @ \%
IN AL600 ENCLOSURE \%
NOTE:
USE METAL STANDOFFS MSEN%? SXCREWO/ %8
PROVIDED TO ENSURE
PROPER GROUNDING. SECURE MOUNTING SDC

BOARD TO MOUNTING PLATE
Wiring

Supervised (Software Configurable) Alarm Inputs

Wirethelland 12 inputsacrosspins1 & 2 and 3 & 4 of J15 using atwisted pair cable, 30 ohms maximum.
Terminate each of these inputs with two (2) 1k (1000) ohm resistors (1% tolerance - 0.25 watt).

Note: Resistors must be installed as shown in the SDC wiring diagram if the installation requires
supervision.
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SDC input wiring
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INPUT 1 INPUT 2
PN T & 2 PIN 3 & 4
DOOR  EXIT
CONTACT ~ REQUEST
1K 1% NG NO s
[ NOT USED
CUSTOM VALUES
CAN BE USED SEE NOTES
112( 3| 4
15 | bood [booo
SUPERVISED INPUTS | [0 0] [© 91T o

FOR UNSUPERVISED
DO NOT INSTALL RESISTORS W

The two (2) inputs available on the SDC are software configurable alarm inputs that can be used for alarm
device monitoring. Each of these inputs can be configured, via the Access Control software, as either N/O

(normally open) or N/C (normally closed) in combination with either supervised or unsupervised wiring.
These alarm inputs are connected using Inputs 1 and 2.

Each input that is configured as a supervised alarm must also be terminated with two (2) 1K (1000) ohm
resistors (1% tolerance - 1/4 (0.25) watt. N/O and N/C alarms are terminated identically). Resistors are
provided with the module.

Install the resistors as close to input device as possible. For cable length limitations, refer to Specifications.

Input Resistor Table

Alarm Zone Contact Alarm Zone Contact
NC NO

Normal 1K + 10% 2K £ 10%

Alarm 2K £ 10% 1K £ 10%
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Input Resistor Table (Continued)

Alarm Zone Contact
NC

Alarm Zone Contact
NO

Fault — Line Short 0-50 0-50

Fault — Line Open 15K — 00 15K — 00

Fault — Foreign 50 — 750 50 — 750

Voltage 1250 — 1500 1250 — 1500
2500 — 15K 2500 — 15K
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Upstream Communication
The Single Reader SDC Interface Module uses Port 1 to communicate to the Intelligent System Controller.

Port 1 isa2-wire RS-485 interface, that requires the following type of RS-485 cable: 24 AWG (minimum)
twisted pair (with shields). The main run RS-485 cable should be no longer than 4000 feet [1219 m], 100
ohms maximum (Belden 9841, West Penn, or equivalent). The drop cables (to downstream devices) should
be kept as short as possible, no longer than 10 feet.

The RS-485 communication is asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop bit.

Note: RS-485 communication is supported for upstream communication only.

TO ADDITIONAL
SDC UNITS

SDC BOARD SDC BOARD SDC BOARD

LAST UNIT ON THE
COMMUNICATION LINE
TERMINATOR INSTALLED
ON J22
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Notes: The (EIA) Electronic Industries Association standard defines RS-485 as an electrical interface
for multi-port communications on abus transmission line. It allowsfor high-speed data transfer
over extended distances (4000 feet [1219 m]). The RS-485 interface uses a balance of
differentia transmitter/receiver to reject common mode noise. For increased reliability over the
extended distances, End-Of-Line (EOL) termination is required.

RS-485 must be terminated at both ends of the RS-485 line (bus). Terminating the line provides
amore reliable communication by minimizing the signal reflection and external noise coupling.
Each component provided has an on-board terminator. The installer should determine which
deviceisat the end of the communication line.

Relay Outputs

The Single Reader SDC Interface Module contains two (2) form-C dry-contact relay outputs, Relay 1 & 2
(K1 & K2). Klisrated at 5A 30 VDC; K2 israted at 1A 30 VDC.

To wirethe K1 and K2 outputs, use sufficiently large wires for the load to avoid voltage loss.

Transient clamping must be provided to protect the output contacts and to reduce EM| emissions. For AC-
powered devices, use MOV across the load. For DC-powered devices, use a diode across the load.

Relay contact (DC strike)

DC STRIKE

RELAY 2 RELAY 1
@@@@@@

0 10220222
—

DIODE 1N4002 (100V/1A) TYPICAL
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAKDOWN VOLTAGE> 4X STRIKE VOLTAGE
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Relay contact (AC strike)

AC STRIKE
RELAY 2 RELAY 1

© 0 ©0 0 0f
J17

O RoVY2D

NOCNCTCNC

FOR 24VAC STRIKE, USE MOV
CLAMP VOLTAGE> 1.5 X VAC RMS

SDC AUX relay wiring

-

DI6rs  D28rT \

© © ©W© © @JD9
O @@é@@@@ {
J17 019432 1
AUX RELAY NO
AUX RELAY C ————

AUX RELAY NC
STRIKE RELAY NO
SIRIKE RELAY C
STRIKE RELAY NC
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Downstream Reader Communication

The Single Reader SDC Interface Module can communicate downstream with one (1) card reader. The
interface is six wire that includes buzzer and LED control. The LED and buzzer are both open collector
types switching (sinking) 10mA maximum.

Note: The LNL-1300-U does not support Bioscrypt readers or the LNL-CK keypad.

Use 18 AWG wire minimum and maximum length of 500 feet [150m].

Reader power: Voltage 12 VDC +/-10% (optiona 5 VDC +/-5% jumper selectable, current 400 mA
maximum to 50°C, derate to 300 mA for 70°C).

Reader wiring

e 1

© © © ©| Jlo © © ©
21 MQ J 2= I
To8sSelesds o
T DAT D0 CLK D1 GND DAT DOCIK D1 | 1 [EDT [EDZ BZR WO J13

3201 43120 1___READER POWER

READER BUZZER

READER GREEN LED CONTROL
READER RED LED CONTROL

JIT
I J10
No USED{ READER COMMUNICATIONS
L— READER WIEGAND 1/CLOCK/F2F
—— READER WIEGAND 0/DATA

— GROUND

Open Supervised Device Protocol

Open Supervised Device Protocol (OSDP) uses bi-directional communications between readers and the
reader interface, providing constant monitoring of reader health, improved control of reader operation and
configuration in real-time, and additional communi cations capabilities over a single connection, including
LCD reader display control.
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©J1© © I
SISINFENS
AT DO CLK D1 GND DAT DOCLK D1 1 1 TEDT LE|

3 2 43

i
©
QO

2&12@ ©
1

I
E

J13

READER POWER
NO CONNECTION
NO CONNECTION
NO CONNECTION

J10

J11 {7 READER COMMUNICATIONS
NOT USED L——— L READER RS485 0SDP B- (TR-)
L—— READER RS485 0SDP A+ (TR+)
— GROUND

Elevator Control

OnGuard hardware is capable of supporting elevator control for up to 128 floors. An elevator reader hasan
input/output modul e that controls the access to floors via an elevator.

The OnGuard software must be configured for elevator control. This can be done from System
Administration by selecting the Elevator check box on the General tab in the Readers and Doors form. The
reader’s type, name, port, address, and access panel can all be defined here as well.

Note: In order for this check box to be available, the access panel to which this reader moduleis
connected must have Elevator support enabled on the Options tab.

With elevator control on the LNL-1300 reader, door strike and contact are not available, and REX (Request

to EXit) isdisabled.

Addresses assigned to input/output panels do not need to be consecutive. On the first panel, the inputs/

outputs represent the first sixteen floors (e.g.: Input 1 = first floor, Input 2 = second floor, etc.). The second
panel represents the next sixteen floors (floor 17 through 32), etc.
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Overview of Elevator Control

Access
Control

=
o
S
™
-
—
P
|

System

Intelligent System Controller

Maximum:
4000 feet | |
(1219.2 meters) Output Input\Gontrol
5 conductors Control
Module
Module
Single Singdle
Reader
\ Te?de’ Interface Single Reader Interface
niertace (v Up to 128 Outputs - Up to 128 Inputs -
eight Output Control eight Input Control
Modules Modules

Elevator Control Room
Elevator
Reader
(inside cab)

[T SR

External (Cabinet) Tamper

An external cabinet tamper is configured by connecting atamper device across pins 3 & 4 of J18 on the

SDC. If not used, ajumper must be installed across pins 3 & 4 of J18.

Note: Power fail is not supported on the SDC; therefore no jumper isrequired. Thisislabeled in the
diagram as“NOT USED.”
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External tamper wiring

J18

NOT USED
NOT USED

—
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GROUND
EXTERNAL TAMPER .;

NOT USED
GROUND

D478

Note: Input status LEDs will be off when the tamper deviceisin closed position or the jumper is
installed.

Power and Communications
For its power input, the SDC requires a 12 to 24 VDC + 10% power source for it input power.
Wire the power input with 18 AWG (minimum) twisted pair cable.

Power Source Requirements Current
DC power source Isolated, non-switching, 700mA for 12VDC
regulated DC power 350mA for 24VDC
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Power source wiring

J14

GROUND

RS485 B- (TR-)
RS485 A+ (TR+)
GROUND

12-24VDC
1121545

FARTH GROUND——D) 00022
CONNECTION lo 06 0 ©

Notes: Be sure to observe polarity.
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Do not use an AC transformer to directly power the Single Door SDC Interface Module.
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Specifications

The LNL-1300-U isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.

Primary power:

- 121024 VDC + 10%

- 12 VDC @ 700 mA (includes reader current) nominal

- 24 VDC@ 350 mA (includes reader current) nominal

- 28.7 BTU/hour

Outputs: Form-C contacts: Relay 1and 2 (K1and K2): 5A @ 30 VDC

Inputs:

- Two (2) supervised, End of Lineresistors, 1k/1k ohm, 1% 1/4 watt standard

- One (1) unsupervised, dedicated for external (cabinet) tamper

Reader Interface:

- Reader power: voltage 12 VDC +/-10% (optional 5 VDC +/-5% jumper selectable, current 400
mA maximum to 50°C, derate to 300 mA for 70°C)

- Reader LED output: open collector type switching (sinking) 10 mA each

- Buzzer output: open collector type switching (sinking) 10 mA each

- Reader datainputs: 2-wire RS-485, Wiegand, Clock and Data

Upstream communication: RS-485, 2-wire. 2400 to 38400 bps

- Does not support encryption
Downstream communication:

- Does not support RS-485

Cable requirements:

- Power: 18 AWG, 1 stranded twisted pair

- RS-485 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum

- Alarm Inputs: 1 stranded twisted pair per input, 30 ohms maximum

- Outputs: As required for the load

- Reader data (Wiegand, Clock and Data): 18 AWG stranded, 6 conductor, 500 feet (150 m)
maximum

- Reader data (RS-485): 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000
(1,219 m) maximum

Mechanical:
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Dimension: 4.75x 2.75 x 1.25in. (121 x 70 x 32 mm)
Weight: 3.5 oz. (100 g) nominal

. Environmental:

Temperature: -10 to +70°C (14 to 158°F) operating, -40 to +85°C (-40 to 185°F) storage
Humidity: 10% at 93°C (199°F) non-condensing operating, 10 to 95% at 85°C (185°F) non-
condensing storage

. Certifications:

FCC Part 15

FCC compliance: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonabl e protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications.

ETL 294, s319

UL294, UL1076

C-Tick N22193

CE marking

RoHS

Environmental class: Indoor dry

WEEE

European Union directives: 2002/96/EC (WEEE directive): Products marked with this symbol cannot be
disposed of as unsorted municipal waste in the European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at designated collection
points. For more information see: www.recyclethis.info.
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Dual Reader Interface Module LNL-1320 Series 2

The Dual Reader Interface (SDRI) supports most access control card readers, keypads, or readers with
keypads that use standard Wiegand Datal/Data0 or Clock/Data communications. Lock, unlock, and facility
code offline access modes are supported on al readers connected to the DRI.

The DRI provides avital link between the Intelligent System Controller (1SC) and the card reader attached
to the interface. As many as 32 DRI modules can be multi-dropped using RS-485 2-wire communication,
up to 4000 feet per port away from the ISC. Each DRI moduleisindividually addressed for increased
reporting capabilities with OnGuard Access Control software applications. The DRI includes eight inputs
that support normally open, normally closed, supervised, and non-supervised circuits. In addition, six
output relays support fail-safe or fail-secure operation.
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LNL-1320 Components
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Status LEDs

The series 2 Dual Reader Interface Module board contains LEDs that can be used to verify correct
installation after power up.

The A LED isturned on at the beginning of initidization. If the application program cannot be run, the A
LED will flash at arapid rate. The dual reader interface module iswaiting for firmware to be downloaded.

When initialization is completed, LEDs A through R2 are briefly sequenced ON then OFF.

—
After the above sequence, the LEDs have the following meanings: ,Z
s
LED Purpose 5
o
A This LED is the heartbeat and online status.
Offline: 1 second rate, 20% ON, Online: 1 second rate, 80% ON
B Indicates communication activity on the communication port.
1 IN1 input status
2 IN2 input status
3 IN3 input status
4 IN4 input status
5 IN5 input status
6 ING6 input status
7 IN7 input status
8 IN8 input status
T™MP Cabinet tamper
PFL Power fault

Input in the inactive state: OFF (briefly flashes ON every 3 seconds).
Input in the active state: ON (briefly flashes OFF every 3 seconds).
Input in atrouble state (default): Rapid Flash.
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R1: reader port 1:
. Clock/Data Mode: Flashes when datais received, either input.

. Data 0/Data 1 Mode: Flashes when datais received, either input.
. RS-485 Mode: Flashes when transmitting data.

R2: reader port 2:
. Clock/Data Mode: Flashes when data is received, either input.

. DataO/Data 1 Mode: Flashes when datais received, either input.
. RS-485 Mode: Flashes when transmitting data.
LED K1 through K6: Illuminates when output relay RLY 1 (K1) through RLY 6 (K6) is energized.
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Wiring
Supervised Alarm Inputs - Standard wiring configuration is as follows (Alarm Contacts 1-4 are for Door
#1, Alarm Contacts 5-8 are for Door #2):

DRI Alarm Input Contact Wiring

Door 1 Door Contact Inl @ O —
@ o Z
Door 1 REX In 2 © o by
L ©® o D
Door 1 Aux 1 In 3 % g
D 1 Aux 2 In 4 @ 0
oor ux n
I (2 I
Door 2 Door Contact In5 % 8
Door 2 REX In6 @ 0
oor n @ O
Door 2 Aux 1 In7 @ 0
L & 0
Door 2 Aux 2 In8 @ 0
oor ux n @ O
TMP 0
Cabinet Tamper @
Power Failure GND @ 0
PFL | O
GND | 0
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Wire the IN1 - IN8 inputs using atwisted pair cable, 30 ohms maximum. Terminate each of these inputs
with two (2) 1000-ohm resistors (1% tolerance - 0.25 watt) for supervised inputs.

Supervised

1K, 1%
1K, 1%

VAYAYA
o J_ 1K, 1% ——
T 1K, 1%

NC

NC ——

o
I
™
-
4
Z
3

0l01010) (101010,

NO

sls

Unsupervised
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Upstream Controller Communication
The Dual Reader Interface Module uses Port 1 to communicate to the Intelligent System Controller.

RS-485 2-WIRE COMMUNICATIONS

Vet

N
—
Z
-
|§ R+|IQ O by
wR-1Q 0 N
O o
Q o
1 s6 | 0
P
U
T+ T- SG
Earth — Wire with 24 AWG stranded
Ground twisted pair with shield

The RS-485 is asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop hit.
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Output Wiring

Contact protection circuit must be used. The following two circuits are recommended. Locate the
protection circuit as close to the load as possible (within 12 inches [30cm]), as the effectiveness of the
circuit will decreaseiif it islocated further away.

12vDC
DC STRIKE

¥ -

© |nNc
Q |c
o |[no
O |[no | /
o |ne
o |c
(Y
Q
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAK DOWN VOLTAGE> 4X STRIKE VOLTAGE
FOR 12 OR 24 VDC STRIKE, DIODE 1N4002 (100V/1A)
TYPICAL
AC
AC STRIKE
XEMR
© |Nc —
o |c
Q (v v
O |[no ] /Z
o |Nc
O |c
o
Q

CLAMP VOLTAGE > 1.5 X VAC RMS
FOR 24 VAC STRIKE, PANASONIC ERZ-CO7DK470
TYPICAL
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Relay Outputs
DRI Alarm Output Contact Wiring

NC

. RLY 1 Door 1 Strike

Relay
NO
NC
c RLY 2 Door 1 Aux 1

© ©o o 0o o ©

NSNS ISINSISINS EISINISISINY)

NO

NC

—
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o
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w
N
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RLY 3 Door 1 Aux 2

NO

NC
c RLY 4 Door 2 Strike

Relay
NO

NC
c RLY 5 Door 2 Aux 1
NO
NC
(e} RLY 6 Door 2 Aux 2

o © o o ©o ©o

NO

Downstream Reader Communication

The Dual Reader Interface Module can communicate downstream with two (2) keypads or card readers.
Wire the J1 interface using a 24 AWG (minimum) cable.

VO

LED
B7R
D1/CLK:

DO/DAT-
GND

0O 0 0 0 00

SISV N,
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Power

Wire the power input with an 18 AWG (minimum) twisted pair cable.

DIP Switches
DIP switches must be configured appropriately for your system.

Device Address

+ VIN [@
12 to 24 VDC o
- —GND|D

o0

Wire with 18 AWG
stranded twisted pair.

Address DIP SWITCH
5: 4: 3: 2: 1:

0 off off off off off
1 off off off off ON
2 off off off ON off
3 off off off ON ON
4 off off ON off off
5 off off ON off ON
6 off off ON ON off
7 off off ON ON ON
8 off ON off off off
9 off ON off off ON
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Device Address (Continued)

Address DIP SWITCH
5: 4: 3: 2: 1:

10 off ON off ON off

11 off ON off ON ON -
-

12 off ON ON off off C'T)

13 off ON ON off ON B

14 off ON ON ON off

15 off ON ON ON ON

16 ON off off off off

17 ON off off off ON

18 ON off off ON off

19 ON off off ON ON

20 ON off ON off off

21 ON off ON off ON

22 ON off ON ON off

23 ON off ON ON ON

24 ON ON off off off

25 ON ON off off ON

26 ON ON off ON off

27 ON ON off ON ON
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Device Address (Continued)

Address DIP SWITCH
b 4: 8 2: 1:
28 ON ON ON off off
§ 29 ON ON ON off ON
j 30 ON ON ON ON off
5 31 ON ON ON ON ON
Communication Baud Rate
BAUD RATE DIP SWITCH 6: DIP SWITCH 7:
38,400 bps ON ON
19,200 bps off ON
9600 bps ON off
115,200 bps off off
DIP switch 8 controls the utilization of encryption.
PASSWORD STATUS DIP SWITCH 8: DIP SWITCH 8:

(OnGuard 2009 or later) (prior to OnGuard 2009)

Encryption is optional off Normal operation

Encryption is required ON Not allowed

When DIP switch 8 is ON, communication will not be allowed unless the access panel supports
downstream encryption and is configured to enable encryption to this device.
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When DIP switch 8 is off, the device will accept either encrypted or unencrypted communication. It must
be off if the access panel does not support downstream encryption, or if downstream encryption is disabled
for this device.

Installing Jumpers

[J2]

Reader power:

12V = 24 VDC reduced to 12 VDC at reader ports .
Do not use if VIN is less than20 VDC

PT = VIN passed through to reader ports

—
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e PEL R R

066000006000606866

5

READER 1

SINdNI
o 01

NI_LNI_9NI_GNI_PNI_EN ZNI TNI

NN W NNV WNMVN YV

A L0 vo o

° 9
> 9
o Ol
° Q
° 9
° @
> 9
° 9
> 9
° 9
° 9
)

Tor
5
=

00 0000 00|00 00[00 0O
7

™P
GND

PFL
GND

00 00

NNV Q’é
i

819

[33] - ©
2-wire select: Must ° g
install in 2W position. o e o Dl
5] TS . R ‘
RS-485 EOL prage . 4R
termination : & oo o o Ql:
Jumper = termination . @ e E E ° Q-
No jumper = no e [ o — g
termination ac E - ©
- oo |O off E E -
° D
o Qlos
o Q=*
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Specifications

The LNL-1320isfor usein low voltage, class 2 circuits only. These specifications are subject to change
without notice.

Primary power: 12 to 24 VDC + 10%, 550mA maximum (plus reader current)

- 12 VDC @ 450mA (plus reader current) nominal

- 24VDC @ 270mA (plus reader current) nominal

Outputs: Six outputs, Form-C, 5A @ 28 VDC resistive

Inputs:

- Eight (8) unsupervised/supervised, standard EOL, 1k/1k ohm, 1% 1/4 watt

- Two (2) unsupervised, dedicated for cabinet tamper and UPS fault monitoring

Reader interface:

- Reader power (jumper selectable): 12 VDC + 10% regulated, 125mA maximum each reader or
12 to 24 VDC £10% (input voltage passed through) 125mA maximum each reader

- Reader LED output: TTL compatible, high > 3V, low < 0.5V, 5mA source/sink maximum

- Reader buzzer output: Open collector, 5 VDC open circuit maximum, 10mA sink maximum

- Reader datainputs: TTL compatible inputs or 2-wire RS-485

Communication: RS-485 two-wire, 9600 to 115,200 bps

Cable requirements:

- Power: 18 AWG, 1 stranded twisted pair

- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum

- Alarm inputs: 1 stranded twisted pair per input, 30 ohms maximum

- Outputs: As required for the load

- Reader data (TTL): 6 conductors, 18 AWG stranded, 500 feet (150 m) maximum

- Reader data (RS-485): 24AWG, 120 ohm impedance, stranded twisted pair with shield, 4000
feet (1219 m) maximum

Mechanical:

- Dimension: 6 x 8 x 1in. (152 x 203 x 25 mm)

- Weight: 11 oz. (312 g) nominal

Environmental:

- Temperature: 32 to 158° F(0 to 70° C) operating, -67 to +185° F (-55 to +85° C) storage

- Humidity: 0 to 95% RHNC

Certifications:
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UL294 and UL 1076 Listed, ULC Listed
FCC Part 15

C-Tick

CE marking

RoHS compliant

WEEE
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Dual Door Controller Module LNL-1320-U

The Dua Door Controller (DDC) provides a solution for interfacing to Wiegand Datal/Data0 and
Magnetic Clock/Data readers or keypads (4/8 hit), and door hardware. It can accept data from areader with
clock/data, Wiegand signaling, or 2-wire RS-485, provides atri-stated LED control and buzzer control. Six
form-C relay outputs may be used for strike control or alarm signaling. Eight inputs are provided for
monitoring the door contact and exit push button, and auxiliary inputs (supervised or unsupervised).
Communication to the host controller and other modulesis done via a 2-wire RS-485 interface. It requires
12 to 24 VDC for power.

DDC board
8.00 [203]

750 [1905] — o

25 [6.4] —=—

EARTH GROUND
CONNECTION \

'~ 3.75 [95.3] — =]

@ 00000 [POSOSS $§@@%@@@@F§@@%@@@@¢\
JSEE @@@@@ 000000 © ©0 0000000000000 \
6X ©.156 [04]

[ Totg  tuo Tyt 12

MOUNTING HOLES

—
Z
i
AN
W
R
@
[

o oo o o oo oo oo
D41 DW D87 DBB D85 D86 D69D71 D72D73 D74D76 D77D788W1

[T

K5 K4 K2

J3 SW2
w2 s
14} D84 =2

[T

5.00 [127] 4.50 [

K6 || k3 | ki
J4 %
5 o o = o o USEN BW e v,
057 DB D8 D52 DS D4 g isrg Dmo "]
R N R 20 1 g6 g5 g1g g1t e ™ pi3 [T STATUS LED's

coocooc0oooco0o0|0co000o|leoloooleocelo|od|eoodleosod TYPICAL
@ @ @@ 222 SN2 SSSS)

oc NCNO C NG NO C NCNO C NC NO C NCNO & e T ENDDATELKL[D\LEDZBZ%

RLYS RYS — RY4 RS  RYZ

25 [6.4] J

Installation

1. Set baud rate, address, and LED control switches.
2. Instal jumpers.

3. Mount the board in the enclosure.
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Note: The LNL-CONV-U1 Universal Mounting Plate is required when installing the board into a
CTX enclosure. For more information, refer to Mounting on page 197.

4. Wirethe supervised darm inputs.

5. Wirethe upstream host communication.

6. Wiretherelay outputs for door strike and AUX.

7. Wirethe downstream interface for the keypad or card reader.

8.  Wirethe unsupervised alarm inputs for power fail and cabinet tamper.
9.  Wirethe power and communicationsinputs.

10. Validate proper operation on power up.

Configuration

The Dual Door Controller (DDC) Interface M odule board contains two (2) 8-position DIP switches that are
user-selectable to control addressing, baud rate, and other functions, and seven (7) jumpers used to
configure your system.
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Setting DIP Switches

DDC dip switches
5 15 16 1617 17 18 18

DO\ D22, O

© © © ©||© © © © —
T 021 1422 ON

i1y o
D74D76  D77D78
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HEHEHEEH
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W
R
@
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i
EEEEEELEE

mu JLBW D mzw
07430 429 W2

RIRLCRRC NS

o ollo o oo © © o

| DG ISISNN
DA LK GND DT CIK [EDTLED2BZR -
b0 bt D0 D1
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Communication Baud Rate (SW1)
Configure the baud rate using SW1 switches 1-4. (Switch 5 is used for LED control. Switches 6-8 are not

used.)
Baud rate SW1 switch for host SW1 switch for OSDP
readers (Aux ports)
1: 2: 3: 4:
2400 bps off off off off
9600 bps ON off ON off
19200 bps off ON off ON
)
o 38400 bps ON ON ON ON
N
™
-
5 LED Mode
- SW1 switch 5isused for LED control. It isread at boot time. If you make a change to this setting, be sure
to restart.

Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.

SW1 Switch 5 State
ON LEDs behave as the Access (LNL) series module.
off LED behavior is in Normal Mode
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Device Address (SW2)
Configure the board address using SW2. (Switches 6-8 are not used.)

Address SW2 switch
1: 2: 3: 4: b

0 off off off off off

1 ON off off off off

2 off ON off off off

3 ON ON off off off
-

4 off off ON off off Z
-
=

5 ON off ON off off w
]
@

6 off ON ON off off c

7 ON ON ON off off

8 off off off ON off

9 ON off off ON off

10 off ON off ON off

11 ON ON off ON off

12 off off ON ON off

13 ON off ON ON off

14 off ON ON ON off

15 ON ON ON ON off

16 off off off off ON
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Address SW2 switch
1: 2: 3: 4: 5:

17 ON off off off ON
18 off ON off off ON
19 ON ON off off ON
20 off off ON off ON
21 ON off ON off ON
22 off ON ON off ON
23 ON ON ON off ON
24 off off off ON ON
25 ON off off ON ON
26 off ON off ON ON
27 ON ON off ON ON
28 off off ON ON ON
29 ON off ON ON ON
30 off ON ON ON ON
31 ON ON ON ON ON
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Installing Jumpers

12—
3 READER 1 VOLTAGE SELECT
2 JUMPER PIN 1 T0 2 FOR +12VDC READERS
T JUMPER PIN 2 TO 3 FOR +5VDC READERS

2 JUMP 1 T0 2_+12VDC DATA LINE
1 JUMPER P\N 2 T0 3 +5VDC DATA LINE
NOT REQUIRED FOR RS485

3 READER 1 DATA UNE PULL-UP VOLTAGE SELECT

2 JUMPER PIN 1 TO 2 FOR +12VDC READERS
T JUMPER PIN 2 TO 3 FOR +5VDC READERS

E@@@@ﬂ o ?@@%é@@ﬂé‘%’%é@@% b
@@@@@ 000000 © 00060600 00 O|0OOO

J17
3 READER 2 VOLTAGE SELECT

433 1 z
g Pl R e
2

21?2 “RS485 COMMUNICATIONS D41 D1 087088 08506 oBbB71 o720 074b7e 077078 N
INSTALL FOR_LAST DDC w
ON  COMMUNICATIONS LINE . N
ks || ke || K2 -
J3 C

[5c00]] 0%4

K6 || k3 [ K
J4 9

J14 (=) o o o o o néf BW otp ‘”71 ! DS
READER 2 DATA LINE PULL-UP VOLTAGE SELECT 05 o o 0B 0Bt ofk 3 i Flizo 2
3 +
2 JUMPER PIN 2 T0'3 +5/DC DATA LINE 1 e w A8 L AL
i NOT REQUIRED FOR RS#85 t@ @“@ @“@ @J

(N] T KLEDILED2BZRVO DAT CLK GNDDAT CLK LEDTLED2B;
oNOCNCNODNDNOCNCNOCNC NOCNCNOCNC % [60%1 %D ZWb

RY6 RLYS  RiYA RS RLY2
SZJ JEOJ

J
NOT USED NOT USED

J31

READER 2 RS485 TERMINATION

1 JUMPER P\N TO 2 FOR RS485

ADER  COMMUNICATIONS

DO NOT INSTALL FOR W\EGAND/CLOCK & DATA/F2F

J29 —
o READER 1 RS485 TERMINATION
1 JUMPER PIN 1 TO 2 FOR RS485
READER COMMUNICATIONS
DO NOT INSTALL FOR WIEGAND/CLOCK & DATA/F2F
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Host Communications

. Jumper J33 pins 1 & 2 for RS-485 communications termination. Install jumper on the last DDC unit
on the communicationsline for proper termination of the communications bus. For more information,
refer to the DDC upstream communication diagram.

Reader 1 output voltage selection:

. Jumper J12 pins 1 & 2 for +12VDC readers

. Jumper J12 pins 2 & 3 for +5VDC readers

Reader 2 output voltage selection:

. Jumper J17 pins 1 & 2 for +12VDC readers

. Jumper J17 pins 2 & 3 for +5VDC readers

Reader 1 RS-485 termination:

. Jumper J29 pins 1 & 2 for RS-485 reader communications.
Note: Do NOT install the jumper for Wiegand/Clock & DatalF2F Reader Communications.
Reader 2 RS-485 termination:

. Jumper J31 pins 1 & 2 for RS-485 reader communications.
Note: Do NOT install the jumper for Wiegand/Clock & DatalF2F Reader Communications.
Reader 1 dataline pull-up voltage selection:

. Jumper J9 pins1 & 2 for +12VDC DatalLine

. Jumper J9 pins2 & 3 for +5VDC Data Lines

Note: Not required for RS-485 communications.

Reader 2 data line pull-up voltage selection:

. Jumper J14 pins 1 & 2 for +12VDC Data Lines

. Jumper J14 pins 2 & 3 for +5VDC DataLines

Note: Not required for RS-485 communications.

Jumpers J30 & J32 not used.

Status LED Table for Series 2 LNL-1320 Mode

Note: The status LEDs only function when the cabinet tamper switch is open (cabinet door is open).
When the cabinet tamper switch is closed (cabinet door is closed), the status LEDs are off.
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When switch 5isin the ON position, the LEDs behave like the series 2 LNL-1320.

Indication LED State

Power-up ALL Off

Initialization D84 Flashing

After initialization D84 Offline: 1 second rate, 20% ON
Online: 1 second rate, 80% ON

Communications D1 ON

Status LED Table for Normal Mode

—
When SW1 switch 5 isin the off position, the LEDs operate in Norma Mode. External tamper (cabinet ,Z
tamper) must be open for Input LEDs to be on. When tamper is closed (cabinet door closed) Input LEDs N
will be off. I
@
C
Indication LED State
RS-485 panel D1 ON - Yellow
communication
Reader 1 RS-485 D6 ON - Yellow
communication
Reader 2 RS-485 D15 ON - Yellow
communication
Power on D41 ON - Green
Relay 1 D44 ON - Green
Relay 2 D51 ON - Green
Relay 3 D52 ON - Green
Relay 4 D59 ON - Green
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Indication LED State

Relay 5 D60 ON - Green

Relay 6 D67 ON - Green

Supervised input 11-18 D69, D70-D74, Active: ON - Yellow
D76-D78 Inactive: ON - Green

Foreign: ON - Red

Cut: Flashing - Green
Short: Flashing - Red
Ground: Flashing - Yellow

Unsupervised 11-18 D69, D70-D74, Closed ON - Red,
D76-D78 Open - Off

-} )
S CPU status D84 Offline: 1 second rate, 20% ON
[ Online: 1 second rate, 80% ON
2 Flashing Green - Badge Read
|
E External (cabinet) tamper D85 Open ON - Red

Power fail D87 ON - Red

CPU status LED D84 possible module error conditions for LED Normal and Series 2 modes:

Error condition Flashing Description
pattern
No valid application 3 Red, The module is not operational. Firmware must be loaded
firmware 2 Green using a console, e.g. HyperTerminal with Xmodem.
Boot loader waiting on 3 Red, Console boot loader is waiting on start of firmware file.
firmware file 1 Green
Boot loader loading 2 Red, Console boot loader is loading a firmware file.
firmware file 2 Green
Invalid EFL file 1 Red, The EFL specified to be loaded using the console loader
2 Green is not a valid EFL file.
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Error condition Flashing Description
pattern
Invalid Xmodem packet 1 Red, The console loader received an invalid Xmodem packet
1 Green and terminated the firmware download operation.
Invalid Application 3 Red, The module is not operational. Application firmware
firmware for module CPU | 0 Green loaded on the module will not run properly. Requires new
firmware be loaded using the console boot loader or the
module must be returned for repair.
Invalid Boot firmware for 2 Red, The module is not operational. Boot loader firmware
module CPU 3 Green loaded on the module will not run properly. The module
must be returned for repair.
Firmware update failed 1 Red, Firmware update operation was unsuccessful. Retry and —
3 Green if it fails continuously, load a different firmware file. zZ
=
No valid primary 3 Green, The firmware flash contains 2 copies of the application ('3
firmware copy 2 Red firmware. The primary copy is not valid so the backup ]
copy will be loaded into the primary copy and executed. g
No valid backup firmware 3 Green, The firmware flash contains 2 copies of the application
copy 1Red firmware. The backup copy is not valid so the primary
copy will be loaded into the backup copy.
No valid manufacturing 3 Green, The manufacturing parameters which include the serial
parameters 0 Red number, etc. are invalid. The module must be returned
for repair.

Mounting

The DDC can be mounted in the LNL-AL400ULX or LNL-AL600ULX-4CB6 and the LNL-CTX or LNL-
CTX6 enclosure using the Universal Mounting Plate (UMP) LNL-CONV-U1
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Mounting the DDC in the LNL-AL400ULX and LNL-CTX
/AL4OO ENCLOSURE

LNL—CONV—=U1
/MOUNTH\IG PLATE
3 8X 6-32 x .25 LG
MOUNTING SCREW

T0
S SECURE MOUNTING PLATE
e, TO ENCLOSURE

- \\ DDC BOARD
SN >~ /

N S

2N % \\\

\\\\:\W S
Séx%&%ﬁoﬁ?owh%mu\\ i I
OVER THREADED STUD \N\ ' Y
IN AL400 ENCLOSURE L

S~ SwN

NOTE: N .
USE METAL STANDOFFS ~
PROVIDED TO ENSURE

PROPER GROUNDING. \\;

BX 6-32 x 50 LG

MOUNTING SCREW TO
SECURE MOUNTING_DDC
BOARD TO MOUNTING PLATE
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Wiring

Mounting the DDC in the LNL-AL600ULX-4CB6 or LNL-CTX6
/ALGOO ENCLOSURE

LNL=CONV-U1
MOUNTING PLATE

8X 6-32 x .25 LG
RS MOUNTING SCREW TO
X SECURE MOUNTING PLATE
\\ TO ENCLOSURE

DDC BOARD

6-32 x LG
HEX STANDOFF INSTALL
OVER THREADED STUD
IN AL600 ENCLOSURE

NOTE:
USE METAL STANDOFFS N
PROVIDED TO ENSURE \\%

PROPER GROUNDING.
LB\ 832 x50 "

UNTING SCREW_TO
SECURE MOUNTING DDC
BOARD TO MOUNTING PLATE

Wire inputs |1 through 18 (J19 - J22) using atwisted pair cable, 30 ohms maximum, 24 AWG minimum.
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Supervised (Software Configurable) Alarm Inputs
DDC input wiring

® 1 SUPERVISED INPUTS
TYPICAL FOR_UNSUPERVISED
DO NOT INSTALL RESISTORS
DOOR
INPUT 4 INPUT 5
PN &4 AX2L% TEYONCT 'y
J20 READER 1 J21 READER 2
EXIT
INPUT 3 INPUT 6
PN a2 AXTEE ¥ REAEST P 3 4
INPUT 2 EXIT
PIN 3 & 4 REQUEST/ % % 1 oaux 1 P‘\NNPUWT; )
J19 READER 1 122 READER 2
INPUT 1 DOOR INPUT 8
PIN 1 & 2 COWCT S? % JAX2 BNS g 4
o)
<] et \w 1%
I ol I 2 o TYPICAL
2 ‘@@@@H@@@@@@@@@@@@
_II 19 1020 102 122
Z oo oo oo oo
— DBYD71 p72073 D74D76 D77D78

Note: See the Input Resistor Table for termination resistor values.

The eight (8) inputs that are available on the DDC are software configurable alarm inputs that can be used
for alarm device monitoring. Each of these inputs can be configured, via the Access Control software, as
either N/O (normally open) or N/C (normally closed) in combination with either supervised or
unsupervised wiring. These alarm inputs are connected using Inputs 1 - 8. Inputs 1 and 6 are used for the
door contacts, inputs 2 and 5 are used for request to exit switches, and inputs 3, 4, 7, and 8 are available for
auxiliary inputs points.

Each input that is configured as a supervised alarm must be terminated with two (2) 1K (1000) ohm
resistors (1% tolerance - 1/4 (0.25) watt. N/O and N/C aarms are terminated identically.)
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Install the resistors as close to input device as possible. For cable length limitations, refer to Specifications.

Input Resistor Table

Upstream Communication

The DDC uses Port 1 to communicate to the Intelligent System Controller.

Alarm Zone Contact Alarm Zone Contact
NC NO
Normal 1K + 10% 2K £ 10%
Alarm 2K + 10% 1K + 10%
Fault — Line Short 0-50 0-50
Fault — Line Open 15K — 00 15K — 00
. —
Fault — Foreign 50 — 750 50 — 750 zZ
Voltage 1250 - 1500 1250 - 1500 -
2500 — 15K 2500 — 15K c’fo
]
@
C

Port 1 isa2-wire RS-485 interface, that requires the following type of RS-485 cable: 24 AWG (minimum)
twisted pair (with shields). The main run RS-485 cable should be no longer than 4000 feet [1219 m], 100

ohms maximum (Belden 9841, West Penn, or equivalent). The drop cables (to downstream devices) should
be kept as short as possible, no longer than 10 feet [3.048 m].

The RS-485 communication is asynchronous, half-duplex, using 1 start bit, 8 data bits, 1 stop bit
Note: RS-485 communication is supported for upstream communication only.
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DDC upstream communication

WIRE WITH 24 AWG STRANDED TO ADDITIONAL
TWISTED PAIR SHIELDED DDC UNITS
[ TR+
] T TR-
[ ‘ GND
VIN GND AL+ ]A{ =GN M
AL T = S6__ TR-TR+
o222 oD s
00800 Q0022
_— © 0000
Isc

DDC BOARD DDC BOARD

LAST UNIT ON THE

COMMUNICATION LINE

INSTALL TERMINATOR SERIES TWO
JUMPER ON J33 BOARD

To enable RS-485 termination, install jumper on pin header J33 (on the last unit on the communications

ling).

Notes: The (EIA) Electronic Industries Association standard defines RS-485 as an electrical interface
for multi-port communications on abus transmission line. It alowsfor high-speed data transfer
over extended distances (4000 feet [1219m]). The RS-485 interface uses a balance of
differentia transmitter/receiver to reject common mode noise. For increased reliability over the
extended distances, End-Of-Line (EOL) termination is required.

=
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N
™
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RS-485 must be terminated at both ends of the RS-485 line (bus). Terminating the line provides
amore reliable communication by minimizing the signal reflection and external noise coupling.
Each component provided has an on-board terminator. The installer should determine which
deviceisat the end of the communication line.

Control Output Wiring

Contact protection circuit must be used. The following two (2) circuits are recommended. L ocate the
protection circuit as close to the load as possible (within 12 inches [30cm]), as the effectiveness of the
circuit will decreaseif it islocated farther away.
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Relay Outputs

Relay contact (DC strike)

RELAY 4 RELAY 3 RELAY 2 RELAY 1
©©©J25)©©©1©©©2?©©1
2200022|020022

NOCNCNOCNC NOCNCNOCNC O
|

DC STRIKE

DIODE 1N4002 (100V/1A) TYPICAL
DIODE CURRENT RATING> 1X STRIKE CURRENT
DIODE BREAKDOWN VOLTAGE> 4X STRIKE VOLTAGE

Relay contact (AC strike)

RELAY 4 RELAY 3 RELAY 2 RELAY 1
@@@329©©1©©©32?©©W
QLYY VLDD

NO C NC NOC NC NO C NC NO C NC

AC STRIKE

FOR 24VAC STRIKE, USE MOV
CLAMP VOLTAGE> 1.5 X VAC RMS
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DDC AUX relay wiring

i) i) i) [1m 1] im 1] )
D67 D60 D53 D52 D51 D44
26 1 J25 i 9241
0000000000000

Q22222022222 \022222)

ONOC NCNO C NC NO C NCNO C NC NO C NCNO C NCO
RLY6 RLYS RLY4 RLY3 RLY2 RLY1

AUX RELAY 4 C
AUX RELAY 4 NC
AUX RELAY 3 NO

AUX RELAY 3 C
AUX RELAY 3 NC

126 124
AUX RELAY 6 NO | L STRIKE RELAY 1 NC
AUX RELAY 6 C | STRIKE RELAY 1 C
M EEW g Hgi L STRIKE RELAY 1 NO
R AUX RELAY 5 C — | L ﬁﬂé E%ﬁ? % @C
2 AUX RELAY 5 NC L X RELY 2 NG
S 125
D AUX RELAY 4 NO —
=2
|

Downstream Reader Communication

The DDC can communicate to two (2) card readers. The interfaceis six-wire that includes buzzer and LED
control. The LED and buzzer are both open collector type switching (sinking) 10 mA maximum.

Note: The LNL-1320-U does not support Bioscrypt readers or the LNL-CK keypad.

Wire using 18 AWG wire minimum and maximum length of 500 feet [152.4m].

Reader power: Voltage 12 VDC +/-10% (optional 5 VDC +/-5% jumper selectable, current 400 mA
maximum to 50°C, derate to 300 mA for 70°C.
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DDC reader wiring

Ji4
49
u s o w op
J3, 37, D%m 7129

J16 _ J15 J18 J11 o™ 13
o olle o ol|o © © d|je oo o dljle © o

)4l SSISN) %1% 210612 | NSNS

()DATCL GNDDATCL LEDILED2BZRVO DAT CLK GND DAT CL| LEDWLEDZBZRV%)
DO D1 Do D1

320 43201 3201 432[ J13
116 { \;READER 1 POWER
NOT USED READER 1 BUZZER
15 L RFADER 1 GREEN LED CONTROL
READER 2 COMMUNICATIONS ———READER 1 RED LED CONTROL
GROUND m

READER 2 WIEGAND 0/DATA —
READER 2 WIEGAND 1,/CLOCK/F2F READER 1 VIRGAD 1 /aL0ck /For =
118 READER 1 WIEGAND 0/DATA w
GROUND =
READER 2 RED LED CONTROL )
READER 2 GREEN LED CONTROL ——— L9 J11 N
READER 2 BUZZER ———— L——T"NOT USED g

READER 2 POWER

Open Supervised Device Protocol

Open Supervised Device Protocol (OSDP) uses bi-directional communications between readers and the
reader interface, providing constant monitoring of reader health, improved control of reader operation and
configuration in real-time, and additional communications capabilities over a single connection, including
LCD reader display control.
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Wiring for OSDP readers

o
J32,431
19916k 2 mJ29
a6 15 gig g 18018

J13
o0 oljlo o gl|o @ o d|o gfo o oo © © o

D) ) SININN | G1%, D1 NISISIN

ATCLK GND DAT CLK LED1LED2BZRVO DAT CLK GNDDAT CLK LEDILED2BZRV!
()DDO D1 D0 D1 D0 D1 DO D1 b

MK ERE 3[2[] 4] 3] 2] J13
J16 {J \;READER 1 POWER
L NO CONNECTION
J15

NOT USED
5 NO CONNECTION
2 READER 2 COMMUNICATIONS NO CONNECTION
§ READER 2 RS485 0SDP AER%UR&%— J10
B o 2 i 50 - () — | s
5 L—— READER 1 RS485 OSDP A+ (TR+)>
J18

NO CONNECTION GROUND

NO CONNECTION ————— L4 011

NO CONNECTION ——————— ——T"NOT USED

READER 2 POWER

Unsupervised Alarm Inputs: Power Fail and External (Cabinet) Tamper

The Dua Door Controller (DDC) features two (2) unsupervised alarm inputs that can be used for power
fault and external (cabinet) tamper monitoring. These inputs are connected using the power fail and
external (cabinet) tamper contact terminals located on the Dual Door Controller.

The power fail and external tamper inputs are simple N/C (normally closed) contact closure monitors.

Wire the power fail and external tamper inputs using twisted pair cable, 30 ohms maximum (No EOL
resistors are required).
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Note: Input status LEDs will be off when the tamper deviceisin the closed position or the jumper is

installed
J27
EXTERNAL
CROUND NOT TAMPER
USED
POWER
FAIL GROUND
1203
F)R(=GND PECIVOITG
O oo OO0
JSB@ © © 0 00 © © 0 000
T 1 23 1

ol o oo

i)
D41 D1D87 D88 D85 DB6

\

External (cabinet) tamper: Configure by connecting atamper device across pins 3 & 4 of J27 on the
DDC. If not used, ajumper must be installed across pins 3 & 4 of J27.

Power fail: Configure by connecting pins 1 & 6 of J27 to power fail device. If not used, ajumper must be
installed across pins 1 & 6 of J27.

—
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=
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Power and Communications
The Dual Door Controller requiresa 12 to 24 VDC + 10% power source for itsinput power.
Wire the Power In input with 18 AWG (minimum) twisted pair cable.

Power Source Requirements Current
DC power source Isolated, non-switching, 1200mA for 12vDC
regulated DC power 600mA for 24VDC
Note: Be sure to observe polarity.

207



Power source wiring

J23

GROUND

RS485 B- (TR-)
RS485 A+ (TR+)
GROUND
12-24VDC

VIN GNI ACF]RI=GND.

A,
©0000
1

EARTH GROUND
CONNECTION

=
o
N
™
-
—
P
|
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Specifications

The LNL-1320-U isfor connection to low voltage, class 2 power-limited circuits only. These specifications
are subject to change without notice.

Primary power: 12 to 24 VDC + 10%

- 12 VDC @ 1200 mA (includes reader current) nominal

- 24 VDC @ 600 mA (includes reader current) nominal

- 49.1 BTU/hour

Outputs: Form-C contacts, Relays 1-6 (K1-K6), 5A @ 30 VDC

Inputs:

- Eight (8) supervised, End of Lineresistors, 1k/1k ohm, 1% 1/4 watt standard

- One (1) unsupervised, dedicated external (cabinet) tamper

- One (1) unsupervised, AC power fail

Reader interface:

- Reader power (per reader): voltage 12 VDC +/-10% (optional 5V DC +/-5% jumper selectable,
current 400 mA maximum to 50°C, derate to 300 mA for 70°C)

- Reader LED output: open collector type switching (sinking) 10 mA each

- Reader buzzer output: open collector type switching (sinking) 10 mA each

- Reader datainputs: 2-wire RS-485, Wiegand Datal/Data0, Clock and Data

Upstream communication: RS-485, 2-wire, 2400 to 38400 bps

- Does not support encryption

Downstream communi cation:

- Does not support RS-485
Cable requirements:

- Power: 18 AWG, 1 stranded twisted pair

- RS-485: 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000 feet (1219 m)
maximum

- Alarm inputs: 1 stranded twisted pair per input, 30 ohms maximum

- Outputs: As required for the load

- Reader data (Wiegand, Clock and Data): 6 conductors, 18 AWG stranded, 500 feet (152.4 m)
maximum

- Reader data (RS-485): 24 AWG, 120 ohm impedance, stranded twisted pair with shield, 4000
feet (1219 m) maximum

Mechanical:
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Dimension: 5x 8 x 1.25in. (127 x 203 x 32 mm)
Weight: 7.3 oz. (207 g) nominal

. Environmental:

Temperature: -10 to +70°C (14 to 158°F) operating, -40 to +85°C (-40 to 185°F) storage
Humidity: 10% at 93°C (199°F) non-condensing operating, 10 to 95% at 85°C (185°F) non-
condensing storage

. Certifications:

FCC Part 15

FCC compliance: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonabl e protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications.

ETL 294, s319

UL294, 1076

C-Tick N22193

CE marking

RoHS

Environmental class: Indoor dry

WEEE

European Union directives: 2002/96/EC (WEEE directive): Products marked with this symbol cannot be
disposed of as unsorted municipal waste in the European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at designated collection
points. For more information see: www.recyclethis.info.

210



Star Multiplexer LNL-8000

The Star Multiplexer was designed to implement star topology on a single downstream port (ports 2
through 5 of any of the Intelligent System Controllers (ISC) or on any host communication port of any
OnGuard server) to eight RS-485 (2-wire) ports or four RS-485 (4-wire) channels. It allows conversion of
communication protocol, and provides connection with alternate communication devices to extend
effective distances.

The host interface can be either RS-232 or RS-485 (2-wire) communication. The Star Multiplexer
interfaces upstream with the ISC, and downstream with one or many Lenel RS-485 products on each
downstream port (ports 2-9). A maximum of eight devices are alowed per downstream port.

LNL-8000 Components

A e P2 TRe
3 X Q@ ° = . 4

il - Ha - TRNECY -
“ow|@ ©° E E] = ) GND S

" S 8 H TR+

&%

O JPL4 TR- hd
(] GNDO g

JP3

2.0 (51) _>|
u12
° 0
| E
1]
5

5

JP8

[SEISIS SISES] [SISES [SISES] [SISEN] (SIS (SIS (NN

00 0/0o0o0f0o 0 oO0f0 0 oO0fO0O OO0 O OfO0 O OO O O

g 3 &= oo C
s c . Z
a JPLO H —
O D = P9 TR’C) i foe)
c|@ ° ] o § o
e o g
3 e JPL3 TR ud
8 =] GND §
~ ==
~|e=| e N TR j
JPL5 R =
En GND 3
B TR '—l
H
3!‘ r) JIPL7 ™ 69 s
jut E
0000000000 EA S
v N A1 2 340567289
<
<

5.50(140)

\4

6.00(152)

A
\4
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Upstream Controller Communication

The Star Multiplexer can communicate to the Intelligent System Controller by one of four downstream
ports, either by RS-485 (2-wire) communications or RS-232 to RS-485 converters

RS-232 2-WIRE RS-485 2-WIRE
TR+ TR- GND
\/P
TR+[" TR+

TXD

TR-
RXD

ND [ O @

TR-
RXD

GND| O @

o

(o

@ TXDO@
@ @

Wire with TP Wire with 24 AWG
L 24AWG stranded twisted
oo oo Standed || pair(s) with shield
Earth™—" Eartn =N
Ground Ground

o
o
o
CIID
-
Z
-
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Downstream Communications

The Star Multiplexer topology is capable of eight different downstream directionsin RS-485 (2-wire)
communications (using Belden 9841 or equivaent) or four different downstream directions with RS-485
(4-wire) communications (using Belden 9842 or equivalent).

Each leg of the star, in either configuration, has a maximum wire distance of 4000 feet. Each leg supports
up to eight (8) Lenel hardware RS-485 devices in many configurations.

RS-485 2-WIRE RS-485 4-WIRE
2
N z .
Ty 28| D]
>
s O™ SE|e D
5 w @ GND
[e] @ TR- o
[e] @ GND o & [} @ TR+
~ E
3 E % o @ TR-
220 GND —
U SEE @
TR+ TR- GND R+ R- T+ T- SG
Wire with 24 AWG stranded Wire with 24 AWG stranded
twisted pair(s) with shield twisted pair(s) with shield

-
pd
M
&
S
S
o

Power

The Star Multiplexer accepts a 12 VDC + 15% power source for its power input. The power source should
be located as close to the Star Multiplexer as possible. Wire the power input with an 18 AWG (minimum)
twisted pair cable.

When using a 12 VDC power source, be sure to observe polarity.

213



o
o
o
e
-
P4
—

Wiring and Termination

@ indicates termination

Note: Examples common
across all ports

Remove all terminators.

Port 1

Star
Multiplexer

Ports 2-9

Port 1

Star
Multiplexer

Ports 2-9

Port 1
Star
Multiplexer

Ports 2-9

Port 1

Star
Multiplexer

Ports 2-9

To field devices

To field devices

To field devices

To field devices




To field devices

Port 1

Star T
Multiplexer

Ports 2-9

Port 1

Star
Multiplexer

Ports 2-9

Port 1

Star
Multiplexer

Ports 2-9

Port 1

Star
Multiplexer

Ports 2-9

To field devices

To field devices

@ indicates termination

Note: Examples common across all ports

To field devices

Only terminate the last units of the multi-drop line.
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DIP Switches

The communication speed is determined by the speed at which the Intelligent System Controller is
communicating to the downstream devices.

S1 S2 S3 S4 Speed
OFF ON OFF OFF 2400 bps
ON ON OFF OFF 4800 bps
OFF OFF ON OFF 9600 bps
ON OFF ON OFF 19200/
38400 bps

Currently, OnGuard only supports 38400 bps. Set the communication speed DIP switchesin the default
position of 38400 bps.

When connecting the star multiplexer directly to a host computer for multi-drop configuration, the DIP
switch settings should be set to all ON - this setting is 38400 BPS Fast.

o
o
o
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-
Z
-
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Installing Jumpers
The jumpers must be configured appropriately for your system.

[IP2]
OFF: Port 1 RS-485 EOL termination is noton
ON: Port 1 RS-485 EOL termination is on

7

[JP1, JP6, JP5, JP7]
Control for Port 1, RS-232 or RS-485

TR+ o @
3R s
E RXD
= GND ° Q@
%)
0o °
° Q@
°
3
%) [JP12, JP14, JP3, JP8,
. B, JP9, JP13, JP15, JP17]
RS-485 Termination
° @ Status for ports 2-9,
° 9 respectively.
° Q OFF: Not terminated
O L0 ON: terminated
+DC s @ —
%) ’Z
GND o @ |
[e]
o /é 8
7 9 S
o
/@
°© Q
O . &
%)

[JP11, JP4, JP10, JP16]

Control for Ports 2, 4, 6, 8, respectively.
OFF: Portis receive only for 4-wire RS-485
ON: Portis (2-wire) RS-485
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Specifications
The Star Multiplexer isfor use in low voltage, class 2 circuits only. These specifications are subject to
change without notice.
. Primary Power:
- DC input: 12 VDC * 15%. 250 mA
. Interfaces:
- Port 1: RS-232/RS-485, selectable
- Ports 3, 5, 7, 9: RS-485, Transmit/Receive
- Ports 2, 4, 6, 8: RS-485, Transmit/Receive or Receive Only
. Wire Requirements:
- Power: 1 stranded twisted pair, 18 AWG
- RS-485:24 AWG stranded twisted pair(s) with shield, 4000 feet (1219 m) maximum
- RS-232: 24 AWG stranded, 50 feet (15 m) maximum
. Environmental:
- Temperature:0 to 70°C, operating, -55 to +85°C storage
- Humidity: 0 to 95% RHNC
. Mechanical:
- Dimensions: 5x 6 x 1in. (127 x 152 x 25 mm)
- Weight: 4 oz. (114 gm) nomina
. Certifications:
- UL 294 and UL 1076 Listed, ULC Listed
- FCC Part 15
- CE marking
- RoHS compliant
- WEEE

o
o
o
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LenelProx Readers

LenelProx readers are radio-frequency proximity readers (with or without integrated keypads). OnGuard
currently supports the following models:

LPMM-6800

LPSP-6820

LPKP-6840 and BT-L PKP-NDK
LPSR-2400

LPRKP-4600

LPMR-1824 and LPMR-1824 MC
LPLR-911
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LenelProx

General Wiring

The following diagrams address general wiring for the Lenel Prox readers. For specific instructions
regarding wiring, installation, and configuration, consult the Hardware Installation Guide.

Example wiring: the LPSP-6820 and the LNL-1300

TYPICAL SOFTWARE SETTINGS

1. Reader Type = WIEGAND/PROX
2. Keypad = NO KEYPAD
3. LED Mode = 1-WIRE LED CONTROL

O

LENEL

Single Reader Interface Module
o @ GND Black
o @ BZR Yellow
o @ LED Brown
White|
o @ CLK/D1
o @ DATA/DO Green
° D] vo Red

LenelProx LPSP-6820
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For the Dual Reader Interface Module, make sure that jumper J2 is set to unregulated power mode. This
will allow the maximum amount of current for the readers.

Example wiring: the LPSP-6820 and the LNL-1320

O

LENEL

Dual Reader Interface Module

Red

VO

White

Green

Black

| Brown LED
Yellow BZR

CLK/D1
DATA/DO

GND

1.
2.
3.

TYPICAL SOFTWARE SETTINGS

Reader Type = WIEGAND/PROX
Keypad = NO KEYPAD

LED Mode = 1-WIRE LED CONTROL

SISISICISIS
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