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1 OVERVIEW 
 

FinSpy is designed to help Law Enforcement and Intelligence Agencies to remotely monitor computer 

systems and get full access to: 

 

Á Online Communication: Skype, Messengers, VoIP, E-Mail, Browsing and more 

Á Internet Activity: Discussion Boards, Blogs, File-Sharing and more 

Á Stored Data: Remote access to hard-disk, deleted files, crypto containers and more 

Á Surveillance Devices: Integrated webcams, microphones and more 

Á Location: Trace computer system and monitor locations 
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2.1 FinSpy Agent ς Installation 

To install FinSpy Agent software, run the setup and follow the steps as shown. Click Install and Finish. No 

further settings are necessary. 

 

Confirm the license agreement. 
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Insert the destination folder for the installation. 
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2.1.1 FinSpy Agent ς Additional Software 

To operate a computer as a FinSpy Agent the following preparations must be done. 

2.1.1.1 Microsoft .NET Framework 

The Microsoft .NET Framework is a software framework that can be installed on computers running 

Microsoft Windows operating systems. It is necessary to have the .NET Framework >= 3.5 SP1 installed 

to run the FinSpy Agent software. 

The framework can be downloaded and installed from:  

http://msdn.microsoft.com/en-us/netframework/default.aspx 

2.1.1.2 OGG Theora Codec 

Theora is a free and open video compression format. It must be installed to play Audio and Video. 

The codec can be downloaded and installed from: 

http://www.xiph.org/dshow/ 

 

Just follow the instructions of the installation steps. No further changes need to be done. All Audio and 

Video can now be played within Windows Media Player. 
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2.1.1.3 Disable AutoPlay 

AutoPlay feature enable Windows to pop up the default options 

when a removable drives like USB flash drive or CD ROM is inserted.  

AutoPlay feature is, by default, disabled in Windows 7 due to security 

reasons. To check if Autorun is disabled on the installation follow the 

steps. 

To disable Autorun: 

1. Go to Control Panel\ Hardware and Sound\ AutoPlay. 

2. Uncheck Use AutoPlay for all media and devices  

3. Click Save. 
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2.1.1.4 Microsoft Office 

To be able to use the FinSpy Agent Office Document infection it is mandatory to change the Trust Center 

settings within Microsoft Word 2003 or 2007. 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ wƛōōƻƴ ƻŦ ǿƻǊŘ ǘƘŜǊŜ ƛǎ ά²ƻǊŘ hǇǘƛƻƴǎέ όмύ ƛƴ ōŜƭƻǿ ŎƻǊƴŜǊ ǿƘƛŎƘ ǿƛƭƭ ƻǇŜƴ ŀ ƴŜǿ 

dialog. On the left side iǎ ǘƘŜ ƻǇǘƛƻƴ ά¢Ǌǳǎǘ /ŜƴǘŜǊέ όнύ ŀƴŘ ά¢Ǌǳǎǘ /ŜƴǘŜǊ {ŜǘǘƛƴƎǎέ όоύΦ !ƎŀƛƴΣ ŀ ŘƛŀƭƻƎ 

ǿƛƭƭ ƻǇŜƴΦ hƴ άaŀŎǊƻ ǎŜǘǘƛƴƎǎέ όпύ ŀƴŘ ά¢Ǌǳǎǘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ±.! ǇǊƻƧŜŎǘ ƻōƧŜŎǘ ƳƻŘŜƭέ όрύ Ƴǳǎǘ ōŜ 

checked! If not, FinSpy Agent will not be able to infect Microsoft Word (.doc) documents. 
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2.2 FinSpy Agent ς User Manual 

 

2.2.1 Quick Start and Overview 

This chapter describes the handling and layout of FinSpy Agent user interface. To start 

the FinSpy Agent there will be an icon on the Desktop which needs to be clicked and 

which will start the main interface. 

 

 

1. Username and password 

2. Address and port of FinSpy Master to which the FinSpy Agent connects 

This data will be remembered after the first successful login 

3. Logoff from the FinSpy Master 
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After a successful login the main interface will open. It shows the main interface of the FinSpy Agent.  

 

Name Description 

Data Analysis Monitors and analyzes data of a selected FinSpy Target or all FinSpy Targets. 

Create Target It will open a wizard which guides easily through the creation of a FinSpy Target.  

Configuration Basic Settings for the FinSpy Agent and FinSpy Master can be defined. 

Show Logfiles Gives the possibility of viewing the FinSpy Master system logfiles. 

Agent List Information about FinSpy users, their user rights, logins and current connections. 

License Information Displays information regarding the license.  

About Shows the FinSpy Agent version and software agreement. 

Online Help Connects to online help on the Gamma Group homepage via internet. 
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2.2.2 Target List 

The Target List contains all actions to manage data and FinSpy Infection of a FinSpy Target. All FinSpy 

Targets are listed in two tables under the following categories: 

 

The following information of infected FinSpy Targets is available: 

Name Description 

Name Name of FinSpy Installer Package (changeable after FinSpy Infection) 

M (Data on Master) New downloaded data available on FinSpy Master 

T (Data on Target) New data available on FinSpy Target (data is ready to download) 

UID FinSpy Target Unique Identifier  

Computer System Name of Target System 

User Username under which the FinSpy Infection operates 

Country Country in which the FinSpy Target is located (detected by public IP) 

City City where the FinSpy Target is located (detected by public IP) 

Global IP Public IP address of the FinSpy Target 



 

 

FinSpy / User Manual 

FINUSB SUITE 

SPECIFICATIONS 

18 

Local IP IP address of the FinSpy Target System 

OS Icon representing the Operating System running on the FinSpy Target machine 

OS Details Operating System including Service Pack which runs on the FinSpy Target machine 

Target Time FinSpy Target local time 

Time Zone FinSpy Target time zone and Daylight Saving Indicator 

Alarm Indicator which shows if an Alert was set 

Version Software Version of the FinSpy Target 

Install Mode This indicates if the FinSpy Target is installed in 

¶ MBR (Master Boot Record) 

¶ Kernel Mode (as Administrator) 

¶ User Mode 
 

License Shows the License ID of the FinSpy Target 

 
Online: List of FinSpy Targets connected to the internet and FinSpy Master 

Offline: List of FinSpy Targets currently not connected to Internet and FinSpy Master 

Archived: List of FinSpy Targets not infected anymore 

 

Clicking on a specific target opens all possible actions. Available actions depend on the status of the 

FinSpy Target (offline/online). 

Right-Clicking on any column header allows the user to choose which columns shall be displayed. 
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2.2.2.1 Target List ς Online 

 

The possible actions of an online target are: 

Name Description 

Analyse Data Analyzes data which is already downloaded and available on the FinSpy Master 

Visualize Data Shows the recordings on a visual graph 

Evidence Protection Enables checking of Activity Logging and proofing evidence 

Configuration Management of the FinSpy Target 

Live Session Opens a live session to monitor a FinSpy Target live 

Update Will update the FinSpy Target Core and all the modules. 

Remove Infection Removes the FinSpy Infection from the FinSpy Target 

Disconnect Disconnect from the FinSpy Target 
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2.2.2.2 Target List ς Offline 

 

Possible actions for an infected offline target. An offline target still collects data locally, which can be 

downloaded any time the FinSpy Target goes online. 

Name Description 

Analyse Data Analyzes data which is already downloaded and available on the FinSpy Master 

Visualize Data Shows the recordings on a visual graph 

Evidence Protection Enables checking of Activity Logging and proofing evidence 

Configuration Management of the FinSpy Target ς even offline 

Remove Infection Removes the FinSpy Infection from the FinSpy Target 

 

2.2.2.3 Target List ς Archived 

 

Possible actions for a FinSpy target, which is no longer infected. The recorded data is still persistent on 

the FinSpy Master but the FinSpy target is not infected anymore. 

Name Description 

Analyse Data Analyzes data which is already downloaded and available on the FinSpy Master 
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Visualize Data Shows the recordings on a visual graph 

Evidence Protection Enables checking of Activity Logging and proofing evidence 

Remove Data Removes the recorded data from the FinSpy Master 

2.2.2.4 Target List ς Target Licensing 

The number of FinSpy Targets which can be monitored on the system is part of the license information 

which is imported on the FinSpy Master during the installation.  

After infection, the FinSpy Target has no associated license and all its collecting data features are 

disabled. The FinSpy Master will allocate a license to the newly infected FinSpy Target, if available.  

If there is no license available, the FinSpy Agent can still see the FinSpy Target in the Target List and can 

only work limited with it until an existing infection is removed.  

Previously gathered data can still be analyzed. 

Once the license is installed on the FinSpy Target all the features become available and the user gains 

full control over the FinSpy Target. 

If all the licenses are used, the new infected FinSpy Targets will be shown as disabled until a new license 

is available.  

 

To free a license, an existing infection has to be removed from a licensed FinSpy Target. The infection 

can be removed immediately from an online FinSpy Target or can be scheduled for removal from an 

offline FinSpy Target. Either way the license will be freed immediately and allocated to an unlicensed 

target. 
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2.2.2.5 Target List ς Recorded Data Availability 

! ǎǘŀǊ όмύ ƛƴŘƛŎŀǘŜǎΣ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ƴŜǿ ά5ŀǘŀ ƻƴ aŀǎǘŜǊέ ŀǾŀƛƭŀōƭŜΦ 

This means, new data was downloaded from the FinSpy Target to 

FinSpy Master. 

! ōǳƭƭŜǘ όнύ ƛƴŘƛŎŀǘŜǎΣ ǘƘŜǊŜ ƛǎ ƴŜǿ ά5ŀǘŀ ƻƴ ¢ŀǊƎŜǘέ ŀǾŀƛƭŀōƭŜΦ ¢Ƙƛǎ 

means, there is new recorded data available on the FinSpy Target 

(e.g. Keylogger recordings, Skype recordings, etc.) which is not 

transferred to the FinSpy Master, yet. 



 

 

FinSpy / User Manual 

FINUSB SUITE 

SPECIFICATIONS 

23 

2.2.3 Analyse Data 

Analyse Data gives the possibility of showing all the recorded data which was transferred to the FinSpy 

Master. The recorded data can be viewed, deleted or exported. ά!ƴŀƭȅȊŜ 5ŀǘŀέ will show a list of all data 

recorded of the selected FinSpy Target. 

 

All the data of the selected FinSpy Target is displayed as a list. All new entries in the list are displayed 

with bold characters. This indicates that the data was not processed yet. Once the data is viewed or 

exported, the data will not be displayed in bold anymore. 
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Name Description 

Description Identifies the module (device/application) of the recorded data set. 

I (Importance) An importance level can be associated to the collected evidence and can be used as 

ordering criteria. To change the Importance Level, right click in the importance level 

column of an evidence entry and a popup with all the available importance levels is 

displayed. 

Name FinSpy Target Name 

UID Unique internal reference to the FinSpy Target 

Size Size of the data set in bytes 

Acquired The date when the data was recorded 

 

Possible actions for the data entries can be shown and additional information are displayed. 

 

Name Description 

Show Opens the recorded data. In case of streaming data (video, sound) an external 

player is opened. 

Delete Deletes the data set from the FinSpy Master. 

Export The data is exported to the FinSpy Agent computer. A folder will open where the 

data is saved in and the downloaded file selected. 
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Comments Opens a window where comments to the data can be stored. Every change of the 

Importance Level is also logged as a comment. 

 

 

LŦ ά{Ƙƻǿέ ƛǎ ǎŜƭŜŎǘŜŘ ŀ ǇƻǇǳǇ Ƴŀȅ ŀǇǇŜŀǊ ǿƘƛŎƘ ǿƛƭƭ ŀǎƪ ŦƻǊ ŀ ŎƻƴŦƛǊƳŀǘƛƻƴ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ŦƛƭŜΦ 

 

Comments which are once done for a specific data cannot be edited or deleted. The Comments are 

ordered by time in descending order which means, that the last introduced comment is displayed on 

top. 
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There is also the possibility define the search by using filters: 

 

The following filters are available: 

Name Description 

Start ς End Date From which data to which date should be searched 

Module Module by which the data was recorded (e.g. Webcam, Microphone, Keylogger, ... ) 

Advanced Options In case a specific module is selected, additional filters can be applied depending on 

the module(e.g. All targets of a certain time zone) 
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2.2.4 Visualize Data 

Visualize Data enables the FinSpy Agent to display recorded data in a graphical way.  

 

A typical overview will look like the following: 
 

 

1. The type of visualization. It will give two different graphs. It can be chosen between  
a. Detailed view per day (default) 
b. Detailed view per hour 

 
2. The recorded data on that day. Each data is displayed with the amount of recordings for each 

module per day. 
 

3. The importance level can be set.  
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Detailed view per hour: 

 

1. The overview is divided by modules. 
 

2. !Ƴƻǳƴǘ ƻŦ ǊŜŎƻǊŘƛƴƎ ǇŜǊ ƳƻŘǳƭŜ ƛǎ ǎƘƻǿƴΦ !ŘŘƛǘƛƻƴŀƭƭȅ ǘƘŜ ƻǇǘƛƻƴǎ ά/ƘŀƴƎŜ LƳǇƻǊǘŀƴŎŜέΣ 
ά9ȄǇƻǊǘ wŜŎƻǊŘέ ŀƴŘ άwŜƳƻǾŜ wŜŎƻǊŘέ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘΦ 

 
3. Meta-Information for each recording can be viewed if a recording is selected. 

 
To navigate through date and time the mouse can be used, either via mouse-wheel (up/down) or by 

dragging the scrollbar. 
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2.2.5 Configuration 

To access the configuration of an infected FinSpy Target, the target needs to be selected and 

ά/ƻƴŦƛƎǳǊŀǘƛƻƴέ ŎƭƛŎƪŜŘΦ 

 

A new window opens within the FinSpy Agent. The following image illustrates the layout of the FinSpy 

target configuration.  

 

This Workspace is divided in two parts. The first part is on the left, which contains the modules and 

different configuration options and the second is one the right, where module specific configuration 

options can be set. 
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Configuration Options: 

¶ General 

¶ Download Schedule 

¶ Alert Settings 

¶ User permissions 
 

The following modules are available: 

Module Name Module Icon Available on the following OS: 

Accesses Files 

 
        

Changed Files 

 
        

Command Shell 

                  

Deleted Files 

 
 

File Access 

 
 

Forensics Tools 

 
 

Keylogger 

                  

Microphone 
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Printer 

 
 

Scheduler 

 
 

Skype 

                  

Screen & Webcam 

                  

VoIP 
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2.2.5.1 Configuration ς General 

2.2.5.1.1 Infection Executable Information 

This information is not changeable. 

¶ Infection Unique ID: An internal ID of the FinSpy Target Installer 

¶ Infection Name: Given name of the target 

¶ Infection Owner: Internal user ID of the user who generated the FinSpy Target 

¶ Max Infections: Maximum number of FinSpy Targets which can be infected by the device or 
application 
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2.2.5.1.2 Hiding Techniques 

It is possible to activate an advanced hiding method which allows the FinSpy Trojan to be more stealth 

and extremely hidden. 

The following actions are taken if the FinSpy Trojan runs in User-Mode: 

¶ Hides the network connections 

¶ Hides the registry entries 

¶ Hides the Trojan processes 
 

The following actions are taken if the FinSpy Trojan runs in Admin-Mode: 

¶ Hides the network connections 

¶ Hides the Trojan processes 
  

 

If the Active Hiding is activated it is more likely to be discovered by some root-kit detectors, due to its 

aggressiveness within the system. 

2.2.5.1.3 Infection Self-removal 

Computers which never go online may become infected by mistake and spread an infected application 

through an organization. To avoid keeping offline computers infected still recording data, the FinSpy 

Target can remove itself. 

¶ Scheduled Removal: Date on which the FinSpy Target removes itself from the infected computer 

¶ Time Out Removal: Time after which the FinSpy Target removes itself from the infected 
computer, if communication with the FinSpy Master fails (even if there is a functional internet 
connection). This renewal will be disabled once the FinSpy Target contacts the FinSpy Master for 
the first time. 
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2.2.5.1.4 Target Settings 

Behaviour and identification of the FinSpy Target 

¶ Target Name: FinSpy Installer may infect different targets. To separate the FinSpy Targets the 
previous Target ID of the infected media can be changed 
 

¶ Heartbeat Interval: TƘŜ Cƛƴ{Ǉȅ ǘŀǊƎŜǘ ǿƛƭƭ ǎŜƴŘ άŀƭƛǾŜέ ǇŀŎƪŜǘǎ ƛƴ ŀ ŘŜŦƛƴŜŘ ƛƴǘŜǊǾŀƭ ǘƻ ǘƘŜ Cƛƴ{Ǉȅ 
Master. The time of these packets is given in seconds. This is used to update the online/offline 
status of the FinSpy Target. 
 

¶ Download Speed Limit:  This option can define the download speed with which the data shall be 
transferred to the FinSpy Master. This is useful if only a small amount of bandwidth shall be 
used. 

 

 
 



 

 

FinSpy / User Manual 

FINUSB SUITE 

SPECIFICATIONS 

35 

2.2.5.1.5 Relay Settings 

The settings of the network configuration between FinSpy Target and FinSpy Master are: 

¶ Relay IP Address: Pre-configured with connected FinSpy Master. This must be the external IP or 
Hostname address of the FinSpy Master or of the FinSpy Relay. Several IP or hosts can be 
defined. The infected computer will connect to one of the configured addresses 

¶ Relay Port: Pre-configured with settings retrieved by the FinSpy Master 

 

 

2.2.5.1.6 Application Based Events 

Defines the behavior of the FinSpy Target, if certain applications are running or not running on the 

FinSpy Target system. 

LŦ hǇŜǊŀǘƛƻƴ aƻŘŜ ƛǎ ǎŜǘ ǘƻ ά5ƛǎŀōƭŜŘέΣ ǘƘŜ Cƛƴ{Ǉȅ ¢ŀǊƎŜǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ Cƛƴ{Ǉȅ aŀǎǘŜǊ ǿƛƭƭ ƴƻǘ 

be affected by any running application in the system.  

²ƘŜƴ hǇŜǊŀǘƛƻƴ aƻŘŜ ƛǎ ǎŜǘ ǘƻ ά!ŎǘƛǾŜ ŦƻǊ 9ǾŜƴǘέΣ ǘƘŜ Cƛƴ{Ǉȅ ¢ŀǊƎŜǘ ǿƛƭƭ ǘǊȅ ǘƻ ŎƻƴƴŜŎǘ ǘƘŜ Cƛƴ{Ǉȅ 

Master only if the applications listed in the boxes are currently running. 

hǇŜǊŀǘƛƻƴ aƻŘŜ ǎŜǘ ǘƻ άLƴŀŎǘƛǾŜ ŦƻǊ 9ǾŜƴǘέ ǎǳǇǇǊŜǎǎŜǎ ǘƘŜ Cƛƴ{Ǉȅ ¢ŀǊƎŜǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ 

FinSpy Master if one of applications listed in the boxes is currently running. 
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2.2.5.2 Configuration ς Download Schedule 

Download schedule will automate downloads of data. Automatic downloads can be initiated by time- 

and application-based events.  

! ƴŜǿ ǘŀō ǿƛƭƭ ƻǇŜƴ ǿƛǘƘ ǘƘŜ ǎŜǇŀǊŀǘƛƻƴ ƻŦ ά!ǇǇƭƛŎŀǘƛƻƴ 9ǾŜƴǘǎέ όмύ ŀƴŘ ά¢ƛƳŜ 9ǾŜƴǘǎέ όнύΦ hƴ ά!ŘŘέ όоύΣ 

new Time Eventǎ Ŏŀƴ ōŜ ŀŘŘŜŘΦ ά{ŀǾŜ /ƘŀƴƎŜǎέ όпύ ǿƛƭƭ ǎŀǾŜ ŀƭƭ ǎŜǘǘƛƴƎǎ ŦƻǊ ǘƘŜ Cƛƴ{Ǉȅ ǘŀǊƎŜǘΦ 

 

A download of data will be initiated if one of the configured events occurs. 
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Name Description 

Data Available As soon as new recorded data is available, the data will be transferred to the FinSpy 

Master 

Screensaver Active New recorded data will be downloaded to the FinSpy Master if the Screensaver of 

the target computer is active 

Screen Locked New recorded data will be downloaded to the FinSpy Master if the Computer of  

the target gets locked 

 

If a new time event is added, a new tab opens in which all parameters of the new time event can be set. 
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Name Description 

Start Event Date The first day on which the download starts 

Event Time At which time the download starts 

Interval Interval between the downloads 

¶ Once 

¶ Daily 

¶ Weekly 

¶ Monthly 
 

Time Zone Which time zone should the event refer to 

¶ Target 

¶ Local 

¶ UTC 
 

 

2.2.5.3 Configuration ς Alert Settings 

The FinSpy Master can alert via E-Mail if a target status changes. Alert messages are generated by the 

FinSpy Master. Alerts can be triggered on the following events: 

Name Description 

Target Online An alert will be triggered if a FinSpy Target changes its status from Offline to Online 

Data Available An alert will be triggered if a FinSpy Target has new data recorded which is not 

transferred to the FinSpy Master yet. 

Data Downloaded An alert will be triggered if the FinSpy Master downloaded new data from the 

FinSpy Target. 
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2.2.5.4 Configuration ς User Permissions 

Within this configuration ADMINISTRATOR and SYSTEM ADMINISTRATOR can define rules to allow 

certain users to fulfil certain actions on the FinSpy Target.  

The user management within a target looks like the following: 

 

2.2.5.5 Configuration ς Accessed Files 

The Accessed Files Module records opened files from an infected FinSpy Target. Due to the nature of 

Operating Systems, a lot of files are opened all the time. Therefore enabling and configuration of this 

module is important and shall be handled with care. This module might trigger and copy a lot of files to 

the FinSpy Master. 
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2.2.5.6 Configuration ς Changed Files 

The Changed Files Module is in charge of recording the files which were modified while the module is 

enabled. The FinSpy Agent will provide a configuration for the Changed Files Module where the user can 

filter the location and file types which have to be monitored by the FinSpy Target module. Additional 

information such as the event (accessed, newly created, changed) and the time when the event 

occurred will be provided together with the recorded file. 

 

 

2.2.5.7 Configuration ς Command Shell 

 

This module is not configurable but enables the functionality of interacting with the 

FinSpy Target via a Command Shell. 
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2.2.5.8 Configuration ς Deleted Files 

The Deleted Files module enables the FinSpy Target to collect deleted files from the infected system. 

The Deleted Files module is able to collect all the deleted files, namely: the files which are deleted 

(moved) to Recycle Bin as well as the files removed using Shift+Delete. The configuration provides the 

module with filtering capabilities based on location and file type. Additional information such as the 

time of deletion will be provided together with the recorded data. 

 

2.2.5.9 Configuration ς File Access 

 

This module is not configurable but enables the functionality of interacting with the 

file system of the FinSpy Target. 

 

2.2.5.10 Configuration ς Forensics Tools 

 

This module is not configurable but enables the functionality of interacting with the 

file system of the FinSpy Target. 
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2.2.5.11 Configuration ς Keylogger 

Application based events can be used to tune the keylogging process. The mechanism used for FinSpy 

Target communication is adapted for the Keylogger Module to allow/suppress the keylogging for certain 

applications.  

LŦ hǇŜǊŀǘƛƻƴ aƻŘŜ ƛǎ ǎŜǘ ǘƻ ά5ƛǎŀōƭŜŘέΣ ǘƘŜ keylogging will not be affected by any running application in 

the system.  When Operation Mode is set to ά!ŎǘƛǾŜ ŦƻǊ 9ǾŜƴǘέΣ ǘƘŜ keylogging is only active if the 

ŀǇǇƭƛŎŀǘƛƻƴǎ ƭƛǎǘŜŘ ƛƴ ǘƘŜ ōƻȄŜǎ ŀǊŜ ŎǳǊǊŜƴǘƭȅ ǊǳƴƴƛƴƎΦ hǇŜǊŀǘƛƻƴ aƻŘŜ ǎŜǘ ǘƻ άLƴŀŎǘƛǾŜ ŦƻǊ 9ǾŜƴǘέ 

suppresses the keylogging if one of the applications listed in the boxes is currently running. 

 

 

2.2.5.12 Configuration ς Microphone 

In order to define the size of a microphone recording, the quality can be defined. Depending on 

increasing or decreasing the quality, the amount of data for a recording will change. 

Decreasing the quality of recordings can save 80 percent of memory used. The selected sound quality 

Ŏŀƴ ōŜ ǘŜǎǘŜŘ ǳƴŘŜǊ ά[ƛǎǘŜƴ ǘƻ {ŀƳǇƭŜέ as a sample of the selected sound quality is played. 

 

2.2.5.13 Configuration ς Printer 

 

This module is not configurable but enables the functionality of capturing all printed 

on the FinSpy Target system and places a copy as a PDF on the FinSpy Master. 
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2.2.5.14 Configuration ς Scheduler 

The Scheduler Module is responsible for time based data recording on the FinSpy Target. Recording can 

be scheduled at a specific date and time and for a given duration.  

 

To create a new scheduler the ά!ŘŘά ōǳǘǘƻƴ is used. This will start up the scheduled event generation 

wizard. 

There are three types of events which can be scheduled: 

¶ Microphone recordings ς records the primary installed microphone 

¶ Screen recordings ς records screenshots at the configured frequency. 

¶ Webcam recordings ς records webcam frames at the configured frequency. 
 

After selecting the desired event type, a new section will appear where the configuration of the selected 

Event can be defined. 

Following Events are available: 

¶ Start Event Date: The day on which the recording should start 

¶ Event Time: The time of the already configured day when the recording should start 

¶ Time Zone: The time zone reference. Available options are:  

Á Local: The time refers to the time zone of the FinSpy Master 

Á UTC: The time is expressed in Coordinated Universal Time 

Á Target: The time refers to the time zone of the target machine 

¶ Interval: Defines the interval of the recording. The available options are: 
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Á Once: The recording is executed only once at the configured date and time 

Á Daily: The recording is executed every day at the configured time starting with the 
configured date. There is no end date. 

Á Weekly: The recording is executed every week on the same week day and time 
configured. 

Á Monthly: The recording is executed monthly at the same month day as configured at the 
same hour as configured. There is no end date. If the recording is scheduled for a day 
which exists only in certain months (e.g. February 31st) then the recording is executed 
only in the months which contain day 31. 

¶ Duration: The duration of the recording. 
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2.2.5.15 Configuration ς Skype 

There are different possibilities of enabling the Skype Monitoring. The quality of recording and type of 

communication within Skype is configurable. 

Recording Options (1): 

¶ Phone Calls: All calls between the FinSpy Target and other parties will be recorded. 

¶ Test Messaging: All chats between the FinSpy Target and other parties will be recorded. 

¶ File Transfers: All file transfers between the FinSpy Target and other parties will be recorded. 

¶ Contact List: The contact list of the FinSpy Target will be recorded. 

 

Sound Quality (2): 

Decreasing the quality of voice recording may save 80 percent of space. The selected sound quality can 
ōŜ ǘŜǎǘŜŘ ǳƴŘŜǊ ά[ƛǎǘŜƴ ǘƻ {ŀƳǇƭŜέΦ ! ǎŀƳǇƭŜ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ǎƻǳƴŘ ǉǳŀƭƛǘȅ ƛǎ ǇƭŀȅŜŘΦ 

 

File Options (3): 

To record file transfers via Skype, file recording can be enabled or disabled for specific or all file types. 

Custom file types can be entered as well. 
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2.2.5.16 Configuration ς Screen & Webcam 

Recording the Screen of the FinSpy target and the Webcam (if available) is possible with this module. 

Both ς Screen & Webcam ς have the same settings which can be applied separately. 

Name Description 

Video Quality Best, High, Normal, Low 

Image Size Original (100%), Normal (80%), Half (50%), Quarter (25%) 

This will result in a percentage resize of the original resolution 

Mode Color, Black & White 

 

Frequency Interval beginning with 2 seconds and up to 1 hour  

 

Automatic Recording Application based Screen Recording can additionally be performed. Either the 

whole screen or just the application window can be recorded if a certain 

application is running on the FinSpy Target. 
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2.2.5.17 Configuration ς VoIP 

The VoIP module gives the possibility of recording basically all kinds of applications which are used for 

Voice-over-IP communication such as instant messengers or dedicated VoIP applications.  

It will trigger and record the audio channel bidirectional if the Microphone and the Speakers are 

activated at the same time.  

It furthermore captures a snapshot of the screen after a few seconds to see with whom the FinSpy 

Target is communicating. 
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2.2.5.18 Configuration ς Add & Remove Module 

To add & remove modules it is not required to create a new FinSpy Target Package. This can be done 

easily through the Configuration dialog. 

The modules will then immediately be removed from the FinSpy Target or immediately downloaded 

from the FinSpy Master to the FinSpy Target if added.  

Removing a module Adding a module 

 

 

 

2.2.5.19 Configuration ς Activate & Deactivate Module 

 

Modules can also be activated and deactivated live on the FinSpy 

Target. 

Removing the check from the checkbox (1) will deactivate the 

module. 

Setting the check in the checkbox (2) will activate the module. 
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2.2.6 Live Session 

Available live access depends on the installed modules on the target. To establish a live session expand a 

target and select ά[ƛǾŜ {Ŝǎǎƛƻƴά.  

 

  

The possible modules are obtained and shown in a new dialog. 

More than one live session per time is possible. 

 

 

 

 

 

Name Description 

Microphone 9ǎǘŀōƭƛǎƘŜǎ ŀ ƭƛǾŜ ǎŜǎǎƛƻƴ ǘƻ ǘƘŜ ¢ŀǊƎŜǘΩǎ aƛŎǊƻǇƘƻƴŜ 

 

Command Shell Commands can be entered into ǘƘŜ ¢ŀǊƎŜǘΩǎ ŎƻƳƳŀƴŘ ǎƘŜƭƭ 

Forensics Tools Enables uploading and execution of applications on the target machine. 

File Access ²ƛƭƭ ǎƘƻǿ ŀ ƭƛǾŜ CƛƭŜ .ǊƻǿǎŜǊ ƻŦ ǘƘŜ ¢ŀǊƎŜǘΩǎ ŎƻƳǇǳǘŜǊ 

Keylogger ²ƛƭƭ ǎƘƻǿ ŀ ƭƛǾŜ ǎŜǎǎƛƻƴ ƻŦ ǘƘŜ ¢ŀǊƎŜǘΩǎ ƪŜȅǎ ǇǊŜǎǎŜŘ 

Webcam 9ǎǘŀōƭƛǎƘŜǎ ŀ ƭƛǾŜ ǎŜǎǎƛƻƴ ǘƻ ǘƘŜ ¢ŀǊƎŜǘΩǎ ²ŜōŎŀƳ 

Screen 9ǎǘŀōƭƛǎƘŜǎ ŀ ƭƛǾŜ ǎŜǎǎƛƻƴ ǘƻ ǘƘŜ ¢ŀǊƎŜǘΩǎ 5ŜǎƪǘƻǇ 



 

 

FinSpy / User Manual 

FINUSB SUITE 

SPECIFICATIONS 

50 

Each Live Session is opened in a new tab inside the 
FinSpy Agent. After closing the live sessions, the 
connection to the target computer can be ended by 
ŎƭƛŎƪƛƴƎ ά5ƛǎŎƻƴƴŜŎǘέ ƛƴǎƛŘŜ ǘƘŜ ŜȄǇŀƴŘŜŘ Cƛƴ{Ǉȅ 
Target of tab Target List.  

The following chapters describe live access of each module in more detail. 

2.2.6.1 Live Session ς Microphone / Webcam / Screen 

For a live-session of ǘƘŜ Cƛƴ{Ǉȅ ¢ŀǊƎŜǘΩǎ Display, Webcam or Microphone ǳǎŜ ǘƘŜ ά{ǘŀǊǘέ ōǳǘǘƻƴ ƛƴǎƛŘŜ 

the FinSpy Agent. The quality of the recording depends on the predefined configuration. 

 

To stop recording live images or microphone, move the mouse over the image and click the ά{topέ 

button. 

 

  
























































































































































