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1 OVERVIEW

FinSpyis designed to helphaw Enforcement and Intelligence Agendiegemotely monitor computer
systems and get full access to:

Online CommunicationSkype, MessengergplP, EMail, Browsing and more

>

Internet Activity: Discussion Boards, Blogs, fSlearing and more

> >

Stored DataRemote access to haudisk, deleted files, crypto containers and more

Surveillance Devicedntegrated webcams, microphones and more

>~ >~

Location:Trace computer system and monitor locations

Remo e M g
& Infection Solutions

actical IT Intrusion Portfolio FinSpy

IT Intrusion Training Program
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2.1 FinSpy Agent Installation

To installFinSpy Agent $ovare, run the setup and followhe steps as shown. Click Install and Finish. No
further settings are necessary.

jé‘;—'FinSpyAgentSetup EI =] @

Welcome to the FinSpy Agent Setup
Wizard

The Setup Wizard allows you to change the way FinSpy
Agent features are installed on your computer or to remove
it from your computer. Click Mext to continue or Cancel to
exit the Setup Wizard.

Confirm the license agreement

ﬁ';-‘ FinSpy Agent Setup
End-User License Agreement

Please read the following license agreement carefully

CUSTOMER SOFTWARE LICENCE -

DO NOT MAVIGATE BEYOMND THIS PAGE TO OPEN THE FINFISHER
APPLICATIOMN UNTIL YOU HAVE COMNFIRMED AS IMNDICATED BELOW
THAT HAVE READ AND ACCEPTED ALL THE TERMS OF THIS LICEMNCE
(WHICH ARE AVAILAELE WITH THE LINK BELOW) AND WISH TO
BECOME THE LICEMSEE OF THE SOFTWARE. ACCEPTANCE SHALL BIND
YOU AND ALL OF YOUR EMPLOYEES TO THE TERMS OF THE LICEMNCE.
YOUR OPEMING OF THIS APPLICATION WILL BE DEEMED TO BE YOUR
ACCEPTANCE OF THE FOLLOWING TERMS.

11 accept the terms in the License Agreement!

Brint | | Back H Mext l | Cancel

orized use by police, intelligence, security, and other government agences
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Insert the destination folder for the installation.

fﬁj FinSpy Agent Setup o] @ @
Destination Folder T N, 7
Click Next to install to the default folder or dick Change to chogsl ‘

Install FinSpy Agent to:

IC :\Program Files\FinSpyAgent\

[ Change...
Back ” Next | [ Cancel |

‘E!FiHSpyAgentSetup EI El @

Completed the FinSpy Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.,

m
g
m

ice, intelligence, securt
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2.1.1 FinSpy Agent Additional Software

To operate a computer as a FinSpy Adbatfollowing preparations must be done

2.1.1.1 Microsoft .NET Framework

The Microsoft .NET Framework is a software framework that can be installed on computers running
Microsoft Windows operating systemi$is necessaryothave the .NET Framework 35 SPinstalled
to run the FinSpy Agent software.

The framework can be downloaded and installed from:

http://msdn.microsoft.com/enus/netframework/default.aspx

2.1.1.2 OGG Theora Codec
Theora is a free and open video compressiomiat:. It must be installed to play Audio and Video.

The codec can be downloaded and installed from:

http:/www.xiph.org/dshow/

$4 the xiph open source community XIPH.ORG VORBIS THEORA ICECAST SPEEX CELT FLAC XSFF

2 xiph.org

Home
News
Downloads

Contact

History
Bugs

Support us

PayPal

Donate

The aim of this project is to provide the most complete implementation of the Xiph.org codecs for Windows and
DirectShow. This includes decoders and encoders for all the Xiph.org formats as well as Annodex. It is released
under a BSD license, so they can be used by both open-source and commercial applications.

WebM support is based on versioned snapshots from WebM Project.

19 December, 2010
Updates VP8, Theora, and, Vorbis codecs. ActiveX video player gains "controls” attribute support. Various bugfixes.

Fore more information see the News page.

* Windows 32/64-bit Installer: opencodecs 0.85.17766.exe 2,53MB
. . -y SIS tan S 30KB

For more information see the Downloads page.

Just follow the instructions of the installation steps. tNdher changes need to be done. All Audio and
Video can now belayed within Windows Media Player.
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2.1.1.3 Disable AutoPlay

AutoPlay feature enable Windows to pop up the default options =~ & AutePlay = -
when a removable drives like USB flash drive or CD ROM is insertt 3 Removable Disk (G)
|

AutoPlay feature is, by default, disabled in Windows 7 due to securi| —Ateysdothisforpicures
reasons. To check if Autorun is disabled on the installation follow tf| <™
steps.

[ +2j Import pictures and videos
e.’:ll using Windows

General options

Open folder to view files
using Windows Explorer

To disable Autorun: {’_} .
L2 it

1. Go toControl PanelHardware and SoundAutoPlay. B mcdwmronien

View more AutoPlay options in Control Panel

2. UncheclkUse AutoPlay for all media and devices

3. ClickSave.

@uvh.& <« Hardware and Sound » AutoPlay R4 | $,| | Search Control Panel o
what happens insert each type of media or device L7]
Use AutoPlay for all media and devices
Media
'@ Audio CD | Choose a default Y|
¥ Enhanced audio CD Choose a default - |
B DVD movie | Choose a default v| E
' Enhanced DVD movie Choose a default v|
[l Software and games |'3§3' Ask me every time - |
=] Pictures | Choose a default v|
| Video files | Choose a default v|
4] Audio files Choose a default - |
% Blank CD Choose a default - |
% Blank DVD Choose a default - |
° Blank BD | Choose a default Y|
&) Mixed content Choaose a default v|

Save ]| Cancel |
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2.1.1.4 Microsoft Office

To be able to use thEinSpy Agent Office Document infection it is mandatory to change the Trust Center
settings within Microsoft Word 2003 or 2007.

' FGSNI Ot AO01Ay3d 2y GKS wAooz2y 2F 62NR GKSNB A
dialog. Ontheleftsidéli G KS 2LIiA2Yy G¢NHza G / SYGSNE ouO Yy
gAft 2LSyd hy daal ONR aSaGdaidAy3a¢d onoO | yR a&¢ NHz
checked! If not, FinSpy Agent will not be able to infect Microsoft Word Y diocuments.

=N i s Word Options o ==

<y
Popular

j New Recent Documents P Q Help keep your documents safe and your computer secure and healthy.
Display

2 open Froofing Protecting your privacy
Save Microsoft cares about your privacy. For more informatian about how Micrasoft Office Word helps to pratect your privacy,
please see the privacy statements,
Save
= Advanced . - "
Show the Microsoft Office Word privacy statement
] Customize Microsoft Office Online privacy statement
SaveAs

1 Customer Experience 1t Program
Add-Ins

L = Print » l,.. Trust Center Security & more

— ]l

Resources 2 Learn mare about protecting your privacy and security from Microsoft Office Online,

2

| Prepare b Microsoft Trustwarthy Computing

0 Microsoft Office Word Trust Center
Hd Send  »

The Trust Center contains security and privacy settings. These settings help keep your computer,

Publish  » secure. We recommend that you do not change these settings.
ublis|

1

2] Word Options Exit Word

™

o
| Close

Trust Center

Trusted Publish
rusted Publishers Macro Settings

Trusted Locations ) )
For macros in documents nat in a trusted location:

Add-ins Disable all macros without notification

@ Disable all macros with notification OK Cancel

Disable all macros except digitally signed macros

ActiveX Settings

Macro Settings Enable all macros (not recommended; potentially dangerous code can run)

-9
FAY

Message Bar

Developer Macro Setfi
Privacy Options
V] Trust access to the VBA project object model 5

orzed use by police, intelligence, security, and ¢
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2.2 FinSpy Agent UserManual

2.2.1 Quick Start and Overview

This chapter describes the handling and layout of FinSpy Agent user intdrfestart _
the FinSpy Agent there will be an icon on the Desktop which needs to be clicked and Q

which will sart the main interface. )
FinSpy Agent

@ FinSpy Agent

__4

FINSPY

B Torget i FINSPY
M Data Analysis /

I | Jser Authentication

Target List
7777 ==

? Connection Options
Hostnamel ]Por‘t[:

. Username and password
2. Address and port of FinSpy Master to which the FinSpy Agent connects

This data will beemembered after the first successful login

3. Logoff from the FinSpy Master
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After a successful login the main interface wjlen It shows themaininterfaceof the FinSpy Agent

@ FinSpy Agent

_4A

FINSPY

FinSpy Target
M Target List

M Dt Analysis

M Create Target

Administration

M Configuration

Help
M About
M Online Help

I Logoff (alex)
FinSpy Agent Version 230

r=EEs)

""" Target List| = X

Name ¥ M [T Computer User Country City | Global P 05 Details [Version | Install Mode
Oniine
F5-2.30 % ALEX TARGET SYSTEM = United Arab Em  Dubai 04.200.250.24 & Windows XP Service Pack3 230 Kemnel Mode
Q, Analyse Data % Live Session  [7] Download Schedule M. Remove Infection

7} Download Now <5 Configuration {4 Alert Settings CUpnate
W3 Euidence Protection () Disconnect
Lambada * TAINA-PC Taina 5 Malaysia Petaling Jaya 1751444873 4" Windows Vista Service Pack1 220 User Mods
Mexl © wseaTes sysTEM  'EMexico Mexico 814252221 4" WindowsXP ServicePack3 220 KemelMode
toshiba NB10O (demo MUC) %+ LH-EEERC SYSTEM  LAN 192168051 4% WindowsXP ServicePack3 230 MBR
Offline
- Ws83Tss SYSTEM ™ Germany Hanover 212617586 4 WindowsXPService Pack3 220 User Mode

Baka HQ % © ACER-36D0EDGICF SYSTEM [ ENigeria Lagos 1964624521 4 WindowsXP ServicePack3 220 Kemel Mode
demo %+ IKTRZSGHS020C2M Public ™ Indonesia Jakarta 202771182 & WindowsXP Service Pack2 215 User Mode
egy-test3 > JOHN_SMITH SYSTEM ™ Germany Leipzig 195168012 4" WindowsXP Service Pack3 217 UserMode
ELEPHANT © Wsg3Tes SYSTEM  =f3 United Kingdom  Saint Albans 922203122 & WindowsXP Service Pack3 220 Kemel Mode
Pretoria Test 2 O YOUR-GA27BCAZ4F SYSTEM EiSouth Africa Pretoria 411948196 4% WindowsXPSemvice Pack3 215 UserMode
testindo FRONTDESK SYSTEM  Indonesia 118996511 4% Windows Vista Service Pack2 220 Kemel Mode
Toshiba NE 100 J o LH-MIN SYSTEM = Malaysia Petaling Jaya 1751444873 4 WindowsXP ServicePack3 220 Kemel Mode
Toshiba NE 100 O wss37s5 SYSTEM = Malaysia 175137114131 & Windows XP Service Pack3 220 User Mode
Trial KL ws-5)-2 SYSTEM £ Malaysia Kusla Lumpur 6054172130 4" Windows Vista Service Pack1 220 User Mode
Trojan . Wsg3Tes nfa StiUnited Kingdom Morston In Marsh 849281241 & Windows XP Service Pack3 220 User Mode

Name

Description

Data Analysis

Monitors and analyzes data of a selected FinSpy Target or all FinSpy .Targets

Create Target

It will open a wizard which guides easily through the creation of a FinSpy Targg

Configuration

Basic Settings for the FinSpy Agent and FinSpy Master can be defined.

Show Lodfiles

Gives the possibility of viewing the FinSpy Master system logfiles.

Agent List

Information about FinSpy users, their user rights, logins and current connectiof

License Information

Displays information regarding the license.

About

Shows tha=inSpy Agent version and software agreement.

Online Help

Connects to onlindelp on the Gamma Group homepage via internet.
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2.2.2 Target List

TheTarget Listontains all actions to manage data and FinSpy Infection of a FinSpy Target. All FinSpy
Targets are listed in two tables under the following categories:

Target List
Name ¥ M| T Computer User Country City | Global P 0s 0S Details | Version | Install Mode i
ame

Online ¥ Data on Master  —
£5-2.30 X @ ALEX_TARGET SYSTEM = United Arab Emir Dubai 9420025024 4 Windows XPService Pack3 230 KemelMode |y pap n Target
Lambada »  TAINA-PC Taina lrMa\a},tsia Petaling Jaya 175.144.48.73 & Windows Vista Service Pack 1 220 User Mode uiD

Mexl > WS83765 SYSTEM  [:BMexico Mexico 814252221 & Windows XP Service Pack 2 220 Kernel Made v Computer
toshiba NB100 ([demo MUC) % ° LH-EEEPC SYSTEM  LAN 192.168.0.51 & Windows XP Service Pack 3 230 MBR v User
Offtine ¥ Country

* WS583765 SYSTEM ™ Germany Hanower 213.61.75.86 & Windows XP Service Pack 3 220 User Mode : E:‘;’b' P

Bako HQ w @ ACER-36DOBD61CF SYSTEM [ DNigeria Lagos 196.46.245.21 4 Windows XP Service Pack 3 220 Kernel Mode Locan]P

demo W  JKTRZSGH5020C2M  Public ™ Indonesia Jakarta 202.77.118.2 & Windows XP Service Pack 2 215 User Mode ¥ 05

egy-test3 + JOHN_SMITH SYSTEM ™= Germany Leipzig 195.16.80.12 & Windows XP Service Pack 3 217 User Mode ¥ (S Details
ELEPHANT + WS383765 SYSTEM  =iSUnited Kingdom  Saint Albans 922203122 4 Windows XP Service Pack 3 220 Kernel Mode Target Time
Pretoria Test 2 @ YOUR-GA27BCA44F SYSTEM B South Africa Pretoria 411948196 i Windows XP Service Pack3 215 User Mode T me Zone
testindo +  FRONTDESK SYSTEM ™ Indonesia 118.99.65.11 & Windows Vista Service Pack 2 2.20 Kemel Mode . ::’:;n
Tashiba NE 100 Yo ¢ LH-MINI SYSTEM  =Malaysia Petaling laya 175.144.4873 & Windows XP Service Pack3 220 KemelMode | |, | 1 Moge
Tashiba NE 100 Q@ Ws83765 SYSTEM E=Malaysia 175.137.114131 ¥ Windows XP Service Pack3  2.20 User Mode

The following informatiorof infected FinSpy Targets is available:

Name Description

Name Name of FinSpy Installer Package (changeable after FinSpy Infection)

M (Data on Master) | New downloaded data available on FinSpy Master

T (Data on Target) | New data available on FinSpy Tar(gkita is ready to download)

uID FinSpy Target Unique Identifier

Computer System Name of Target System

User Username under which the FinSpy Infection operates

Country Country in which the FinSpy Target is located (detected by public IP)

City Citywhere the FinSpy Target is located (detected by public IP)

Global IP Public IP address of the FinSpy Target

ice, intelligence, securt




FinSpy / User Manual

- @

Local IP IP address of the FinSpy Target System
(O] Icon representing the Operating System running on the FinSpy Target maching
OS Details Operating System including Service Pack which runs on the FinSpy Target ma|
TargetTime FinSpy Target local time
Time Zone FinSpy Target time zone and Daylight Saving Indicator
Alarm Indicator which shows if an Alert was set
Version SoftwareVersion of the FinSpy Target
Install Mode This indicates if the FinSpy Target is installed in
1 MBR (Master Boot Record)
1 Kernel Mode (as Administrator)
91 User Mode
License Shows the License ID of the FinSpy Target

Online List ofFinSpy Targettonnected to the internet and FinSpy Master
Offline: List of FinSpyarges currently not connected to Internet and FinSpy Master
Archived List of FinSpy Targets not infected anymore

Clicking on a specific target opens all possible actions. Avadablins depend on the status of the
FinSpy Target (offline/online).
RightClicking on any column header allows the user to choose which columns shall be displayed.
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Online

Alex FinSpy 3.00 WooT SYSTEM Unknown Unknown 94.200.250.1 £7 2.70
O\ Analyse Data ‘ Visualize Data '\; Evidence Protection

':\ Configuration g‘ Live Session c Update 7’( Remove Infection {®, Disconnect

The possible actions of an online target:are

Name

Description

Analyse Data

Analyzes data which is already downloaded and available on the FinSpy Mast¢

Visualize Data

Shows the recordings on a visual graph

Evidence Protection

Enables checking of Activity Logging and proofing evidence

Configuration Management othe FinSpy Target
Live Session Opens a live session to monitor a FinSpy Target live
Update Will update the FinSpyargetCore and all the modules.

Remove Infection

Removes the FinSpy Infection from the FinSpy Target

Disconnect

Disconnect from thé&inSpy Target

BCU
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2.2.2.2 Target List; Offline

Alex FinSpy 3.00 WO00T SYSTEM
O\ Analyse Data ‘ Visualize Data !; Evidence Protection
':\ Configuration % Remove Infection

Possibleactions for a infected offlinetarget. An offline target still collects data locally, which can be
downloaded any time the FinSpy Target goes online.

Name Description
Analyse Data Analyzes data which @ready downloaded and available on the FinSpy Master
Visualize Data Shows the recordings on a visual graph

Evidence Protection| Enablesheckng ofActivity Logging and proofing evidence

Configuration Management of the FinSpy Targe¢ven offline

Remove Infection | Removes the FinSpy Infection from the FinSpy Target

2.2.2.3 Target List; Archived

Archived

O\ Analyse Data ‘ Visualize Data “; Evidence Protection

|3 Remove Data

Possibleactions for @inSpytarget, which is no longer infecte@he recorded data is still persistent on
the FinSpy Master but the FinSpy target is inéécted anymore.

Name Description

Analyse Data Analyzes data which is already downloaded and available on the FinSpy Mast¢




FinSpy / User Manual

- @

Visualize Data Shows the recordings on a visual graph

Evidence Protection| Enables checking of Activity Logging and proadiidence

Remove Data Removes theecorded datarom the FinSpy Master

2.2.2.4 Target List Target Licensing

The number of FinSpy Targets which can be monitored on the systaant isf the license information
which is imported on the FinSpy Bter during the installation.

After infection, the FinSpy Target has no associated license and all its collectiagfeddures are
disabled.The FinSpy Master will allocaadicensdo the newly infected FinSpy Targétavailable.

If there is no licaseavailable the FinSpy Agemanstill see the FinSpy Target in tRargetList and can
only work limitedwith it until an existing infection is removed

Previously gatheredata can still be analyzed.

Once the license is italed on the FinSpy Targatl the features become available and the user gains
full control over theFinSpy arget.

If all the licenses are used, the new infected FinSpy Targets will be shown as disabled until a new license
isavailable.

momo-test @ VISTA-SP2-X86 SYSTEM LAN
O\ Analyse Data "; Evidence Protection ‘ Visualize Data (Beta) | M Remove Infection

Target Actions are disabled due to licensing limitation.
For more information please refer to the user manual.

To free a licensan existing infectioimas tobe removed from a licensed FinSpy Target. The infection
can be removed immediately frormanline FinSpy drget or can be scheduled for removal from an
offline FinSpy arget. Either way the license will freed immediately and alloated to an untiensed
target.

ecurty, and other government agences
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2.2.2.5 Target List; Recaded Data Availability

I aGFNI 6m0 AYRAOLFGSAZT GKIG GF AT "> 7% *~'4Fr 2y
This meanspew data was downloaded from the FinSpy Target to D4 M [T Computer

Online

FinSpy Master.

dema MUC v2.20 y LH-EEEPC
I odzA £t SG 6HO AYRAOFGS&E GKSNE *m™ @'1 IRZSGHS00CM 2 7 ¢ | N,
means, there isiew recorded data available on the FinSpy Targe —

Trial KL w0 WS-s)2
(e.g.Keylogger recordings, Skypecordings, etc.) which is not Toshiba NE 100 . WsE3765
transferred to the FinSpy Master, yet. Toshiba NB 100 2 @F-Mlm

Test &) > WS-5)-1
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2.2.3 Analyse Data

Andyse Data gives the possibility of showing all the recorded data which was transferred to the FinSpy
Master. The recorded data can be viewdd|eted or expored.& ! y I £ & Twil shéw &llist éf all data
recordedof the selected FinSpy Target.

Online
Alex FinSpy 3.00 WooT SYSTEM Unknown Unknown
O\ Analyse Data ‘ Visualize Data u Evidence Protection
"i Configuration “’% Live Session o Update K Remove Infection { @, Disconnect

All thedataof the selected FinSpy Targetisplayed as a listll new entries in the list are displayed
with bold characters. This indicates that the datasnot processed yet. Once thdata is viewed or
exported,the data willnot be displayedn boldanymore

Target List| Target #1123 - win7 (Analyse Data) =
Choose Target Choose Module Start Date End Date
All Modules (172372010 | 5] (47872010 |iE

F| Advanced options
[l P

[1v] MName UiD Size

| Description Acquired

'\1,__! Screen Recording Target #1123 - win7 O0xAGFEE129  44.1 KB 2010-03-22
'\1,__! Screen Recording Target #1123 - win7 O0xAGFEE129  44.2 KB 2010-03-22
\1 Screen Recording B Toroot #1193 winY  OxAGFEE129 441 KE 2010-03-25
Critical
get: OxAGFEE12D ® 5o m
De: 1t Screen Recorg Severe
Ac t: 2010-03-25 ? High
:Screen & Webk @ Mormal
SSIC E: Live @ Low
t yes
DRIGINAL RESOLUTION: 800 x 600
'\l-_! Screen Recording @ Target #1123 - win7  OxAGFEE129 524 KE 2010-03-19
'\l-_! Screen Recording ) Target #1123 - win7  OxABFEE129 31.2 KB 2010-03-25
'\,—! Screen Recording ' Target #1123 - win7 0OxA6FEE129 44.1 KB 2010-03-25
'\,—! Screen Recording @ Target #1123 - win7 OxAGFEE129 44.1 KB 2010-03-25
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Name Description
Description Identifies the module (device/application) of the recorded data set
| (Importance) An importance level can be associated to the collected evidence and can be us

ordering criteria. To change the Importanicevel, right click in the importance lev
column of an evidencentry and a popup with all the available importance levels

displayed.
Name FinSpy Target Name
uiD Unique internal reference to the FinSpy Target
Size Size of the data set in bytes
Acquired The date when the data was recorded

Possible actions for the data entriean be shown anddditional informationare displayed

";1 Screen Recording e "'“"'.“. #1192 - win7  OxABFEE12D 44.1 KB 2010-03-25
Target: OwABFEE129 Critical
Jescription: Screen Recorg ® Severe
at: 2010-03-25 High Delete
e: Screen & Wet @ Normal
) _' E: Live @ Law Export
LITY: yes
D RESOLUTION: 640 x 480 Comments
DRIGIMAL RESOLUTION: 800 x 600
Name Description
Show Opens the recorded data. In case of streaming data (video, sound) an external
player isopened
Delete Deletes the data set from the FinSpy Master.
Export The data is exported tthe FinSpy Agent computeA folder will open where the
data is saved in and the downloaded file selected
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Comments Opens a window where commertis the data can be storedvery change of the
Importance Leel is also logged as a comment.

LY d{K2gé Aa aStSOGSR | LRLMzZI YIF& | LIISIFNI 6KAOK 4A
File Download @
Do you want to open this file?
A~ Mame: 04BB29DB&3DEOLAE.0QQ
v Type: Ogg File

From: Target 92198733

| Always ask before opening this type of file

While files from the Intemet can be useful, some files can potentially

l-d-l hamn your computer. i you do not trust the source, do not open this
= file. What's the risk?

Comments which are once done for a specific data cannetdited or deleted. The Comments are

ordered by time in descending order which means, that the last introduced comment is displayed on
top.

J Screen Recordi 3-22
E creen Recarding | Agent Comments for ‘5creen Recording’
P screen Recording | 2010-04-08 09:50:15 Ih: P
Screen recording contents: -
| - illegal sites (law 17/2005 chapter 3)
- MSN conversation which might prove subject involvement in case -
! #00129334/2010
_—‘ -
—T | 2010-04-08 11:30:57 |h: [ g
. Changed the Importance to Severe
¢ Screen Recording 19
_J Screen Recording F—ZS
J Screen Recording 3-25
J Screen Recording 3-25
_J Screen Recording 3-25
P Screen Recording 325
a

Crroan Rarardinn Tarmat #1172 _wainT  MwAREEE170 AA1 MR ININ_N2_25
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There is also the possibilitlefine the search by using filters:

Target List'  Star 2 (Analyse Data) ¥ X
Choose Target Choose Module Start Date End Date
Microphone [1/26/2010 |65 (2/2/2010 |5
| [ |
jj SESSIONTVRE e| UD | Sze | Acquired |
QUALTY ar2 0xDOF100D0 114 B 2010-02-02
FRAMES PER SECOND
BITS PER. FRAME strokes H
The following filters are available:
Name Description
Start¢ End Date From which data to which date should be searched
Module Module by which the data was recorddd.g. Webcam, Microphone, Keylogger, .

Advanced Options | In case a specific module is selected, additional filters caappbeddepending on
the moduldge.g.All targets of acertaintime zore)
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2.2.4 Visualize Data
Visualize Data enables the FinSpy Agent to display recorded data in a graphical way.

Online
Alex FinSpy 3.00 WO0O0T SYSTEM Unknown Unknown
O\ Analyse Data I ‘ Visualize Data l u Evidence Protection
"i Configuration ""& Live Session c Update K Remove Infection { @, Disconnect

A typical overview will look like the following:

& FinSpy Agent
F X

i t (Visualize Data)
W 20100724 &

FINSPY 1
3

W Target List
M Data Analysis
M Create Target

M Configuration
M Show Logfiles
M Agent List

(hep ,
W About
M Cnline Help

loading...

W Logoft (zlex)
FinSpy Agent Version 2.38

1. Thetype of visualization. It will give two different graphs. It can be chosen between

a. Detailed view per day (default)
b. Detailed view per hour

2. The recorded data on that day. Each data is displayed with the amount of recofalirgach
module per day.

3. The imporance level can be set.




FinSpy / User Manual \‘
>

Detailed view per hour:

Target List' devel target (Visualize Data) ¥ X

dll E 20100721 11:08 (=

= Keylogger @ B X

== Keylogger

t: OxFCE24454
Des Captured keystrokes
010-07-21 11:17:04
: Keylogger
: 2010-07-21 11:03:11 3
i+ 2010-07-21 11:17:04
MasterRefTimeStart: 2010-07-21 11:03:02

1. The overview is divided by modsle

2.1 Y2dzyti 2F NBO2NRAY3 LISNJ Y2RdzA S Ada aK26yd ! RRA
GOELR NI wSO2NRE¢ YR awSY2@0S wSO2NRé¢ OlFly o6S asSt

3. Meta-Information for eachrecording can be viewed if a recording is selected.

To navigate through date drtime the mouse can be usedther via mousewvheel (up/down) oty
dragginghe scrollbar
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2.2.5 Configuration
To access the configuration afl infectedFinSpyTarget, thetarget needs to be selected and
G/ 2y FAIdzNI GA2yé Of AO]TSRO®
Online
Alex FinSpy 3.00 * WO0OT SYSTEM Unknown Unknown

O\ Analyse Data ‘ Visualize Data Qﬂ‘ Evidence Protection

15, Configuration | (X Live Session C Update " Remove Infection () Disconnect

A new windowopenswithin the FinSpy AgenfThe following imag#lustrates the layout of th&inSpy
target configuration.

Target List'  Alex FinSpy 2.50 (Configuration) s %

l General Configuration Options

Infection Executable Information .
Identi

General Infection Unique ID: 0}14CACBBCF

/D

Infection Name:

¥4 Microphone
Infection Owner:  alex (1014)

» Name/UID of Agent
A MaxInfections: 3
P4 Changed Files Maximum number of targets that will be infected
w Hiding Techniques
¥ Command M Active Hiding
Shell Use intrusive techniques to hide the infection files, folders, registry entries and network connections.

By enabling this feature the infection becomes more suspectible to detection by root-kit reveal products.

5 Infection Self-removal

4 Deleted Files

L

Scheduled Removal: [Nev

the target

[ |

Time-Out Removal: 1 Week

The FinSpy ! automatically remove itself from the tar unable to reach the master server within the configured timeframe

W File Access £ wil rarget i it
Q@ |
Wi Forensics Target Name: [Alex Finspy 250
Tools Descriptive Name of Target
: 30 seconds .

® Heartbeat Interval:
-

Delay between call-backs from Target to Master server

¥4 Keylogger
4 1024 kb, limited
- Download Speed Limit: /s unlimite
] L o -
- = Limit the bandwidth usage to @ maximum tranfer rate

B4 Printer
Proxy Settings
% Prowy IP Address(es): Proxy Port(s):

tiger.gamma-international.de 1111
B4 scheduler gerg
- 112
g 113
B4 Skype 1P Address / Hostname TCP Port(s)

ﬁ;‘ Application Based Events

Start/Stop the communication depending on the currently run

B4 screen &
Webcam Operation Mode: |Disabled g

This Workspace is divided in two parts. The first part is on thewkith contains the modules and
different configuration optionsnd the second is one the right, where module specific configuration
options can be set.
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Configuration Options:

General

Download Schedule
Alert Settings

User permissions

= =4 =4 =4

The following module are available:

Module Name Module Icon Available on the following OS:

Accesses Files

Ry

»

9

Changed Files

y
“«

Command Shell

Py
“
1 N
i

Deleted Files

my
“«

File Access

Forensics Tools f\}
o
Keylogger Ry £ A
s & 0
Microphone

A b S0 e ' N2
™

»y
“«
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rinter - »

Print :i: ‘\:

Scheduler | (e E\A

o Q &)
Screen & Webcam E! @ E\} é

VolP —*y‘ E}
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2.2.5.1 Configuration¢ General
2.2.5.1.1 Infection Executable Information
This information is not changeable.

Infection Unique ID: An internal ID of the FinSpy Target Installer
Infection NameGivennameof the target
Infection Owner: Internal user ID of the user who generated the Film8met

Max Infectiors. Maximum number ofFinSpy Targets which can be infected by the device or
application

= =4 =4 =4

Infection Executable Information

Infection Unique ID: (x4BCAGE3S

Auto-Generated Unique Identifier
Infection Name: demo MUC v2.20

Descriptive Name of Target
Infection Owner: (1037)

NameUID of Agent
Max Infections: 3

Maximum number of targets that will be infected

ntelligence, securt
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2.2.5.1.2 Hiding Techniques
It is possible to activate an advanced hiding method which allows the FinSpy Trojan to be more stealth
and extremely hidden.

The following actions are taken if the RiySTrojan runs in Usévlode:

9 Hides the network connections
9 Hides the registry entries
9 Hides the Trojan processes

The following actions are taken if the FinSpy Trojan runs in Atifodre:

9 Hides the network connections
9 Hides the Trojan processes

Hiding Techniques

B Active Hiding
Use intrusive techniques to hide the infection files, folders, registry entries and network connections.
By enabling this feature the infection becomes maore suspectible to defection by root-kit reveal products.

If the Active Hiding is activated it is mdileelyto be discoveed by some rookit detectors, due to its
aggressiveness within the system.

2.2.5.1.3 Infection Selfremoval

Computers which never go online may become infected by mistake and spread an infectedtippli
through an organization. To avoid keeping offline computers infestéldecording datathe FinSpy
Targetcan removadtself.

9 Scheduled Removal: Date on which #iaSpy Targeemoves itself from the infected computer

I Time Out Removal: Time aftethich the FinSpy Target removes itself from the infected
computer, if communication with the FinSpy Master fails (even if there is a functional internet
connection). This renewal will be disabled once the FinSpy Target contacta$ipy Master for
the first time.

Infection Self-removal

Scheduled Remowal: @

Specify a date when the FinSpy Target will automatically remove itself from the target

Time-Out Remaoval: 1 Week

The FinSpy Target wi

tomatically remove itself from the target if it is unable to reach

the master server within the configured timeframe
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2.2.5.1.4 Target Settings
Behaviour and identification of the FinSpy Target

9 TargetName FinSpy Installer may infect differeiargets To separate the FinSpy Targ#ts
previous Target ID of the infected media can be changed

 HeartbeatIntervalTK S CAyYy{ Ll GFNBSG oAff aSyR alfA@BSéE LI (
Master. The time of these packets is given in secondis is used to update the online/offline
status of the FinSpy Target

1 Download Speed Limit: This option can definedbenload speed with which the data shall be

transferred to the FinSpy Master. This is useful if only a small amount of bandwidth shall be
used.

Target Settings
Target Mame: [.ﬂ\lex FinSpy 2.50 |

Descriptive Name of Target

5 30 seconds 120
Heartbeat Interval:
-
Delay between call-backs from Target to Master server
4 1024 kb limited
Download Speed Limit /s un |m;

Limit the bandwidth usage to a maximum tranfer rate
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2.2.5.1.5 RelaySettings
The settings of the network configuration between FinSpy Target and FinSpy Master are:
1 RelaylP AddressPreconfigured with connected FinSpy Mast&his must be thexdernal 1Por

Hostnameaddress othe FinSpy Masteor of the FinSpy Relageveral IP or hosts can be
defined.The infected computer will connect to one of the configured addresse

1 RelayPort: Preconfigured with settingsetrieved by theFinSpy Master

Proxy Settings

Proxy IP Address{es): Proxy Port(s):
tiger.gamma-international.de 3111
3112
3113
IP Address / Hostname TCP Port(s)

2.2.5.1.6 Application Based Events

Defines the behavior of the FinSpy Targfetertain applications are running or not running on the
FinSpy Target system.

LT hLISNI GA2y adDRSREDT AKS A y(a®e ¢+ NBSG O02YYdzyAOl
be affected by any running application in the system.

2 KSY hLISNIiGA2y a2RS Aa aSd G2 a! OGA@S F2N) 9@SyiGés
Master only if the applicatios listed in the boxes are currently running.

hLISNI A2y a2RS aSid (2 aLylFrOOA@GS F2N 90Syidé¢ adzZJINB
FinSpy Master if one of applications listed in the boxes is currently running.

Application Based Events

Start/Stop the communication depending on the currently running applications:
Cperation Mode: |Active for event
Application Categ  pe vy Applications:

Bl Messenger Inactive for event Bl Mozilla Firefox
Bl E - Mail b iexplore
Ed FileSharing Bl Windows Internet Explorer
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2.2.5.2 Configuration¢ Download Schedule

Download schedule will automate downloads of datatomatic downloads can be initiated by time
and applicatiorbasedevents.

I ySg GlFLo gAff 2LISYy AGK GKS aSLINFdAz2zy 27F a! LILX A
new TimeEvet OlF'y 0S I RRSR® a{I @S / KIy3aSaé¢ oénuv gAtf al ¢

Target List'  Alex FinSpy 2.50 (Download Schedule) 5 X

| Application Events

B Data Available
B4 Screen Locked

B Screensaver Active

I Time Events
Date | Time | TimeZone |

Once

This category contains no items. Use the add button to add a new item.

Daily

This category contains no items, Use the add button to add a new item,

Weekly

This categaory contains no items, Use the add button to add a new item,

Maonthly

This categaory contains no items, Use the add button to add a new item,

; &

Save Changes

A download of data will be initiated if one of the configured events occurs.
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Cata Available
Fcreen Locked

Screensaver Active

Name

Description

Data Available

As soon as new recorded data is available, the data willdmsferred to the FinSpy
Master

Screensaver Active

New recorded data will be downloaded to the FinSpy Master if the Screensave
the target computelis active

Screen Locked

New recorded data will be downloaded to the FinSpy Master if the Computer o
the targetgetslocked

If a new time evenis added, anew tab opens in which all parameters of the new time event can he set

Configure Event

April, 2010

Mo Tu We Th Fr
29 30 31 1 2
5 & 7 8 9

S5a Su \J
i 4
AM
10 11
17 18
4 5 10: 3 : 42

o

Local

Chia |
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Name Description
Start Event Date The firstday on which the download starts
Event Time At which time the download starts
Interval Interval between the downloads
T Once
1 Daily
1 Weekly
1 Monthly
Time Zone Which time zone should the event refer to
i Target
i Local
T UTC

2.2.5.3 Configurationg Alert Settings

TheFinSpy Master caneat viaEMail if a target status changes. Alert messages are genetatdtie
FinSpy MasterAlerts can be triggered on the following events

Name Description
Target Online An alert will be triggered if a FinSpy Target changestatsis from Offline to Online
Data Available An alert will be triggered if a FinSpy Target has new data recorded which is no

transferred to the FinSpy Master yet.

Data Downloaded | An alert will be triggered if the FinSpy Master downloaded new data them
FinSpy Target.

Target List' Alex FinSpy 2.50 (Alert Settings)
EmailAddress | Target Online | Data Available | Data Downloaded | |

|j:hn doe@hotmail.com | 5 K /] A
v -+ < X
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2.2.5.4 Configuration¢ UserPermissions
Within this configuration ADMINISTRATOR and SYSTEM ADMINISTRATOR can define rules to allow

certain users to fulfil certain actions on the FinSpy Target.

The user management within a target lodike the following:

User Permissions

| Analyse Data | Live Session | Configuration | Update | RemowveInfection | Delete Data |

Usemame
lucian da’ 2nd user o ki v 3 - [} A
Ih da" user v K /| ¥ - h
James Tester v = v v - ] A

Mote: Only reqular users can be added or removed, adminstrators will always have full permissions.

2.2.5.5 Configuration¢ Accessed Files

The Accessed Files Modugzordsopened files from an infected FinSpy Tard®ie to the nature of
Operating Systems, a lot of files are opened all the time. Therefore enabling and configuration of this
module is important and shall be handled with care. This module might trigger and copy a lot of files to

the FinSpy Master.

Recording Options

Specify folders to watch for file access:
All Drives & Folders
%HOMEDRIVE#%HOMEPATH%
%PUBLIC%

Please provide one folder path or name per line.
Exceptions:

%PROGRAMFILES%:

SProgramFiles(x86)%

FAPPDATAR

%WINDIR%:

ERSPROFILE, APPDATA, HOMEPATH, LOCALAPPDATA, ProgramData, PROGRAMFILES, SYSTEMROOT, USERPROFILE and

W

Ml Record image files accessed by explorerexe

Deter whether image files accessed by explorer.exe to be recorded. Enabl

Specify which file types should be recorded:

will cause a lot of recordings.

M A Files M mage M roF

M Office M video W HTML

K pGP/GrupG M Audio M Archives

Custom fie types: ]

Please provide file extentions separated with semicolon, for example: .mp4;.ogv;.av
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2.2.5.6 Configuration¢ Changed Files

The Changed Files Module is in chavfjgecording the files which were modified while the modide

enabled. The FinSpy Agent will provide a configuration for the Changed Files Module where the user can
filter the location and file types which have to be monitored by the FinSpy Target module. Additional
information suchasthe event (accessed, ndycreated, changed) and the time when the event

occuredwill be providel together with the recorded file.

Changed Files Configuration Options

Recording Options

Specify folders to watch for file changes:
B4 Al Drives & Folders

%HOMEDRIVES 42 HOMEPATHS%
%PUBLIC%

Exceptions:
#PROGRAMFILES%
SAPPDATA%:
S%WINDIR%:
%:ProgramData%

Please provide one folder path or name per line.
Supparted system defined constants: ALLUSERSPROFILE, APPDATA, HOMEPATH, LOCALAPPDATA, ProgramData, PROGRAMFILES,
SYSTEMROOT, USERPROFILE and WINDIR

File Options

Specify which file types should be recorded:

B AlFiles B Image FDF
4 office B Video HTML
F pap/Grupe B Audio Archives

Custom file types:

Please provide file extentions separated with semicolon, for example: .mp4;.ogv;.avi

2.2.5.7 Configurationg Command Shell

FinSpy Target via a Commésiaell.

w This module is not configurable but enables the functionalitynteracting with the
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2.2.5.8 Configurationg Deleted Files

The Deleted Files module enables the FinSpy Target to collect deleted files from the infected system.
The Deleted Files moduledble to collectll the deleted files, namely: thideswhichare deleted

(moved) to Rcycle Bin as wedls the files removed using Shibelete. The configuration provides the
module with filtering capabilities based on location and file type. Additional information such as the
time of deletion will be provided together with the recordedtd.

Recording Options

Specify folders to watch for file deletions:
4 Al Drives & Folders

Exceptions:
SWINDIR%
%PROGRAMFILES3:

h or name per line,
ts: ALLUSERS!
SERPROFILE

File Type
Specify which file types should be recorded:
K4 AllFiles

1LE, APPDATA, HOMEPATH, LOCALAPPDATA, ProgrambData,
WINDIR

Custom file types:

2.2.5.9 Configurationg File Access

This module is not configurable but enables the functionality of interacting with the

i-—i file systemof the FinSpy Target.

2.2.5.10Configuration¢ Forensics Tools

This module is not configurable but enables the functionality of interacting with the
Q file systemof the FinSpy Target.
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2.2.5.11Configuration¢ Keylogger

Application based events can be used to tune the keylogging process. The mechanism used for FinSpy
Target conmunication is adapted for the Keylogger Module to allow/suppress the keylogging for certain
applications.

LF hLISNIGA2Y a2RS keyioggidyili notbe affécediby ang furdiRgéapplicétirSn

the system. When Operation Mode issettd O A @S T keéyog@ianSsyoil\Eaztivieth& S

I LILX AOFGA2ya ftA&GSR Ay (KS o02ESa I NB Od2NNByidfeé Nz
suppresses th&eyloggingf one ofthe applications listed in the boxes is currently running.

Application Based Events

Record/Ignore the keystrokes pressed within the configured applications:
Operation Mode: Active for event

Application Categ | i b1 Applications:
¥4 Browser PR WINWORD

¥ E - Mail EXCEL
P4 Messenger Microsoft Excel

2.2.5.12Configuration¢ Microphone

In order todefine the size of a microphone recording, the quality can be defined. Dependling o
increasing or decreasing the quality, the amount of data for a recording will change.

Decreasing the quality of recordings can s@9eercent of memory used. The selected sound quality
Oy 0SS (SaidSR dzy RBsSdampie ofitlie Sefeyted Sctind gualityligtplayed.

Microphone Configuration Options

Sound Quality: INormal (V| Listen to Sample

s for 1 minute recordings: 120 KB
Best

High

i Narmal :

Phane

Low

2.2.5.13Configurationg Printer

This module is not configurable but enables the functionality of capturing atkeri
l_'i"_l on the FinSpy Target system and places a copy as a PDF on the FinSpy Master.
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2.2.5.14Configurationg Scheduler

TheScheduler Module is responsible for time based data recording oFitifgpyT arget.Recordingcan
be scheduleat a specific datandtime andfor a giverduration.

Scheduler Configuration Options

Ac‘tive] Module Date | Time | Time Zone | Duration
Once
V] Microphone 2010-02-05 10:33 Local 00:30:00
V' Screen 2010-02-06 10:33 UTC 00:35:00
Daily

This category contains no items, Use the add button to add a new item.

Weekly

This category contains no items, Use the add button to add a new item.

Maonthly

V] Webcam 2010-02-26 10:34 Target 00:30:00 X

To create a new schedultte @ | RR & i$ udad firds Will start uphe scheduledevent generation
wizard

There are threaypes of events which can be scheduled:

1 Microphone recordingg records the primary installed microphone
9 Screen recordingsrecords screenshots at the configured frequency.
1 Webcam recordings records webcam frames at the configured frequency.

After selecting the desired event typa new section will appearhere the configuration of theedected
Event carbe defined.

FollowingEventsare available:

9 Start Event Date: The day on which the recording should start
1 Event Time: The time of the already configured day when ¢lsending should start
1 Time ZoneThe time zone referenceéivailable options are:
A Local:The time refers to the time zone of the FinSpy Master
A UTCThe time is expressed in Coordinated Universal Time
A Target:The time refers to the time zone of the target machine
1 Interval:Defines theinterval of the recording The available options are:
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A Once The recording is executed only once at the configudate andtime

A Dalily. The recording is executed every day at the configuiigte starting with the
configured date. Therisno end date.

A Weekly The recording is executed every week on the sameek dayand time
configured.

A Monthly: The recording is executed monthdy the same month day as configured at the
same hour as configured. Thaeno end dae. If the recording is schedulddr a day
which exiss only in certain monthse(g. Februarg1®) then the recording is executed
only in the months which contain day 31.

1 Duration: The duration of the recording.

Scheduler Configuration Options

1. Select what you want to schedule

Microphone
Screen

Webcam

Event Configuration

2. Configure time and duration of event

Start Event Date Event Time Interval

4 April, 2010 Pk Daily
Mo Tu We Th Fr Sa S .
o u e rosa s S Duration
23 030 31 1 2 3 4

AM
5 6 7 & 9% 10 11 Oh: 30m: 0Os
12 13 14 15 16 17 18

-2 -2
139 20 21 22 23 24 1% 10:15:30 5
26 27 28 2 30 1 2

3 4 6 7

3 22
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2.2.5.15Configurationg Skype

There are different possibilities of enabling the Skype Monitofing quality of recording and type of
communi@tion within Skype is configurable

Recording Options (1):

Phone Calls: All calls between the FinSpy Target and other parties will be recorded.

Test Messagin@All chats between the FinSpy Target and other parties will be recorded.

File Transfers: All filwansfers between the FinSpy Target and other parties will be recorded.
Contact List: The contact list of the FinSpy Target will be recorded.

= =4 =4 =

Sound Quality (2):

Decreasing the quality ebicerecordingmaysave 80 percent afpace The selected soungluality can
0S GSaGSR dzyRSNJ a[ AadGSy G2 {FYLXSé¢d !' akFYLXS 27F

File Options (3):
To record file transfex via Skypdile recording can be enabled or disabled for specifiallfile types
Custom file types can be emtad as well.

Skype Configuration Options

File Transfer Recording Options

Bl Phone Calls Bd File Transfers 1
Bl Text Messaging Bl Contact List

Phone Calls Recording Options

Sound Quality: Phone Listen to Sample 2

Estimated encoding size for 1 minute recordings: 90 KB

File Options
Specify which file types should be recorded: 3

B Al Files

Custom file types:

Dleoce nrovide file extentions senarated with cemicalon for examnle:  mods oo 3
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2.2.5.16Configuration¢ Screen & Webcam

Recording the Screen of the FinSpy target and the Webcam (if available) is possible with this module.

Both¢ Screen & Webcamhave the same settings which can be applied separately.

Name Description

Video Quality Best High, Normal, Low

Image Size Original (100%), Normal (80%), Half (50%), Quarter (25%)
This will result in a percentage resize of the original resolution

Mode Color, Black & White

Frequency Interval beginning with 2 seconds and up to 1 hour

Automatic Recording | Application based Screen Recording can additiohallyerformed. Either the

whole screen or just the application window can be recorded if a certain
application is running on the$py Target.

Screen Capture Settings

Video Quality: Normal @ MSDN: Microsoft Development, MSDN Subscriptions
o Quality
G « |3 hetpi//medn.micresoft.com/en-us/de;
Image Size:  |Normal (80%)
D M MSDN: Microscoft Development, MSDN S
Mode: Color
Frequency: (@S
Developer Centers

5
a4 <
5
5

Video Quality: [Nommal
Image Size: | Normal (80%) v
Mode: Color
Frequency 5s u

Estimated size for a single frame: 70 KB
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2.2.5.17Configuration¢ VolP

The VolRnodule giveghe possibility of recording basically all kinds of applications which are used for
VoiceoverIP communication such as instant messengers or dedicated VolP applications.

It will trigger and record the audio channel bidirectional if the Microphone and the Speakers are
activated at the same time.

It furthermore captures a snapshot of the screen after a few seconds to see with whom the FinSpy
Target is communicating.

Recording Options

Specify applications that should be recorded:
P Al Applications
Application Category:

Instant Messengers

VolIP Cli

B Screen Capture

Create a screenshot when a call is initiated to get additional call information,

Quality

Estimated encoding size for 1 minute recordings: 90 KB
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2.2.5.18Confguration ¢ Add & Remove Module

To add & remove modul@sis not required to create aew FinSpy Target Package. This can be done
easily through the Configuration dialog.

The modules will then immediately be removed from the FinSpy Target or immediatehahded
from the FinSpy Master to the FinSpy Target if added.

Removing a module Adding a module
Target List' demo MUC v2.20 (Configuration) S s dcmo MUG2.20 (Confiquration) b
l General
General Choose module to activate on the target
== Keylogger
" ) Bl Command i
Shel %, Microphone
+ P File Access
Fd Command - ’ o
izl Add New Module =] Scheduler
& skype
ﬁ_ Screen & Webcam
Double click the module to add it to the target. Click outside to close
and return to configuration,

2.2.5.19Configurationg Activate & Deactivate Module

Modules can also be activated and deactivated live on the FinSy / Tamgetlist' demo MUC v2.20 (Configuration)

Target. l

General

Removing the check from theheckbox (1) will deactivate the
module.

Setting the check in the checkbox (2) will activate the module.
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2.2.6 Live Session

Available live access depends on the installed modahdhe target Toestablisha live session exparal
targetand selecti [ Y BR a A 2 y &

> Il
Online

Alex FinSpy 3.00 WooT SYSTEM Unknown Unknown

O Analyse Data ‘ Visualize Data “‘; Evidence Protection
\

'f( Configuration l r‘(’é Live Session l c Update % Remove Infection {®, Disconnect

Select what you want to observe on the target

The possible modules are obtained and shown in a new dialog.

C\ Microphone v 270 ) ) ) ) )

B Cammand el .. | More than one live session per time is possible.

ﬂ Forensics Tools v 2.70

\'-;Fi\eAccess va7o| |

=& Keylogger v 270

ﬁ\Webcam v 2.70

'\,’ Screen v 270

Double click to start the live observation of the target
Name Description
Microphone galdlofAakKkSa I fA@S aSaairzy G2 (GKS ¢
Command Shell Commands canbeenterégto i KS ¢ NBESGQa O2YYlI YR &
Forensics Tools Enablesuploading and execution @pplications on the target machine.
File Access 2 ff akKz2g | tAQGS CAES . NRPgaSNI 2F (K
Keylogger 2Aff aKz2g || tA@S aSaarazy 2F GKS ¢ N
Webcam galdlofAakKkSa I fA@S aSaairzy G2 (GKS ¢
Screen gaidlofAakKkSa I fA@S aSaairzy G2 (GKS ¢
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Each Live Session is opened in a new tab inside the
FinSpy Agent. After closing the live sessions, the
connection to the target computer can be ended by o
Oft AOl AY 3 a5Aa02yySoOué AYaARS
Target of tab Target List.

The following chapters degbe live access of eadmodule in more detail

2.2.6.1 Live Sessioq Microphone / Webcam / Screen
For a livesession ofi KS CA y { DgplaydNeidteEdriv@dphonedzd S G KS a{ GF NIi ¢ 06 dzi
the FinSpy AgenfThe quality of the recording depends on thredefined configuration.

Target List! demo MUC v2.20 (Record Display) ¥ X TargetList'  demo MUC v2.20 (Record Display) X%

Watch the target's computer screen Wotch the forget's computer screen

| I | I

To stop recording live images microphone move the mouse over the image and click éhppé
button.





































































































































































































































