-
»p®
I~ AtHuc DIVISION OF
BLACKBERRY

=X

BlackBerry Limited
Networked Crisis Communications System
For Safety, Security and Operational Readiness

X
October 14, 2015

Barbara Seeba Ly Tran Chris Szajna

© 2015 AtHoc, Inc. All rights reserved.


mailto:bseeba@blackberry.com
mailto:ltran@blackberry.com
mailto:cszajna@blackberry.com

Hello BlackBerry Team!

= AtHoc Division of BlackBerry, focus on innovation in crisis communications
= Silicon Valley engineers mixed with Professionals in operational readiness

= Customer-success culture
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About AtHoc

= ONE team value

= 150 miles Waves to Wine Multiple Sclerosis Society Community Service

*#* AtHoc
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Parliament of Canada
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Executive Summary

»= Thank you for opportunity to present AtHoc to BlackBerry

= High confidence for success in global crisis communications
— AtHoc Alerts™ - Easy user interface to create, save, manage and publish alerts
= Multiple means of message delivery: phone calls, SMS text message, email, smart apps
» Take polls of any incidents to assess status of personnel and situation

— AtHoc Connect™ - Invite any external organizations to securely connect for cross-
agency exchange of critical alerts for situational awareness and interoperability

— AtHoc Collect™ - Gives Field First Responders Ability to Report and Geo-tag Incidents
to share with HQ, Leadership and other First Responders

= Deep experience in crisis communications; best practices from customers to share
» General Electric, Sumitomo Corp of the Americas, Warner Brothers, Microsoft

* US Dept of Defense; US Dept of Homeland Security
« Parliament of Canada
« Kaiser Permanente Healthcare, Baylor Scott & White, Children’s Medical Center

H
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AtHoc's Platform Offering

What We Do

Networked
@ Cﬁs\i{\;o(go;munication ﬂfﬁ?ﬁh 6"@]%

AtHoc provides a secure platform that Alert Collect
connects people, organizations and devices SR
globally for effective communications and

responses to any crisis, whether physical or

cyber. An “internet-of-things” approach £

which gives leaders the power to command

over the complex needs of any crisis Account Connect
communications. e R

your personnel safety and status with other arganizations

=
Secure v Unified D\T’ Mobile D

H
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AtHoc ALERT

v" Unified mass notification - Multi-modal communication to all
v' Enterprise-class, secure, flexible deployment (SaaS or Hybrid)

© 2015 AtHoc, Inc. All rights reserved.



Active Shooter Scenario

= Need to get word out quickly and clearly
% Speed — get the word out quickly

% Reach — alert to all devices for broad reach
% Clarity — no mistakes
“ Follow up — make sure users got the message

= Value of AtHoc
% Speed — each operator has library of alert scenarios, pre-canned. Just one-click
% Reach — all devices can be reached: phone, desktop, SMS, strobe, digital sign, siren
% Clarity — audio and visual (desktop alert with .wav audio); no typos; multi-lingual
% Follow up — track users responses for to start follow-on alerting

-:.
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Predefined Scenarios for Quick Alert Publishing

(¥ ATHOC (2051239) Thomas Thoma...
Alerting Situation Users Organizations Reports

G Updated
me, 12/07/2014 22:22:12
=" AtHoc Division oF Hello and welcome to AtHoc Critical Communications
BLACKBERRY
Quick Links
Publish Alert
Manage Users
Show Scheduled Alerts
Alert Title Published Time ¥ Targeted Sent Responded CHLze Uzl 1
Active Shooter 12/08/2014 11:45:11 5 2 0~ Request Support

O System is Healthy

Quick Publish

You will be able to confirm before publishin

See All Scenarios »

Create a New Alert
2 Organization(s)
2 Nofification(s) View

Ready to Publish Scenario Name a

Publish. . Active Shooter /£ Editaert 3 Enabled User(s)
0 Desktop User(s) Online
Publish... Fire £ Edit Alert 2 Mobile App User(s)

1 User(s) With No Devices
4 Edit Alert

m Personnel Accountability Status

© 2015 AtHoc, Inc. All rights reserved. 10



Easy to Edit Alert Message & Users’ Responses

Arate Cusch Enghn

Englah Francn G
Seush &enbea) iMetseriandy)

United Kingdomn)  (Unidted Statea )

b - O- b= b= O=

Pt s [owen | "
A i e e i Multilingual Support
w Content —

Adert Tl

Exercioe - p Shooter

Ader Body

New Alert
Scenano; [New Alert Tempilate]

Target UR

Engiish (Unided States
« Content t Ready
Response Options Response Text Non-Latin ¢ ol £51100
2. Py in e aves and locked down Adert Tithe Please reporn your status
Non-Latn charachers, such as Ara WK
S B S Alert Body This 5 @ message from Emer
é nnel staus
Peed help
(=)
Targe! URL
Response Options Response Text Type
1. 1 am QK and at primany lncation Normal -
Custom response options 2. 1 am OK in a desplaced location Mormal |-
3. | need help. Flease contact me ASAP MNormal -

4. | am joining the conference Call Bridge | =

Call Bridge: B868-321-8547 Pass Code
4638

Auto conference bridge dialing e System Defaul

*#* AtHoc

© 2015 AtHoc, Inc. All rights reserved. 11



Complete Device Coverage for

« Devices

Personal Devices

-~ I+ Desktop Popup “
i AtHoc Notifier .

é Phone

 Phone - Work

I Phone - Mobile

Email
= Email - Personal

i Email - Work

<]

Text Messaging

Mass Communication Devices
¢ e
#% % [+ AtHoc Connect

[ Xmi Feed

*#* AtHoc

Have Contact Info Statistics
Contaet
éo B 1 (34%) of targeted users
339 do not have contact info for
- any of the selected personal
devites, and cannot be
o contacted (View kstd®)
66%
2 (66%) of targeted users
have contact info for at least
Delivery Order one of the selected personal
1 [=] 33% devices (View list @)
1 =] 33% —Totalnumber of users selected
3 (View list @)
66%
66% /
33%

© 2015 AtHoc, Inc. All rights reserved.

Effective Delivery

audio-visual “pop-up”
notifications to computer

Smartphone Notification Application delivers
maps, response collection, location tracking
and panic button

Voice telephony alerts to any
land, VolP, mobile phone

Secure, digitally signed email, with responses
using the organizations’ email address

12



Message Delivered via Desktop Pop-Up

System Downtime Scheduled

10/06/ 1S 100787 by athoc oo

The server system will be dovn For scheduled malntenance
Between 10 m. aed 11:00 pm dight. Al users, plesse

time procedures and scoess backup
Syitered doring 1his paicd,

Click the atachad link for mere nformation

Ploase amnd

® Acknowledged

Axhnosiedge ansd show maore infa

Demo - System Outage
Reported

BT IAY 30 LT 4 by i e

- WP BW DA 336 P

Acknowledged

© 2015 AtHoc, Inc. All rights reserved.



SMS Text on Smart Phone & Blackberry

< il 24539

Facllity Lockdown. A facility lockdown has been

A facility lockdown has initiated. Please remain in your

been initiated. Please current area until further notice.
TRMAN in your current
:_;‘:.?;"“ uritil further 1. 1 am taking cover
Resp: 2. lam not in the area

3) | am taking cover

4) | am not in the area

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 14



Digitally Signed (PKI) Email

Ce Reply 2 Reply All € Forward M
Fri 4/25/2014 11:53 AM

AtHoc IWSAlerts OPM <Alert-10634-33983574@opmmxsv?2.

Facility Lockdown

Ron Mcdeely

To

Dear Ron McNeely,

A facility lockdown has been initiated. Please remain in your current location until further notice.
Please respond with one of the following options:

1.1 am taking cover
2. lam notin the area

-
=" Atan © 2015 AtHoc, Inc. All rights reserved. 15



Message Delivered to AtHoc Notifier Smart App

Mobile Alert

Ll Sprint ¥ 10:53 PM

Back 10f3
<

AtHoc Critical Communications - AMA
"Mk Demo Notification - Demo,

This is a demo only.

EVACUATE - Fire in building

1 - This is a test messag

December 7, 2014 at 10:52 PM

Alan Ma sent a report ? now
Flash Flood

, AtHoc Critical Communications... * now
‘it Demo Notification - Demo, T...

Demo only, no action needed. Demo, This is a
demo only. Attention! A fire has been reported
in Building 1. Please evacuate the area
immediately. Avoid the use of all elevators and
do not breach fire suppression doors. Evacuate
the area immediately

me *| am safe” now

Alan Ma sent a report  now
Fire in the building

) You are connected to am
“thee AtHoc Critical Communicatio...

| am safe

| need help

| am not in the area

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 16



Employees Receive Alerts via SMS Text, Email,
Desktop Pop-Up, Phone, etc.

SMS Voice Calls

> -I

Email Desktop
Alert

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 17



AtHoc COLLECT DOE ey

anoed
Displaying items 1 - 4 of 4
Send a message 1 mow
Ketan Joshi Security
ch 4 In

Ketan Joshi Security

Checked In
Ketan Joshi Security

I have an emergency
Ketan Joshi Security

v' Make every user a sensor; capture real time information for situational awareness
v User reports geo-tagged events directly from the field, via text, video, photo and voice

© 2015 AtHoc, Inc. All rights reserved.



Value of AtHoc Collect

= See something, say something — leverage the mobile work force for any incident
reporting

= Value of AtHoc Collect
% People are the sensors — use smart phone to report incident from field
% Known Location — tag location of incidents with GPS positioning
% Share Intelligence — bring images / video from the field back to central operations
“* Response Advantage — escalate response based on resources available locally

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 19



Real-time Incident Reporting

« See Something, Say Something
* Red Duress Alert Button gives nimbleness
and mobility to report and manage any — =
incident Flash Flood :

i AtHoc Critical Communications... * now
fthe Demo Notification - Demo, T...

e °| am safe”

*Sends GPS position
and pictures/videos
of situation to HR | i reperted an emergency
and security teams |

for awareness and ||
decision making il
*Initiates real-time

collaboration
.. among teams

H-1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 20

Alan Ma sent a report
Fire in the building

You are connected to 3m

b AtHoc Critical Communicatio...

EMERGEMNCY

[




GPS Location and Visual of Incidents in Real-Time for
Situational Awareness

© 2015 AtHoc, Inc. All rights reserved.



See everything, globally

= 55A Map - Windows Internet Explorer

Breach In Security >

Fire in the building

- Helsinki
Flash Flood %°

.}JULHHJH .m‘ RN I I e .
Report an incident Riga
DENN Copenhager Moscow
Report network outage EConapls .
v Imm- . Minsk
SHOOTER NEAR BY “ - ‘ :
Queaec A3 e 0N Warsaw
Suspicious package ) o
. . . [
A/ERR e > Y :
Niw S niwace — -E.‘,.quul
BB tawa = Chisindu
;i { Anchomath Lo 4 Sofia Sinck Sea
Mo e Rome | A . . Thilis
y PORTUG . _Ankara
Ju e
g Valbottn
Rabat
7 Tripoll . Baghdad

(
Masea

Atlantic : |
e Ocean : IIGE "

P Dakar_

Kingstor

+ Niamey i Khartoum Sanaa
Bamako

gadougdu

Binesl N'Djamena
L Guorae
IE p
Sl pe-Sar Ry }
- ‘u\u‘ a
acegmicam Freetow AD -
- Manron Parta-He:
_Paramariba M a 4
,Bogota D.C 5 |- Lomeé
P . e X Juba CARAA
) 1 A RORANA salatc Yaoundsé Bangu ON
l—l—l 57 P . thrmilie. Kaminalas KENYA

© 2015 AtHoc, Inc. All rights reserved. 22



AtHoc CONNECT

G an Communicate and collaborate with
g ,'L ) @p external organizations
@Ay as v" Manage a connected community of
Ly Commercial i g B T
” ‘;‘ \ enterprises a4 ; organizations and individuals
N AN
‘i‘v"" ]
§

Local authorities

454 VL
L i i‘

H1
-
- Atan © 2015 AtHoc, Inc. All rights reserved. 23



Value of AtHoc Connect

*= No incident is ever siloed; many organizations *outside™ of your
immediate environment is impacted by cyber/physical threat
— Customers

— Suppliers
— Nearby businesses

= AtHoc Connect™ gives organizations ability to achieve cross-agency /
cross organization communications during crisis

= Similar to LinkedIn, but Org-to-Org secure network crisis communications

=™
= Atan © 2015 AtHoc, Inc. All rights reserved.
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Create Network of Trusted Affiliates to Share
Critical Alerts

Alerts Situation Users

)

Connected Organizations > Add New Connection

Search for Organization by Name

Showing 1 - 50 of 200 items

Organization Name

Executive Office of Public Safety and Securit
Department of Veterans' Services
Executive Office of Education (EDU)

Alcohol and Tobacco Tax and Trade Bureau
BIMID

Bureau of Engraving and Printing

Organizations

Sector:

Executive Office of Health and Human Services [EOHHS)

assDOT)

Reports

AlL

Sector

State and Local

Government

State and Local

Government

State and Local

Government

State and Local

Government

State and Local

Government

Federal Government

Federal Government

Federal Government

Massachusetts CA

® vLrTRan (2053278) |KF (@ | Alan Ma (Admin) v

e Notifications Cancel

1‘ Search

Clear al

Location Connection Status

s, CA + Connect

+ Connect

s, CA + Connect

+ Connect

+ Connect

Washington DC,
. ) ~ + Connect
Washington DC

Bethel Island, Ca + Connect

Washington DC,
+ Connect

63
I

Wasl

ington DC

25



Created a Connected Network

« Health Agency: Network for
sharing critical
communication across
Federal, State and Local
health agencies and

beyond. j 5
CHILDREN PO
&“FAMILIES'\‘\ “C(CMS.

* In April 2015 contract

“\‘.nﬂ‘

AL,
awarded for 11 Federal g%% .
ag_en_cies in addition to b T~ /@HR_SA
existing Dept of VA, to \/
establish Federal level D) AC I_"' — ATSDR
capability for interoperable  Adrinsraron for Conmaiy g / AGENCY FOR TOXIC SUBSTANCES
critical communication. SMH,SA \
Substance Abuse and Menlal Health =
* 2 CommerC|a| health R ——— éﬁﬂﬁ:ﬂam Research and Quality
networks (Kaiser and + American
iati edLross Department of
Baylor) — existing AtHoc W2\ Departmentof rrL) AS

customers — will be joining
as well.

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 26



Example of Healthcare Connect Network

CHILDREN
EREAMILIES

47"

A&S \e‘n""‘ '\A Hualth R S
AC I-M — ATSDR
dministrafi AGENCY FOR TOXIC SUBSTANCES
S Y

fion for Com / \ AND DISEASE REGISTR
sAmHSA \\ Anna

LS. Deporment of Heatth ond Fumen Sesvces

Agency for Healthcare Research and Quality

Amerlcan
REd CI'OSS V2\ Department of

. Veterans Affairs ﬁ
% AtHoc i

© 2015 AtHoc, Inc. All rights r 27




@ 2988 Campus Dr #200

AtHoc ACCOUNT

Organizational Report

Saa the distibution of racipiants across orga

ha alert prograss fer racipiants greeped by Organizational Hisrarchy
4 uidi,

e alest is sent may be diferent, Learn Why

Expand All/ Collagse Al Bercent/ Numbes

Hisrarchy Torgeted  Sest  Received Responded Ryl Rypl Ryl  foly
| T3th ABW
Diractly in 75th ABW
8 0$ Growp m | m m 8 m ] ]
In QP Group ] [

Delivery Summary

Saz haw well the alert is doing - this Bar Chart displays an overview of the alert progress displaying number of usars
targeted, sent and acknowledged including breakdown of all the responses. 5] Suppart Gioap m m m n 74 H 06 12

The number of targated users and the numbar of usars to whom the aler is sent may be differant. Laarn Why

in Suppart Group 2 2

Targeted: 1052 adeeh 162 2 4 %) 0
Sent: 1052 100% - ¢ 108 ( s
Received: 1052 100% of sent B pintenance Grow 1M 134 LU L) ] (] ]
Responded: 1005 [ o5.91% of sent Diectly in M c : 2

sactly in Maiatanance Greup 4 24 4 FTU

Rspl: [ am OK and at primary lo... 605 57.51% of sent !

Rsp2: ] am OK in 3 displaced lo... 250 23.76% of sent Depot Maintenence Wing 130 130 130 i 1 )

Rep3: I need help; please conta... 154 14,64% of sent Tha e i ive. 205 m
No-Rsp: 43 |l 4.05% of sent

v" Know the status and location of your personnel in times of crisis
v' Manage enterprise-wide or per each unit

AIHUC © 2015 AtHoc, Inc. All rights reserved. 28



Value of AtHoc Personnel Accountability

= Accounting for personnel during unexpected disasters
% Does anyone need assistance?

% Who's available to get back to work?
“* Where are they?

= Value of AtHoc Personnel Accountability
% Safety — knowledge employee’s status aggregated into central reports

% Fast recovery — directs personnel back to work for business re-start, recovery
** Focus — enables use of limited resources for personnel who are in need

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 29



Accelerate Recovery Time of Operations

Work Availability - Summary

Show Selection Summary

Users included in this report: 1632 out of 1632 total Enabled Users within your User Base. View list (@

Back to work in 3 days 89 5%
Back to work in 7 days 364 22%
Can Work now 879 54%
Don't know 38 2%
.ND Answer 34 2% _
MNo Value 228 14% x

H1
=" Atan © 2015 AtHoc, Inc. All rights reserved. 30



See Personnel Status

Select a Report

CPR Certified

Critical Response Team

Current Location

Current On Duty Staff Members
Device coverage report

Office Building

Transport Needs

Work Availability

*#* AtHoc

Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced
Summary By Organizational Hierarchy Advanced

© 2015 AtHoc, Inc. All rights reserved.

Personnel CPR Certified

Personnel Current Location

Availability of users' contact info

Personnel Office Building

Personnel Transport Needs

Personnel Work Availability

31



IP Position

= 4 jssued patents

8,542,117 Predictive alert targeting for mass notification systems
8,736,443 Mobile alerting system using distributed notification delivery
8,836,479 Alerting system using distributed notification delivery

8,844,050 Personnel Crisis Communications Management and Personnel
Status Tracking System

PCT pending for all

= Additional applications

*#* AtHoc

1 allowed
5 pending
2 to be filed soon

© 2015 AtHoc, Inc. All rights reserved. 32



AtHoc Integration Technology

Manual Alert
Activation [Web)

8 fit

Mobile Alerts from
iPhone and
Android Devices

IP Phone
Panic Button

IP Camera
Motion Detection

[

Access Control

Fire Alarm

Weather Warning

Other Systems

Sources

AtHoc NAS
[Netsar dariing Systar]

“AfHoc e

Unified Communication
(E)H Interface (iPEX)
t 0c “AHoc  mmmm

AtHoc IWSAlerts Unified
Notification Server

Secure Public

« ¢

“Cloud™
Unified Motification Digital Display
Response Tracking | [O—
Event Monitoring "AtHoc s
Scenaric Management
Recipients Directory AtHoc IM
Reporting Dashboard — I_P o]
Personnel Accountability “AtHoc ‘
- Radio Interface |
“AtHoc s
IPAWS OPEN
Interface
AtHoc Mobile Alerting System “AtHoc .=

% Secure ﬁ VolP Phones
VolP
i Het:'mk —H Public }‘
. = Fhone ?__ 4 \
PSTN Natwork / i
Gltevay Landline!
' i Cellular Phones
AtHoc NDMS :
tNo&i::ml::gim, -
Mannged Service]
T P <@l
oc . | SMS Email Pe rsona I

Pager

Computer Desktops
SmartphoneiTablets
and Email

] ATTENTION

ENERGENCY NOTRCE
T Ty 1!

Digital Displays

Giant Voice/Public Address

Y

VHFIUHF/Nextel PTT Radios

¥ FEMA
b EAS

Fire Panels

wd

LE
CAPARLE
PAWS

Public

© 2015 AtHoc, Inc. All rights reserved.
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Results of Effective AtHoc Crisis Communications

CODEMAROON iJm | TEXAS A&M

EMERGENCY NOTIFICATION SYSTEM UNIVERSITY

60K Population Across College Station, TX - 5,000+ Acres Property

)

Dates Classroom Alerts

Aug. 27, 2015
2336 pm
Alert

Aug. 27, 2015
1:48 pm
Alert

Aug. 27, 2015
1:11 pm
Alert

Aug. 27, 2015
12:51 pm
Alert

Aug. 27, 2015
12:10 pm
Alert

-..
i AIHUC © 2015 AtHoc, Inc. All rights reserved.
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AtHoc Mission

NG [RE
WORLD SAH

We Empower Organizations & People to
Communicate & Collaborate in Times of Crisis
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