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Improving Critical Infrastructure Cybersecurity
 

“It is the policy of the United States to enhance 
the security and resilience of the Nation’s 

critical infrastructure and to maintain a cyber 
environment that encourages efficiency, 

innovation, and economic prosperity while 
promoting safety, security, business 

confidentiality, privacy, and civil liberties” 

Executive Order 13636 
12 February 2013 
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Based on the Executive Order, the Cybersecurity 
Framework Must... 

•	 Include a set of standards, methodologies, procedures, 

and processes that align policy, business, and 

technological approaches to address cyber risks 

•	 Provide a prioritized, flexible, repeatable, performance-

based, and cost-effective approach, including 

information security measures and controls, to help 

owners and operators of critical infrastructure identify, 

assess, and manage cyber risk 

•	 Identify areas for improvement to be addressed through 

future collaboration with particular sectors and 

standards-developing organizations 

•	 Be consistent with voluntary international standards 
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Development of the Framework
 

Engage the 
Framework 

Stakeholders 

Collect, 
Categorize, and 

Post RFI 
Responses 

Analyze RFI 
Responses 

EO 13636 Issued – February 12, 2013 

NIST Issues RFI – February 26, 2013 

1st Framework Workshop – April 03, 2013 

Completed – April 08, 2013 

Identify Common Practices/Themes – May 15, 2013 

2nd Framework Workshop at CMU – May 2013 

Draft Outline of Preliminary Framework – June 2013 

Ongoing Engagement: 

Open public comment 

and review encouraged 

and promoted 

throughout the 

process… 
and to this day 

3rd Workshop at UCSD – July 2013 

4th Workshop at UT Dallas – Sept 2013 

Identify 
Framework 
Elements 

Prepare and 
Publish 

Framework 

5th Workshop at NC State – Nov 2013 

Published Framework – Feb 2014 
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The Cybersecurity Framework Is for Organizations…
	

•	 Of any size, in any sector in (and outside of) the critical infrastructure 

•	 That already have a mature cyber risk management and cybersecurity program 

•	 That don’t yet have a cyber risk management or cybersecurity program 

•	 With a mission of helping keep up-to-date on managing risk and facing 

business or societal threats 
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Cybersecurity Framework Components
 

Describes how cybersecurity 

risk is managed by an organization 

and degree the risk management 

practices exhibit key characteristics 

Aligns industry standards and 

best practices to the Framework 

Core in a particular 

implementation scenario 

Supports prioritization and 

measurement while 

factoring in business 

needs 

Cybersecurity activities and 

informative references, 

organized around particular 

outcomes 

Enables 

communication of cyber 

risk across an 

organization 

Framework 
Core 

Framework 
Implementation 

Tiers 

Framework 
Profile 
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  Key Properties of Cyber Risk Management
 

Risk Management 
Process 

Integrated Risk Management Program 

External 
Participation 
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Implementation Tiers
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1 2 3 4 

Partial Risk 
Informed 

Repeatable Adaptive 

Risk 
Management 

Process 

The functionality and repeatability of cybersecurity risk 
management 

Integrated Risk 
Management 

Program 

The extent to which cybersecurity is considered in broader 
risk management decisions 

External 
Participation 

The degree to which the organization benefits my sharing or 
receiving information from outside parties 
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Adaptation of Implementation Tiers 

9
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1 2 3 4 

Partial Risk 
Informed 

Repeatable Adaptive 

People Whether people have assigned roles, regular training, take 
initiative by becoming champions, etc. 

Process NIST Risk Management Process + 
NIST Integrated Risk Management Program 

Technology Whether tools are implemented, maintained, evolved, 
provide effectiveness metrics, etc. 

Ecosystem NIST External Participation + 
Whether the organization understands its role in the 
ecosystem, including external dependencies with partners 



 

Core 
Cybersecurity Framework Component 

Senior 

Executives
 

•	 Broad 
enterprise 
considerations 

•	 Abstracted risk 
vocabulary 

Implementation/
 
Operations
 

•	 Deep 
technical 
considerations 

•	 Highly 

specialized 

vocabulary
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Core 
Cybersecurity Framework Component 

What processes and 
assets need 
protection? 

What safeguards are 
available? 

What techniques can 
identify incidents? 

What techniques can 
contain impacts of 

incidents? 

What techniques can 
restore capabilities? 

Function Category ID 
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Identify 

Asset Management ID.AM 

Business Environment ID.BE 

Governance ID.GV 

Risk Assessment ID.RA 

Risk Management Strategy ID.RM 

Protect 

Access Control PR.AC 

Awareness and Training PR.AT 

Data Security PR.DS 

Information Protection Processes & Procedures PR.IP 

Maintenance PR.MA 

Protective Technology PR.PT 

Detect 

Anomalies and Events DE.AE 

Security Continuous Monitoring DE.CM 

Detection Processes DE.DP 

Respond 

Response Planning RS.RP 

Communications RS.CO 

Analysis RS.AN 

Mitigation RS.MI 

Improvements RS.IM 

Recover 
Recovery Planning RC.RP 

Improvements RC.IM 

Communications RC.CO 



 Connecting Technologists and Leadership
 
Cybersecurity Framework 
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Detect 

Recover 

Profile 
Cybersecurity Framework Component 

Ways to think about a Profile: 
Identify 

•	 A customization of the Core for a 
given sector, subsector, or 
organization 

Protect 

Respond 

•	 A fusion of business/mission logic 
and cybersecurity outcomes 

•	 An alignment of cybersecurity requirements with 
operational methodologies 

• A basis for assessment and expressing target state
 

•	 A decision support tool for cybersecurity risk 
management 
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  Supporting Risk Management with Framework
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Framework 7 Step Process 
3.2 Establishing or Improving a Cybersecurity Program 

• Step 1: Prioritize and Scope 

• Step 2: Orient 

• Step 3: Create a Current Profile 

• Step 4: Conduct a Risk Assessment 

• Step 5: Create a Target Profile 

• Step 6: Determine, Analyze, and Prioritize Gaps
 

• Step 7: Implementation Action Plan 
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Building a Profile 
A Profile Can be Created in Three Steps 

1 Mission 

Objective 

A 

B 

C 

2 
Cybersecurity
 
Requirements
 

Legislation
 

Regulation
 

Internal & External Policy
 

Best Practice
 

Subcategory 

1 

2 

3 

/ 
98 

Operating
 
Methodologies
 

Guidance and methodology 

on implementing,
 

managing, and
 

monitoring
 

16 
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Reconcile Requirements 
Use Cybersecurity Framework Profiles to Align and Deconflict Requirements 

Subcats Requirements 

1 A B 

2 C D E F 

3 G H I J 

... ... ... ... ... 

98 XX YY ZZ 

Law Regulation Org Policy Environment 

Dynamic Static 
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Set Priorities 
Use Cybersecurity Framework Profiles to Determine Priorities 

Subcats Requirements 

1 High High High 

2 Mod High Mod Mod 

3 Low Low Low 

... ... ... ... ... 

98 Mod Mod 

Law Regulation Business 
Objectives 

Threat Profile 

Dynamic Static 
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Resource and Budget Decisioning
 
What Can You Do with a CSF Profile 

As Is 
Year 1 
To Be 

Year 2 
To Be 

Sub-

category Priority Gaps Budget 

Year 1 

Activities 

Year 2 

Activities 

1 moderate small $$$ X 
2 high large $$ X 
3 moderate medium $ X 
/ / / / 

98 moderate none $$ reassess 

/and supports on-going operational decisions too 
19 



 

 
 

 
 

Profile Ecosystem
 

TAXONOMY REQUIREMENTS PRIORITIES
 

1 

2 

3 

... 

98 

1 Req A 

2 Req B 

3 Req C 

... ... 

98 Req ZZ 

1 Req A High 

2 Req B Mod 

3 Req C Low 

... ... ... 

98 Req ZZ High 

National Institute of 
Standards and 

Technology 

Community 
Organization or 

Community 

Cybersecurity 
Framework Core 

Crosswalks 
Mappings 

Cybersecurity 
Framework Profile 
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Guidance on OMB Circular A-130 Update
 
Roadmap Item - Federal Agency Cybersecurity Alignment 

Updated OMB Circular A-130 Appendix III 
Responsibilities for Protecting Federal Information Resources 

Section 4.n The Framework is not intended to duplicate the current information 
security and risk management practices in place within the Federal Government. 
However, in the course of managing information security risk using the established 
NIST Risk Management Framework and associated security standards and guidelines 
required by FISMA, agencies can leverage the Cybersecurity Framework to 
complement their current information security programs. 

Interim guidance: http://www.nist.gov/cyberframework/cybersecurity-
framework-faqs-relationship-between-the-framework-and-other-approaches-
and-initiatives.cfm#sp800-37 

In the near future, ͞NIST will provide additional guidance on how agencies can 
use the Cybersecurity Framework and in particular, how the two frameworks 
can work together to help agencies develop, implement, and continuously 
improve their information security programs.͟  
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International Dialogs 
Roadmap Item – International Aspects, Impacts, and Alignment 

Twenty nine (29) countries have participated in 

discussion with NIST, including dialog with: 

•	 The European Union, and 14 out of 28 

Member States 

•	 All 5 of the Five Eyes 

•	 6 countries in Asia 

•	 5 countries in the Middle East 
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Common Patterns of Use
 

•	 Integrate the Functions into Your Leadership 

Vocabulary and Management Tool Sets 

•	 Determine Optimal and Current Risk 

Management Using Implementation Tiers 

•	 Reflect on Business Environment, Governance, 

and Risk Management Strategy Categories 

•	 Develop a Profile of Cybersecurity Priorities, 

Leveraging (Sub)Sector Profiles When 

Available 
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NIST Baldrige Excellence Builders
 
Baldrige Cybersecurity Excellence Builder 

Manufacturing
 

Service
 

Small Business
 

Education (1999)
 

Healthcare (1999)
 

Non-profit (2007)
 

Cybersecurity (2016)
 

“There is no question that setting the bar high by using the Baldrige Criteria and 

seeking this award made an enormous difference in our performance. The results 

show that we've outgrown our target competitors, exceeded margin expectations, and 

built a great workforce.” - Scott McIntyre, Managing Partner, PWC Public Sector Practice 

24 

https://www.nist.gov/sites/default/files/documents/2016/09/15/baldrige-cybersecurity-excellence-builder-draft-09.2016.pdf


 

  

 

  

NIST Manufacturing Profile 
NIST Discrete Manufacturing Cybersecurity Framework Profile 

Utilizing CSF Informative References to create tailored language 

for the manufacturing sector 

• NIST SP 800-53 


• NIST SP 800-82
 

• ISA / IEC 62443 


www.tiger-global.co.uk 
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System Categorization
 
NIST Discrete Manufacturing Profile 
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System Categorization
 
NIST Discrete Manufacturing Profile 
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http://csrc.nist.gov/cyberframework/documents/csf-manufacturing-profile-draft.pdf


  

  

  

 

  

 

Examples of Framework Industry Resources
 

American Water Works Association’s 
Process Control System Security 

Guidance for the Water Sector 

Cybersecurity Risk Management and Best Practices 
Working Group 4: Final Report 

Italy’s National Framework for 
Cybersecurity 

The Cybersecurity Framework
 
in Action: An Intel Use Case
 

Energy Sector Cybersecurity Framework 

Implementation Guidance 

28 

http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance
http://www.awwa.org/Portals/0/files/legreg/documents/AWWACybersecurityguide.pdf
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
http://www.cybersecurityframework.it/


 
  

 

    

 

   

    

American Water Works Association
 
Process Control System Security Guidance for the Water Sector 

•	 A 29 page security guide 

•	 Recommended Security Practices for Water 

Sector – a list of 12 major ‘to dos’ 

•	 A Cybersecurity Guidance Tool to simplify 

guidance landscape 

•	 Crosswalk of Framework to AWWA Guidance 

Control 

29 

http://www.awwa.org/Portals/0/files/legreg/documents/AWWACybersecurityguide.pdf


  

 

Cybersecurity Guidance ToolProcess Control 

System Security Guidance for the Water Sector 
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http://www.awwa.org/Portals/0/files/legreg/documents/AWWACybersecurityguide.pdf


 
  

CGT Use Case Examples 
Process Control System Security Guidance for the Water Sector 
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http://www.awwa.org/Portals/0/files/legreg/documents/AWWACybersecurityguide.pdf


  

Referenced Standards 
Process Control System Security Guidance for the Water Sector 
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http://www.awwa.org/Portals/0/files/legreg/documents/AWWACybersecurityguide.pdf


   

 

 

 

   

   

 

Intel 
The Cybersecurity Framework in Action: An Intel Use Case 

•	 A 10 page Framework case study 

•	 Pilot in Intel’s Office of Enterprise Infrastructure
 

•	 Customized Implementation Tiers 

•	 Interviewed subject matter experts to assign Tier 

scores at the Category level 

•	 Compared to an optimal Tier assignments at the 

category level to determine gaps 

33 



 

 
  

Implementation Tiers 

34 

1 2 3 4 

Partial Risk 
Informed 

Repeatable Adaptive 

Risk 
Management 

Process 

The functionality and repeatability of cybersecurity risk 
management 

Integrated Risk 
Management 

Program 

The extent to which cybersecurity is considered in broader 
risk management decisions 

External 
Participation 

The degree to which the organization benefits my sharing or 
receiving information from outside parties 
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Adaptation of Implementation Tiers 

35 

1 2 3 4 

Partial Risk 
Informed 

Repeatable Adaptive 

People Whether people have assigned roles, regular training, take 
initiative by becoming champions, etc. 

Process NIST Risk Management Process + 
NIST Integrated Risk Management Program 

Technology Whether tools are implemented, maintained, evolved, 
provide effectiveness metrics, etc. 

Ecosystem NIST External Participation + 
Whether the organization understands its role in the 
ecosystem, including external dependencies with partners 
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Category Gap Analysis 
The Cybersecurity Framework in Action: An Intel Use Case 



 

  

 

      

 

Italy 
National Framework for Cybersecurity 

•	 A 121 page national framework 

•	 Based 100% on NIST Framework 

•	 Created with industry and academia 

•	 Published in both Italian and English 

•	 Suggested Subcategory Priorities for Small and 

Medium Enterprises (SME) 

•	 Qualitative Assessment Criteria 

•	 Capture an approach to risk management that is 

beyond NIST Framework 

37 

http://www.cybersecurityframework.it/


 

Suggested Priorities for SMEs
 
National Framework for Cybersecurity 
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http://www.cybersecurityframework.it/
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Qualitative Assessment Criteria
 
National Framework for Cybersecurity 

http://www.cybersecurityframework.it/


    

 

 

 

 

 

Communications Security, Reliability, 
and Interoperability Council 
Cybersecurity Risk Management and Best Practices Working Group 4: Final Report 

•	 A 400 page security guide 

•	 Profiles for five different telecommunications 

segments – Broadcast, Cable, Satellite, 

Wireless, Wireline 

•	 Requirements and Barriers to Implementation
 

•	 Small and Medium Business guidance 

40 

https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf


    

Subcategory Scope, Criticality, and 
Difficulty - Cable Segment 
Cybersecurity Risk Management and Best Practices Working Group 4: Final Report 

41
 

https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf


    

Prioritized Practices - Cable Segment 
Cybersecurity Risk Management and Best Practices Working Group 4: Final Report 

42 

https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf


    

Requirements and Barriers to 
Implementation 
Cybersecurity Risk Management and Best Practices Working Group 4: Final Report 
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https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf


   

  
 

  
 

  

  

Department of Energy 
Energy Sector Cybersecurity Framework Implementation Guidance 

•	 A 49 page Framework implementation guide 

•	 Heavy emphasis on mapping Framework to 
Cybersecurity Capability Maturity Model 
(C2M2) 

•	 A view of organizational approaches to gap 
analysis 

•	 Provides additional detail for 7 Step 
Framework process 

•	 Maps Framework Implementation Tiers to 
C2M2 MILs 

•	 Maps Framework Implementation Tiers to 
C2M2 MILs 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


 
  

 

 

 

 
 

DoE Framework Implementation Approach
 
Energy Sector Cybersecurity Framework Implementation Guidance 

•	 An effective 
communications 
and an iterative 
feedback loop for 
continuous 
improvement 

•	 Similar to Electricity 
Subsector 
Cybersecurity Risk 
Management 
Process Guideline 
[RMP; DOE 2012b] 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


   

Detailed 7 Step Framework Process 
Energy Sector Cybersecurity Framework Implementation Guidance 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


   

Gap Analysis by Organization Approach
 
Energy Sector Cybersecurity Framework Implementation Guidance 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


   

Implementation Tiers – to – C2M2 MILs 
Energy Sector Cybersecurity Framework Implementation Guidance 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


   

Framework Core – to – C2M2 MILs 
Energy Sector Cybersecurity Framework Implementation Guidance 
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http://www.energy.gov/oe/downloads/energy-sector-cybersecurity-framework-implementation-guidance


 

   

 

 
 

 
 

 

 

  

  

Examples of U.S. State & Local Use
 

Texas, Department of Information Resources 
• Aligned Agency Security Plans with Framework 

• Aligned Product and Service Vendor Requirements with Framework 

50 

Houston, Greater Houston Partnership 
• Integrated Framework into their Cybersecurity Guide 

• Offer On-Line Framework Self-Assessment 

North Dakota, Information Technology Department 
• Allocated Roles & Responsibilities using Framework 

• Adopted the Framework into their Security Operation Strategy 

National Association of State CIOs 
• 2 out of 3 CIOs from the 2015 NASCIO Awards cited 

Framework as a part of their award-winning strategy 

New Jersey 
• Developed a cybersecurity framework that aligns controls and 

procedures with Framework 

http://dir.texas.gov/View-About-DIR/Information-Security/Pages/Content.aspx?id=5
http://www.houston.org/policy/infrastructure.html
https://www.ndsu.edu/fileadmin/conferences/cybersecurity/Slides/Bakke-Art-STAGEnetSecurityModel.pdf
http://www.nascio.org/Newsroom/ArtMID/484/ArticleID/277/NASCIO-Recognizes-State-Chief-Information-Security-Officers-with-Jarrett-Scholarship


   

  

 

 

 

 

Stakeholder Recommended Actions
 
NIST applauds stakeholders for their efforts around the 

Framework thus far. To sustain the growth of a healthy Framework 

ecosystem, NIST asks that stakeholders: 

•	 Customize the Framework for your sector or 

community 

•	 Publish a sector or community Profile or relevant 

“crosswalk.” 

•	 Advocate for the Framework throughout your sector 

or community, with related sectors and communities. 

•	 Publish “summaries of use” or case studies of your 
Framework implementation. 

•	 Share your Framework resources with NIST at 

cyberframework@nist.gov. 
51 
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Framework Next Steps
 
NIST will proceed with a Minor update that aims to clarify and 
refine the Framework while minimizing disruption to stakeholders. 

Updates may include: 

• Updating the Informative References 

• Clarifying guidance on the Implementation Tiers 

• Cyber Threat Intelligence in the Core 

• Guidance for applying the Framework in supply chain risk management 

• And more….. 

Look for refinement to take place outside of the Core as well. 

• The Framework Roadmap 

• Frequently Asked Questions 

• Related work products and NIST publications 

• Framework Governance Methodology 

• Framework Self-assessment criteria 

NIST seeks to release a Framework draft for comment in early 2017
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Resources 
Where to Learn More and Stay Current 

The National Institute of Standards and Technology Web 

site is available at http://www.nist.gov 

NIST Computer Security Division Computer Security 

Resource Center is available at http://csrc.nist.gov/ 

The Framework for Improving Critical Infrastructure 

Cybersecurity and related news and information are 

available at www.nist.gov/cyberframework 

For additional Framework info and help 

cyberframework@nist.gov 

http://www.nist.gov
http://csrc.nist.gov/
http://www.nist.gov/cyberframework
mailto:cyberframework@nist.gov
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