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Overview

This document contains two parts:

The first part discusses the configuration of IS FTP. It includes IS FTP installation, configuration of an FTP site
with basic authentication, passive mode configuration, external IPv4 address configuration, and Windows
Firewall settings.

The second part discusses the configuration of Filezilla FTP Server. It includes Filezilla FTP Server installation
and configuration of an FTP site.

IS FTP server configuration

Installing FTP v7.5 for IIS

If the FTP service is not already installed on the server, please follow these steps to add the service. Otherwise,
skip to the next section Creating an FTP site with basic authentication.

1.
2.

Click on the Start > Administrative Tools > Server Manager.

In the Server Manager, click on Roles on the left side, then click Add Roles on the right side to invoke the
Add Roles Wizard.

Scroll down and select Server Roles on the left side, then click to select Web Server (IIS) on the right
side, and click Next.

Click Next.

On the Select Role Services page of the Add Role Services wizard, scroll down and expand the FTP
Server option. Then, click to select FTP Service.

Click Next.
On the Confirm Installation Selections page, click Install.
On the Results page, click Close.

Creating an FTP site with basic authentication

This section details how to create a new FTP site to which the HP Device Management Server, as well as the
Device Management Agents on the thin clients, can connect to for read and write access using basic
authentication. Before creating this site, ensure that you create a user account from which the FTP service can
authenticate. The example provided here uses a local user account with the username of “hpdmadm”. Use the
following steps to create the FTP site:

1.
2.

Click on the Start > Administrative Tools > Internet Information Services (lIS) Manager.

In the Connections pane on the left side of the IS 7 Manager, expand the root server node, and then click
to select the Sites node in the tree.

In the Actions pane on the right side, click Add FTP Site..., or right-click the Sites node in the Connections
pane and select Add FTP Site... from the pop-up context menu. This will launch the Add FTP Site wizard.




4. On the Site Information page, enter a name for the FTP site, and browse and select a path on the local
system to use as the Content (or root) directory. In this example, we will use the site name of
“HPDM-Repository” and provide the root path of “C:\inetpub\ftproot”.

5.

Add FTP Site

0 Site Information

2|

ETP site name:

IHPDM-F‘.eposib::ry

Content Directory
Physical path:

C:\inetpub

Brevious I Mext I

I Cancel |

NOTE: Please ensure that the user account being used for HPDM FTP transactions has sufficient rights to
allow reading, writing, and directory listing on the folder selected for the Content (or root) directory.

Click Next.




6. On the Binding and SSL Settings page, enter or modify the details for your particular needs. In our example,
we kept the default values for IP Address and Port, “All Unassigned” and “21” respectively. We did not
select Enable Virtual Host Names and selected No SSL.

Add FTP Site ed |
q Binding and SSL Settings
—Binding
IP Address: Port:
IAII Unassigned j |21

r Enable Virtual Host Names:
Virtual Host (example: ftp.contoso,com):

¥ Start FTP site automatically

—S5L
% Mo 3SL

= Allow S5L

" Reguire S5L
551 Certificate:
INDt Selected

Previous | MNext Einish | Cancel |

NOTE: Configuration of Secure Sockets Layer (SSL) FTP is beyond the scope of this document.

7. Click Next.




8. On the Authentication and Authorization Information page, select the Basic authentication option. Then,
select to allow access only to Specified users and provide the username of the account that was created
for HPDM FTP transactions. In our example, we created and are using the account username of
“hpdmadm”. For the Permissions options, be sure to click to select both Read and Write.

Add FTP site 2xl

@ Authentication and Authorization Information

— Authentication

r Anonymous

I Basic

— Authorization

Allow access to:

ISpEdﬁEd users j

Ihpdmadm|

Permissions

v Read
I wirite

Previous Mext | Einish I Cancel

9. Click Finish.

Configuring the Passive Port Range for the FTP service

In this section, we will configure the server-level port range for passive connections for the data channel from thin
clients. Although the FTP client used by the HPDM Agent on the thin clients supports both an active and passive
mode for the data channel, the passive mode enables the thin client to initiate both the control and data
connections to the server, solving the problem of a firewall filtering the incoming data port connection to the thin
client from the server. However, in order to support a firewall on the server, a passive port range needs to be
specified and the server’s firewall must be configured to allow traffic on this port range. Use the following steps
to configure the Passive Port Range:

1. If the IIS 7 Manager is not already still open, click on the Start > Administrative Tools > Internet
Information Services (11S) Manager.




2. In the Connections pane on the left side, click to select the serverlevel node, then double-click the FTP
Firewall Support icon in the center pane.

¥ Internet Information Services (IIS) Manager . i |I:||1|
e = e =
OO (5 oo » FECLT
Ele Wiew Help
T @ REPOTEST
@5' = l l& Ed H Open Feature
&5 Start Page ome
-85 REPOTEST (REPOTEST\Administs Hlalune LCeuts
e
¥ Application Pools « Restart
@] Sites = B Start
B Stop
View Application Pools
View Sites
Change .MET Framework Version
@ Help
Online Help
Browsing
— W
|
FTP IPv4 FTP Logging
Address a... LI
4| | » Features View |/ - Content View
Ready e‘3.:5

3. Enter a range of values for the Data Channel Port Range. The valid range for ports is 1024 through

65535. Ports from 1 through 1023 are reserved for use by system services. For our example, we use the port
range of “49152-65535".

*E Internet Information Services (IIS) Manager i =] 4|
@@ | €3 » repoTEST » &« @ -

File View Help

Commections .
Q|2 |8 qé! FTP Firewall

/1 To accept passive connections
% Srtpace support R v
E"Hj HERDIEST (SRR LA s . settings on this page let you firewall does not ﬁlte‘: packets,
-2} Application Pools configure your FTP server to accept configure the external IPv4
- (@] Sites passive connections from an external address of your firewall.
- Default Web Site firewall.
€ HPDMRepos _

@ HPDM-Repository Data Channel Port Range: Ey apply
|49152-65535| B Cancel
Example: 5000-6000 @ o

Elp
External IP Address of Firewall: Online Help

Example: 10.0.0.1

J | o oo e

Configuration: ‘applicationHost. config' qﬂ.:i




4. In the Actions pane, click Apply.

5. You may see a warning message at this point that indicates that the ports need to be added to the server
firewall. We will be doing this a little later. Click OK.

Configuring the external IPv4 address for the FTP site

In order for the FTP site to accept passive connections when the Windows Firewall is enabled, you must specify
the external address of the firewall (in most cases this is just the IP address of the server itself), in the FTP site
configuration. In this section, we will configure the external IPv4 address for the FTP site that we created for the
HPDM repository. To do this, use the following steps:

1. Ifthe IIS 7 Manager is not already still open, click Start > Administrative Tools > Internet
Information Services (1I1S) Manager.

2. In the Connections pane on the left, expand the Sites node, click to select the FTP site we created earlier,
and then double-click the FTP Firewall Support icon in the center pane.

3. Enter an IP address in the External IP Address of Firewall field. In our example, this is simply the IP
address of the server itself.

!Elnternet Information Services (IIS) Manager - |Elli|
@;;9 [% » REPOTEST # Sites » HPDM-Repository P ‘ 0 T;'?T |@' v

File  View Help

——— FTP Firewall
ﬁ,‘ = | La| | &, /4 To accept passive connections
T when you are using over
-&¥ Start Page SuPpurt sgL (FTPS) or wl';en Er
Eaj REPDTE_ST {_REPOTE dministy The settings on this page let you firewall does not filter packets,
é:’ Application Pools configure your FTP server to accept configure the external IPv4
El-[é] Sites passive connections from an external address of your firewall.
- Jisimiisi e oacions
€9 HPDMRepos
% HPDM-Repasitary Data Channel Port Range: 27 Apply

|—1-9152--55535 ¢ cancel

Example: 5000-6000

'@' Help
External IP Address of Firewall: .
Online Help
|192. 168.83.3|
Example: 10.0.0.1
4| | » E Features View (/2 Content View
Configuration: 'applicationHost. config' eﬂ;;

4. In the Actions pane, click Apply.

Note: Besides IS FTP configuration, we recommend another FTP configuration tool. Please see the chapter
FileZilla FTP server configuration.
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Windows Firewall settings

In Windows Server 2008 R2, the built-in firewall service is provided to help secure your server from network
threats and is enabled by default. If you choose to use the built-in Windows Firewall, you will need to configure
your settings so that the HPDM and FTP traffic can pass through the firewall. This section will not only cover how
to configure the FTP ports but also the basic ports used by HPDM. Please note that you will need to be logged
in as Administrator or as a user that has administrator privileges. If you are only logged in using an account
that has administrator privileges (and not as the Administrator account), then you will need to ensure that you
open the command prompt by right-clicking the Command Prompt menu item that is located in the
Accessories menu for Windows and selecting Run as administrator. This is required because the User
Account Control (UAC) security component in the Windows Server 2008 R2 operating system prevents
non-Administrator account access to the firewall settings.

Firewall settings for FTP

An exception is needed for both the control channel (port 21) and the port range for the passive data channel.

Though this can be done in the GUI for the Windows Firewall, it is easier to add these rules from the command

line. Use the following steps to add the rules:

1. Click Start > All Programs > Accessories > Command Prompt. If not logged on as
Administrator, be sure to right-click on Command Prompt and select Run as Administrator.

2. To add an inbound rule for the command channel and allow connections to port 21, enter the following
command and then hit Enter:

netsh advfirewall firewall add rule name="FTP (non-SSL)' action=allow
protocol=TCP dir=in localport=21

3. To disable stateful FTP filtering so that Windows Firewall will not block FTP traffic to the passive port range,
enter the following command and then hit Enter:

netsh advfirewall set global StatefulFtp disable
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FileZilla FTP server configuration

FileZilla is free, open source, cross-platform FTP software, consisting of FileZilla Client and FileZilla Server. We
just need FileZilla Server here.

1. Download FileZilla Server at hitp://filezilla-project.org/. Select Download FileZilla Server.

ik @ {a) & LW | &) http://flezlla-project.org/
i‘\ & FieZila - The fre... [ |

IFFileZilla........

Home Overview
EileZilla Welcome to the homepage of FileZilla, the free FTP solution. Both a client and a server are available. FileZilla is open source software distrit
[ Support lable through our the wiki and the bug and feat t track
Sl upport is available through our forums, the wiki and the bug and feature request trackers.
D load
Dgg.lnn'?:ntatlun In addition, you will find documentation on how to compile FileZilla and nightly builds for multiple platforms in the development section.
FileZilla Server = =
o—— © Quick download links
General 1 )
Contact Download J Download J\ B
Forum FileZilla Client ‘ FileZilla Server
Project page All platforms. Win anly
Wiki
Development

Pick the client if you want to transfer files. Get the server if you want to make files available for others.
© News [J

< 2010-11-21 - FileZilla Client 3.3.5.1 released

Bugfixes and minor changes:



http://filezilla-project.org/

2. Select the Windows platform.

2 &l LA [ ooty

+:H FieZia - Sesver ...

[FFileZilla.......

Home Server Download

FileZilla The latest stable version of FieZilla Server is 0.9.37

Features
Screenshots
Download

o

FileZilla Server | g : : )
Download Lzl Server-0.9 378k -

Please select the file appropriate for your platform below.

General 2000, XP and Vista are supported.
Contact Source code inside installer.,
Forum
Project page y :

Wik @ Checksum

Development = Fie7lla_Server-0_9_37.exe.shaSl?
Source code
nMightly budds
Translations
Verslon history
Changelog
Issue tracker

B
GetFirerox

3. Download this file to the specified location of the server system, and double-click this file to install it.

size | Type | Date Modified |
1,647 KB Application 12/16/2010 3:11PM

File and Folder Tasks A

]} Rename this file

B Move ths fle

) Copy this fle

&) Publish this file to the Web
) Emal this fle

3¢ Delete this fie

Other Places A

{3 My Documents
i@ My Computer
W My Network Places

Details kS

FileZilla_Server-0_9_37.exe
Application

Date Madified: Today, December
16, 2010, 3:11PM

Size: 1.60 MB
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4. Click I Agree.

F FileZilla Server beta 0.9.37 Setup L =10
License Agreement

Please review the license terms before installing FileZilla Server beta 0.9, 37,

Press Page Down to see the rest of the agreement.

| GMNU GEMERAL PUBLIC LICEMSE ﬂ
Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your ;I

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install FileZila Server beta 0.9.37.

ullsoft: Install Svsteny w2 46-Inicode

{ 1 Agree i} Cancel

Choose which features of FileZilla Server beta 0.9.37 you want to install.

Check the components you want ta install and uncheck the components you don't want to
install. Click Next to continue.

Selct the type of tal -

: i~ Descriptior
Or, select the optional FileZilla Server (Service) F‘osifiﬁ y;ur S
mnm you wish to Administration interface

aver a companent to
[] source Code see jbs description.

Start Menu Shortcuts
Desktop Icon

Space required: 4. 1IMB

Mullsaft: Install System w2 4a6-lnicode

< Back {I ﬂextﬁl Cancel
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6. Set the destination folder, then click Next.

FileZilla Server beta 0.9.37 Setup

Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.37.

Setup will install FileZilla Server beta 0.9.37 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

Browse... |

Space required: 4. IMB
Space available; 163.2G8

Tullsaft Install System v, 46-Lnicods

< Back (_—mxwl Cancel

7. Click Next.

fZ FileZilla Server beta 0.9.37 Setup

Startup settings
Select startup behaviour for FileZilla Server

Please choose how FileZilla Server should be started:

Please choose the port, the admin interface of FileZilla Server should listen on (1-65535):

I 14147

V¥ start Server after setup completes

Mullsaft: Install System vz, 46-lUnicode

< Back l Mext I> Cancel
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8. Click Install.

[Z FileZilla Server beta 0.9.37 Setup 1 J ]S

Startup settings
Select startup behaviour for FileZilla Server

Pleaze choosze how the server interface should be started:

W Start Interface after setup completes

Tullsaft InstalliSysten w2, 46-lnicode

< Back {I Install I ) Cancel

9. After the installation is complete, click Close.

[Z FileZilla Server beta 0.9.37 Setup

Installation Complete
Setup was completed successfully.

Completed

Create folder: C:\Documents and Settings'shishu\Start Menu'Programs\FileZilla Server d
Create shortout: C:'\Documents and Settings'shishu'\Start Menu‘\Programs'FileZilla Se...
Create shortout: C:\Documents and Settings'\shishu'\Start Menu'\ProgramsFileZilla Se. ..
Create shortout: C:'\Documents and Settings\ehishu\Start Menu\Programs'FileZilla Se. ..
Create shortcut: C:'\Documents and Settings'\shishu'Start Menu'\Programs'\FileZillz Se. ..
Create shortout: C:\Documents and Settings'\shishu\Desktop'FileZilla Server Interfac...
Execute: "C:\Program Files\FileZila ServeriFileZilla Server.exe” jadminport 14147
Execute; "C:\Program Files'\FileZilla Server\FileZilla Server Interface.exe”™ fadminport 1
Installing Service. ..

Execute: "C:'\Program Files\FileZila Server\FileZilla Server.exe” jinstall auto

Put FileZilla Server Interface into registry. ..

Completed

TJullsaft InskalliSystens w2, 45-lnicode

= Back Cancel
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10. There will be a connected FileZilla Server dialog.

[ Filezilla Server (127.0.0.1) : =1alx]

File Server Edit ?

IEEE R =R

i | Account | P | Transfer |

=

2l |

Ready |0 bytes received [0B/= |0 bytes sent 2

11. From the menu, select Edit > Users, and Users dialog will appear. Select the General page, and click the
Add button to add a user.

users x|

Page —Account settings —Users
eneral I I~ Enable account
Shared folders I Password: I
Speed Limits
i TP Filter Group membership: I j

™| Bypass userlimit of seryer

Maximum connection count:

Connection limit per IP: I
Add Remove |

™ Eorce 550 Far. user Jagin

Renarme | EOEY. |

— Description

You can enter some comments about the user
Cancel |




12. Input a user name, then click OK.

Add user account | x|

Please enter the name of the user account that should
be added:

User should be member of the following group:

|<non3> j

13. Check the Password option, then input your password.

—Account settings
¥ Enable account

Group membership: I <none =

[~ Bypass userlimit of server
Maximum connection count:

Connection limit per IP:

™ Force 551 for user login

0

—

Lsers

—Description

Cancel

You can enter some comments about the user

17
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14. Select the Shared folders page, then click the Add button to add a shared folder.

users x|

— Shared folders ~Users
r Files
Directories I Aliases I Rexd
|
[T Gelkte
I Append
r— Directories ——
" Create
I™ Delete
I~ List
| | 1 | T+ Subdis add | Remove |
m Femove | Fename | Setas bome dirl Rename | Copy. |

A directory alias will also appear at the specified location. Aliases must contain the full local
path. Separate muttiple aliases for one directory with the pipe character (1)

If using aliases. please avoid cyclic directony structures, it will only confuse FTF clients.

e
Cancel |

15. Select the shared folder, then click OK.

2]

Please select a folder that should be added to the folders list
of the selected user account.

C:\test\HPDM_folder

-5 PC COE (C:) -]
A0 BAK

+[5) Pub_inc
+-{[) swsetup

HPDM_folder |

(.24 DVD-RAM Drive (D:)
[]_\‘A CWVD Drive (E:)
(-9 My Network Places ;I
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16. Back on the User dialog, check Read, Write, Delete, and Append options in Files panel, and check
Create, Delete, List, and + Subdirs options in Directories panel, then click OK.

Page: r— Shared folders

x|

General
Shared folders
Speed Limits

i IP Filter

Add

1 [

H C:\test\HPDM_folder

—Users
Directories I Aliases
_>| Add | Remove |
| Remove | Rename | Setasl'_wmedirl Repame | Copy. |

A directory alias will also appear at the specified location. Mliases must contain the full local

path. Separate multiple aliases for one directory with the pipe character (1)
If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

17. The FTP server has been created, and we see this FTP service by inputting services.msc in the Windows

“Run” dialog.

i Type the name of a program, folder, document, or
= Internet resource, and Windows will open it for you.

21

services.msd

Open:

i oK I) Cancel | Browse... |

=

18. The service of the FileZilla Server FTP server has been started.

FileZilla Server FTR server

Slgp the senice
Bestrt service

=10/ x|

Name | | tescriphon [ stes [ StrnpType | logomas | -]
Ry Errox R g Service Movsero,. Slaled  Automatc Local System
Bgvent Log Ensblesev..,  Started  Automatc Loctl System
i Evirnsiie Authentcation Pros... Prasides ... Manual Lecal System
yFant L Swilching Conmalisl Ly Frovidermm———— Hawal—— Lot e

- " ETVEr Startes Lics >

R LT Doerang Sermme———— This sernc - — e [0 Grstem
RFocrfont tdentity Manager .. Forefrontl.. Started  Automase e twork 5.
iy Health Ky and Cer Shcate Ma,,,  Manages .., Manual Lecal Syvtem
gt and support Ersbleste... Started  Automatc Locsl System
iy ren Inpust Serier Ennbiesge..  Started  Autnmate Lieal System
4 HP Device Management Sate,..  HF Devie ., Austomatic Lixal Sysiem
ot Devics Mansgement FIL 5. M Device ... Manual Local System
i+ Dievice Management Serve... H° Deviee .. Aunmatc Lecal System
ﬂhH‘FAM‘HRn&n‘.n- P Cherit A, Slacted Austomate Lecal Systom
i HPCA Nofy Dasmn WP ChnbA,. Staled  Automatc Lecal System
*hwcqmmeqm MR Chent AL Started Automate Locel System
e Postgresil 8.3 Started  Autnmatc Lecal System
Ry HTTP S5L Thisservic..  Stared  Manual Lical Syviem
g IMAPT CO-Duming COM Senice Manages C... Manusl Local System
By Indrsing Servier Trdexns en... Manual Lecal System
4 IPSEC Services. ManagesL.. Slarted  Automatic Local System
i Jave Quck Starter Prafanches.., Started  Automate Local System
RpLohserbeservics DrectDise .. Usedbyth.. Started  Automane Locl System

s Lngical Disk Manager Detrctsan.., Started  Automate Lecal System =

Extended A& Standard
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