6. Click a device icon.
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Home

Internet

WiFi Connection

Router Settings

Parental Controls
ReadySHARE
AirPrint

My Media

Network Support

Network Map

NETGEAR genie App

Wireless Network: NETGEARSE

e

i ] android-409157d116b87911

(T =]
android-4(

Turn on Access C

Custom Mame:
Type:
Connection Type:
IP Address:
Status:

Signal Strength:
Link Rate:

MAC Address:

Parental Controls Filtering:

Blo

Retrieve wireless password About

—||x

Select Language

T

android-409f57d 116b879f1
Android Device

Wireless

192.168.1.4

On Line

94%

39Mbps
14:DA-E9:29:0D:38

What is it?

None

[7] Notify me of new devices that connect to the network

v

)

7. Click the Block button.

The device is blocked from the network.

ETGEAR genie

Home
Internet
WiFi Connection
Router Settings

[ etvorkhiap |
Parental Controls
ReadySHARE
AirPrint
My Media

Network Support

Wireless Network: NETGEARSE

Retrieve wireless password About

x

Select Language

v
C N

Tum on Access Control

[7] Notify me of new devices that connect to the network

Manage Your WiFi Network

48




8. To allow a blocked device to access the network, click the device and click the Allow button.

ETGEAR genie

Internet

WiFi Connection

Router Settings

My Media

NETG

EAR genie App

n android-409757d116b87911

Custom Name

Type

MAC Address:

Retrieve wireless password

- | android-409f57d116b87 911

B [And roid Device

-

14:DA:ES:29:0D:38

About | _ | x

Select Language

Wireless Network: NETCEARSE W
Home - -9 @ (sjj

Connection Type: [Autn 'I
- IP Address: 192.168.1.4 .
Parental Controls | ;f.g
| Status: On Line \'_‘ba‘
ReadySHARE {
andrit4f Signal Strength: 94% n’
ARt Link Rate: 26Mbps What is it?

Parental Controls Filtering: [Nnne 'l

["] Motify me of new devices that connect to the network

Network Support

Turn on Access C

9. For notifications, select the Notify me of new devices that connect to the network check
box.

The genie app notifies you every time a new device joins your network.

Block or Allow Devices Network Access Using the Android
Mobile genie App
To block or allow access to the network using the mobile genie app for Android
device:
1. Connect your device to the router’'s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap the Login button.

4. In the Login as menu tap At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap the Login button.

The app returns to the home page.
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7. Tap the Network Map button.

s Network Map Refresh

%

p—— |

8. Tap the Access Control check box.
9. Tap a device on the network map.

The device details window displays.

10. Tap the Modify button.

iphone
Custom Name
iphone
Type
iPhone 6/6 Plus

IP Address
192.168.1.3

Signal Strength
100%

Link Rate

144Mbps

What s it?
MAC Address
70:48:0F:6C:B3:55
Parental Controls Filtering
Default level on router

Modify Block

11. Click the Block button.
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The device is blocked from the network.

s Network Map Refresh

-

12. To allow a blocked device to access the network, click the Allow button.

iphone
Custom Name
iphone
Type
iPhone 6/6 Plus
IP Address
192.168.1.3
Signal Strength
100%

Link Rate

144Mbps
What s it?

MAC Address
70:48:0F:6C:B3:55

Parental Controls Filtering
Defaultlevel on router

Modify Allow

Block or Allow Devices Network Access Using the iOS Mobile
genie App

> To block or allow access to the network using the mobile genie app for iOS device:
1. Connect your device to the router’'s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap Login.
4. At the top of the Login page, tap Options > At home.
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5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap Login.
The app returns to the home page.

7. Tap the Network Map button.

©e000 Sprint ¥ 2:13 PM @ %X 100% . 4
< Back Network Map &
ggﬁie
iPr;i:ne

- Mi )

TIPHAM-T440P Internet

R7400

Access Cont...

§ -
android-409f... \

8. Slide the Access Control slider to the right.
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9. Tap a device on the network map.

@ % 66% W)

< Back Network Map &

genie

iPhone

android-409f57d...

Android Device

IP Address: 192.168.1.4

Status:
Signal Strength: 100%

Link Rate:  65Mbps

MAC Address: :DA:E9:29:0D:38

Tl
Block:

Parental Controls: m

& "3 Access Cont...
android-409f...

10. Slide the Block slider to the right.
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The device is blocked from the network.

oo Sprint = @ % 60% M)
< Back Network Map C
g’eﬁie
iPhiane

W V- S

Internet

Q 4 Access Cont... [ )
android-4009f...
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11. To allow a blocked device to access the network, slide the Block slider to the left.

oo Sprint
< Back Network Map &
qe

iPhone

android-409f57d...

: Android Device

IP Address: 192.168.1.4

Status:
Signal Strength: 100%

Link Rate:  65Mbps

MAC Address: 14:DA:E9:29:0D:38

Tl
Block:

Parental Controls: m

'_ 4 Access Cont...
android-409f...

u o

Set Up Parental Controls Locally

Parental controls allow you to control the Internet content on your home network. After
installation, Parental Controls automatically starts.

If your router supports Parental Controls, you can set it up using the genie app.

You can also set up Parental Controls remotely using the genie app. For more information
about how to remotely access your router using the genie app, see Chapter 4, Remotely
Access Your Router.

Set Up Parental Controls Locally Using the Desktop genie App

> To set up Parental Controls locally using the desktop genie app for Windows and Mac
computers:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.

2. Launch the genie app “dp”" .

The Home page displays.
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3. Click the Parental Controls button.

The genie app checks if your router’s firmware supports Parental Controls.

' Retrieve wireless password | About | _ | X
G ® -
N ET EAR genle Select Language

Wireless Network: NETGEARS1 W

Home

Parental Controls
Powered by OpenDNS

WiFi Connection You're about to setup NETGEAR Live Parental Controls Powered by OpenDNS on your router to filter
websites visited on your computers and other networked devices.

Router Settings
LIVE PARENTAL =
Network Map CONTROLS ENABLED

FILTERING: HIGH
Parental Controls CABLE/DSL ' NETGEAR ROUTER

Internet

MODEM

ReadySHARE
FILTERING: NONE

AirPrint v Set different filtering rules — 1 =
for each user on your network.

My Media v Set rules based on the time of day.

Our custom settings let you relax security settings for some users or at some times of the day. Learn more

Network Support

4. Click the Next button.
5. Read the note and click the Next button again to proceed.

Because Parental Controls uses free OpenDNS accounts, you are prompted to log in or
create a free account.

' Retrieve wireless password  About | _ | X
® .
N ETGEAR genie Select Language

Wireless Network: NETCEARSE v

Home

Setting up Live Parental Controls

Welcome, this setup wizard will quickly configure NETGEAR Live Parental Controls Powered by OpenDNS
on your NETGEAR router.

In order to use Live Parental Controls. you need a free OpenDNS account. Do you already have one?

Internet
WiFi Connection
Router Settings

@ Yes, use my existing OpenDNS account.
Network Map

Parental Controls

ReadySHARE

@ Mo, | need to create a free OpenDNS account.

AirPrint
My Media

Network Support

6. Select the radio button that applies to you:
* If you already created an OpenDNS account, leave the Yes radio button selected.
* If you did not yet create an OpenDNS account, select the No radio button.

7. Click the Next button.

8. If you clicked the No radio button, do the following:
a. Complete the fields and click the Next button.
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The filtering level page displays.

b. Select a filtering level and click the Next button.
The Setup is complete page displays.

c. Click the Take me to the status screen button.
The Parental Controls page displays.

If you clicked the Yes radio button, do the following:
a. Enter your OpenDSN user name and password and click the Next button.

The filtering level page displays.
b. Select a filtering level and click the Next button.
The Setup is complete page displays.

c. Click the Take me to the status screen button.

Retrieve wireless password About  _ X
NETGEAR i
g enie Select Language
Wireless Network: NETGEART4 v
Home
Internet Status
WiFi Connection
Router Settings
Live Parental Controls: disabled Enable Live Parental Controls
Network Map
Filtering level: None Change Basic Settings
ReadySHARE -
Nothing blocked. Change Custom Settings
AirPrint
My Meds OpenDNS account: tipham
Network Support

To enable Parental Controls, click the Enable Live Parental Controls button.

The genie app sends the command to your router and waits for the response. When
parental controls is turned on, you can view or change the following settings:

* Parental Controls. Turns parental controls on or off.

* Filtering Level. Contains five levels that can limit access to Internet content: (1) High,
(2) Moderate, (3) Low, (4) Minimal, and (5) None. You can also select the Custom
option which displays a list of applications you can block.

* Change Custom Settings. Opens a web browser and log in to OpenDNS. Then
choose which categories to block from the category list.

*  OpenDNS Account. Displays the login name. Once the router is managed the first
time by an OpenDNS user, only that user can manage this router's Parental Controls
settings.

* Bypass Account. Displays the bypass account associated with your OpenDNS
account.
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Set Up Parental Controls locally Using the Android Mobile genie App
To set up parental controls locally using the mobile genie app for Android devices:
1. Connect your device to the router’s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap the Login button.

4. In the Login as menu tap At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap the Login button.

The app returns to the home page.

7. Tap the Parental Controls button | '#! .

A message displays asking if you already created an OpenDNS account.

8. Tap a button that applies to you:
e If you already created an OpenDNS account, tap the Yes button.
* If you did not yet create an OpenDNS account, tap the No button.

9. If you tapped the No button, do the following:
a. Enter the fields that display to create an account.

After you log in, the filtering level window displays.
b. Tap a filtering level and tap the Next button.
The Setup is complete window displays.
c. Tap the Take me to the status screen button.
The Parental Controls page displays.

10. If you tapped the Yes button, do the following:
a. Enter your OpenDSN user name and password and tap the Login button.

The Filtering Level page displays.
b. Tap a filtering level and click the Next button.
The Setup is complete page displays.
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c. Tap the Take me to the status screen button.
Back Parental Controls Refresh
Parental Controls D

Filtering level
None

Change Custom Settings N

OpenDNS Account
tipham

Bypass Account N

11. To enable Parental Controls, tap the Parental Controls check box.

The genie app sends the command to your router and waits for the response. When
parental controls is turned on, you can view or change the following settings:
* Parental Controls. Turns parental controls on or off.

* Filtering Level. Contains five levels that can limit access to Internet content: (1) High,
(2) Moderate, (3) Low, (4) Minimal, and (5) None. You can also select the Custom
option which displays a list of applications you can block.

* Change Custom Settings. Opens a web browser and log in to OpenDNS. Then
choose which categories to block from the category list.

* OpenDNS Account. Displays the login name. Once the router is managed the first
time by an OpenDNS user, only that user can manage this router's Parental Controls
settings.

* Bypass Account. Displays the bypass account associated with your OpenDNS
account.

Set Up Parental Controls Locally Using the iOS Mobile genie App

To set up parental controls locally using the mobile genie app for iOS devices:
1. Connect your device to the router’'s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap Login.
4. At the top of the Login page, tap Options > At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.
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6. Tap Login.

The app returns to the home page.

7. Tap the Parental Controls button Lol

A message displays asking if you already created an OpenDNS account.

8. Tap a button that applies to you:
e If you already created an OpenDNS account, tap the Yes button.
* If you did not yet create an OpenDNS account, tap the No button.
9. If you tapped the No button, do the following:
a. Enter the fields that display to create an account.

After you log in, the filtering level window displays.
b. Tap a filtering level and tap the Next button.
The Setup is complete window displays.
c. Tap the Take me to the status screen button.
The Parental Controls page displays.
10. If you tapped the Yes button, do the following:
a. Enter your OpenDSN user name and password and tap the Login button.

A message displays.
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b. Read the message and tap the OK button.

#0000 Sprint T @ 3} 84% mm)

¢{ Back Parental Controls &
Parental Controls Q
Filtering level None
Change Custom Settings @
OpenDNS Account tipham

Bypass Account

11. To enable Parental Controls, slide the Parental Controls slider to the right.

The genie app sends the command to your router and waits for the response. When
parental controls is turned on, you can view or change the following settings:

e Parental Controls. Turns parental controls on or off.

* Filtering Level. Contains five levels that can limit access to Internet content: (1) High,
(2) Moderate, (3) Low, (4) Minimal, and (5) None. You can also select the Custom
option which displays a list of applications you can block.

* Change Custom Settings. Open a web browser and log in to OpenDNS. Then
choose which categories to block from the category list.

*  OpenDNS Account. Display the login name. Once the router is managed the first
time by an OpenDNS user, only that user can manage this router's Parental Controls
settings.

Enable or Disable Parental Controls Locally

After you set up an OpenDNS Account, you can enable or disable Parental Controls from
your computer or WiFi device.
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You can enable or disable your router’s Parental Controls locally or remotely. For more
information about how to remotely access your router using the genie app, see Chapter 4,
Remotely Access Your Router.

Enable or Disable Parental Controls Using the Desktop genie
App

To enable or disable Parental Controls locally using the desktop genie app for
Windows and Mac computers:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.
2. Launch the genie app Cy

The Home page displays.
3. Click the Parental Controls button.

Retrieve wireless password About | _ X
ETGEAR’ ie
g e e Select Language
Wireless Network: NETGEART4 W

Home
Internet Status
WIiFi Connection

Live Parental Controls: enabled Disable Live Parental Controls
Router Settings
Network M. y

chwori Men Filtering level: MNone Change Basic Settings
MNothing blocked. Change Custom Settings

ReadySHARE
AirBrint OpenDNS account: tipham
My Media

Bypass account: Bypass Login
Network Support

4. To enable Parental Controls, click the Enable Live Parental Controls button.
5. To disable Parental Controls, click the Disable Live Parental Controls button.

Enable or Disable Parental Controls Using the Android Mobile
genie App
To enable or disable Parental Controls locally using the mobile genie app for Android
devices:
1. Connect your device to the router’s WiFi network.
2. Launch the genie app.

The home page displays.
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3. Tap the Login button.
4. In the Login as menu tap At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap the Login button.

The app returns to the home page.

7. Tap the Parental Controls button id) .

Back Parental Controls Refresh
Parental Controls D

Filtering level
None

Change Custom Settings
OpenDNS Account
tipham

Bypass Account

o O =
8. To enable parental controls, tap the Parental Controls check box.
9. To disable parental controls, clear the Parental Controls check box.

Enable or Disable Parental Controls Using the iOS Mobile genie
App

To enable or disable Parental Controls using the mobile genie app for iOS devices:

1. Connect your device to the router’'s WiFi network.
2. Launch the genie app.

The home page displays.
3. Tap Login.
4. At the top of the Login page, tap Options > At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap Login.
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The app returns to the home page.

7. Tap the Parental Controls button ”rﬁnT .

®e000 Sprint F @ ¥} 84% mm)»

¢{ Back Parental Controls ¢

Parental Controls O

Filtering level None
Change Custom Settings @
OpenDNS Account tipham

Bypass Account

8. To enable Parental Controls, slide the Parental Controls slider to the right.
9. To enable Parental Controls, slide the Parental Controls slider to the left.

Create a Bypass Account Using the genie App

After you set up parental controls, you can create a bypass account that lets you set custom
filtering levels that you can save. After you create a bypass account, you can visit
https://netgear.opendns.com/to change your account settings.

Create a Bypass Account Using the Desktop genie App

> To create a bypass account using the desktop genie App for Windows and Mac
computers:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.

2. Launch the genie app g .
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The Home page displays.

Click the Parental Controls button.

Retrieve wireless password = About | _ X
ETGEAR i
g e ni e Select Language
Wireless Network: NETGEART4 v

Home
Internet Status
WiFi Connection

Live Parental Contrals: enabled Disable Live Parental Controls
Router Settings
Hetwork M;

SowoLL San Filtering level: None Change Basic Settings
Nothing blocked. ‘Change Custom Settings

ReadySHARE
AirPrint OpenDNS account: tipham
My Media

Bypass account: Bypass Login
Network Support

Click the Change Custom Settings button.

A web browser automatically opens and redirects to the NETGEAR OpenDSN Parental
Controls web page.

Enter your OpenDSN user name and password in the fields and click the Sign in button.
Follow the onscreen instructions to create a bypass account.
Your bypass account is created.

(Optional) To return to your NETGEAR OpenDNS account, visit
https://netgear.opendns.cony.

Create a Bypass Account Using the Android Mobile genie App

To create a bypass account using the mobile genie app for Android devices:

1.
2.

Connect your device to the router’s WiFi network.
Launch the genie app.

The home page displays.
Tap the Login button.

In the Login as menu tap At home.
Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

Tap the Login button.

The app returns to the home page.
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7.

8.

9.

NETGEAR genie App

Tap the Parental Controls button id) .

Back Parental Controls Refresh
Parental Controls D

Filtering level
None

Change Custom Settings N
OpenDNS Account
tipham

Bypass Account N

o O -
Tap Change Custom Settings.

A web browser automatically opens and redirects to the NETGEAR OpenDSN Parental
Controls web page.

Enter your OpenDSN user name and password in the fields and click the Sign in button.

10. Follow the onscreen instructions to create a bypass account.

Your bypass account is created.

11. (Optional) To return to your NETGEAR Open DNS account, visit

https://netgear.opendns.cony.

Create a Bypass Account Using the iOS Mobile genie App

To create a bypass account using the mobile genie app for iOS devices:

1.
2.

Connect your device to the router’s WiFi network.
Launch the genie app.

The home page displays.

Tap Login.

At the top of the Login page, tap Options > At home.
Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

Tap Login.

The app returns to the home page.
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7. Tap the Parental Controls button .

#0000 Sprint F @ 3 84% W)

¢ Back Parental Controls &

Parental Controls O

Filtering level None
Change Custom Settings @
OpenDNS Account tipham

Bypass Account

8. Tap Change Custom Settings.

A web browser automatically opens and redirects to the NETGEAR OpenDSN Parental
Controls web page.

9. Enter your OpenDSN user name and password in the fields and click the Sign in button.
10. Follow the onscreen instructions to create a bypass account.

Your bypass account is created.

11. (Optional) To return to your NETGEAR Open DNS account, visit
https://netgear.opendns.cony.

Set Parental Controls Filtering Levels Locally for Each
Device

After you set up parental controls, you can set different filtering levels for each device
connected to the router network.
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You can also set the Parental Control filtering level remotely using the genie app. For more
information, see Chapter 4, Remotely Access Your Router.

Set the Parental Controls Filtering Level Using the Desktop
genie App

To set the parental controls filtering level for each device locally using the desktop
genie app for Windows and Mac computers:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.
2. Launch the genie app Cy

The Home page displays.
3. Click the Parental Controls button.
The Status page displays.
4. Make sure that Parental Controls is enabled.
If Parental Controls is not enabled, click the Enable Live Parental Controls button.
5. Click the Network Map button.
The Router Login page displays.
6. Enter the router password and click the Login button.

The default password is password. The router user name, which is admin, is
automatically entered.

The Network Map page displays.

v— Retrieve wireless password About _ |X

® .
N ETGEAR genle Select Language
Wireless Network: NE TGEARSE W
Home {!?_'D QJ

Internet
WiFi Connection

Rauter Settings ﬁ

lEHANTOR,,
L= 7
Parental Control s & oo
arental Controls . ™ : “
:'l\'“a
ReadySHARE
D -
AirPrint g~ =
‘\‘ ft

My Media android-40915.

Network Support
iPhone

[7] Turn on Access Control

[”] Notify me of new devices that connect to the network
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7. Click a device icon.

Retrieve wireless password ~ About | _ | X

ETGEAR genie

Select Language

Wireless Network: NETGEARS6 v
Home @ QJ
iz met | android-409f57d116b879f1
WiFi Connection i
Custom Name: android-403f57d116b879f1
Bout=nSetings Type: Android Tablet
m T Connection Type: Wireless
Parental Controls IP Address: 192.168.1.6 ""‘
5
Status: On Line \'
ReadySHARE n_
Signal Strength: 100%
AirPrint
e Link Rate: 72Mbps What is it?
My Meskia | MAC Address: 14:DA:E9:29:0D:38
Network Support Parental Controls Filtering: None
[C] Tumn on Access G
[7] Motify me of new devices that connect to the network
8. Click the Modify button.
Retrieve wireless password ~ About  _ X

ETGEAR@ genie Select Language

Wireless Network: NETGEARSE v

Home (51—')) QJ
Internet [ android-409f57d116b879M1

WiFi Connection Custom Name: |android-40957d116b879A1

Router Settings Type: [Andrmd Tablet ']

Hetwork Map — Connection Type: [Auto - ]
|

IP Address: 192.168.1.6
Parental Controls :“

Status: On Line E{?a‘
L

ReadySHARE
Signal Strength: 100%
AirPrint

Link Rate: 72Mbps What is it?
My Media | MAC Address: 14:DAE9:29:00:38
Hetwork Support Parental Controls Filtering: INone ']

[C] Notify me of new devices that connect to the network

[C] Tum on Access C

9. In the Parental Controls Filtering menu, select a filtering level for the device.
10. Click the Apply button.

Your settings are saved.

Set the Parental Control Filtering Level Using the Android
Mobile genie App

> To set the parental controls filtering level for each device locally using an the mobile
genie app for Android device:

1. Connect your device to the router’s WiFi network.
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2. Launch the genie app.
The home page displays.
3. Tap the Login button.
4. In the Login as menu, tap At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap the Login button.

The app returns to the home page.

7. Tap the Parental Controls button | ¥ |.

8. Make sure that Parental Controls is enabled.
9. If Parental Controls is disabled, tap the Parental Controls check box to enable it.

10. Tap the Network Map button .

Back Network Map Refresh

ndrod-dpasran
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11. Tap a device connected to the router.

&P android-409f57d116b879f1

Custom Name
android-409f57d116b879f1
IP Address
192.168.1.4
Signal Strength
100%
Link Rate

72Mbps
Whatis it?
MAC Address

14:DA:E9:29:0D:38
Parental Controls Filtering

None

Modify

12. Tap the Modify button.

b android-409f57d116b879f1

Custom Name
android-409f57d116b879f1
IP Address
192.168.1.4
Signal Strength
100%
Link Rate

72Mbps
What is it?
MAC Address

14:DA:E9:29:0D:38

Parental Controls Filtering

| None
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13. Tap the Parental Controls Filtering menu.

®

Default level on router

®

Bypass Login

®

None

®

ORORNC)

Low

Moderate

High

14. Tap a filtering level.
The filtering level is set.
15. Tap the Apply button.

Your settings are saved.

Set the Parental Control Filtering Level Using the iOS Mobile
genie App

To set the parental controls filtering level for each device locally using the mobile
genie app for iOS device:

1. Connect your device to the router’s WiFi network.

2. Tap Login.

3. At the top of the Login page, tap Options > At home.

4. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

5. Tap Login.
The app returns to the home page.

6. Make sure that Parental Controls is enabled.
7. If Parental Controls is disabled, slide the Parental Controls slider to the right to enable it.
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8. Tap the Network Map button .

2:13PM @ X 100% - ¢

< Back Network Map &

genie

iPhone

- ‘wi S

TIPHAM-T440P H Internet
R7600
eSS
:LE
'_- 4 Access Cont...
android-409f... \
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9. Tap a device connected to the router.

@ ¥ 89% W)

( Back Network Map C

Type: iPhone 6/6 Plus
IP Address: 192.168.1.3

Status:

Signal Strength: 100%

Link Rate;  72Mbps

MAC Address: F8:27:93:72:63:90

Parental Controls: Default level

0ose

I

@ Access Control
Transformer TF...
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10. Tap the Parental Controls button.

®e000 Sprint F @ } 89% mm)»

( Back Network Map G

iPhone

Default level v

Bypass Login

Tl
None

Minimum

Low

I

Access Control
Transformer TF...

11. Tap a filtering level.

The filtering level is set.

Set Up a Guest WiFi Network Locally

If your router supports a guest WiFi network, you can view and change the settings. You can
even allow guest access for a specific length of time. A guest network allows others to use
your WiFi router to access the Internet, but not content on other computers or devices on the
same network.

You can also set up a guest WiFi network remotely. For more information, see Chapter 4,
Remotely Access Your Router.

Set Up a Guest WiFi Network Locally Using the Desktop genie
App

> To set up a guest network locally using the desktop genie app for Windows and Mac
computers:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.
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Launch the genie app ¢y .

The Home page displays.

Click the Router Settings button.
The Router Login page displays.

In the Login as menu, click At home.
Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

Click the OK button.
The Wireless Settings page displays.

At the top, select the Guest Access tab.

Retrieve wireless password About _ | X
ETGEAR i
g e n I e Select Language
Wireless Network: NETGEARSE v
Home
Wireless Settings ReadySHARE Guest Access Traf 4 ¥

Internet
WiFi Connection ﬁ
Network Map
Parental Controls Current Setting:  Disabled

-
ReadySHARE ]

I

<]
AirPrint =

bt

—
My Media l

I
Network Support %

~ oty

Router Model R7000 Firmware Version V1.0.5.36
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8. Click the Modify button.

ETGEAR genie
Wireless Network: NETGEARSE

Home

Wireless Settings ReadySHARE

Internet
WiFi Connection

Router Settings

Network Map

@ Disable Guest Access

) Enable Guest Access

Parental Controls
ReadySHARE
AirPrint

My Media

Network Support

Router Model R7000

e B

About _ X

Select Language

(Engish M

Traf 4 ¥

Guest Access

Firmware Version V1.0.5.36

9. Select the Enable Guest Access radio button.

ETGEAR genie
Wireless Network: NETGEARSE

Home

Wireless Settings ReadySHARE

Internet
WiFi Connection

Router Settings

Network Map

© Disable Guest Access
@ Enable Guest Access
Guest Access (SSID):
Time Period:

Security Options:

Parental Controls
ReadySHARE
AirPrint

My Media

Network Support

Router Model R7000

About | _ | X

Select Language

(Engish 1Y

Traf 4 ¥

Guest Access

NETGEAR-Guest

@ Mone
) WPA2-PSK[AES]
) WPA-PSK[TKIP[+WPA2-PSK[AES]

Cancel

Firmware Version V1.0.5.36

10. Change the settings as needed to customize your guest network.

11. Click the Apply button.

12. When prompted to confirm the change, click the OK button.

The router guest network settings are updated and the new guest network settings
display. The screen displays a QR code that can be used to connect to the guest network.

Manage Your WiFi Network
77



NETGEAR genie App

Set Up a Guest WiFi Network Locally Using the Android
Mobile genie App

To set up a guest WiFi network locally using the mobile genie App for Android
devices:

1. Connect your device to the router’s WiFi network.
2. Launch the genie app.
The home page displays.
3. Launch the genie app.
The home page displays.
4. Tap the Login button.

5. In the Login as menu tap At home.
6. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

7. Tap the Login button.

The app returns to the home page.

8. Tap the Guest Access button |- ].

Back Guest Access Refresh

Guest Access ]

r
c

)
i
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If the guest access setting is off, tap the Guest Access check box.
Back Guest Settings Save

Name/SSID
NETGEAR-Guest

Time Period

Always

Security

None

10. Change the settings as needed to customize your guest network.
11. When you finish, tap the Save button.

Set Up a Guest WiFi Network locally Using the iOS

ez Guest Access Refresh

24GHz ~
Guest Access V]

Name/SSID N
NETGEAR-Guest

Key/Password N
None

Time Period >
Always

Mobile genie App

To set up a guest WiFi network locally using the mobile genie App for iOS devices:

1.
2.

Connect your device to the router’s WiFi network.
Launch the genie app.

The home page displays.
Tap Login.
At the top of the Login page, tap Options > At home.
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Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

Tap Login.
The app returns to the home page.

Tap the Guest Access button | /- ].

#6000 Sprint F @ %} 85% W)
{ Back  GuestAccess &
2.4G
Guest Access k
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8. If the guest access setting is off, slide the Guest Access slider to the right.

®e000 Sprint & @ % 85% WD

( Guest Access Guest Settings Save

Name/SSID NETGEAR-Guest
Time Period Always
Security None

9. Change the settings as needed to customize your guest network.
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10. When you finish, tap the Save button.

#6600 Sprint F @ X} 84% )
{ Back  GuestAccess ¢
2.4G

Guest Access ‘ Vk )

Name/SSID NETGEAR-Guest
Key/Password
Time Period Always

Scan QR code to connect.

[=] 33 (=]

Connect to a WiFi Network Locally Using a QR Code

The genie app can generate a QR code of your router's WiFi network and guest access.
Other phones and tablets can then use their genie app's QR code scanner to scan the QR
code and connect to the WiFi network. To use the genie app’s QR code scanner, your phone
or tablet must include a camera.

You can also view the WiFi network QR code remotely. For more information, see Chapter 4,
Remotely Access Your Router.

Note: You can use the Kindle Fire to generate a QR code, but because it
does not include a camera, the Kindle Fire cannot scan QR codes.

Display the WiFi Network QR Code

You must display the WiFi network QR code on another computer or WiFi device before you
can scan the QR code using the mobile genie app that is installed on an Android or iOS
device.
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Display the WiFi Network QR Code on the Desktop genie App
To display the WiFi network QR code on the desktop genie app for Windows or Mac
computer:

1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.

2. Launch the genie app <gp”” .

The Home page displays.
3. Click the Router Settings button.
The Router Login page displays.
4. In the Login as menu, click At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Click the OK button.
The WiFi network QR code displays on the Wireless Settings page.

Retrieve wireless password About | _ | ¥
NETGEAR genie
Select Language
Wireless Network: NETGEARSE v
Home . .
Wireless Settings ReadySHARE Guest Access Traf 4 ¥
Internet
WiFi Connection -
Refresh

Network Map Wireless Name (S5ID): NETGEARS6
Parental Controls

~ .
ReadySHARE N Channel Selection:  Auto

[C]
AirPrint :

= "

[=
My Media . Network Key (Password):  huskyocean593 |E [0 E

T -
Network Support o I‘ EE

N I

Router Model R7000 Firmware Version V1.0.5.36

7. If you set up a guest WiFi network, click the Guest Access tab to display the QR code for
the guest WiFi network.
8. Scan the WiFi network QR code using the Android or iOS mobile genie app to connect the

device to the WiFi network.

For more information, see Scan a WiFi Network QR Code Using Mobile genie App on

page 86.
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Display the WiFi Network QR Code on the Android Mobile genie
App

To display the WiFi network QR code on the Android mobile genie app:
1. Connect your device to the router’s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap the Login button.

4. In the Login as menu tap At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap the Login button.

The app returns to the home page.

7. Tap the Wireless Settings button | ¢

The WiFi network QR code displays on the Settings page.

s Settings Refresh

Signal Strength
100 %

Link Rate
72 Mbps

Name/SSID >
NETGEAR96

Channel >
Auto

Key/Password 5
huskyocean! 593

T
-

u]
i

8. If you set up a guest WiFi network, tap the Guest Access button JQJT on the home page
to display the QR code for the guest WiFi network.

9. Scan the WiFi network QR code using the Android or iOS mobile genie app to connect the
device to the WiFi network.

For more information, see Scan a WiFi Network QR Code Using Mobile genie App on
page 86.
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Display the WiFi Network QR Code on the iOS Mobile genie App

To display the WiFi network QR code on the iOS mobile genie app:
1. Connect your device to the router’'s WiFi network.
2. Launch the genie app.
The home page displays.
3. Tap Login.
4. At the top of the Login page, tap Options > At home.
5. Enter the router password.

The default password is password. The router user name, which is admin, is
automatically entered.

6. Tap Login.

The app returns to the home page.

7. Tap the Wireless Settings button |

The WiFi network QR code displays on the Settings page.

4000 Sprint = @ % 82% mm)
{ Back Settings ¢
2.4G
Name/SSID NETGEAR96
Channel Auto

Key/Password huskyocean593

Scan QR code to connect.

Manage Your WiFi Network
85



8.

NETGEAR genie App

If you set up a guest WiFi network, tap the Guest Access button © |J|' on the home page
to display the QR code for the guest WiFi network.

Scan the WiFi network QR code using the Android or iOS mobile genie app to connect the
device to the WiFi network.

For more information, see Scan a WiFi Network QR Code Using Mobile genie App on
page 86.

Scan a WiFi Network QR Code Using Mobile genie App

The Android and iOS mobile genie app includes a QR scanner so that you can scan a WiFi
network QR code that displays on another device so that your device can join the WiFi
network.

Scan a WiFi Network QR Code Using the Android Mobile genie App

To connect to a WiFi network using the QR code scanner on the mobile genie app for
Android devices:

1.
2.

Connect your device to the router’s WiFi network.
Launch the genie app.

The home page displays.

Swipe the home page to the left and tap the QR Code button [&2].

When prompted, align the QR code within the frame.

Your phone or tablet scans the QR code for the network.

If you are using an Android device, it connects to the WiFi network automatically.
For other WiFi devices, the password is copied to the clipboard.

If you are prompted to enter a password to connect to the network, paste the password from
the clipboard.

Scan a WiFi Network QR Code Using the iOS Mobile genie App

To connect to a WiFi network using the QR code scanner on the mobile genie app for
iOS devices:

1.
2.

Connect your device to the router’s WiFi network.
Launch the genie app.

The home page displays.

Swipe the home page to the left and tap the QR Code button [&2].

When prompted, align the QR code within the frame.
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Your phone or tablet scans the QR code for the network.

If you are using an Android device, it connects to the WiFi network automatically.

For other WiFi devices, the password is copied to the clipboard.

If you are prompted to enter a password to connect to the network, paste the password from
the clipboard.
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Remotely Access Your Router

This chapter contains the following sections:

Manage Your Home Network Remotely Using the genie App
Create a Remote Access Account

Register Your Router with your Remote Access genie Account
Remotely Access Your Router Using the genie App

Remote Access Troubleshooting

Note: The router shown in the images in this chapter is the Nighthawk X6
AC3200 Tri-Band WiFi Model R8000 router running firmware version
V1.0.2.46.
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Manage Your Home Network Remotely Using the genie

App

The genie app allows you to remotely access your router and manage its settings. With
remote access enabled, the following router functions can be managed remotely:

WiFi settings. Access you WiFi network name (SSID) and password. Help your family
connect to the WiFi home network.

Guest access. Set up guest access remotely. Allow your guests to easily access the
WiFi home network while ensuring that shared resources such as your ReadySHARE
USB hard disk drive (HDD) are not accessible.

Network map. Access the network map remotely and see what devices are connected to
the WiFi home network. You can also allow or block devices from connecting to the WiFi
home network.

Traffic meter. Access your broadband Internet usage data.
Parental controls. Access and change parental controls easily from anywhere.

To use the remote access feature on the genie app, you need the following:

Latest version of the NETGEAR genie app for your computer or mobile device

If you already installed the genie app, make sure you installed the latest version of the
genie app. For more information about how to update the genie app, see Update the
genie App on page 172.

Remote access is currently supported for the following devices:

- Windows computer

- i0OS mobile device

- Android mobile device

NETGEAR router with the latest firmware

Remote access is only supported for certain NETGEAR routers. To determine if your

router supports remote access, see the product data sheet for your router. You can get
the product data sheet online at http.//downloadcenter.netgear.com.

You need to update your router with the latest firmware version in order to use the remote
access feature. For more information on how to update your router’s firmware, see your
router’s user manual. You can get the user manual online at
http.//downloadcenter.netgear.com.

Remote access account

> To set up remote access with the Windows desktop, iOS, or Android genie app:

1.

Create a remote access account.

For more information about how to create an account, see the following:
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e Create a Remote Access Account Using the Windows Desktop genie App on
page 90
e Create a Remote Access Account Using the iOS Mobile genie App on page 92

* Create a Remote Access Account Using the Android Mobile genie App on
page 91

Register your router with your remote access genie account.

For more information about how to register your router, see the following support articles:
* Register Your Router Using the Windows Desktop genie App on page 94

* Register Your Router Using the Android Mobile genie App on page 95

* Register Your Router Using the Android Mobile genie App on page 95

You can now remotely access your router from a computer or mobile device.

For more information about how to remotely access your router, see the following support
articles:

* Remotely Access Your Router from a Windows Computer on page 100
* Remotely Access Your Router from an iOS Device on page 103
* Remotely Access Your Router from an Android Mobile Device on page 102

Create a Remote Access Account

You must create a remote access account before you can register your router and remotely
access your router.

Create a Remote Access Account Using the Windows Desktop

genie App
» To create a remote access account using the desktop genie app for Windows
computers:
1. Connect your computer to the router’s network with WiFi or a wired Ethernet connection.
2. Launch the genie app Cy
The Home page displays.
3. If a message displays to update the genie app, click the message.
You need the latest version of the genie app to set up remote access. For more
information, see Update the Desktop genie App on page 172.
4. Select Router Settings.

The Router Login page displays.
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If you already logged into the router, select the Wireless Settings tab and click the Logout
button.

The Router Login page displays.

From the Login as menu, select Remote Access.

v About | _ %
NETGEAR genie

Select Language

(English 14

Home

Internet

WiFi Connection Router Login

Loginas:
Router Settings
Email

Remote access
Network Map Password:

Parental Controls Forgot your password?
Remember my ID and password

e TR

Don't have an ID? Sign up

ReadySHARE

AirPrint

My Media

Login is required to manage these router settings:
-Wireless Settings
-Guest Access
-Traffic Meter

Network Support

Click the Sign up link.
The New Account screen displays.
Complete the fields and click the Create button.

A window displays that confirms you successfully created an account and a confirmation
message is sent to your email account.

Click the OK button.
Open your confirmation email message and click the Confirm Email link.

Your email address is confirmed and you are now ready to register your router with your
remote genie account. For more information, see Register Your Router Using the
Windows Desktop genie App on page 94.

Create a Remote Access Account Using the Android Mobile
genie App

> To create a remote access account using the mobile genie app for Android devices:

1.
2.

Connect your device to the router’s WiFi network.
Check the Google Play Store if an update is available for the mobile genie app.

You need the latest version of the genie app to set up remote access. For more
information, see Update the Android Mobile genie App on page 173

Launch the genie app.

The home page displays.
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Tap the Login button.
The Login page displays.

From the Login as menu, tap Remote access.

Back Login

Login as

| Remote access il

Email
email

Password

Forgot your password?

D Remember my ID and password

Cancel Login

Don't have an ID? Sign up

At the bottom of the Login screen, tap Sign up.

The Sign Up page displays.
Complete the fields and tap the Create button.

A message displays confirming that your account was successfully created and a
confirmation message is sent to your email account.

Tap the OK button.
Open your confirmation email message and tap the Confirm Email link.

Your email address is confirmed and you are now ready to register your router with your
remote access genie account. For more information, see Register Your Router Using the
Android Mobile genie App on page 95.

Create a Remote Access Account Using the iOS Mobile genie
App

> To create a remote access genie account using the mobile genie app for iOS devices:

1.
2.

Connect your device to the router’s WiFi network.
Check the Apple App Store if an update is available for the mobile genie app.

You need the latest version of the genie app to set up remote access. For more
information, see Update the I0OS Mobile genie App on page 174.

Launch the genie app.

The home page displays.

Remotely Access Your Router
92



NETGEAR genie App

4. Tap Login.
The Login page displays.

5. At the top of the page, tap Options > Remote access.
©e000 Sprint LTE 5:50 PM @ ¥} 81% W)

< Back Remote access  Options

At home
0 Remote access
Email
Password YY)

Forgot your password?

Remember Me

Cancel Login

Don't have an ID? Sign up.

6. At the bottom of the Remote access screen, tap Don’t have an ID? Sign up.
The Sign Up page displays.
7. Complete the fields and tap Sign Up.

A message displays confirming that you successfully created an account and a
confirmation message is sent to your email account.

8. Tap OK.
9. Open your confirmation email message and tap the Confirm Email link.

Your email address is confirmed and you are now ready to register your router with your
remote access genie account. For more information, see the Register Your Router Using
the Android Mobile genie App on page 95.
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Register Your Router with your Remote Access genie
Account

After you create a remote access account, you need to register your router with your account.
Your router must support remote access with the genie app. To determine if your NETGEAR
router supports remote access with the genie app, see the product data sheet for your router.
You can get the product data sheet online at http://downloadcenter.netgear.com.

Register Your Router Using the Windows Desktop genie App

> To register your router with your remote access genie account using the desktop
genie app for Windows computers:

1.
2.

Connect your computer to the router’s network with WiFi or a wired Ethernet connection.

Launch the genie app Cy

The Home page displays.
Select Router Settings.
The Router Login page displays.

If you already logged into the router, select the Wireless Settings tab and click the Logout

button.
The Router Login page displays.

From the Login as menu, select Remote Access.

F HETGEAR'genie'

Home
Internet

WiFi Connection Router Login

Login as:
Router Settings

_—

Remote access

Network Map Ercerik
Parental Controls Forgot your password?

Remember my ID and password
Ready SHARE - y

-

AirPrint Don't have an ID? Sign up

My Media

Wireless Settings
-Guest Access
-Traffic Meter

Network Support Login is required to manage these router settings:

About  _ | X

Select Language

(Engish Y

6. Enter your remote access account email and password and click the OK button.

If you do not have a remote access account, see Create a Remote Access Account Using

the Windows Desktop genie App on page 90.
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