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- Gettlng Started with ZTP usmg
|OS-XR and Cisco Crosswork

Network automation from Day O!
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https://github.com/akshshar

Agenda

- |OS-XR ZTP Crash Course

- Introducing Cisco Crosswork

- Cisco Crosswork ZTP Server
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Automated Installation of IOS-XR images

IOS-XR images

« Cisco Platforms:

ISO format for iPXE
* Supported Whitebox Platforms:
ONIE compatible installer

Web Server
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Automated Provisioning using ZTP

ZTP Artifacts

CLI Configuration
ZTP script:

» Native Python scripts
Native bash scripts,

Golang/c++/pyinstaller binaries

>
>

Web Server
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Z TP Functions

(config)#

Apply Configuration ‘C * Deploy Applications
docker  (Containers, Binaries,

cron-jobs, etc.)

Software *f
Upgrade/Downgrade Provide on-box
o automation libraries:
- Cli, Yang-APIs etc.
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Introducing

Cisco Crosswork
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Cisco Crosswork:
Automation and Analytics at every stage of the Device Lifecycle

Crosswork Zero-Touch . Crosswork Change
. . Crosswork Health Insights !
Provisioning (Classic) _ _ Automation
Real-time tracking

@ of network state 0

I A
Zero Touch

Telemetry

Provisioning Profile: SW
Image and Config

Crosswork Data
Gateway
APls
\ 4

> Configuration

Network Deployment
configuration

changes
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Cisco Crosswork ZTP
Server
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Enter Crosswork ZTP Server
Enabling dynamic scheduling of ZTP workflows

.-‘ ZTP Job scheduler
(home-grown, cluster schedulers like
, \ / \ Kubernetes, marathon etc.)
0—0—0
Crosswork Zero-Touch

Provisioning (Classic)

Crosswork ZTP
.-‘ \ APIs @

DHCP Server

afear]n
Cisco

ZTP Controller

Initial DHCPv4/v6
and/or SLAAC (IPv6)

messages

* Images for iPXE
» Configs/scripts

for ZTP ’
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Demo!

Closed loop automation with I0S-XR
ZTP and Cisco Crosswork
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Demo!
Closed loop automation with IOS-XR ZTP and Cisco Crosswork

dockef REST Based ZTP

Hook Server

DHCP Server

»  Set up ZTP configs, Crosswork Zero-Touch
profiles, Device settings, Provisioning (Classic)

Trigger onboarding Crosswork ZTP
APls @

o],
Cisco

\
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Python ZTP script
REST notification
upon success
Initial DHCPv4/v6
and/or SLAAC (IPv6)

messages —
9 e

ZTP Controller

Python Script
Downloaded from

Crosswork ZTP Server ’
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Learn more!
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Explore More on [OS-XR ZTP

- Blogs on xrdocs:

https://xrdocs.io/device-lifecycle/

- |0S-XR ZTP: Learning through Packet Captures
- Working with Zero Touch Provisioning

- IPXE Deep Dive

- I0S-XR ZTP APIs (Bash and Python): Al DEVNET

Cisco

« DevNet Sandbox based Learning Labs

« IOS-XR ZTP on Github
« |OS-XR ZTP Python library, sample scripts

- xr-restztp (ZTP hook server used in the demo) GitHub ‘ ‘
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https://xrdocs.io/device-lifecycle/
https://xrdocs.io/device-lifecycle/blogs/2017-09-21-ios-xr-ztp-learning-through-packet-captures/
https://xrdocs.io/device-lifecycle/tutorials/2016-08-26-working-with-ztp/
https://xrdocs.io/device-lifecycle/tutorials/2016-07-27-ipxe-deep-dive/
https://developer.cisco.com/learning/modules/iosxr-cli-automation
https://github.com/ios-xr/iosxr-ztp-python
https://github.com/akshshar/xr-restztp

Explore More on Cisco Crosswork for ZTP

- Cisco Crosswork on Devnet 1 DEVNET f

« Cisco Crosswork API, Getting Started and more

- Postman Collection from Today’s ZTP demo: o o‘I

« Crosswork ZTP demo Postman collection

POSTMAN
- Cisco Crosswork Installation Guides: il
- https://www.cisco.com/c/en/us/support/cloud-systems- ># DevNetDay

management/crosswork-network-automation/products-
installation-quides-list.html

- v
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https://developer.cisco.com/docs/crosswork/
https://www.getpostman.com/collections/d3a93409079076af3c7b
https://www.cisco.com/c/en/us/support/cloud-systems-management/crosswork-network-automation/products-installation-guides-list.html
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