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What is Gitlab?

Web based source code management (SCM), similar to github. As the name implies, it is
used for git based source code.




Why Gitlab?

@ Free
@ Open Source

@ Has robust features like wikipages and...CI/CD




What is this CI/CD?

Continuous integration (Cl) is the practice of merging all developers' working copies to a
shared mainline

Continuous delivery (CD) is a software engineering approach in which teams produce
software in short cycles, ensuring that the software can be reliably released at any time
and, when releasing the software, without doing so manually

Put simply, it is a extremely frequent building and testing of software patches as part of
the process of integrating them into a shared tree




Why is this useful for open source projects?

Maintainers of projects can get dozens (possibly hundreds) of patches daily. Identifying
and removing faulty ones prior to releasing them to the public can avoid development
issues with the wider developer community.

This process enables patches to be built and tested prior to integration, finding bugs
BEFORE they break other developers of the shared code.




Drawbacks

@ |n a perfect world, we would have enough computing resources to compile and test
every patch, weeding out the problematic ones as they arrive.

@ Unfortunately, this isn't feasible, as each CI/CD run can take hours and dozens
(perhaps hundreds) of patches arrive daily. So, they must be tested in batches. This
increasing the difficulty of determining faulty patches and requiring more manual
intervention.

® For example, there were 97 patches pulled into poky between 05/10-
05/17/21. If we compiled each one, for each gemu machine, and it only took
an hour (which it takes way more), it would add up to 1067 (97 * 11 * 1).
(note: 168 hours/week)




Gitlab ClI

GitLab CI/CD is a tool built into GitLab for software development

Free (if you run everything on your own hardware, more about this later)




Alternatives to Gitlab CI

@ Github workflow
@ Jenkins and LAVA
@® Many others




Current Users of Gitlab Cl in YP/OE

e Meta-arm

* Meta-security

- WIP
* Meta-zephyr (personally maintained)

* Yocto Project kernel releases




«» Pipelines - Jon Mason / meta-arm X +

< 2> C 8 gitlab.com,

W GitLab Projects Groups Snippets  Help Search or jump to... e} @.V Sign in / Register

Jon Mason > meta-arm > Pipelines

M meta-arm

All 314 Finished Branches Tags
1Y Project overview d

B Repository | Q ‘
@ Issues 0
Status Pipeline Triggerer Commit Stages Duration
I Merge requests 0
#308354374
- ¥ master - 2bB87e62 @ 00:55:58
=v Requirements Scheduled . i [ ]
arm/linux-yocto: additional ... & 8 hours ago
latest
% /o
#308035538
Pipelines — S V gatesgarth-o- 5fclde74 YT @ 01:32:43 .
] ui :
- 0 Cl: fix preferred version of a. . - & 18 hours ago
Jobs latest
Schedules . .
#30802290
S F dunfell o d11487be o ®
Scheduled - o (v ) (v ){w) b v B
Test Cases Cl: use public KAS image s 8 19 heurs age
latest
& Operations
#308014717
;Ohded P hardknott -o- 7cal3bdf PR @ 12:26:05 »
-0 - chedule: (v ) {v)(w) _ - H
[ Packages & Registries e @ arm/linux-yocto: add missin... AL & 17 hours age
atest
L Analytics
#307697733
207697723 ¥ master -o- 2b387e62 E— @ 09:56:19
[0 wiki Scheduled (v ) (v )(x) [
arm/linux-yocto: additional ... s NS 8 1 day ago
latest
& Snippets
#307127891
ter -o- 2b887e62 [P — 7
B4 Members Scheduled ¥ mas e'_ i (v ) {w) () o 91 L
arm/linux-yocto: additional ... e NS 8 3 days ago
latest
#306784657 ¥ downstream -o- 1738bb6 @ 00:49:24 , v
latest arm/trusted-firmare-a: upda... 8 3 days ago
" 898be477 NN TN :34:19
#3067 ¥ downstream o & (DD & 00:34:19 o |2
<« Collapse sidebar arm/trusted-firmare-a: upda... e e B 4 days ago




«@ Pipeline - Jon Mason / metaarm X +

& C @ gitlab.com

&p GitLab  Projects Groups Snippets  Help Search or jump to... Q @.V Sign in / Register

M meta-arm Jon Mason > meta-arm > Pipelines > #308354374

LT Project overview Pipeline #308354374 triggered 9 hours ago by 9 Jon Mason | Retry
B Repository arm/linux-yocto: additional workaround for gemuarmé64-secureboot ZONE_DMA
 Issues 0 Reverting additional _DMA patch 2281dfab@22661@e235F49ed75bf6ad57cbaaTe2

which was added in v5.18.37

[ Merge requests 0
: 13700b95247a422414b565403bc3dcladde7ddshs

by: Jon Mason <jon.mason@arm.com>

=¥ Requirements

« CljcD
‘ @ 38 jobs for master in 55 minutes and 58 seconds (queued for 13 seconds)
Pipelines
latest
Jobs =
Schedules o 2bB87e62 [Y
Test Cases

1% Mo related merge requests found.

%> Operations

@ Packages & Registries Pipeline MNeeds Jobs 38 Failed Jobs 3 Tests 0

il Analytics
Lt Anely Prep Bootstrap Build

@ delete-dI-dir @ machine-cov... @ corstone500
@ delete-repo-... @ nisdp/boots... @ corstone700-...
@ delete-sstate @ corstone700-...
@ delete-toolc... @ fup-base

@ get-binary-to... @ fup-base-ar...

« Collapse sidebar —~ S~

[ wiki
X Snippets

B8 Members



<@ corstone500 (#1287932898) - Job X + o - X

< C & gitlab.com/jonmaso

W GitLab Projects  Groups Snippets  Help Search or jump to... Q '.’.V n egist

KiB of log -

2021-85-24 ©8:46:13 : Running task 3730 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-devtools/binutils/binutils_2.36.bb:do_packagedata)
2021-85-24 88:46:13 : recipe binutils-2.36.1-r@: task do_packagedata: Started

2021-85-24 ©8:46:14 recipe binutils-2.36.1-r@: task do packagedata: Succeeded

2021-85-24 98:46:14 : Running task 3731 of 3741 (/builds/jonmason@d/meta-arm/work/poky/meta/recipes-devtools/binutils/binutils_2.36.bb:do_package ga)
2021-85-24 ©8:46:14 Running task 3732 of 3741 (/builds/jonmason@d/meta-arm/work/poky/meta/recipes-devtools/binutils/binutils_2.36.bb:do_package_write_ipk)
2021-85-24 ©8:46:14 recipe binutils-2.36.1-r@: task do_package_ga: Started

2021-85-24 ©98:46:14 : recipe binutils-2.36.1-r@: task do_package_write_ipk: Started

2021-85-24 03:46:16 recipe binutils-2.36.1-r@: task do_package_ga: Succeeded

2021-85-24 88:46:26 : recipe perf-1.8-r9: task do_install: Succeeded

20821-85-24 ©8:46:26 : Running task 3733 of 3741 (/builds/jonmason®@/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_package)

2021-85-24 ©8:46:26 Running task 3734 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_populate_sysroot)
2021-85-24 88:46:26 : recipe perf-1.8-r8: task do_package: Started

2021-85-24 ©98:46:26 : recipe perf-1.8-r9: task do_populate_sysroot: Started

2021-85-24 ©8:46:27 recipe perf-1.8-r9: task do_populate_sysroot: Succeeded

2621-85-24 88:46:28 : recipe binutils-2.36.1-r@: task do_package write ipk: Succeeded

2921-85-24 ©8:46:28 Running task 3735 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-devtools/binutils/binutils_2.36.bb:do_rm_work)
2021-85-24 ©8:46:28 recipe binutils-2.36.1-r@: task do_rm work: Started

2021-85-24 88:46:29 : recipe perf-1.8-r3: task do_package: Succeeded

2921-85-24 ©8:46:29 Running task 3736 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_packagedata)

2021-85-24 ©8:46:29 : recipe perf-1.8-r9: task do_packagedata: Started

2021-85-24 88:46:29 : recipe perf-1.8-r8: task do_packagedata: Succeeded

2021-85-24 ©8:46:29 Running task 3737 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_package qa)

2021-85-24 ©8:46:29 : Running task 3738 of 3741 (/builds/jonmason@d/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_package_write_ipk)
2021-85-24 88:46:29 : recipe perf-1.8-r3: task do_package ga: Started

2021-85-24 ©8:46:29 recipe perf-1.@-r9: task do_package write ipk: Started

2021-85-24 ©8:46:29 : recipe binutils-2.36.1-r@: task do_rm work: Succeeded

2021-85-24 @3:46:30 recipe perf-1.@-r9: task do_package_qa: Succeeded

2021-85-24 ©8:46:31 recipe perf-1.@-r9: task do_package write ipk: Succeeded

20821-85-24 ©8:46:31 : Running task 3739 of 3741 (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_rm_work)

2021-85-24 @83:46:31 recipe perf-1.@-r9: task do_rm_work: Started

2021-85-24 88:46:31 : recipe perf-1.8-r9: task do_rm work: Succeeded

20821-85-24 ©8:46:31 : Running noexec task 3740 of 3741 (/builds/jonmason@8/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_rm_work_all)
2021-85-24 @8:46:31 Running noexec task 3741 of 3741 (/builds/jonmason®8/meta-arm/work/poky/meta/recipes-kernel/perf/perf.bb:do_build)
2021-85-24 88:46:33 : Tasks Summary: Attempted 3741 tasks of which 698 didn't need to be rerun and all succeeded.




<@ fvp-base (#1287932914) - Jobs. ' x + o _ X

< C & gitlab.com/jonmaso

W GitLab Projects  Groups Snippets  Help Search or jump to... Q '.’.V n egist

fup-base

2021-85-24 ©8:14:48 : recipe psplash-@.1+gitAUTOINC+0a902f7cd8-r15: task do_deploy source_date_epoch: Succeeded

Duration: 1 min
2021-85-24 88:14:48 : recipe busybox-1.33.1-r@: task do_populate_lic: Started

2021-85-24 ©8:14:48 recipe libgcrypt-1.9.2-r@: task do_patch: Started

2021-85-24 ©8:14:48 : recipe nettle-3.7.2-r@: task do_deploy_source_date_epoch: Succeeded

2021-85-24 03:14:48 recipe busybox-1.33.1-r@: task do_deploy_ source_date_epoch: Started

2021-85-24 ©8:14:48 recipe file-5.48-r@: task do_patch: Succeeded

2021-85-24 ©98:14:48 : recipe 1zo-2.10-r@: task do_patch: Succeeded

2021-85-24 03:14:48 recipe acl-2.3.1-r@: task do_patch: Succeeded

2021-85-24 88:14:48 : recipe busybox-1.33.1-r@: task do_populate lic: Succeeded

2021-85-24 ©98:14:48 : recipe busybox-1.33.1-r@: task do_deploy source_date_epoch: Succeeded

2021-85-24 ©8:14:48 recipe ca-certificates-20210119-r@: task do_install: Succeeded

2621-85-24 88:14:49 : recipe tcp-wrappers-7.6-r18: task do_patch: Succeeded

2021-85-24 ©98:14:49 recipe libgcrypt-1.9.2-r@: task do_patch: Succeeded

2021-85-24 ©8:14:51 Tasks Summary: Attempted 1345 tasks of which 656 didn't need to be rerun and 1 failed.
2021-85-24 88:14:51

2021-85-24 98:14:51 Summary: 1 task failed:

2021-85-24 ©8:14:51 /builds/jonmason@@/meta-arm/work/poky/meta/recipes-bsp/u-boot/u-boot_2021.84.bb:do_patch
2021-85-24 88:14:51 Summary: There were 8 WARNING messages shown.

2021-85-24 98:14:51 Summary: There was 1 ERROR message shown, returning a non-zero exit code.

2021-85-24 ©8:14:51 Command */builds/jonmason@@/meta-arm/work/build$ /builds/jonmason@e/meta-arm/work/poky/bitbake/bin/bitbake -c build core-image-base perf” faile

--- Error summary ---

ERROR: u-boot-1 2021.84-r® do_patch: Command Error: *quilt --quiltrc /builds/jonmason®d/meta-arm/work/build/tmp/work/fup_base-poky-linux/u-boot/1 2821.84-r8/recipe-sysroot-nati
ve/etc/quiltrc push® exited with @ Output:

stdout: Applying patch @@el-vexpress64 fwp-Set-DRAM-to-4G-to-match-with-kernel-d.patch

patching file configs/vexpress_aemvBa_semi_defconfig

Hunk #1 FATLED at 2.

1 out of 1 hunk FAILED -- rejects in file configs/vexpress aemv8a semi defconfig

patching file include/configs/vexpress_aemv8a.h

Hunk #1 FATLED at 117.

1 out of 1 hunk FATLED -- rejects in file include/configs/vexpress aemv8a.h

Patch @001-vexpressed_fvp-Set-DRAM-to-4G-to-match-with-kernel-d.patch can be reverse-applied

stderr:

ERROR: Logfile of failure stored in: /builds/jonmason®@/meta-arm/work/build/tmp/work/fup_base-poky-linux/u-boat/1_2821.84-r8/temp/log.do_patch.23852

ERROR: Task (/builds/jonmason@@/meta-arm/work/poky/meta/recipes-bsp/u-boot/u-boot_2021.84.bb:do_patch) failed with exit code '1°

o file

Job failed:
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<« > C @ gitlab.com/jonmason00/meta-zephyr/-/pipelines/293398421 Q i e > & W 6
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n meta-zephyr Cl: add Gitlab CI support

_ Signed-off-by: Jon Mason <jon.mason@arm.com>
Y Project overview

A Repository . . )

(® 15 jobs for dunfell in 8 minutes and 16 seconds (queued for 1 second)
O Issues 0

M latest
1 Merge requests 0

= o =0 3bfO3f9b [}
=v Requirements

£ cljco 14 No related merge requests found.
Pipelines
e View job dependencies in the pipeline graph!

Jobs You can now group

Schedules

Test Cases Provide feedback

@ Security & Compliance

Pipeline MNeeds Jobs 15  Tests 0

@ Operations
Group jobs by = Stage = Job dependendes
B Packages & Registries

[t s Prep Bootstrap Build Test
O wiki @ chmod-presi.. b (I) machine-cov... £ -f acm (5] \4> qemu-cortex-m... L
X, Snippats 5
: > c () gemu-nios2/t...
88 Members .

> o () qemu-xgsfte..
i} Settings

> 8]

>

~

L™
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<@ gemu-cortex-m3/testimage (#12 X +
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c1a58683225b@bf10f8d7al8280acefar469ecc2

/builds/jonmason@@/meta-zephyr/work/meta-openembedded$ git checkout -gq cla5@683225bebf18f8d7alB280acefar7d69%cc2 -B dunfell
/builds/jonmason®d/meta-zephyr/work/poky$ git status -s

/builds/jonmason@@/meta-zephyr/work/poky$ git rev-parse --verify -q origin/dunfell
b@cb8@3Tbafe2828cf41ef1116952322c70ale62

/builds/jonmason@@/meta-zephyr/work/poky$ git checkout -q bBchBe9fbofe2B2Bcf4lef1116952322c78a%62 -B dunfell
fbuilds/jonmason®@/meta-zephyr/ci$ git rev-parse --show-toplevel

Using /builds/jonmason@@/meta-zephyr as root for repository meta-zephyr

/builds/jonmason®d/meta-zephyr/ci$ git rev-parse --show-toplevel

Using /builds/jonmason@@/meta-zephyr as root for repository meta-zephyr

/builds/jonmason®d/meta-zephyr/work/poky$ /tmp/tmpjo_13q34/get_bb_env /builds/jonmason®®/meta-zephyr/work/build
fbuilds/jonmason®@/meta-zephyr/ci$ git rev-parse --show-toplevel

Using /builds/jonmason@@/meta-zephyr as root for repository meta-zephyr

/builds/jonmason@@/meta-zephyrfwork/build$ /builds/jonmason@d/meta-zephyr/work/poky/bitbake/bin/bitbake -c testimage zephyr-kernel-test-all
Parsing recipes...done.

Parsing of 1917 .bb files complete (@ cached, 1917 parsed). 2989 targets, 188 skipped, @ masked, @ errors.

NOTE: Resolving any missing task queue dependencies

Build Configuration:

BB_VERSION = "1.46.8"

BUILD SVS = "x86_64-1inux"

NATIVELSBSTRING = "debian-18"

TARGET_SYS = "arm-yocto-eabi®

MACHINE = "gemu-cortex-m3"

DISTRO "zephyr"

DISTRO_VERSION "1.8"

TUNE_FEATURES = "armv7m vfp cortexm3"

TARGET_FPU = "soft"

meta-zephyr = "HEAD:3bf98fIb97b53b59c7Fc@3502487ee7eT66a037C"
meta-oe

meta-python = "dunfell:c1a58683225b8bf10F8d7a18288acefa746%ecc2”
meta

meta-poky = "dunfell:bdcb3@3fhofe2828cF41ef1116952322c70a%e62"

Initialising tasks...done.

Sstate summary: Wanted @ Found @ Missed @ Current @ (0% match, 8% complete)

NOTE: No setscene tasks

NOTE: Executing Tasks

NOTE: Running task 1 of 1 (/builds/jonmasond@/meta-zephyr/recipes-kernel/zephyr-kernel/zephyr-kernel-test-all.bb:do_testimage)
NOTE: recipe zephyr-kernel-test-all-1.8-r@: task do_testimage: Started

NOTE: recipe zephyr-kernel-test-all-1.8-r@: task do_testimage: Succeeded

NOTE: Tasks Summary: Attempted 1 tasks of which @ didn't need to be rerun and all succeeded.

B -
a K = 8 B E

a D ny w2 P @~

qemu-cortex-m3/... |54

Duration: 3 minutes 46 seconds

Timeout: 2h (from project) @

Commit 3b/02f0h [

Cl: add Gitlab C1 support

() Pipeline #203308421 for dunfe11
test w

(7 gemu-x86y/testimage



I'm sold, how do | set this up?

Gitlab Runner
Gitlab Executor




Gitlab Runner

A runner is a lightweight, highly-scalable agent that picks up a ClI job through the
coordinator API of GitLab CI/CD, runs the job, and sends the result back to the GitLab
instance.

https://docs.gitlab.com/ee/ci/runners/README.html




Gitlab Executor

@ GitLab Runner implements a number of executors that can be used to run your builds
in different scenarios
SSH
Shell
VirtualBox
Parallels
Docker
Kubernetes
Custom

@ https:/docs.qgitlab.com/runner/executors/README.html



https://docs.gitlab.com/runner/executors/README.html

& ® -
tlab.com, i T » # H

GitLab.com (13.13-pre) ~ Get free trial

Issues

The list of executors above is locked. We ne lenger are developing or accepting new ones. Please check CONTRIBUTION.md to check the details.

Merge requests bl
On this page
Operations ’ H Selecting the executor
. Selecting the executor Fiectng
Cl/cp > | am not sure

5 Shell executor

Agplication;security ! The executors support different platforms and methodologies for building a project. The table below shows the key facts for each executor which will Virtus! Machi cor (Virtua Box / Paralicls)
irtua achine executor (VIrualbox arallels,
Packages & Registries ¥ help you decide which executor to use. Docker executor
Infrastructure > Docker Machine executor
tearati Executor SSH Shell VirtualBox Parallels Docker Kubernetes Custom Kubernetes executor
ntegrations »
SSH executor
API > ~ . . . .
Clean build envirenment for every build X X N v v v conditional (4) Custom executor
Omnibus GitLab > Compatibility chart
q 30 e L. Help and feedback
GitLab Runner v Reuse previous clone if it exists v vy X X V' X conditional (4) P
Install >
Configure 5 Runner file system access protected (5) N X N v v v conditional
Register >
Executors . Migrate runner machine X X partial partial v v v
Custom >
Dock Zero-configuration support for concurrent builds X X (1) N v v v conditional (4)
ocker
Docker Machine
Complicated build environments X X (2) v (3) v (3) v v N
Kubernetes
Shell . . . . .
Debugging build problems easy easy hard hard medium medium medium
SSH
Parallels
Virtusl B 1. It's possible, but in most cases it is problematic if the build uses services installed on the build machine
irtual box
2. It requires to install all dependencies by hand
Monitor
i J 2
Sacurity 3. For example using Vagrant (£
Shells 4. Dependent on what kind of environment you are provisioning. It can be completely isclated or shared between each build.
Troubleshoot 5. When a runner’s file system access is not protected, jobs can access the entire system including the runner's token, and the cache and code of other

Sest Practices jobs. Executors marked v don't allow the runner to access the file system by default. However, security flaws or certain configurations could allow
< jobs to break out of their container and access the file system hosting runner.
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«» CIfCD Settings - CI/CD - Settings X =+
< > C #@ gitlab.com/jonmason00/meta-arm/-/settings/ci_cd
& Gitlab  Projecs v Groups v Mare v
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Tr Project overview

B Repository
O Issues 0
I% Merge requests 0

=+ Requirements

« Cl/cD

@ Secur ity & Compliance
4 Operations

@ Packages & Registries

L Ana

oL
& Snippets
8 Members
£ Settings
General
Integrations
Webhooks
Repository
o
Operations
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Runners are processes that pick up and execute CI/CD jobs for GitLab. How do | configure runners?

Register as many runners as you want. You can register runners as separate users, on separate servers, and on your local machine.

Runners are either:

* active - Available to run jobs.
* paused - Not available to run jobs.

Specific runners

These runners are spedific to this project.

Set up a specific runner automatically
Register a runner on a Kubemetes cluster. Leam more.
1. Click the button below.
2. Select an existing Kubernetes cluster or create a new
ane.
3. From the Kubemetes cluster details view, applications
list, install GitLab Runner.

I I GitLab Runner on Kubemets

Set up a specific runner manually

1. Install GitLab Runner and ensure it's running.
2, Register the runner with this URL:
https://gitlab.con/ [}

‘And this registration token:
hEGmgfTYwibKIG2vYwfH fﬁ

Reset registration token

Show Runner installation instructions

Available specific runners

@ #6585418 (Ks'7zuXp) @ Zn

internal-meta-arm-runner
aarchfd. | ambd

@ 26495237 (9Cms2x62) B
arm64-meta-arm-runner-4
sarchbd  ambd

PN} Remove runner

@ £6495233 (UBGTpIHP) &

AR R=rrcve rurner

Shared runners

These runners are shared across this GitLab instance.

Shared Runners on GitLab.com run in autoscale mode and

are powered by Google Cloud Platform. Autoscaling means
reduced wait times to spin up builds, and isolated VMs for

each project, thus maximizing security.

They're free to use for public open source projects and
limited to 400 €l minutes per month per group for private
projects. Read about all Gitlab.com plans.

Enable shared runners for this project

©

Available shared runners: 15

@ #2563000 (ZWUSUL-) B
shared-runners-manager-7
dodker  gee

@ #157328 (1d6b581d)
gitlab-shared -runners-manager-3.gitlab.com
gitlab-org

@ #2072991 (pVRIXEDQ) £
gitlab-docker-shared-runners-manager-04
gitlab-org-docker

@ #380986 (0277ealf)
shared-runners-manager-5.gitiab.com

docker  gee

@ #380990 (8a621008)
gitlab-shared-runners-manager- 6.gitlab.com

gitlab-org.

@ #2072964 (ih9XD%p3) B

tiab-docker-shared. 0

gitlab-org-docker
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How to get Gitlab Cl building and running Yocto/OE

Gitlab CI config file
KAS




Gitlab CI config file

Basically, a way to run shell scripts




& .gitlab-clyml . master- Jon Masc X = &p hitps://gitlab.com/jonmason00/

C & gitlab.com/jonma

image: ghcr.io/siemens/kas/kas

# First do & common bootstrap, and then build all the targets
stages:

- prep

- bootstrap

- build

# Common job fragment to get a worker ready
.setup:
stage: build
variables:
KAS_WORK_DIR: $CI_PROJECT_DIR/work
KAS_REPO_REF_DIR: $CT_BUILDS_DIR/persist/repos
SSTATE_DIR: $CI_BUILDS DIR/persist/sstate
DL_DIR: $CI_BUILDS_DIR/persist/downloads
BB_LOGCONFTG: $CT_PROJECT DIR/ci/logging.yml
TOOLCHAIN_DIR: $CI_BUILDS_DIR/persist/toolchains
before script:
- echo KAS_WORK_DIR = $KAS_WIORK_DIR
- echo S5TATE_DIR = $5STATE_DIR
- echo DL_DIR = $DL_DIR
- mkdir --verbose --parents $KAS_LORK_DIR $KAS_REPO_REF_DIR $SSTATE_DIR 3DL_DIR $TCOLCHAIN DIR

# Generalised fragment to do & Kas build
.build:
extends: .setup
interruptible: true
script:
- KASFILES=$(./ci/jobs-to-kss $CI_JOB_NANE)
- kas shell --update --force-checkout $KASFILES -c 'cat conf/*.conf®
- kas build $KASFILES
- .fcifcheck-warnings $KAS_WORK_DIR/build/warnings.log

#
# Prep stage, update repositories once

update-repos:
extends: .setup
stage: prep
script:
- flock --verbese --timeout 6@ $KAS_REPO_REF_DIR ./cifupdate-repos

get-binary-toolchains:
extends: .setup
stage: prep
script:
- ./ci/get-binary-toolchains $DL_DIR $TOOLCHAIN_DIR

#
4 Bootstrap stage, bootstrap and machine coverage
#

# Build a number of native tools first to ensure the other builders don't race
# over them
nisdp/bootstrap:

extends: .build

stage: bootstrap

# What percentage of machines in the layer do we build
machine-coverage:
ctagar hAmtctran



KAS

Tool provides an easy mechanism to setup bitbake based projects

@ clone and checkout bitbake layers

@ create default bitbake settings (machine, arch, ...)

: launch minimal build environment, reducing risk of host contamination

initiate bitbake build process

Configuration via a yml file




& d/baseyml. master- Jon Mason X = &p https.//gitlab.com/jonmason00/

C @ gitlab.com

header:
version: 9

distro: poky

defaults:
repos:

refspec: master

repos:
meta-arm:
layers:
meta-arm:
meta-arm-bsp:
meta-arm-toolchain:

poky:

url: https://git.yoctoproject.org/git/poky
layers:
meta:

meta-pok;

env:
BB_LOGCONFIG: "™
TOOLCHAIN_DIR: ""

local_conf_header:
base:

CONF_VERSION =
PACKAGE_CLASSES = "package_ipk”
LICENSE_FLAGS_WHITELIST += "armcompiler™
PACKAGECONFIG_remove_pn-gemu-system-native = "gthk+ sdl”
BB_NUMBER_THREADS "1
PARALLEL_MAKE = jie"
INHERIT += "rm_work"
PACKAGECONFIG_append_pn-perf =
ERROR_Q& = "${WARN_QA}"

noptest:
DISTRO_FEATURES remove = "ptest”

coresight”

machine: unset

target:
- core-image-base
- perf

x

+



KAS Docker

@ Dockerimage created by the KAS project with all of the dependencies to build a
Yocto image, as well as KAS installed




Benefits of Developing this way

@ Very reproducible builds

@ Minimal environment and no dependency on installed packages

@ Can use sstate and dl_dir




Cool features

Scheduling runs

Emails from failed/newly working runs




«» Pipeline Schedules - Jon Mason | X +

< C @ gitlab.com

W GitLab Projects Groups Snippets  Help Search or jump to... e} @.V Sign in / Register

M meta-arm Jon Mason > meta-arm > Schedules

1Y Project overview X
Scheduling Pipelines

B Repository ]

X The pipelines schedule runs pipelines in the future, repeatedly. for specific branches or tags.
o G Those scheduled pipelines will inherit limited project access based on their associated user.
ssues

Learn more in the pipeline schedules documentation.

I Merge requests 0

=v Requirements
All 4 Active 4 nactive 0

% /o
Description Target Last Pipeline Next Run Owner
Pipelines
Nightly master ¥ master (%) #308354374 in 14 hours 9 Jon Mason
Jobs
Weekly hardknott ¥ hardknott () #308014717 in 5 days g Jon Mason
Schedules -
Test Cases Weekly gatesgarth ¥ gatesgarth '2‘ #308035538 in 5 days 9 Jon Mason
Weekly dunfell Y dunfell (2) #308022903 in 5 days @ lonMason

& Operations

(B Packages & Registries
L Analytics

[0 wiki

& Snippets

B4 Members

« Collapse sidebar



! Failed pipeline for master | meta-arm | 2b887¢ Jjdmason@kudzu.us - Kudzu.us Mail - Google Chrome

# mail.google.com

Archive Spam Delete Mark as unread  Snooze Moveto Labels More

Failed pipeline for master | meta-arm | 2b887e62 (Etemal: inbox =

GitLab =qitlab@mg.gitlab.com= Sun, May 23, 437 PM (20 hours age) ¥y € Reply

to -
% Pipeline #308035656 has failed!

Jon Mason / meta-arm

master

2b887e62
arm/linux-yocto: additional workaround for gemu

Jon Mason

Pipeline #308035656 triggered by &=8 Jon Mason
had 2 failed builds

Failed builds

update-repos

get-binary-toolchains

4

You're receiving this email because of your account on gitlab.com. Manage all notifications - Help




Debugging in Gitlab Cl

Running docker locally to reproduce issue

jdm@athena:~$ sudo docker run -it --name kas-test --volume /yocto/downloads:/builds/persist/downloads --volume
/yocto/sstate-cache:/builds/persist/sstate --volume /yocto/repos:/builds/persist/repos --volume /yocto/toolchains:/builds/
persist/toolchains --privileged ghcr.io/siemens/kas/kas /bin/bash

builder@ea0827034b68:~$ git clone https://gitlab.com/jonmason00/meta-arm.git -b downstream

Cloning into 'meta-arm'...

remote: Enumerating objects: 579, done.

remote: Counting objects: 100% (579/579), done.

remote: Compressing objects: 100% (244/244), done.

remote: Total 7374 (delta 344), reused 529 (delta 310), pack-reused 6795

Receiving objects: 100% (7374/7374), 1.49 MiB | 7.77 MiB/s, done.

Resolving deltas: 100% (4204/4204), done.

builder@ea0827034b68:~$ cd meta-arm/

builder@ea0827034b68:~/meta-arm$ SSTATE_DIR=/builds/persist/sstate DI._DIR=/builds/persist/downloads kas build
ci/gemuarm64-secureboot.yml:ci/testimage.yml




Potential Problems

Can't share sstate with non-container users using KAS

Difficult/impossible to access failing docker image




Improvements?

Running in tmpfs
Rungemu working in non-privlidged container
Optimal number of runners on a single host




THANKS

To see more info on Gitlab Cl running on meta-arm



https://gitlab.com/jonmason00/meta-arm/-/pipelines

«» CIfCD Settings - CI/CD - Settings X =+
< > C #@ gitlab.com/jonmason00/meta-arm/-/settings/ci_cd
& Gitlab  Projecs v Groups v Mare v

B

Tr Project overview

B Repository
O Issues 0
I% Merge requests 0

=+ Requirements

« Cl/cD

@ Secur ity & Compliance
4 Operations

@ Packages & Registries

L Ana

oL
& Snippets
8 Members
£ Settings
General
Integrations
Webhooks
Repository
o
Operations

Pages

& Collapse sidebar

Runners

~  Search or jump 10

Runners are processes that pick up and execute CI/CD jobs for GitLab. How do | configure runners?

Register as many runners as you want. You can register runners as separate users, on separate servers, and on your local machine.

Runners are either:

* active - Available to run jobs.
* paused - Not available to run jobs.

Specific runners

These runners are spedific to this project.

Set up a specific runner automatically
Register a runner on a Kubemetes cluster. Leam more.
1. Click the button below.
2. Select an existing Kubernetes cluster or create a new
ane.
3. From the Kubemetes cluster details view, applications
list, install GitLab Runner.

I I GitLab Runner on Kubemets

Set up a specific runner manually

1. Install GitLab Runner and ensure it's running.
2, Register the runner with this URL:
https://gitlab.con/ [}

‘And this registration token:
hEGmgfTYwibKIG2vYwfH fﬁ

Reset registration token

Show Runner installation instructions

Available specific runners

@ #6585418 (Ks'7zuXp) @ Zn

internal-meta-arm-runner
aarchfd. | ambd

@ 26495237 (9Cms2x62) B
arm64-meta-arm-runner-4
sarchbd  ambd

PN} Remove runner

@ £6495233 (UBGTpIHP) &

AR R=rrcve rurner

Shared runners

These runners are shared across this GitLab instance.

Shared Runners on GitLab.com run in autoscale mode and

are powered by Google Cloud Platform. Autoscaling means
reduced wait times to spin up builds, and isolated VMs for

each project, thus maximizing security.

They're free to use for public open source projects and
limited to 400 €l minutes per month per group for private
projects. Read about all Gitlab.com plans.

Enable shared runners for this project

©

Available shared runners: 15

@ #2563000 (ZWUSUL-) B
shared-runners-manager-7
dodker  gee

@ #157328 (1d6b581d)
gitlab-shared -runners-manager-3.gitlab.com
gitlab-org

@ #2072991 (pVRIXEDQ) £
gitlab-docker-shared-runners-manager-04
gitlab-org-docker

@ #380986 (0277ealf)
shared-runners-manager-5.gitiab.com

docker  gee

@ #380990 (8a621008)
gitlab-shared-runners-manager- 6.gitlab.com

gitlab-org.

@ #2072964 (ih9XD%p3) B

tiab-docker-shared. 0

gitlab-org-docker

a K = 8 B E
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Gitlab Runner and executor docker from shell

@ S sudo docker run -d -name gitlab-runner --restart always -v
/var/run/docker.sock:/var/run/docker.sock gitlab/gitlab-runner:latest

@ $ sudo docker exec -it gitlab-runner gitlab-runner register --non-interactive --tag-list
"aarch64,arm64" --run-untagged --url "https://gitlab.com/" --registration-token
"h6Gmqf7YwibKJG2vYwfH" --executor "docker” --docker-image
"ghcr.io/siemens/kas/kas" --description internal-meta-arm-runner
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