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Executive summary

mong the hard-won lessons of the

global credit crisis is the importance
of a consistent—and consistently enforced—set of
governance, risk and compliance policies. Consistency
is no guarantee against loss; as Warren Buffett has
noted, bankers who act like lemmings are likely to
experience a lemming-like fate.! But at the very least, an
integrated governance, risk and compliance programme
promotes a common language and understanding of risk
and discourages the development of siloed oversight
functions that operate inisolation from the business.

To learn more about thisissue, the Economist
Intelligence Unit conducted a study, sponsored by
Oracle, including a comprehensive global online survey
and one-on-one interviews with a series of senior
governance, risk and compliance executives. The
principal findings are as follows:

m Independent yet overlapping control functions
hinder a comprehensive understanding of risk.
Infinancial services institutions, governance, risk
and compliance activities are typically spread across
multiple overlapping and related functions such as
audit, compliance, finance, IT, operations and legal.
Each operates somewhat independently, leading to
inconsistent and inefficient processes. But the bigger
problem is that each silo reports to senior management
independently, impeding a comprehensive
understanding of risk.

m Institutions thatinvestin governance, risk and
compliance are more likely to integrate pricing
1“In their lending, many bankers played follow-the-leader with lemming-like zeal; now

they are experiencing a lemming-like fate.” Berkshire Hathaway annual letter to shareholders,
1990. (http://www.berkshirehathaway.com/letters/1990.html)
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and risk. Risk-adjusted pricingis finein theory; in
practice, the desire to win business often triumphs,
evenin volatile and risky markets. The more progress
institutions had made inintegrating governance, risk
and compliance, the more likely they were to have
increased product prices to offset higher risk during the
credit crisis, according to the survey results.

B Equityinvestors recognise the importance of
governance, risk and compliance. Organisations
with programmes to integrate governance, risk and
compliance are less likely to have suffered significant
stock price declines during the recent credit crisis,
according to the survey.

m Organisations that fail to integrate governance,
risk and compliance are often the ones that need

it most. Survey respondents were asked whether
theirinstitutions strike a balance between risk and
opportunity or are overly biased towards one or the
other. The firms that have not taken steps tointegrate
governance, riskand compliance tend also to be those
focused on the pursuit of new business to the exclusion
of risk control.

B These same organisations tend to exhibit other
dysfunctional behaviour. Respondents from firms
that have not taken steps to integrate governance,
riskand compliance are more likely to agree with
statements like “My organisation’s policies and
objectives exist only as a formality—they do not reflect
how the organisation is runin practice,” and to say
that the firm’s risk and compliance policies are not well
understood throughout the organisation.

© The Economist Intelligence Unit 2008




Introduction

foolish consistency,
said Ralph Waldo
Emerson, an American essayist
and poet, is the hobgoblin of
little minds. But there is nothing
foolish about working to implement
consistent policies across an
organisation. Indeed, at a highly
leveraged financialinstitution—
where a small loss may wipe out a
large chunk of capital—a consistent
and integrated set of risk policies
may mean the difference between prosperity and
insolvency.

This, in a nutshell, is the rationale behind
the growing interestin governance, risk and
compliance—a phrase that refers to the entire set
of processes, policies and activities around risk

Who took the survey?

In February 2008 the Economist Intelligence Unit conducted an
online survey of 167 executives worldwide to determine how they
approach the challenges of governance, risk and compliance. Of the
respondents to the survey, 51% were senior executives (board-level
or C-level), and 49% were directors, business unit heads and other
managers. Worldwide, 30% of respondents were based in North
America, 23% in Western Europe, 30% in the Asia-Pacific region, and
17% from Latin America, Eastern Europe, the Middle East and Africa.
More than one-half of the respondents (52%) worked at organisa-
tions with global assets of more than US$50bn. All respondents were
in the financial services industry. In addition to the survey, qualita-
tive interviews were conducted with senior executives familiar with
governance, risk and compliance.

© The Economist Intelligence Unit 2008

Governance, risk and compliance in financial services

management, broadly defined (see
“Governance, risk and compliance
defined” on page 5). The
integration of governance, risk and
compliance activities is particularly
importantin the financial services
industry. There are several reasons:

B Financial services institutions
play a key role in the health of
the global economy. They are
counterparties to vast numbers of
transactions, and their ability to maintain sufficient
capital to offset riskis of interest to the general
public, notjust the more narrow community of
shareholders, management and employees.

W Like all corporate stewards, financial services
executives face the challenge of generating steadily
rising earnings. But financial services firms must do
itin an environment more fraught with risk: volatile
financial markets, operationally complex systems and
commodity-type products with narrow margins.

B The global credit crisis has driven investors to make
sharper distinctions between well-managed firms that
balance opportunity and risk and those that pursue
opportunity at the expense of risk. Shareholders have
suffered both from declining share prices and the
dilutive effect of capitalinfusions into institutions
such as UBS, Citigroup, Merrill Lynch, Lehman
Brothers and Wachovia.

All of this argues for special attention to
governance, risk and compliance activities within



financial services institutions. The problem with
these activities now is not that any single activity is
flawed; itis that different activities have grown up
independently, and information gatheringis not
harmonised or standardised across governance, risk
management, compliance and internal control systems.

“Information is reported upwards in a fragmented
way,” says Dan McKinney, a partner at Ernst &
Young's Risk Advisory Services. “Boards and risk
committees are concerned they're getting individual
reports from each silo,” he says. “They’re wanting a
more comprehensive view of risk.”

Few executives would disagree with this objective
in theory. And yet many of the managers involved
in governance, risk and compliance fail to interact
with each other. Each remainsin his or her own
functional silo, with its own terminology, technology
and processes. The advantage is efficiency within
each silo; the disadvantage is duplication and
inefficiency across the organisation, as well as
the failure of senior management to gain the
comprehensive view of risk that can emerge
when information is prepared and shared using a
consistent methodology.

Governance, risk and compliance in financial services

“Boards and risk committees are
concerned they’re getting individual
reports from each silo. They’re wanting
a more comprehensive view of risk.”

Dan McKinney, partner, risk advisory services, Ernst & Young

Governance, risk and compliance defined

Governance, risk and compliance (GRC) has | < Audit and control activities;
become a well-known phrase in the financial | ¢« Compliance efforts; and
services industry, with over 400,000 refer- * All of the policies, processes,
ences on Google (many from the sites of documentation and IT infrastruc-

consulting and IT firms).The term refers to ture associated with the above.

multiple overlapping activities dealing with

information relevant to risk
management (broadly defined).
This will eventually enable a
more comprehensive and trans-
parent view of risk across an

organisation than exists today,

risk and compliance, including: Proponents of an integrated including the ability to report

* Risk governance; governance, risk and compliance strategy on effectiveness of governance and risk

* Financial, operational and IT risk suggest that all of these elements should policies and track and enforce compliance
management; be linked in order to bring together within lines of business. ®
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Balancing risk and opportunity

urmoil is often a catalyst for change.

“Any time there’s a major disloca-
tion, as there is now, there’s a large opportunity
to learn,” comments Kevin Blakely, president of
the US-based Risk Management Association, which
has 3,000 members in the financial services indus-
try. “It helps financial services firms to come out a
bit smarter.”

How has your organisation been affected by the credit crisis
and associated market turmoil? (Select all that apply)

Our stock price has declined
I 2%

We are less willing to extend credit or have tightened credit limits
I 25 %

There s less capital available to us
23%
We have raised prices on some or all products and services
I 19%
The value of our capital base has fallen
17%

We have sought new capitalinfusions
11%

Other, please specify

I 10%

None of the above; My organisation has not been affected
I 20%

Don't know

M 2%

“There are many lessons to be taken away from
the crisis,” says Teo Swee Lian, deputy managing
director at the Monetary Authority of Singapore
(the central bank). “These include the over-reli-
ance of financial institutions on external ratings,
[the need for] better oversight of banks’ off-bal-
ance-sheet exposures, the regulatory treatment of
these exposures and the need to strengthen stress
testing in financial institutions.”

One positive outcome of the recent bout of
asset price volatility is that it has exposed weak-
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nesses in the risk governance of financial insti-
tutions. A proper governance policy defines the
organisation’s risk profile, lays out a process for
evaluating and prioritising risks, and ensures that
the process is followed.

How the oversight is structured—for instance,
whether it resides in the audit committee or the
board of directors—appears to be less important
than expertise, resources and engagement. Accord-
ing to a 2008 study by RiskMetrics, for instance,
Goldman Sachs was relatively untouched by the
credit crisis despite the fact that its governance in-
frastructure is similar to that of other banks.? What
is significant, suggests the study, is the intellectual
firepower on Goldman’s audit committee (where risk
oversight resides) and that Goldman “ascribes as
much status, prestige and pay to people engaged in
control functions as to those running businesses”—
to the extent that employees are forced to rotate
between risk control and business operations.

In other words, Goldman has actively tried to
prevent the common rift between those focused
on risk and those focused on the business. When
a schism opens between these two groups—and
when the people running businesses have more
“status, prestige and pay” than those charged
with controlling risk—the stage is often set for a
breakdown in the checks and balances that allow
institutions to pursue new business without taking
on undue risk. It is this kind of breakdown that an
integrated system of governance, risk and compli-
ance activities is intended to avoid.

2 RiskMetrics Group, Credit Crisis and Corporate Governance Implications: Guidance for Proxy
Season and Insight into Best Practices, April 2008.



The case for integration is bolstered by a
report? by financial requlators from France, Ger-
many, Switzerland, the UK and the US, which as-
sesses risk management practices in the light of
the credit crisis. The report shows that “siloed”
firms in some cases “left different business areas
to make decisions in isolation and in ignorance
of other areas’” insights”. One result was that,
although some business line managers recognised
that underwriting standards for some products
were loosening, other business line managers did
not. Instead, they continued to add to the ware-
house of assets whose credit quality was probably
deteriorating.

The report also found that “senior managers at
firms that experienced more significant unexpected
losses tolerated a more segregated approach to
internal communications about risk management”.

Governance, risk and compliance in financial services

“Any time there’s a major dislocation,

as there is now, there’s a large
opportunity to learn.”

Kevin Blakeley, president, Risk Management Association

Moreover, firms that avoided significant losses
tended to be those where risk management not only
had independence and authority within the organi-
sation but also where there was “considerable direct
interaction with senior business managers”.

3 Senior Supervisors Group, Observations on Risk Management Practices during the Recent
Market Turbulence, March 2008.

Motives forintegration

xecutives see the biggest benefits of
integrating governance, risk and com-
pliance first in terms of gaining better control over
business processes and, second, in reducing the risk
of non-compliance. Dan Chelly, head of operational
risk at Groupe Caisse d'Epargne, a French bank, says
that as organisations such as his expand operations
further into foreign markets, they have to deal not
only with new regulations but also “specifically the
weight of liability in some countries”. An integrated
approach to risk becomes all the more important.

It is critical, for example, to be able to handle
national governance regulations properly and avoid

damaging instances such as class actions. Mr Chelly
believes that the main factors for international risk
strategies are to set up the same basic language
and risk culture—"“the core principles”. It is also
important to share the same risk management tool,
and to listen to local managers as they try to adapt
core principles to their area.

The ability to gain a global, enterprise-wide view
of risk is seen as significant by more than one-third
of survey respondents. As many as 22% rate perform-
ance improvement—for example, putting the firm
in a better position to undertake new sources of
growth—as a key benefit. Lower down the list are

© The Economist Intelligence Unit 2008
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What do you regard as the biggest benefits of integrating GRC
at your organisation? (Select up to two)

Better control over business processes
40%
Reducing the risk of non-compliance
I 37 %o
Ability to gain global, enterprise-wide view of risk
34%
Performance improvement (eg, undertake new sources of growth)
I, 2 2%
Increased protection (eg, from legal liability)
14%
Cost-cutting
I 11%
Making the organisation more attractive for investors
I 10%
Ability to address multiple regulations
I 37
Other
I 2%
None of the above; I don’t perceive benefits
I 2%
Don’t know
I 5%

the benefits of increased protection and cost-cutting.
Only one in ten respondents believes that integrating
governance, risk and compliance makes the organisa-
tion more attractive for investors.

Progress inintegration

he survey shows that 27% of the

167 respondents at financial services
firms are either in the final stages of integrating
governance, risk and compliance or are already
completely integrated. A total of 66% of firms
are either “somewhat integrated” or are at the
starting phase of integration—setting up steering
committees and working out how they can lever-
age a more unified effort.

However, these figures are more revealing when
they are viewed in the light of the organisation’s
risk profile—how much risk it chooses to take
on—and its sophistication around risk management

© The Economist Intelligence Unit 2008

activities. For instance, firms that are “not at all
integrated” or “starting to integrate” are:

m Twice as likely to be focused on the pursuit of
new business rather than control of risk;

B 50% more likely to say that their organisation’s
“policies and objectives exist only as a formality—
they do not reflect how the organisation is run in
practice”;

| Four times as likely to say that their organisa-
tion’s risk management policies are “less advanced
than those of our peers”; and

m Over five times as likely to say that their
organisation’s policies on risk management are



poorly or very poorly understood throughout the
organisation.

There is a difference in risk awareness as well.
According to the survey, all banks judge financial
risks as most important. But those that have inte-
grated governance, risk and compliance appear to
be more aware of operational and compliance risk
than their peers. In other words, they take a more
balanced and holistic approach to risk management.

Of course, many of the organisations that are
just starting on the road to integration are well
managed and cognisant of risk. However, for a dis-
proportionate number, the failure to move ahead is
part of a pattern of giving insufficient attention to
risk management. It would seem that many of the
organisations failing to integrate governance, risk
and compliance are those that need it most.

Governance, risk and compliance in financial services

Has your organisation integrated its governance,
risk and compliance processes? (% respondents)

Notatall 4%

Starting to integrate 22%

Somewhat integrated 44%

In the final stages
of integrating 10%

Completely integrated 17%

Don't know 1% j ‘

Ways to foster integration

rganisations are planning multiple

ways to improve the management
of governance, risk and compliance over the next
three years. Executives in the survey have as their
first priority implementing tools and technology.
Hiring more qualified staff and making changes to
risk reporting structures come an equal second af-
ter implementing tools and technology, and many
plan to bring together stakeholders from different
business units to create co-ordinated governance,
risk and compliance plans. Mr Blakely believes that
organisations should go a step further and give
incentives for risk. “We’re not incentivising people
properly,” he says.

Some firms intend to communicate governance,

risk and compliance policy down the organisa-
tion by a variety of means such as intranets and
special committees. A few plan to bolster govern-
ance, risk and compliance either by improving
planning processes or communication between
different security functions, or again by examin-
ing overlap between regulations.

How to communicate governance, risk and
compliance itself is also crucial. Jorge Soeiro
Marques, chief risk officer of Lusitania Companhia
de Seguros, a Portuguese insurance firm that is
currently implementing a governance, risk and
compliance programme, comments: “We need to
transmit to the whole organisation the changes
in how we manage investment, claims and con-

© The Economist Intelligence Unit 2008
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tracts with clients, and how we face competitors.
It's not easy to communicate this to front-office
staff. They need to understand the meaning of
risk, and know that each decision they take is
important.”

How does your organisation plan to improve GRC management
in the next three years? (Select up to two)

Implement GRC tools and technology
29%
Hire more qualified staff
I 22%
Make changes to risk reporting structure
22%
Bring together stakeholders from different business units to create
co-ordinated GRC plans
I 197%
Communicate GRC policy down the organisation (eg, via intranets,
special committees)
I 18°%
Improve planning processes
I 13°%
Improve communication between different security functions
13%
Examine overlap between regulations
I 3%
Not applicable; We do not plan to improve GRC management
5%
Other
. 2%
Don’t know
I 16%

How do the “laggards” vs the “pace-setters” at your organisation
plan to improve GRC management in the next three years?

. Laggards Pace-setters
Implement GRC tools and technology
29%
36%
Hire more qualified staff
I 25%
16%

Improve planning processes

12%

18%

Make changes to risk reporting structure

I, 26%

13%
Examine overlap between regulations
I 7%
11%

Bring together stakeholders from different business units to create
co-ordinated GRC plans

23%
13%
Improve communication between different security functions
10%
22%

Communicate GRC policy down the organisation (eg, via intranets,
special committees)
17%
22%
Other
B 3
2%
Not applicable; We do not plan to improve GRC management
I 5
4%
Don't know
I 15%
7%

The goal of data consistency

inancial services firms are thus moving

towards a more consistent approach to
data gathering and presentation. Across their or-
ganisation, 45% of executives either agree or agree
strongly that compliance and risk managers draw
from a single integrated set of consistent data, and
a similar proportion believe that they not only iden-

© The Economist Intelligence Unit 2008

tify and measure risk consistently, but also report
risk exposures. Firms less advanced in integrating
governance, risk and compliance are more likely to
have inconsistent data residing in different parts of
the organisation.

Fewer than one-half of financial institutions
believe their risk and compliance managers develop



controls in a consistent way, and the same goes

for the way they communicate with each other and
senior management. By contrast, many still have

a long way to go in terms of alignment: 29% say
that their firm does not identify risk in a consistent
way. Firms whose policies and objectives on risk
and compliance are less understood throughout the
organisation also identify risk less consistently.

Of the organisations that have not embarked on
integrating governance, risk and compliance, not a
single respondent could claim a consistent data set.
Virtually all agree that multiple concepts of risk are
floating around the organisation, and that risk and
compliance managers communicate with manage-
ment in inconsistent ways. These respondents
tended to put much greater emphasis on “politics”
too when describing the barriers to governance, risk
and compliance.

Governance, risk and compliance in financial services

To what extent do you agree or disagree with the following

statements? Across my organisation, compliance and risk managers...

(Rate on a scale where 1 = Agree strongly and 5 = Disagree strongly)

Agreestrongly 2 B 4 E Disagree strongly . Don’t know/na

Draw from a single integrated set of consistent data
10%
35%
I 21%
23%
I 9°%
N 3%

Identify risk in a consistent way

I 13%
I, 2%

22%

33%
I 7%
I s

Measure risk in a consistent way

I 9

I 22
22%

34%

I s
I s

Report risk exposures in a consistent way

I 14%
I 25%

21%

29%

I 7
. s

Develop controls in a consistent way

I 14%
30%

I, 27 %
20%

I 5

N 4%

Communicate with each other and senior management in a consistent way

I 14%

35%
I 25%
16%
I 7
N 4%

© The Economist Intelligence Unit 2008
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Obstacles to integration

t is not apathy at board level or problems

with information silos that are the main
obstacles to implementing an integrated govern-
ance, risk and compliance programme. Usually
it comes down to “politics”, including perceived
threats to “kingdoms”. This very human factor is
mentioned by 34% of survey respondents as the
main hindrance, compared with 31% who say a lack
of links among information silos is to blame. Pro-
portionally fewer firms with a strong bias towards
risk management versus business opportunity list
politics as the main hindrance, however.

“Risk reporting gets overwhelming for
the board. By focusing on the wrong
problem, hundreds of millions of dollars
can be lost elsewhere.”

Kevin Blakeley, president, Risk Management Association

Doubts about return on investment from the
governance, risk and compliance programme get
in the way for 23% of respondents, with the same
percentage citing existing internal risk/compliance
structures. Confusion reigns over how to initiate in-
tegration of governance, risk and compliance in just
under one-fifth of firms, whereas apathy at board
level and difficulty educating senior management
each apply to a smaller percentage.

“Risk convergence presents the financial serv-
ices industry with a major challenge, one that our
survey clearly indicates is inevitable. But it also

12 © The Economist Intelligence Unit 2008

What do you think are the main obstacles to implementing an

integrated GRC programme in your organisation? (Select up to two)

“Politics” (eg, perceived threats to “kingdoms”)
34%

Lack of links among information silos
I 31%
Lack of perceived returns for organisation
I 23%
Internal risk/compliance structures
I 23%
Confusion over how to initiate GRC integration
I 197%
Apathy at board level
I 14%

Difficulty with educating senior management
I 12%

None of the above; I don't perceive obstacles
I 9%

Other
I 3%

Don’t know
I 5%

represents a tremendous opportunity,” says Mr
McKinney. “Those that embark on this journey will
be rewarded with a flexible, efficient and sustain-
able risk management framework that effectively
meets not only today’s requirements, but those of
the future.”

There is pressure to use information better, to
get the functions working together and to simplify
information to make it more useful—that is, be
able to present the top ten risks facing the firm.
“Risk reporting gets overwhelming for the board,”
states Mr Blakely. “By focusing on the wrong
problem, hundreds of millions of dollars can be lost
elsewhere.” For instance, in the case of the rogue
trader at Société Générale in 2007, fast growth in
the equity derivatives business apparently masked a
breakdown in control processes.

Furthermore, Mr McKinney believes that as finan-



cial services firms ramp up to deal with Basel II and
numerous regulations, as well as disaster recovery
and business continuity planning, the end-result is
“risk management fatigue”. “They're forced to run so
many programmes,” he says. “Ultimately, businesses
feel they're suffocating: filling in numerous forms,

Conclusion

[though their risk systems have
helped the vast majority of finan-
cial services firms to survive the credit crisis, few
would argue against the benefits of integrating
governance, risk and compliance. This is especially
relevant in the current climate as most firms will
see an increase in the level of oversight, requir-
ing additional resources. In addition, many firms
will consider moving to a more open governance,
risk and compliance environment, away from the
“black box” or manual solutions found today.

Most experts agree that to gain a firmer under-
standing of risk across the enterprise, stakeholders
should be drawn together from different depart-
ments through workshops. This would allow them
to define the risk they face, discuss their current
approaches to governance, risk and compliance
and how to achieve related goals, as well as find
out what is required to reach them. Work can then
start on setting up a database to analyse risk com-
monalities and trends within the different business
units. Insights on risk exposure will emerge that
would not have done so when the information was
kept in separate silos.

Not only will a clearer, more comprehensive and

Governance, risk and compliance in financial services

testing and so on. They have had to increase budg-
ets and personnel to address the risk and regulatory
issues. Now they are seeing the rising costs and are
asking, ‘How can we integrate risk assessment so
we don’t repeat processes? ‘How can we consolidate
three to five assessment platforms into one?”

realistic view of risk emerge as
a result for financial services
firms, but much wasted effort
will also be removed. That said,
no one claims that getting
there is an easy feat to pull off.
A whole range of hurdles lie
ahead—internal power strug-
gles, disconnected information entrenched in silos
and worries about return on investment, to name
but a few. It is far more likely, however, that better
judgements will be made if based on accurate, well-
ordered data that boards and risk committees know
tell the full story. Besides, all financial services
firms have one thing in common, as Mr Blakely
says: “They have to be very careful: they're dealing
with people’s money. If they screw up, it attracts a
lot of attention.”

© The Economist Intelligence Unit 2008
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Appendix: Survey results

In February 2008 the Economist Intelligence Unit conducted an online survey of 167 executives worldwide. Please
note that not all answers add up to 100% because of rounding or because respondents were able to provide
multiple answers to some questions.

In which region are you personally located? In which subsector of financial services does your
organisation operate?

Asia-Pacific 30% Diversified banking institution

13%

North America 30% Financial services consulting

I 137%
Western Europe 23% Corporate banking
11%
Eastern Europe 7% Retail banking
9%

Middle East and Africa 7% Investment banking

8%
Asset management/Custodian
KA
Life insurance
I 7%
Capital markets

Latin America 4%

5%

Non-life insurance
. . 5%
What are your organisation’s global assets in US dollars?
Wealth management

Under US$10bn 29% I 5%
J Real estate/Leasing
US$10bn to US$25bn 10% I 37

Broker-dealer
2%
Hedge fund
I 27
Trading
I 27
Reinsurance
I 27
Credit card issuer/Services
I 27
Central bank/Regulator
. 1%
Private equity/Venture capital
. 1%
Other
. 1%

US$25bn to US$50bn 7%

US$50bn to US$100bn 3%

US$100bn to US$250bn 13%

Over US$250bn36% —————————— @

N/a1%

14 © The Economist Intelligence Unit 2008



Which of the following best describes your title?

Board member
I 3%
CEO/President/Managing director
20%

CFO/Treasurer/Comptroller
I 10%
(10/Technology director
I 4%
Other C-level executive

14%
SVP/VP/Director
I 37%
Head of business unit
2%
Head of department
. 4%
Manager
I 5
Other
. 2%

What are your main functional roles? (Please choose no more
than three functions)

Risk
I 2%
Strategy and business development
I 31%
Finance
I 29 %
General management
29%
Marketing and sales
15%

Operations and production
I 10%
Information and research
I 7%
Customer service

7%
IT
I 7%
Legal
I 4%
R&D
. 4%
Human resources
I 2%
Procurement
2%
Supply-chain management
M 1%
Other
. 5%

Appendix: Survey results
Governance, riskand compliance

Risk and opportunity are two sides of the same coin. Relative
to its peers, is your organisation—taken as a whole—more
focused on the control of risk or on the pursuit of new business

opportunities?

Strong bias towards
control of risk 25%

Moderate bias towards
control of risk 28%

Equal balance between risk
and opportunity 26% 4‘
Moderate bias towards

pursuit of new business 13%

Strong bias towards
pursuit of new business 7%

Don’t know 2%

Why do you believe that your organisation has this stance
towards risk and opportunity? (Select all that apply)

This stance is rooted in our corporate culture
68%

This stance is formally described in our corporate governance policies
I 23%
Our organisation has suffered from either losses or foregone opportunities,
and as a result our stance towards risk and opportunity has changed
I 227%
One area or function of our organisation is more powerful than others,
and this group sets the agenda

19%

Other, please specify
. 5

To what extent are you familiar with your organisation’s
corporate governance policies? (Select all that apply)

I have read them in their entirety
I, 49 %
T have read them in summary form
I 28 %
T have attended presentations or classes on them
I 29%
I have read portions that apply to my job
I 24%
T have been asked to sign or acknowledge that I am familiar with them,
or portions that apply to my job

27%
None of the above; Iam not familiar with them
W 1%

© The Economist Intelligence Unit 2008
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To what extent do you agree with the following statement:
My organisation’s policies and objectives exist only as a formality—
they do not reflect how the organisation is run in practice.

]

Agree somewhat 23%

Agree strongly 6%

O\

Disagree somewhat 21% ———@

Neither agree nor disagree 6%

Disagree strongly 44%

Don’t know 1%

Relative to its peers, how do you think your organisation’s
risk management capabilities compare?

More advanced than those

of our peers 35%

About the same level as those
of our peers 52%

Less advanced than those
of our peers 11%

Don’t know 2%

© The Economist Intelligence Unit 2008

How significant do you consider the following risks to be for your
organisation over the next three years? (Rate on a scale of 1to 5
where 1 =Very significant and 5 = Insignificant)

Very significant 2 B . Insignificant . Don't know/na

Financial risk (including the impact of volatility in the credit, debt, equity
and foreign exchange markets)

I 41%

29%
I 18°%
[ e%
M 2%
l 1%

Operational risk (including IT systems, processes, controls, outsourcing,
human error and management failures)

I 26%
32%

I 30°%
[ 1%

B1%

B1%

Compliance risk (including local, national or supranational rules, risks to
reputation resulting from regulatory breaches, and relationships with regulators)
I 25 %

27%
I 23
[ 19%
I 57
H1%

How well are your organisation’s policies and objectives on
risk and compliance understood throughout the organisation?

Very well 10%

Well 53% ®

Neither well nor poorly 29%

Poorly 5%

Very poorly 2%

Don’t know 1% T




How has your organisation been affected by the credit crisis
and associated market turmoil? (Select all that apply)

Our stock price has declined
42%
We are less willing to extend credit or have tightened credit limits
I 25 %
There is less capital available to us
23%
We have raised prices on some or all products and services
I 19%
The value of our capital base has fallen
17%

We have sought new capital infusions

11%
Other, please specify
I 10%
None of the above; My organisation has not been affected
I 20%
Don't know
I 2%

Compared with the past 12 months, I expect the number of hours
my organisation spends on compliance and risk management to:

Increase greatly 13%
Increase somewhat 61% ———————— @
Stay the same 24% ———

Decrease somewhat 1%

Don’t know 1%
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Governance, riskand compliance

How have your organisation’s risk management objectives
and activities changed as a result of the credit crisis and
associated market turmoil? (Select all that apply)

We have taken steps to become more proactive in risk management
I 37 %

We have become more risk-averse
I 34%

We have attempted to move more quickly in response to market events
I 327%

We have improved the flow of information between corporate staff and
functions, regions or business lines

29%
We have attempted to integrate risk and performance information
19%

We have become less risk-averse

5%
Other, please specify
M 2%
None of the above; my organisation has not been affected

16%

Don't know
I 3%

Where do you think your organisation is weakest in
managing financial risk? (Select up to three)

Risk modelling (including model validation)
41%
Risk measurement
I 2837%
Training and development
I 25

Risk reporting/Dashboards
20%

Uniform risk management standards
I 187%

Risk assessment

I 17%

Incident reporting

I 16°%

Insurance, hedging or other forms of risk transfer
I 14%

Centralising policies in a single repository
I 11%

Outsourcing of selected risk management processes
I 37

Other

I 2%

Don’t know
I 9%

© The Economist Intelligence Unit 2008
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Where do you think your organisation is weakest in managing
operational risk (including IT risk)? (Select up to three)

Risk measurement
I, 35 %
Training and development
I, 29 %o

Risk assessment

I 27 %

Incident reporting
26%

|
Risk modelling =includ1'ng model validation)
25%

Uniform risk management standards
I 21%
Risk reporting/Dashboards
I 15%
Centralising policies in a single repository

14%
Outsourcing of selected risk management processes
I 13%
Insurance, hedging or other forms of risk transfer
I 97
Other
W1%

Don’t know
7%

In your organisation, which of the following sources of
information do you use most often when making key decisions
regarding risk? (Select up to three)

Internal briefings (eg, with management team)
62%
Internal updates (eg, management reports, finance data) from local offices
I 45%
Conversations with colleagues
29%

Corporate dashboards of operational data (eg, aggregated sales data, forecasts)
I 29%

External briefings (eg, advisers, consultants)
I 26°%

Customer and/or supplier feedback

I 21%

Internal updates (eg, management reports, finance data) from overseas offices
I 17%

Corporate databases (eg, CRM database)

I 16°%

Paid business information (eg, market forecasts, research reports)
I 14%

Other
M 2%
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Where do you think your organisation is weakest in managing
compliance risk? (Select up to three)

Incident reporting

26%
Risk measurement
I, 25
Training and development

23%
Uniform risk management standards
22%
Risk assessment
19%
Risk modelling (including model validation)
I 19%
Centralising policies in a single repository
I 16%
Risk reporting/Dashboards
I 16%
Insurance, hedging or other forms of risk transfer
I 3%
Outsourcing of selected risk management processes
8%

Other
W1%

Don’t know
I 14%

Has your organisation integrated its governance,
risk and compliance processes?

Notatall 4%

Starting to integrate 22%

Somewhat integrated 44%

In the final stages
of integrating 10%

Completely integrated 17%

Don't know 1% “ ‘




To what extent do you agree or disagree with the following

statements? Across my organisation, compliance and risk managers...

(Rate on a scale where 1 = Agree strongly and 5 = Disagree strongly)

n Agreestrongly 2 E 4 B Disagree strongly . Don’t know/na

Draw from a single integrated set of consistent data
10%
35%
I 1%
23%
I 9%
N 3%

Identify risk in a consistent way

I, 13%

I, 22°%
22%

33%

I 7
. s

Measure risk in a consistent way

I 97
I 22°%

22%

34%

I 3%
I s

Report risk exposures in a consistent way

I 14%
I, 25

21%

29%

I 7
- 4%

Develop controls in a consistent way

I 14%
30%

I, 27 %
20%

I 5
I 4%

Communicate with each other and senior management in a consistent way

I 14%

35%
I 25
16%
I 7
s
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To what extent is duplication of compliance and risk management
processes across your organisation a problem?

Across different departments or business lines

B Agree Disagree

Governance processes
26%
39%

Risk management processes

27%
42%

Compliance processes
I 22°%
43%

Across different regions
B Agree Disagree

Governance processes

33%

39%

Risk management processes

33%

41%
Compliance processes
I 6%
42%

Note: Respondents who said "don't know" or "neither agree nor disagree" excluded.
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What do you regard as the biggest benefits of integrating GRC
at your organisation? (Select up to two)

Better control over business processes

40%
Reducing the risk of non-compliance
I 37 %
Ability to gain global, enterprise-wide view of risk

34%
Performance improvement (eg, undertake new sources of growth)
22%
Increased protection (eg, from legal liability)
I 14%

Cost-cutting

I 11%

Making the organisation more attractive for investors
I 10%

Ability to address multiple regulations
I 37

Other

I 2%

None of the above; I don’t perceive benefits
I 2%

Don’t know

I 5%

What do you think are the main obstacles to implementing an

integrated GRC programme in your organisation? (Select up to two)

“Politics” (eg, perceived threats to “kingdoms”)
I 34%
Lack of links among information silos
I 31%
Lack of perceived returns for organisation
I 237

Internal risk/compliance structures
I 237%

Confusion over how to initiate GRC integration
I 19 %

Apathy at board level

I 14%

Difficulty with educating senior management
I 127%

None of the above; I don’t perceive obstacles
I 9%

Other

I 3%

Don’t know
I 5%
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Which department or individual—if any—is driving the move
to integrate GRCin your organisation?

Chief Risk Officer
30%

CEO
I 16%
Chief Operating Officer
I 37
CFO
|3
Divided among various business units

8%
Chief audit executive
I 7%
Compliance officer
I 7%
Dedicated security team
M 1%
Other
. 2%
No oneisintegrating GRCin our organisation
I 37
Don’t know
I 3

How does your organisation plan to improve GRC management
in the next three years? (Select up to two)

Implement GRC tools and technology
29%
Hire more qualified staff
I 22%
Make changes to risk reporting structure
I 227
Bring together stakeholders from different business units to create
co-ordinated GRC plans
19%
Communicate GRC policy down the organisation (eg, via intranets,
special committees)
I 18%
Improve planning processes
13%
Improve communication between different security functions
I 13%
Examine overlap between regulations
8%
Not applicable; We do not plan to improve GRC management
I 5
Other
. 2%
Don’t know
I 16%
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