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10:00 am -10:05 am  Welcome Prof. Georges Ataya
Vice-chairman
Cyber Security Coalition

10:05 am - 10:35 am The real strategic value of CISM Mr. Marc Vael
CISO ESKO
10:35 am — 11:15 am Practical implemental of security in critical  Mr. Taco Mulder
Infrastructures (hospitals) CISO CHU-UVC Brugmann -
HUDERF
11:15 am -11:55am  Why and how implement an information Mr. Gaél Hachez
security management system? Director
Cyber & Privacy Department
PwC Belgium
11:55 am - noon Wrap-up & closure of the meeting Prof. Georges Ataya

Vice-chairman
Cyber Security Coalition

CYBER SECURITY
. COALITION..



8
>0 2
oD%
S O L
>

page

03




My experience as CISO
managing information security

Marc Vael
Tuesday 23" of March 2021
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How to become a CISO

1. Self-analysis

‘THE ONLY WAY TO DO GREAT
WORK IS TO LOVE WHAT YOU DO.
IF YOU HAVEN'T FOUND IT YET,
KEEP LOOKING. DON'T SETTLE.”

SllEVE [QOB5




How to become a CISO

1. Self-analysis

ACHIEVES
TRANSFORMATION

THE
INCLUSIVE
LEADER

Authenticity Emotional Resilience Self-Assurance

Inquisitiveness Flexibility
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TRAITS

COMPETENCIES
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How to become a CISO

2. Education

ONCE YOU EDUCATE
YOURSELF, YOU'RE LEFI

WITH CHOICES

YVON CHOUINARD




How to become a CISO

2. Education
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How to become a CISO

3. Career path
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COALITION

How to become a CISO
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Security and Risk Management
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How to become a CISO

4. Professional certifications

Certn‘led Informatlon

B | Chief Information
Certified Information An ISACA? Certification

Systems Security Professional Security Officer
1994 2003 2004




CISM Siehtrmator

An ISACA® Certification




Information Security Governance

Establish and/or maintain
an information security governance
framework & supporting processes
to ensure that
the Information security strategy is aligned
with organizational goals & objectives.



Information Risk Management

Manage
Information risk
to an acceptable level
based on risk appetite
In order to meet
organizational goals & objectives.



Information Security Program
Development & Management

Develop & maintain
an Information security program that
identifies, manages and protects
the organization's assets while aligning
to information security strategy & business
goals, thereby
supporting an effective security posture.



Plan, establish and manage
the capability
to detect, investigate, respond to and
recover from
Information security incidents
to minimize business impact.
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ESKOS |nformation Security Management

Security Implement & improve processes
Governance / Risk for mature information security governance & risk within Esko
Security Implement & improve foundational principles
Operations for securing Esko IT infrastructure

IT Integrate Esko IT compliance by design
Compliance in terms of Information Security (& Privacy)

Security Integrate Information Security
Innovation into new innovative Esko (IT) solutions

Security |dentify, Protect, Detect, Respond to and Recover from
Incidents Information Security Incidents
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CISO Mind Map: An Overview of The Responsibilities and Ever Expanding Role of The CISO

v v
Merger/ Cloud Mobile
Acquisition Computing Technology

= Acquisition Risk
Management

= Integration Cost

= |dentity Management

Process

= HR on Boarding/
Termination
= Business Partnerships

Cloud Architecture
Strategy and Guidelines
Cloud Risk Evaluation
Compliance
Ownership/Liability/
Incidents

Saa$S Strategy

Log Integration
Virtualized Security
Appliances

* Requirements
= Design
= Security Testing
» Certification and

Accreditation

= Security Projects
« Business Case
Development

» ROSI

Alignment with IT Projects

« FTE and Contractors

Balancing Budget for

People. Trainings, and
Tools/Technology

Policy

Technology

Lost/Stolen Devices
BYOD
Mobile Apps Inventory

Network Segmentation
Application Protection
Defense-in-depth
Remote Access
Encryption Technologies
Backup/Replication/
Multiple Sites
Cloud/Hybrid/Multiple
Cloud Vendors

= Aligning with Corporate
Objectives

» Continuous Mgmt Updates

= |Innovation and Value
Creation

« PCI

= SOX

= HPAA

* Regular Audits
= SSAE 16

= Other Compliance Needs

Alignment

Strategy & Business

Risk Mgmt Framework
Resource Management
Roles and Responsibilities
Metrics and Reporting

Data Discovery

Vendor Contracts
Investigations/Forensics
Integrating into IDM
processes

1

v

Threat
Prevention

Network /Application
Firewall

Vulnerability Management
Application Security

IPS

Identity Management
Information Security Policy
DLP

Anti Malware, Anti-spam
Proxy/Content Filtering
Patching

DDoS Protection
Hardening guidelines
Desktop Security
Encryption SSL

PKI

Threat
Detection

Log Analysis/correlation/
SIEM

Alerting (IDS/IPS, FIM,
WAF, Antivirus, etc)
NetFlow analysis

DLP

Threat hunting

MSSP integration

SOC Operations

v

Incident
Management

» Incident Response

* Media Relations

= Incident Readiness

« Forensic Investigation

» Data Breach Preparation

= Credentialing

Account Creation/Deletions
Single Sign On (SSO.
Simplified Sign On)
Repository (LDAP/Active
Directory)

Federation

2-Factor Authentication

Role-Based Access Control

Physical Security
Vulnerability Management
Ongoing risk assessments/
Pam Testing

Integration to Project
Delivery (PMD)

Code Reviews

Risk Assessment
Methodology

Policies and Procedures
Associate Awareness

« Ecommerce and Mobile

Apps

Password resets/Self-
service

HR Process Integration
Integrating cloud-based
identities

» Data Centric Approach
= loT Technologies
= Operational Technologies

by @rafeeq_reham



Chief Information Security Officer

Success formula:
4C x 31 x X

4C = Complexity + Culture + Communication + Collaboration

Stephane Nappo, VP & Global CISO, Groupe SEB



If | do a job in 30 minutes,
It's because | spend 10 years
learning how to do that in 30
minutes. You owe me for the

years not the minutes.

COALITION..
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Contact details

Mr. Marc VCIE', CISM, CISSP, CRISC, CGEIT, ITIL SM, Guberna Certified Director

CISO President
Esko SAI

() marc.vael@sai.be

in

B @marcvael



http://www.linkedin.com/in/marcvael
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Practical implemental of security In
critical Infrastructures (hospitals

* WHY?

o

Unintemted
Desclosure

Hacking or
Malware

Business Risk!

=

Payment Card
Fraud

Who are at risk: o 3 (o)

Phishing Fraudent Posted online
i Purchases
. Vulnerability Records
Retailer exposed
 Patients P
Restaurent Accidet or
Database mistake
Skimming g
Hacker F Third-party
() EI ' l | device vendor
p Oyees Server Credit Card
Credit Card et Contractor
Debit Card Debit Card

* Hospitals

CYBER SECURITY
. COALITION..

Insider
leak

Fraud tax
claims

Identity theft
Records sold

Dishonest
employee

Record stolen

Record misused

Loss or
Theft

¢

Portable
device

Encrypted
Flash drive

Unencrypted

Physical
records

Improper
Disposal
Hospital or
Clinic
Device
Equipment
Computer

Unauthorized

Access



Impact
* Cyber threats on the healthcare
. system are increasing and need to
Attacks on hospitals be addressed with priority from our
governments as the lives of the
patients are on the line.

18/01/21 Centre Hospitalier Wallonie Picarde (CHWAPI)

02/02/21 Hellig Hartziekenhuis in Mol

» Healthcare organizations collect
and store vast amounts of personal
iInformation, making them a major
target for cyber-criminals. This
valuable data can be used for
identity theft




“my” hospitals
3 sites

435S 3 = @5 [
I T T s

Queen Astrid Military Hospital HORTA: Paul Brien Hospital
Neder-Over-Heembeek - CHU/UVC Brugmann Schaerbeek
- HUDERF/UKZKF
Laken

oo CYBER SECURITY
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Information Security
Governance

CYBER SECURITY
. COALITION..

COBIT 2019 Design Factors

Enterprise Enterprise : ' I&T-Related Threat
Strategy Goals Risk Profile Issues Landscape

. Sourcing IT Technology ,
RCorq pllanc:a Role of IT Model Implementation Adoption Enterprise
equirements for IT Methods Strategy Size

Future Factors



Information Security
Governance

NIST Cybersecurity Framework Overview

< CYBER SECURITY
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IDENTIFY

» Asset Management

* Business
Environment

* Governance
» Risk Assessment

* Risk Management
Strategy

PROTECT

DETECT

RESPOND

RECOVER

* Awareness Control

Awareness and
Training
Data Security

Info Protection and
Procedures

Maintenance

Protective
Technology

* Anomalies and
Events

« Secunty
Continuous
Monitoring

» Detection Process

« Response Planning
« Communications

* Analysis

* Mitigation

* |Improvements

* Recovery Planning
* Improvements
* Communications




Information Security

Governance
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Responsible

Accountable

Informed

N\
* The person who actually carries out the process or
task assignment

* Responsibleto get the job done

| » The person who is ultimately accountable for process

or task being completed appropriately
» Responsible person(s) are accountable to this person

:‘h J

N
* People who are not directly involved with carrying
out the task, but who are consulted

* May be stakeholder or subject matter expert

* Those who receive output from the process or task,
or who have a need to stay informed

———————————————————



Information Security
Governance

* Any policy should be
endorsed, visibly, by the
responsible people.

CYBER SECURITY
" COALITION..
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Information Risk

Management

S CYBER SECURITY
RO COALITION..

Risk Assessment Matrix

Major

Medium

High

Moderate

Medium

Medium

High

Impact of Risk
(Consequence)

Minor

Low

Medium

Medium

Seriousness of Risk =
Probability x Impact

Unlikely (0-33%)

Moderately
Likely (33%-66%)

Highly Likely
(66%-100%)

Probability of Risk (Likelihood)




Information Security Program
Development and Management

S CYBER SECURITY
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Safeguard
mobile, cloud and
social access

« Validate “who is
who” especially
when users connect
from outside the
enterprise

* Proactively enforce
access policies on
cloud, social and
mobile collaboration
channels

9,

Prevent
advanced
insider threats

 Manage and
monitor privileged
access across the
enterprise

* Defend applications
and data against
unauthorized access

51

Simplify
cloud integrations
and identity silos

* Provide federated
access to enable
secure online
business
collaboration

* Unify “Universe of
Identities” for
efficient directory
management

It

Deliver
actionable identity
intelligence

« Streamline identity
management across
all security domains

« Manage and
monitor user
entitlements and
activities with
security intelligence




Information Security Program
Development and Management

S CYBER SECURITY
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“R40 iClass

IP reader

SimplelD
workstation

Network switch
switch

SimplelD
workstation

Wireless bridge "
to remote location & @ - — E400

'IP Reade:
- Network

D Ethernet TPC/IP n—

R10 iClass
reader

VertX 2000
IP controller

VertX 2000 _ o
P controller

RK40 iClass RI 0 iClass
keypad reader reader
RK40 lCIass R1O iClass
keypad reader reader




Information Security Program
Development and Management

CYBER SECURITY
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Information Security
Incident Management

< CYBER SECURITY
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The Attack Chain

Reconnaissance

» Get user list

« Scout targets

* Find
vulnerabilities

Lateral
Movement

» Access
machines with
credentials

 Collect more
passwords

* Increase
privileges

Mission Target Maintain

« Access critical Presence
data  Deploy
« Upload data to backdoors
external location » Continued
check-ins for
future use




Information Security
Incident Management

9

< CYBER SECURITY

e

1. Identify the Incident Response Team — include roles,
responsibilities and contact details; Internal and External
(CERT.be, FCCU, RCCU)

2. |dentify and prioritize the incident — rank the level of risk to

the organization and detail the type of response required;

3. Review all possible outcomes of the attack and implement

the predetermined risk responses;

4. Review the pre-determined legal and compliance reporting

requirements that your company must meet;

5. Implement the Incident Response using the pre-determined

scenarios in your risk register

1. Containment procedures

2. Eradication methods

3. Recovery from the attack
6. Lessons learned

page
042



Taco Mulder
EMSc, CISM
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Why and how implement an
information security
management system?

Gael Hachez

23 March 2021

CYBER SECURITY
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Information Security
Management Standard? Do
you need one? Which one?

Internal
maturity

Certified Information

C|SM® Security Manager

An ISACA® Certification

27001

Stakeholders

L
\71/\< FFIEC Regulations

Fralr-lEC Cyoarsacurity
Assessment Tool

Why and how implement an information security management system?
PwC



What is ISO 270017

Why and how implement an information security management system?
PwC

Why is it getting traction now?

Certification

Continuous
Improvement cycle

Regulation / Law

Easy to control




ISO 27001 implementation - Overview of our practical approach

Management
. Review &
Corrective
Actions
Statement of
Risk Risk Treatment Applicability
Assessment(s) Plan (S:t;%ﬁé S‘Oﬁ
n Audit
Risk Internal Audit
Assign ISMS Assessment & Program
owner Risk Treatment
Methodology
Implement
Required Controls
Operate the
ISMS
o Training &
ISMS Policy (incl. Asset Inventory Awareness
Interesting Parties; Legal, Program
Regulatory & Contractual
Requirements; Scope;
Objectives; Roles &
Responsibilities)
Why and how implement an information security management system? March 2021

PwC 47



Integrated Management System

Strategic objectives Strategic risk management Strategic
(Mission & vision) resilience

Operational Operational risk management Operational
objectives resilience

=1

®
3 <
o o
e o
3 . : o : o
< Security management Business continuity Quality management Fraud management 3
o IS
= =

E.

Incident Incident Incident Incident
management management management management
Why and how implement an information security management system? March 2021

PwC 48



Thank you

www.pwc.be/en/services/consulting/technology-consulting/cybersecurity-cybercrime.html




