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Time Topic Speaker

10:00 am -10:05 am Welcome Prof. Georges Ataya

Vice-chairman

Cyber Security Coalition

10:05 am - 10:35 am The real strategic value of CISM Mr. Marc Vael

CISO ESKO

10:35 am – 11:15 am Practical implemental of security in critical 

infrastructures (hospitals)

Mr. Taco Mulder

CISO CHU-UVC Brugmann -

HUDERF

11:15 am -11:55 am Why and how implement an information 

security management system?

Mr. Gaël Hachez

Director 

Cyber & Privacy Department

PwC Belgium

11:55 am - noon Wrap-up & closure of the meeting Prof. Georges Ataya

Vice-chairman

Cyber Security Coalition



Marc Vael
CISO
Esko

page

03



My experience as CISO 
managing information security

Marc Vael

Tuesday 23rd of March 2021



How to become a CISO
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How to become a CISO
3. Career path
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Information Security Governance

Establish and/or maintain 
an information security governance 
framework & supporting processes 

to ensure that 
the information security strategy is aligned 

with organizational goals & objectives.



Information Risk Management

Manage
information risk 

to an acceptable level 
based on risk appetite 

in order to meet 
organizational goals & objectives.



Information Security Program 
Development & Management

Develop & maintain
an information security program that 

identifies, manages and protects 
the organization’s assets while aligning 

to information security strategy & business 
goals, thereby 

supporting an effective security posture.



Information Security Incident Management

Plan, establish and manage 
the capability 

to detect, investigate, respond to and 
recover from 

information security incidents 
to minimize business impact. 



Information Security Management

Security 
Operations

Security 
Governance / Risk

Security 
Business Support

IT 
Compliance

Implement & improve foundational principles 
for securing Esko IT infrastructure

Implement & improve processes 
for mature information security governance & risk within Esko

Create & improve standard work 
for Esko business security

Integrate Esko IT compliance by design 
in terms of Information Security (& Privacy)

Security 
Innovation

Integrate Information Security 
into new innovative Esko (IT) solutions

Security 
Incidents

Identify, Protect, Detect, Respond to and Recover from 
Information Security Incidents



How to become a CISO
5. Keep current





Chief Information Security Officer

Success formula: 
4C x 3I x 2S x O

4C = Complexity + Culture + Communication + Collaboration

3I = Information + Interconnectiveness + Initiative

2S = Strategy + Security

O = Optimization

Stephane Nappo, VP & Global CISO, Groupe SEB





Contact details

Mr. Marc Vael, CISM, CISSP, CRISC, CGEIT, ITIL SM, Guberna Certified Director

CISO President

Esko SAI

marc.vael@sai.be

http://www.linkedin.com/in/marcvael

@marcvael

http://www.linkedin.com/in/marcvael


Taco Mulder
CISO CHU-UVC 

Brugmann & HUDERF
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Practical implemental of security in 
critical infrastructures (hospitals)
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• WHY?

Business Risk!

Who are at risk:

• Patients

• Employees

• Hospitals



Impact
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Attacks on hospitals

• Cyber threats on the healthcare 
system are increasing and need to 
be addressed with priority from our 
governments as the lives of the 
patients are on the line.

• Healthcare organizations collect 
and store vast amounts of personal 
information, making them a major 
target for cyber-criminals. This 
valuable data can be used for 
identity theft

18/01/21 Centre Hospitalier Wallonie Picarde (CHWAPI)

02/02/21 Heilig Hartziekenhuis in Mol



“my” hospitals
3 sites
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Paul Brien Hospital

Schaerbeek

HORTA:

- CHU/UVC Brugmann 

- HUDERF/UKZKF

Laken

Queen Astrid Military Hospital

Neder-Over-Heembeek 
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Information Security 
Governance
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Information Security 
Governance
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Information Security 
Governance
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• Any policy should be 
endorsed, visibly, by the 
responsible people.

Information Security 
Governance
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Information Risk 
Management
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Information Risk 
Management
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Information Security Program 
Development and Management
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Information Security Program 
Development and Management
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Information Security Program 
Development and Management
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Information Security 
Incident Management
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1. Identify the Incident Response Team – include roles, 

responsibilities and contact details; Internal and External 

(CERT.be, FCCU, RCCU)

2. Identify and prioritize the incident – rank the level of risk to 

the organization and detail the type of response required;

3. Review all possible outcomes of the attack and implement 

the predetermined risk responses;

4. Review the pre-determined legal and compliance reporting 

requirements that your company must meet;

5. Implement the Incident Response using the pre-determined 

scenarios in your risk register

1. Containment procedures

2. Eradication methods

3. Recovery from the attack

6. Lessons learned

Information Security 
Incident Management
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Taco Mulder 
EMSc, CISM



Why and how implement an 
information security 
management system? 

Gaël Hachez
23 March 2021



PwC
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Information Security 
Management Standard? Do 
you need one? Which one?

45

Business

Stakeholders

Scope

Internal 

maturity

Regulations
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What is ISO 27001?
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Why is it getting traction now?

PLAN
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3

Certification Regulation / Law

Continuous 

improvement cycle Easy to control
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ISMS Policy (incl. 

Interesting Parties; Legal, 

Regulatory & Contractual 

Requirements; Scope; 

Objectives; Roles & 

Responsibilities)

Risk 

Assessment & 

Risk Treatment 

Methodology

Asset Inventory

Statement of 

ApplicabilityRisk 

Assessment(s)

Risk Treatment 

Plan

Training & 

Awareness 

Program 

Operate the 

ISMS

Management 

Review & 

Corrective 

Actions

Internal Audit 

Program

Implement 

Required Controls

Stage 1 & 2 

Certification 

Audit

Assign ISMS 

Owner

ISO 27001 implementation - Overview of our practical approach
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Fraud managementQuality management
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Security management Business continuity

Crisis management

Integrated Risk assessments

Incident

management

Incident

management

Incident

management

Incident

management

Strategic objectives

(Mission & vision)

Strategic risk management

Operational risk management 

Integrated 

Risk Management
Operational 

objectives

Strategic 

resilience

Operational 

resilience

Awareness / Culture

Overall BIA

Integrated Management System



www.pwc.be/en/services/consulting/technology-consulting/cybersecurity-cybercrime.html
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