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NIST’s 5 Essential Characteristics of Cloud 
Computing
On-demand self-service. Consumer can unilaterally and automatically provision 

ti biliti ith t h i t ticomputing capabilities without human interaction. 
Broad network access. Available over network through heterogeneous client 
platforms (e.g., mobile phones, laptops, PDAs).
R li P id ’ ti ( t iResource pooling.  Provider’s computing resources (e.g., storage, processing, 
memory, network bandwidth, virtual machine) pooled to serve multiple 
consumers using a multi-tenant model, with resources dynamically assigned and 
reassigned according to consumer demand.g g
Rapid elasticity. Capabilities rapidly and elastically scale up and down, and can be 
purchased in any quantity at any time.
Measured Service.  Automatically control and optimize resource use by relevant y p y
metering (e.g., storage, processing, bandwidth, user accounts). Resource usage can 
be monitored, controlled, and reported providing transparency for both provider 
and consumer.

NIST Definition of Cloud Computing v15 http://csrc.nist.gov/groups/SNS/cloud-computing/



Cloud Computing is an Evolutionp g

1960’s
Mainframe

1980’s
Client/server

Today
Enterprise Cloud 

ComputingComputing



Applications Moving to the CloudApplications Moving to the Cloud

Today
Cloud Computing 

Applications
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Platforms Moving to the CloudPlatforms Moving to the Cloud

1960’s
Mainframe

1980’s
Client/server

Today
Cloud Computing 

PlatformsPlatforms



Collaboration Moving to the CloudCollaboration Moving to the Cloud

1980’s
Work Group 
Computing

2000s
Intranet 

Computing

Today
Collaborative 

ComputingComputing Computing Computing



The Cloud Computing Model – Multi-TenancyThe Cloud Computing Model Multi Tenancy

Shared infrastructure (NIST “resource pooling”)
Rapid innovation
Real time scalability (NIST “rapid elasticity”)Real-time scalability  (NIST rapid elasticity )
Automatic upgrades
Pay-as-you-go subscription model (NIST 
“metering”)
Available through any client platform (NIST 
“broad network access”) Apps can be developed 5 pps ca be de e oped 5

times faster at half the cost 
- IDC

IDC White Paper sponsored by Salesforce.com: “Force.com Cloud Platform Drives Huge Time to Market and Cost Savings”, 
Doc # 219965, September, 2009



Multi-Tenancy Affects 
K L l IKey Legal Issues

S it L i l h i l• Security:  Logical vs physical 
separation of data, risk of 
catastrophic breachp

• Reliability:  Multi-tenancy is its 
own SLA
Li it ti f li bilit• Limitation of liability:   
Vendor worst-case-scenario 
dramatically different than y
single-tenant or on-premise



Metadata Makes Customization EasyMetadata Makes Customization Easy

• Cloud apps tend toCloud apps tend to 
be customizable

• Customizations 
t d t d t bstored at database 

layer as “metadata”
• Code upgrades don’tCode upgrades don t 

break customizations

R i i f d f t Removing pain from upgrades more frequent 
upgrades                faster innovation



Trends:  Ten-Year Computing Cycles
10X the number of users per cycle10X the number of users per cycle

2000s Mobile Internet ComputingNIST: Broad network access

1990s Desktop Internet Computing

2000s Mobile Internet ComputingNIST:  Broad network access

1980s Client/server Computing

p p g

1970s Mini Computing

1960s Mainframe Computing



Trends:  2009 - Social Networking Surpasses Email

Communication has moved to the cloud

Social Networking Users 
Surpass Email Users on 7/09

Social Networking Users

Email Users

Source:  Morgan Stanley Internet Mobile Report, December 2009
Data is for unique, monthly users of social networking and email usage.



Trends:  Next Generation Devices Changing How 
We Access the InternetWe Access the Internet

Device Shipments
“B d k ”

Smartphones

“Broad network access”

Notebook PCs

Desktop

2005 2006 2007 2008 2009E 2010E 2011E 2012E 2013E

Source:  Morgan Stanley Internet Mobile Report, December 2009 
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Wh t Pl tf d I f t tWhat are Platform and Infrastructure 
Cloud Services?
 Generally no user interface
 Unfinished services that are not useable by end users Unfinished services that are not useable by end users 

until a customer has added something to them
 Platform: operating systems, database systems, other p g y , y ,

“platform software”
 Infrastructure: data center, power, networking, virtual 

hardware



h l f dWhy Do Customers Use Platform and 
Infrastructure Cloud Services?

 Allows greater level 
f fl b l Software as a Service Increasing

of flexibility 
compared to 
“Software as a 
Service”

Platform as a Service

Software as a Service g
flexibility

 More economical 
than running 
dedicated hardware 
on premise, but 

Infrastructure as a Service

Custom Outsourcingp ,
generally not as 
much as “Software as 
a Service”

Increasing cost
advantage

g

Customer Premises



flConflicting Expectations
 Some customers are familiar with custom outsourcing 

arrangements, and expect public cloud providers to offer 
the same degree of flexibility.

 Unlike an outsourcer who builds systems to suit each Unlike an outsourcer who builds systems to suit each 
customer’s needs, a typical cloud provider has built a 
generic shared service in which all customers get the same 
hithing.

 Public cloud providers do not have the flexibility of 
outsourcers, but custom outsourcing is generally moreoutsourcers, but custom outsourcing is generally more 
expensive.

 It helps for all parties to have the same expectations about 
h b fthe service before negotiating.



Privacy and Security Challenges
 Unlike “Software as a Service” offerings, a provider of g , p

platform or infrastructure service generally has little or no 
idea what a customer’s application does or what data is 
being storedbeing stored.

 Some regulatory frameworks assume cloud providers will 
ensure security and privacy are sufficient for the type of 
data.

 Such a provider may not be able to ensure compliance 
with every regulation that might apply to any data (e gwith every regulation that might apply to any data (e.g. 
HIPAA, GLB, state security requirements, EU Directive on 
Data Protection ).



dPrivacy and Security
 Platform and infrastructure providers often look to 

customers to determine whether their specific needs 
(including regulatory compliance) are met by the services 
offered.offered.
 A provider may say, for example, “this service is not HIPAA 

compliant, so don’t include patient health records in data 
stored here ”stored here.

 This creates opportunities for cloud providers to offer 
niche services that meet regulatory compliance g y p
requirements in certain industry segments (e.g. HIPAA).



d
 What do generic (non-niche) platform or infrastructure 

Privacy and Security
g ( ) p

cloud service providers do to assure customers about 
privacy and security?

ISO diti ISO 27001 auditing
 SAS 70 auditing
 US Department of Commerce / EU “Safe Harbor” US Department of Commerce / EU Safe Harbor  

Program
 Transparent sharing of information about security and 

privacy practices



Public Cloud Heat MapPublic Cloud Heat Map

Jon A. Neiditz
Nelson Mullins Riley 
& Scarborough LLP& Scarborough LLP
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Nelson Mullins. 
Privacy Law 
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Cloud Contracts:Cloud Contracts:
A customerA customer--side view of cloudside view of cloud--computing agreementscomputing agreements

Robin J. Lee
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What we’ll cover…

 The business case The business case
 Pros:  What’s attractive to a customer about a cloud 

computing solution?
 Cons: What’s the customer downside Cons:  What s the customer downside

 Selected customer issues
 Ways to address these issues in the customer agreement

34



Customer Benefits

 Reduced up-front investment cost Reduced up-front investment cost

 Increased flexibility – provision-to-fit

 Service-oriented offering = more Customer-
oriented focus by provider

F d t lk ( ll b ) Freedom to walk away (well, maybe)



 Loss of control

Customer Disadvantages

 Data security and privacy

 Compliance issues Compliance issues

 E-discovery issues

S Risks associated with Service Provider

 Hidden costs



1 Data security and privacy

The Contract:  Selected Issues

1.  Data security and privacy
2.  Service levels
3 Indemnification3.  Indemnification
4.  Warranty/liability issues
5. Termination issues5.  Termination issues 
6.  Worst-case scenario:  what if the service provider 

disappears?



Data Security and Privacy

 Customer owns its data Customer owns its data.
 Provider will implement “appropriate” measures to ensure 

security of Customer data – exactly what does this mean?
 How do we deal with data-related compliance issues – data 

privacy, responding to security breaches, e-discovery and 
document preservation, etc.?

 To what extent will Provider accept responsibility for loss of 
Customer data?

 To what extent should Customer be responsible for “client- To what extent should Customer be responsible for client
side” confidentiality, use of user passwords, etc.

 Who bears the risk of a “no-fault” breach?



Service Levels

 Appropriate performance measurements (uptime Appropriate performance measurements (uptime 
guarantees, throughput, mean-time-to-restore), and 
exclusions

 Remedies (are service credits enough?) Remedies (are service credits enough?)
 Customer duties and responsibilities
 Disaster recovery provisionsy p



Indemnification

 Quick review: what does an indemnity do? Quick review:  what does an indemnity do?
 What should a provider indemnify the customer for?

 Third-party intellectual property infringement?
 Breach of privacy or security?
 Third-party customer issues (i.e., the Customer’s customers)?

 Are there ever circumstances where it’s reasonable for the 
Customer to indemnify the service provider?



Warranties and Limitations of Liability

 Performance Warranty Performance Warranty
 Do you get one at all?
 Duration?

C li bilit Caps on liability
 Exclusions from liability limitations



Termination Issues

 Customer can just walk away right? Customer can just walk away, right?
 If no termination for convenience, what constitutes “cause” 

for termination purposes?
 Transition, migration, and other assorted ugliness

 Wind-down periods
 Return of Customer data
 Post-termination services/migration assistance



What about the worst-case scenario?

 What happens if Provider disappears? What happens if Provider disappears?
 Early warning
 Source code/technology escrow
 Business continuity/exit plans



Final thoughts

 Understand what the Customer wants out of the cloud Understand what the Customer wants out of the cloud 
offering

 Understand the practical allocation of responsibility among 
the Service Provider and Customer this is not alwaysthe Service Provider and Customer—this is not always 
simple

 Pay attention to the ugly little details



Questions?

Cooley 
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