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Abstract

This guide provides instructions to configure SonicWALL UTM (Unified Threat Management) to send the
syslogeventsto EventTracker.

Audience

The SonicWALL UTM users, who wish to forward the syslog eventsto the EventTracker Manager.

Scope

The configurations detailed in this guide are consistent with EventTrackerversion 9.X and later, and SonicOS
5.8 and later for SonicWALL NSA and TZ Series.
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1. Overview

SonicWALL's approach to the Unified Threat Management (UTM) is the best security approach for Small- to
Medium-sized Businesses (SMBs) bringing a new level of efficiency to the security field. EventTracker
gathersand examines acquired logs to identify malicious traffic, fatal threats, configuration changes, VPN
activity, and userbehavior.

2. Prerequisites

e EventTracker Agent 9.x and later should be installed.

e SonicOS 5.8 and later should be installed.

e Port 514 must be allowed on SonicWALL UTM.

e An exception should be added to the Windows Firewall on the EventTracker Manager system
for Syslog port 514.

3. Integrating SonicWALL UTM with EventTracker

To forward the logs from SonicWALL UTM to EventTracker follow the below steps:

3.1 Configuring the Syslog Settings
1. Login to SonicWALL UTM using the Web browser.

2. Click the Log option at the bottom left of the SonicWALLUTM screen.

SonicWALL | Network Security Appliance

L3 E Dashboard Dashboard /

» = system Multi-Core Monitor

» g Network

> EJ:E\ SenicPoint

» @ Frewal

» % Firewal Settings

» @ orrss 100%

> Q VoIP e

» =@ Anti-Spam 0%

> @ VPN :::

» B 5o ven s0%

» & virual Assist 0%

3 é; Users e

» &= high Availabiity S

> 3 Security Services 1::

» I waN Acceleration 18 12 8 4 3 2 1
2 @ AppFiow Core Number
» 2k Log

Note: High utilization on Core 1 is normal while browsing the web management interface and applying changes.

Figure 1
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3. Selectthe Syslog option.

SonicWALL | Network Security Appliance

» @ DPI-S5L Syslog

» &) v

» (@ anti-spam Cancel
r @ wn

Syslog Settings
» B ssven veloo ?
[C .
3 ] Virtual Assist Syslog Facility: Local Use 0 -

» & Users

= Override Syslog Settings with Reporting Software Settings
» &5 tigh Availabilty

Syslog Event Redundancy Filter (seconds): 0
3 G Security Services
» & wan Acceleration Sysiog Format: Defaull  ~
» [q@ AppFlow Syslog ID: firewall
b E“' Log [T] Enable Event Rate Limiting
View
Maximum Events Per Second: 1000
Categories
[7] Enable Data Rate Limiting
Automation Maximum Bytes Per Second: 10000000
Name Resolution
Syslog Servers
Reports
Analyzer el a
Mo Entries
- Add...

Figure 2

4. Underthe Syslog Setting configure the following.

e Syslog Facility- Select the Syslog Facility you want or keep it as default.

e Override Syslog Settings with Reporting Software Settings - Uncheck this box to override
the Syslog settings.

SonicWALL ‘ Network Security Appliance

» B orrss. Syslog

» _‘) VoIP

» Z8 Anti-spam Cancel
' @ Ve Syslog Settings

» W SSL VPN

¢

» & virtual Assist Syslog Fadilty: Local Use 0 -
&

» é Users

» 83 High Availabiity

I [¥] override Syslog Settings with Reporting Software Settings I

Syslog Event Redundancy Filter (seconds): 0
4 G Security Services
Syslog Format: Default v
» = waN Acceleration g
» [-H AppFlow Syslog ID: firewall
& 100 [7] Enable Event Rate Limiting
Yiew Maximum Events Per Second: 1000
Categories &
[ Enable Data Rate Limiting
Syslog g
T Maximum Bytes Per Second: 10000000
Name Resoluti
lame Resolution Svslog Servers
Reports
Analyzer 3
No Entries
-
= Add...

Figure 3

5. From the Syslog Format menullist, select the Enhanced Syslog format.
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6. Click the Configure icon #" The Enhanced Syslog Settings configuration window appears.

10.

11.

Enhanced Syslog Settings

¥ Host (zn)
Message {msg)

Src Interface

SrcIP (src)
Dst IP (dst)
Protocol {proto)

Bytes Rovd {rovd)

User (usr)

Src VPN Policy (vpnpolicy)
Client Policy (rule)

HTTP OP (op)
Application (app)

Counter {n)
Anti Spam

¥ EventID (m)

Src Mac Addr {srcMac)

Src MAT IP {natsrc)
Dst NAT TP (natDst)
ICMP type (type)

Bytes Sent (sent)

Conn Duration {cdur)

Dst VPN Policy (vpnpolicyDst)
Interface stats

HTTP result (result)
GMS Heartbeat

NPCS (npcs)
App Firewall

Category (cat)

Dst Interface

Src Port
Dst Port
ICMP code (icmpCode)

Pkts Rovd (rpkt)
Session Type (sess)
Src Zone (srcZone)
SonicPoint Stats

URL (dstname)
GMS change URL (Change)

Mote (note)

Select All Clear All

Figure 4

Group Category {gcat)
Dst Mac Addr (dstMac)
Src NAT Port

Dst NAT Port

Pkts Sent (spkt)
Session Time (dur)
Dst Zone {dstZone)

Block Reason (code)

IDP

Save Cancel

Selectthe Enhanced Syslog options you want to log into. To selectall options, click SelectAll. To
deselectall the options, click ClearAll.

Click the Save button.

In the SyslogID box, enterthe SyslogID that you want.

A SyslogID fieldis includedin all the generated Syslog messages, prefixed by “id=". Thus, forthe

defaultvalue, firewall, all Syslog messagesinclude "id=firewall." The ID can be setto a string
consisting of 0 to 32 alphanumericand underscore characters.

(Optional) Select Enable Event Rate Limiting if required. This control allows you to enable the rate
limiting of the eventsto preventthe internal or externallogging mechanism from being overwhelmed
by the log events. Specify the maximum number of eventsin the Maximum Events per Second field;
the minimum numberis 0, the maximum s 1000, and the defaultis 1000 persecond.

NOTE: Eventrate and data rate limiting are applied regardless of the Log Priority of individual
events.

(Optional) Select the Enable Data Rate Limiting if required. This control allows you to enable the rate
limiting of the data to preventthe internal or externallogging mechanism from being overwhelmed
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by the log events. Specify the maximum number of bytes in the Maximum Bytes per Second field; the
minimum is 0, the maximum is 1000000000, and the defaultis 10000000 bytes per second.

12. (Optional) Select Enable NDPP Enforcement for the Syslog Server if required.

3.2 Configuring the Syslog Server
1. Underthe SyslogServers heading, click the Add button.

SonicWALL ‘ Network Security Appliance Wizards | Help | Close

Mode: Non-Config »

4 ﬁ Firewal Syslog

b %@ Firewal Settings

» 4B Dp1ssL Concel £
4 Q ValP

b =@ Anti-Spam Syslog Settings

4 @ VPN

» B s ven Syslog Fadiity: Local Use 0 v

» g Virtual Assist [ override Syslog Settings with Reporting Software Settings

» & Users Syslog Format: Enhanced Syslog ~ #

4 High Availability Syslog ID: firewall

4 Seaurity Services
Y [T Enable Event Rate Limiting

v = wan Acceleration
Maximum Events Per Second: 1000

4 @ AppFlow
v E\. Log [ Enable Data Rate Limiting
Log Moritar Maximum Bytes Per Second: 10000000
Settings [Z] Enable NOPP Enforcement for Syslog Server
Sysiog
Automation Syslog Servers

MName Resolution

Reports No Entries

Analyzer i
v

Figure 5

The Add Syslog Server window display.

| Metwork Security Appliance

Mame or IP Address:

Port: 514

QK Cancel

Figure 6

2. Typethe EventTracker Agent machine name or IP addressin the Name or IP Address field. Type the
port numberin the Port Number field. The Syslog default portis 514.

© Copyright Netsurion. All Rights Reserved. 7
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SonicWALL | Metwork Security Appliance
Mame or IP Address: 10.10.1.29
Fart: 514
DK Cancel
Figure 7

3. Click OK.

The Syslog server EventTracker Agent machine IP address would be added under the Syslog Servers
section.

4. Click the Accept button to Save the settings.

SonicWALL ‘ Network Security Appliance

» '@ DPI-SSL Log /

» & vop Syslog
P L@ Anti-Spam
» @ VPN Cancel
» B s ven
» & virtual Assist Syslop Setiings
[{8)
r é’ sers Syslog Fadiity: Local Use 0 v

> Ef High Availability &
[¥| override Syslog Settings with Reporting Software Settings
> G Security Services

Syslog Event Redundancy Filter (seconds): 0
» = wan Acceleration vsiog Y ¢ )
» @ AppFlow Syslog Format: Default v
v D Log Syslog ID: firewall
View =l 223y
| Enable Event Rate Limiting
Categories
Maximum Events Per Second: 1000
Syslog
Automation [C] Enable Data Rate Limiting
Name Resolution Maximum Bytes Per Second: 10000000
Figure 8

4. Syslog Send Receive Verification

4.1 Verifying the Ping from SonicWALL UTM to EventTracker

1. Login to SonicWALL UTM usingthe Web browser.

© Copyright Netsurion. All Rights Reserved. 8
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2. Click System->Diagnostics.

3. SelectPing from the Diagnostic Tool menu.

SonicWALL | Network Security Appliance

» Q Dashboard System /
=] . -
M Diagnostics
Status
= @ Accept Cancel Refresh
Administration
L Tech Support Report
Certificates
Tine Indude:
. [T ven keys [] are cache [71 oHep Bindings M remfe [ soricPainth Diagnostics
Settings Current users Indude inactive users Detail of users
Packet Monitor ] Geo-IP/Botnet Cache
Diagnostics
Download Report Send Diagnostic Reports
Restart
G i Network Enable Peridic Secure Backup of Diagnostic Reports to Support
r SonicPoint
— =oncan Time Interval (minutes) 1440
3 % Firewall
[ tnclude raw fiow table data entries when sending diagnostic report
» ﬁﬁ Firewall Settings
2 -6 DPI-55L
Diagnostic Tools
» Q VoIP <
» -0 Anti-Spam Diagnostic Tool: Ping 'l
v @ =
= w  Multi-Core Monitor

Figure 9

4. EntertheIPaddressor hostname of the EventTracker Manager system and click Go.
5. In the Interface pulldown menu, select the interface you want to test the ping from. Selecting the
option ANY allows the appliance to choose among all the interfaces—including those that are not

listed in the pulldown menu.

6. Ifthetestis successful, SonicWALLUTM returns a message saying thatthe IP addressis alive, and the
time taken to returnin milliseconds (ms).

4.2 Verifying the Syslog messages forwarding on SonicWALL UTM

1. Login to the SonicWALL Network Security using the Web browser.

2. Navigate to the System-> Packet Monitor page in the GUl and click Configure.

© Copyright Netsurion. All Rights Reserved. 9
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SonicWALL | Network Security Appliance

> g Dashboard Dashboard / /
= 2 J Click on
Packet Monitor - configure" option
Status =
Honses Configure Monitor All Monitor Default Clear Refresh
Administration
SNMP Packet Monitor
Certificates @ " Trace off, Buffer size S00KB, 0 Packets captured, Buffer is 0% full, 0 MB of Buffer lost
-~ @ v Local mirroring off, Mirroring to interface:NONE, 0 packets mirrored, 0 pkts skipped, 0 pkts exceeded rate”
e @ ' Remote mirroring Tx off, Mirroring to: 0.0.0.0, 0 packets mirrored, O pkts skipped, 0 pkts exceeded rate”
Schedules @ ' Remote mirroring Rx off, Receiving from: 0.0.0.0, 0 mirror packets rcvd, O mirror packets rcvd but sk:pped‘
Settings @ ' FTPlogging off, FTP Server Pass/Failure count: 0 /0, FTP Thread s Idle, Buffer status OK
e Current Buffer Statistics: 0 Dropped, 0 Forwarded, 0 Consumed, 0 Generated 3
o ]
o Current Configurations:  Filters &9 General & Logging & Mirroring &
Diagnostics Start Capture Stop Capture Start Miror Stop Mimor Logto FTP server Export as: v
Restart
- ~
> g Network Captured Packets

> \') 3G/4G/Modem
> é SonicPoint

> @ Firewall

Figure 10

3. Inthe Monitor Filtertab, specify the following information.

e Ether Type(s):IP Address

e IP Type(s): UDP

e Destination Port(s):514

e Enable the check box Enable Bidirectional Address and Port Matching.

nicWALL | Network Security Appliance
~ Settings \‘ Monitor Filter | 75i;ﬁé;?niiér7| Logging iﬁAdvanced Monitor Fi]ieT| Mirror

Monitor Filter (Used for both mirroring and packet capture)

[T Enable filter based on the firewall/app rule
Interface Name(s):

Ether Type(s): 1P,

IP Type(s): IJDP
Source IP Address(es):

Source Port(s):

Destination IP Address(es):

Destination Port(s): 514 »

Enable Bidirectional Address and Port Matching ~
Leave all checkboxes below unchecked for normal operation. Unchecked means capture all type of packets.

[T] Forwarded packets only ~ [T] Consumed packets only ™ [Z] Dropped packets only *
Figure 11

4. |Inthe Advanced MonitorFiltertab, enable the check boxes.

e Monitorthe Firewall Generated Packets. (This will bypass interface filter).
¢ Monitorthe Intermediate Packets.

© Copyright Netsurion. All Rights Reserved. 10
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SonicWALL Network Security Appliance

Settings | Monitor Filter Display Filter |  Logging ‘i[Advanced MonitorFilter]l' Mirror

Advanced Filter

Monitor Firewall Generated Packets. (This will bypass interface filter) 3
Monitor Intermediate Packets,

Monitor intermediate multicast traffic.

[T monitor intermediate IP helper traffic. ~

| Monitor intermediate reassembled traffic.

| Monitor intermediate fragmented traffic. 2

| Monitor intermediate remote mirrored traffic.

| Monitor intermediate IPsec traffic, ©

| Monitor intermediate SSL decrypted traffic. o

| Monitor intermediate decrypted LDAP over TLS packets. 2

[ Monitor intermediate decrypted Single Sign On agent messages. Y
Figure 12

5. Click OK to save the packet capture setup.

6. Click Start Capture in the Packet Monitor page to see the UDP 514 packets getting generated from
SonicWALL destined for syslog server IP address as shown below.

Dashboard /

Packet Monitor

Configure Monitor All Monitor Default Clear Refresh

Packet Monitor
Buffer size 500 KB, 10 Packets captured, Bufferis 0% full, 0MB of Buffer lost a

@ ' Local mirroring off, Mirroring to interface:NONE, 0 packets mirrored, 0 pkts skipped, 0 pkts exceeded rate”
@ ' Remote mirroring Tx off, Mirroring to: 0.0.0.0, 0 packets mirrored, 0 pkts skipped, 0 pkts exceeded rate”
@ ' Remote mirroring Rx off, Receiving from: 0.0.0.0, 0 mirror packets rcvd, 0 mirror packets rcvd but skxpped‘
@ ' FTPlogging off, FTP Server Pass/Failure count: 0 /0, FTP Threadis Idle, Buffer status OK

Current Buffer Statistics: 0 Dropped, 0 Forwarded, 0 Consumed, 10 Generated X

Current Configurations: ~ Filters O General © Logging &  Mirroring &

Start Capture Stop Capture Start Mimor Stop Mimor. Logto FTP server Export as: v

SonicWALL's X0 interface IP
address

Items 1 to 10 (of 10) /5,

Captured Packets 2

GENERATED

)10/16/2014 07:19:53.832 X0%(s) 192.168.168.168 192.168.168. 169 | P ubpP 514,514 275[275]

110/16/2014 07:19:53.832 b X0*(s) 192.168.168.168 I 192.168.168.169 P UDP 514,514 GENERATED 275[275]

10/16/2014 07:19:53.832 X0%(s) = 192,168.168.168 192.168.168. 169 P UDP 514,514 GENERATED 322[322]
4 10/16/201407:19:53.832 = X0*(s) 192,168.168.168 192.168.168.169 b ubpP 514,514 GENERATED 322[322]
5 10/16/2014 07:19:53.848 X0%(s) = 192.168.168.168 192,168.168.169 P ubpP 514,514 GENERATED 302[302]
6 10/16/2014 07:19:53.848 = X0%(s) 192.168.168.168 192.168.168.169 P UbP 514,514 GENERATED 302[302]

Figure 13

4.3 Verifying the Syslog messages in EventTracker
1. Login to the EventTracker Web Application.

2. Performthe Log Search for SonicWALL UTM device.

3. LogSearch would display the syslog messages which EventTrackeris receiving from SonicWALL
UTM.
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s managed cybersecurity platforms enable companiesto deliver on both.

Netsurion Managed Threat Protection combines our I1SO-certified security operations center (SOC) with our
own award-winning cybersecurity platform to better predict, prevent, detect, and respond to threats against
your business. Netsurion Secure Edge Networking delivers our purpose-built edge networking platform with
flexible managed services to multi-location businesses that need optimized network security, agility,
resilience, and compliance for all branch locations. Whetheryou need technology with aguiding hand or a
complete outsourcing solution, Netsurion has the model to help drive your business forward. To learn more
visit netsurion.com orfollow us on Twitter or LinkedIn.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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