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1. What is Digital Signature?

A digital signature is an electronic form of a signature that can be used to authenticate
the identity of the sender of a message or the signer of a document, and also ensure that
the original content of the message or document that has been sent is unchanged.
Digital signatures are easily transportable and cannot be imitated by someone else. The
ability to ensure that the original signed message arrived means that the sender cannot

easily disclaim it later.

2. What is Digital Signature Certificate (DSC)?

Digital Signature Certificates (DSCy is the electronic format of physical or paper
certificate like a driving License, passport etc. Certificates serve as proof of identity of
an individual for a certain purpose; for example, a Passport identifies someone as a
citizen of that country; who can legally travel to any country. Likewise, a Digital
Signature Certificate can be presented electronically to prove your identity, to access

information or services on the Internet or to sign certain documents digitally.

3. Why Digital Signature is Required?

A Digital Signature Certificate authenticates your identity electronically. It also
provides you with a high level of security for your online transactions by ensuring
absolute privacy of the information exchanged using a Digital Signature Certificate.
You can use certificates to encrypt information such that only the intended recipient
can read it. You can digitally sign information to assure the recipient that it has not

been changed in transit, and also verify your identity as the sender of the message.

4. Who are the Controller Certifying Authorities for Digital

Signature Certificate?
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Legally valid Digital Signature Certificates are issued only through a Controller of
Certifying Authorities (CCA), Govt. of India, licensed Certifying Authorities (CA),
such as e-Mudhra, NIC, TCS, MTNL, Ncode etc.

5. Legal status of a Digital Signature:

Digital Signatures are legally admissible in a Court of Law, as provided under provisions
of IT.

6. Provide example for user, how to Sign Digital Signature

in your Application:

Form 19C
[see rule 59(2)]

Application for grant or renewal of a [licence to sell, stock, exhibit or offer for sale, or
distribute] of drugs specified in Schedule .
1. I/'We TEST TEST 5/O TEST TEST
of TEST

hereby apply for a licence to sell by *whaolesale/*retail drugs specified in Schedule X to the Drugs and Cosmetics Rules, 1945,
We operate a pharmacy on the premises, situated at

Shop No/Plot Mo. Tesstl22, test test, Tehsil: test, District: BHOPAL | Pincode: 564646

2. The sale and dispensing of drugs will be made under the personal supervision of the registered phamadsts mentioned
below :

G ; i e B.FHARM, EEC:EEC13M, VALID
{MName) MR. TESTS 80 TEST [Qualification) TETO:28/013016

3. Name of drugs to be sold

Licence to sell, stock or exibit [or offer] for sale, or distribute drugs by retail specified in Schedule X.

4, Particulars of storage accommodation.

5. & fee of nupees Rz, 500- has been credited to Government under the head of account 0210 Medical and Public Health, 04
Public Health, 104 Fees and Fines, {5) Lic. Fees under Drugs and cosmetics Rules, vide treasury receipt attached.

Date 05/01/2015 Signature

* Delefe whichever s not applicable, 4 of 14
= To be delefed iF drugs will be sold only by wholesale,
=*Required only if products reguinng specials

Click for Digltal Sign
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Select Signing Method
O signed PDF with USB Dongle
® Signed PDF with File

Grcr After selecting Signing
e Method, Click here to

Digital Sign

Please Wait, Digital Signature is Processing, this may
take few seconds. Do not press Cancel/Back button.

6.A. In case of Signed PDF with file.

1. How to Select ( PFX) file by Applicant.
After selection of Singed PDF with File, Applicant has to browse (.PFX) file.

Select Fie: ‘ | Browse

Password: ‘ |

|ox| |Came||

i may
take few seconds. Do not press Cancel/Back button.
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Select your (.PFX file in flowing window:

Look In: |[] Documents

=] || [B8fa=

] SQL Server Management Studio
] Visual Studio 2010
[ ¥ DemoS.pfx

B agreen nature leaves macro depth of field 1920x1080 wallpaper_wallpaperswa.ci
E manmn.jpa

[y script.sql

1|

File Hame: |Dem05.pfx

Files of Type: |All-i25

Selact Fie: ‘C:\UsersWPDEE]3\DocumemskDem05.pﬂ(

Password: ‘m|
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Select your Digital Certificate to digitally sign file(sy and click View Certificate to view

more details of the certificate:

E Select your digital certificate to digitally =sign file(s)
Click [View Certificate] to view more details of the cerificate

Issued To Issued By Serial Mo | Expiration Date | Issuer Det:
DemoFive TCS DENO SUBC... |6435b2158... |Wed Jun 03 15:0... [CN=TCS DEMQ =
-
0 1 [ D[]
Pleas
o [ o ]
take|

Copyright (c) 2008 Tata Consuftancy Services Limited.

5 may
‘tton.

6.B. In case of Signed PDF with USB Dongle.

1. How to Select the Manufacture name of USB dongle :
When User select, option for Signed PDF with USB Dongle than user has to select the

manufacture name of USB dongle issue to him. In case applicant doesn't find the name,

applicant has to select “other” option.

MP@nline Limited
FEIULTT

CTEThlY @l

Please
take fe

for further information and suggestions. Server : A

Location of Library bl

Disclaimer-The content available on the Portal is taken from different sources and Government Department/Organisations and, they may be contacted
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MP

2. How to Select .dll file (In case applicant select “other” Manufacture name of
USB dongle, :

In case applicant select “other” option, applicant has to select (.dlly file from his system.
\

Lmlnrﬂ’sm ~| [@][&] =] [EEl= R
\ Sm—— [+ @iz If you have "epass” digital Signature
[ ™
i L] aeevts.dl Dongle then select "eps2003csp11.dll”
I [ aetcngas.di
ema.dil [ astcass t.an
1z [ aetdisat.an
bl [ aetjcsst.on
.l | ) antpkss 10l 8
4 Ti]
File Name:  |astpkssi.di
Files of Type:  Dynamic Link Library(*.dl)
Disclaimer: The content available on the Portal is taken from different sources and Government Depatment'Organiaations and, they may be
rantartad fnr furthar infarmatine And cnancctinne Sansar - 4 (] ]

After selection of (.dll) file, Click OK Button

Select Device Type: |u-|r|5|

Location of Library File: |C:'-'m:1l:lows\syst5mSE\SB‘WKBS‘I an_|

ok | [ canca
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3.How to Select Digital Certificate to digitally sign files) and view more
details of your Digital Certificate :

Select your Digital Certificate to digitally sign file(sy and click View Certificate to view
more details of the certificate:-

MP@nline Limited
"~ SeeTaae

between Goutof Madhya Pratesn and TCSL

CLEple bl

Select Signer Certificate : -
R Select your dighal certAcate ko digtaby sign fle() JYLNdﬂ

Chck [View Cordficede] o verw more detads of the certificale

lsswed To iued B Serial Mo | Ewpiration Date | Iesusr Dt

Ple:
tali

ww Cerlfcale @ | Gancel | 5]

Copryright () 2008 Teta Conjultency Services Linded

Disclaimer:The content available on the Portal is taken from different sources and Government Department/Organisations and, they may be contacted

for further information and suggestions. Server : A

Applicant will then be asked for his password. Enter your password and click OK
Button.
MPE

hya Pradesh and TCSL

mﬁfiﬁ[

nline Limited
mzraﬂa‘r

Pleas:
take

Disclaimer:The content available on the Portal is taken from different sources and Government Department/Organisations and, they may be contacted

for further information and suggestions. Server : A
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After that Below picture shows digital signed symbol:

= = o o T = 3

| ol i bl
|Proprietor's Photesraph Pharmaczr's Peomwgraph
|Dvate : 28-11-2014 Licence No : 203332672004 e ‘Lirensin e Anrhsriey

BHOPAL (M.P.)

Conditions af Licence
. This BEcancs shall b displaned in a prosss placs in a part of the precsises open te the public.

- The hoames shall comply with provisices of the Dmgs axd Cosmetics Act, 19940 axi the Enles therormdar for the tinwe bsing in foroa.

The broxses shall report o e Licsening Anthority amy chango in the qualifiod wtaff in charge within oze monch of such change.

. Mo dmug shall b sold mmless such dmg & poochased undar a cash or oedit mense fmoo a duly Dosmsed dealer or 2 duly Boansed sammacoorar.

The Liczeviaa shall inforrs thae Licensing Anthorsty in writing in the svant of any changs in the constitetion of the firm oparation mndar the licancs)
Tihere any changw in the comstiuton of e Srm @kes plics, &% coreat Licence skall, deemed to be valid for 2 axinraes pariod of three months
fromn the date om which the chamgse taiknes place unless, in the meamtima. a frech Ecsmss has baca tzkem from tho Liceesing Amfhority in the zome o
e e

M & W M e

7. How to Verify Your Digital Signature:

First time VLE has to Validate the signature click on the image, than click on Signature
properties Button.

, _
Spessmsns

E( -| Sagneture validity is LINENOWN,

(L% - The Docurnent has not been modified since this signature wes applied.
1 = The signer's identity 15 unknown because it has not been included m your list of
. irusted idertties and none of its parent cerfificates are trusted idenkites.

alidity unknown

Digitally Signed . [Personal)
Date : O7-Dec-2014

Date @ 28-11-: Licensing Authori

Cenditions of Licence
This licence shall be displayed in & prominent place in & part of the premuses open to the public.

The licensee shall comply with provisions of the Drags and Cosmetics Act, 1940 and the Fules thereunder for the time being in force.
The licensea chall report o the Licensing Awthoriny any change in the gualified staff in charge within one month of such change.
Mo dmg shall be sold unless such dmug is purchased under a cash or credit memeo from a duly licensed dealer or a duly licensed mamfacturer.

moh N e

. The Licensee shall inform the Licensing Awnthority in writing in the event of any change in the constinmtion of the firm operation under the licencd
Where any change in the constitudon of the Srm takes place, the carrent licence shall, deemed to be wvalid for a maximum period of three month
from the date on which the change takes place unless, in the mesntime, a fresh license has been mken from the Licensing Awthority in the name o

the firm with chanzed constitation.
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After click on Signature properties Button, now to click on Signer Legal Notice
Button.

Signature _ gl

Ié'_‘J Signature walidity is UNENOWHRL
1 ignature validity is

= = o T T

Sunmaryl Du-mmukl Signer | D!tq"Tlmt| Legal |

When vabdabng digital signatures, you should evaluate the Document that was signed and the
signer identity. Click Signer Legad Motice to review important informeticn refating to signer
idertity, ncluding legal terms and conditions that apply showld you rely upon any signature
created wsing the signer identity.

You should shwvays view the imal signed document 1o see what was signed (pouw cam do thic
by clicking View Signed Version in the Document tab). Other tools available in the Document
tab can help you analyze what has changed since the decument was signed; however, these
tocis ane not s substituze for wiewing the criginal signed document.

Some documents may contain cortent that can affect the document's on-screen and prirded

presensabian. Yeu can get a description of such cantent by clicking View Document Integrity
Properties. In mmost cases the comtert is harmiess (for sample, 2 JavaSeript used for form
caloulations). ¥ou should verfy that a docurment with such content comes from a trusted
source and that only pergos ENQES misde to it before trusting it public.

[ Segrer Legal Metice..

the firm with chanzed constimtion.

View Document Inkegrity Properties... Foules therennder for the dme being in force.
charge within one month of such change.
a duly licensed dealer or a duly licensed marmmfacturer.
in the constintion of the firm operation under the licenc
. deemed to be valid for 8 maximum period of three month
e has been taken from the Licensing Authority in the name of

After click on Signer Legal Notice, now to click on Trust Menu and Add Trusted
identities Button.

k!

|Proprietor s Pl‘.‘l}tn-gr:.pl

[Date : 28-11-2014

= | cenificare _

correspond ta the selected entry.

(] Show all certification paths found

This dialog allows you to uview the details of a certificate and its entire issuance chain. The details

MALLBHAIRAPPA R <tcH | Summary | Detsils | Revacat

1 This cestificate i not trusted.
Lis li Trust Settings
Sagn docurments or daka
Certify documents

Execute dymamic contert that is embedded in a
certified docurment

& certified docurnent

¥ X X X ¥

Perform privileged system operaticns (networking.
printing, file access, etc.)

o e

Add to Trusted ldentities...

This licence shall be
The licenses shall c
The licenses shall repo:

olicies | Legal Motice

Execute high predlege JavaScrgts that are embedded in

mme being in force.
£ such change.

Mo dmg shall be sold unless such dmg is purchased under a cash or credit memo from a duly licensed dealer or a daly licensed mamfacturer.
The Licensee shall inform the Licensing Awnthority in writing in the event of any change in the constimtion of the firm operation under the licency
Where any change in the constitution of the Srm takes place, the curmrent licence shall, deemed to be walid for a maximum period of three month)
from the date on which the change takes place unless, in the mesntime, a fresh licensa has been taken from the Licensing Authority in the name o

the firm with chan=ad constimtion.
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After click on Add Trusted identities Button, now to click on OK Button.

o

= = o o

E T T o

Cerntificate Viewsr ﬁ - - L

This dialog allaws you to view the details of a certificate and its entine issuance chain. The details
correspand to the selected entry.

[7] Show all centification paths found

WIALT EHAIRAPRA R <ichk

This certificate is not trusted.

Trust Settings

I you change the trust setfings, you will need to revalidate any signatures Lo see
the change,

Trusting certificstes directly from & decument is usually urese. Are you sure
yau wart to do this?

from the date on which the change takes place unless, in the msantime, a fresh licensa has besn taken from the Licensing Awthority in the name o

the firm with chanzed constitation.

Photograph

:» public.

2 Fules thereunder for the dme being in force.

charge within one month of such change.

| duly licensed dealer or a duly licensed mamfacturer.
ge in the constitotion of the firm operation under the licency
.. deemed to be valid for 8 maximum period of thres month

Kindly select al

1 three options in certified documents and click on OK button.

= = T £ — —
b || Isswen  MIC sub-CA for NIC 2011
Usage  Sign transaction, Sign document
» Expiration:  26-11-201513:1514
Trust 1
![ A& certificate used to sign 2 dacurnent must sther be designated as 2 trust ancheor or E J
[Propri «hain up to a trust anchor in erder for signature validation to succeed, Revocation sotograph
checking is not pedformed on or sbove 2 trust anchor, Wl P
|| Use this certificate 2< a trusted root it
¥ signature vahidation succeeds, trust this certificate forn H i
e
Signed documents or data
@:El‘tiﬂtd documents
Dynaric content 3
Date (E)  Embedied high privilege Javascript
@ Privileged system operations (netwarking, printing, file
access, el
A | -
1. A ublic.
2.4 tules therennder for the time being in force.
3. 'ICI e within one month of such chanpge.
4.1 v licensed dealer or a duly licensed mammfacturer.
| 14 Lot f v E—— i
5. THe Licensee shall intornm the LICensing Authonty in WIllng In the event of any change in the constimtion of the firm operation under the licencs
TWhere any change in the constimton of the Snm takes place, the current licence shall, deemed to be valid for 3 maximuwm period of three month
from the date on which the change takes place unless, in the meantime a fresh license has besn mken from the Licensing Authority in the name of
the firm with chanzed constimtion.
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Than Click on Validate Signature OK, Validated Signature Sign is display on
Certificate.

'-. el '~. Wl
[Proprietor’s Photosraph Pharmacist's Fhotograph
Ignature valkd
Digitally Signod By Sinha {Personal)
Dtz - 07-Dac-2014 12: T
|Date : 28-11-2014 Licence No : 20/333/26/2014 Licensing Authority

BHOPAL (M

Conditions of Licence
1. This licence shall be displayed in a prominent place in a part of the premizes open to the public.

2. The licenses shall comply with provissons of the Druzs md Cosmetics Act, 1940 and the Fules thereunder for the time being in force.

3. The licenses shall report to the Licensing Authonty any change in the gualified staf m charge within one month of such change

4. Mo dme skall be sold unless such drg is purchased under a cash or credit memo from a duly hcensed dealsr or a duly licensed mamifachrer.

5. The Licenz== shall inform the Licensing Authomnty in writng in the event of any change in the constingion of the firm operation under the licence
Where any change m the constingtion of the firm takes place, the cumrent licencs shall, deemed to be valid for 2 maxivmm period of three monthg
from the date on which the changze fakes place unless, m the meantime, a fresh license has been faken from the Licensing Authority m the name o

the firm with chanzed constihstion
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8. Troubleshooting

Common errors while digital signing your documents:

Problem 1: JAVA Applet error?
Solution 1 (Importanty : Install Java “jdk-7u2-windows-1586"" version from below

download link:

Solution 2 (Importanty : Goto Control Panel --> Java —-> Security Tab -->Edit Site
List -->Add "http://103.36.71.31/" (without double quotesy --> Continue warning,.
if above setting already exists in system and problem still persist then remove this url

first and then add this link again.

Solution 3 (Importanty : Delete all .cfg files which are in below path:
C:\Users\<LogonID>\pkcs11.cfg (or search for *.cfg filey -->delete them all.

Solution 4 : Install Latest Java version from below download link:

Solution 5 : download & Install Internet Explorer 10 or Above.

Problem 2 : Error 400 or 404
Solution : License/Application pdf has not been generated properly by the system,

contact to MPOnline Customer Care team in that case.

Problem 3 : Blank page (completely white html page)
Solution : Replace "https" with "http"

Problem 4 : Certificate details cannot be null / Certificate details are null.

Solution : Contact to Digital Signature provider.
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