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1. What is Azure multi-factor authentication (MFA)?

Azure MFA is a service provided by Microsoft that requires multiple verification methods when logging in.
For example a user would need to provide their username and password plus a code sent to them via SMS.

Hiscox utilise this service to provide additional security when logging in to certain systems. The use of MFA
significantly reduces the threat of malicious parties accessing Hiscox data.
2. Pre-requisites

1. You must be pre-registered with Azure MFA. Please contact the IT service desk if this has not been done.

2. Remote access is supported on Windows and Apple devices. Please note that at present Chromebooks are
not supported for remote log in.

3. Preparation — first time using your device

Once you have been sent confirmation that your remote access has been set up, please download Citrix
Workspace for your operating system using the following links:

Citrix Workspace for Windows

Citrix Workspace for macOS

If your Mac Book is running an older version then please download: https://www.citrix.com/downloads/citrix-
receiver/mac/receiver-for-mac-latest.htmil

Once Receiver or Workspace have downloaded run the download. Select Start and then tick to agree the licence
and select Next
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@ Citrix Workspace @

License Agreement

You must accept the license agreement below to proceed.

(CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
cavering the Citrix product(s) and or service(s) with which you will be using
this component. This component is licensed for use only with such Citrix
product(s) and/ar service(s)

CTX_code EP_R_A10352779)

I Taccept the license agreement I

Cancel

Select Install (Do not tick Enable single sign-on)

@ Citrix Workspace @
CITRIX

%W Installation successful

1 you received instructions to set up Citrix Workspace app
with your email or a server address, click Add Account.
Otherwise, click Finish, and you can set up an account later.

Add Account Finish

Select Finish

4. Logging in

Step 1 — navigate to https://remote.hiscox.com - suggested browsers are Chrome, Firefox, Safari and Edge.

Note: For the best security and experience, please ensure your browser is up to date with the latest updates.

Enter your Hiscox email address i.e. firstname.lasthame@hiscox.com and usual login password.
Select the Log on button

Welcome to Hiscox Remote Access Portal

Username: Username format: first last@company.com

Password:
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Step 2 — you will be redirected to additional authentication page to enter an Azure MFA code

In the password field, enter your Azure MFA verification code. Depending on your settings this may arrive via SMS
or the Microsoft authenticator app.

Enter Your Microsoft verification code

ok D

After successfully authenticating you will be taken to the Citrix remote access portal where a list of available
desktops will be displayed.

If this is the first time logging into the system from that device you may get to the following screen. If so, select
Detect Receiver.

CiTRIX

Receiver

Detect Receiver

At the next screen — if you already have Citrix Receiver or Citrix Workspace installed select Already Installed.

If you don’t have Citrix received or Citrix Workspace installed start at the beginning of this document and install the
relevant program before continuing.

You will then be taken to the Citrix remote access portal:
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Desktops

All (8)

HGD10 Cognos HGD10+ HGD7 HGD7 DR

Click once on the desktop you would like to connect to.

If an .ica file is downloaded you can click on the download and select open.

2 D01 Fanges - UK snd

-
HISCOX

This will open your Citrix session in a new window.

5. Common Windows issues

e | have downloaded and install Citrix Receiver but when | click on HGD10 or HGD10+ icon | get an error
message ‘Do you want to open or save xxxxx.ica from remote.hiscox.com’ or nothing happens.

e If you get this message you will need to associate the ICA file with Citrix received or Citrix Workspace by doing
the following:
o using Windows explorer, go to the downloads folder and search for that ICA file;
o right-click on to the ICA file and then select the open with option;
o click More Apps and Look for another app on my PC;
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o browse to find the Citrix connection manager (C:\Program Files (x86)\Citrix\ICA Client\wfcrun32.exe) and

then click OK;
« w « Citrix » [CA Client v Search ICA Client 2
Cisco Systems *  MName Date modified ~
Citrix | wiclient.ini
AuthManager ——wdelicat
ICA Client @ wicrun32exe
W LR
Comrmen Files = wrewinaclog !
%] wlcwinn.dll 02/08/2017 12:56 v
Gooegle ol = >

188itemns 1 item selected 1.21 MB =

o Yyou are likely to get an error message that there has been a failure as your login would have timed out.
However, once the file is associated with the ICA File in your downloads should have an icon similar to
this and the next time you log in the .ica file should open correctly and your session should start.

6. Logging into third-party services using Azure MFA

Step 1 — navigate to the login URL for the third-party service you want to use.

Step 2 — when attempting to login you will be redirected to a Hiscox login screen:

o

HISCOX

Enter your email address i.e. firsthame.lastname@hiscox.com followed by your normal login password.

Step 3 — you may then be asked for additional information in the form of an Azure MFA token code. Depending on
your setup this may arrive via SMS or the Microsoft authenticator app.

How to guide Working remotely — on demand login Page 6 of 13


mailto:firstname.lastname@hiscox.com

q’o

HISCOX How to guide

EVER ONWARDS Working remotely — on demand login

o

HISCOX

For security reasoens, we require additional information
to verify your account

We've sent 3 text message with a verification code.
+x0 00001438

Verification code

IlE nter your verification code

Use a different verification option
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7. Switching between Azure MFA authentication methods

Currently there are four methods supported within Hiscox for Azure MFA.

1. Microsoft authenticator app — push notification.
2. Microsoft authenticator app — token code.

3. SMS.

4. Phone call.

Switching between Azure MFA authentication methods

¢ Navigate to https://myaccount.microsoft.com/

BY Microsoft
Sign in

|E|“5'I address or phone number

Can't access your account?

Sign in with a security key (3)

e Enter your Hiscox Email address i.e. firsthame.lasthame@hiscox.com and click Next.
e You will be redirected to a Hiscox login screen. Complete the login.

ﬁ’(’ 5

HISCOX HISCOX

For security reasons, we require additional information
to verify your account
Slgn n We've sent 3 text message with a verification code.
+300 0000001438

someone@example.com I
Verification code

Password [|5'1te| your verification code

Sign in

Use a different verification option
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e Once you have authenticated you will be redirected to an Azure MFA setup page:

Contoso My Profile ? @

e Security info Devices

Fram Alain Charon
meran 2 =
' Keep kol able alost devce and vk

Password Organizations

L LB

Privacy

8

e Select Security info and click on Update Info

Security info

%

Keep your verification methods and security
info up to date.

UPDATE INFO >

You will then be presented with a final page where you can update your authentication settings.

Click on Add Method as shown below

Add method

% Phone
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Once you click on ‘Add a Method’ window you will then be promoted to select your preferred authentication method
and follow on screen instruction.

44 TELAANIAIO

Add a method

Authenticator app

Authenticator app
Alternative phone
Email

Office phone

In this case we are switching from text message to authenticator app. The instructions on your screen will guide
you through the steps you need to take.

Microsoft Authenticator
S Start by getting the app
o On your phone, install the Microsoft Authenticator app. Download now
Once you've installed the Microsoft Authenticator app on your device, choose “MNext”.
- want to use a different authenticator app
Click Next

Microsoft Authenticator

3 [Set Up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Click Next
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%

Microsoft Authenticator

[Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

Once you've scanned the OR code, choose "Next".

You may receive a prompt asking whether to allow the app to access your camera. You must select Allow so the
authenticator app can access your camera to take a picture of the QR code in the next step.

8. Azure MFA FAQs

1. What should | do if | don't receive aresponse on phone?
Attempt up to five times in five minutes to get a SMS for authentication. Microsoft uses multiple providers for
delivering calls and SMS messages. If this approach doesn't work, open a support ticket with IT service desk.
Third-party security apps may also block the verification code text message or phone call. If using a third-party
security app, try disabling the protection, then request another MFA verification code be sent.

Try this Guidance info
Restart your Sometimes your device just needs a refresh. When you restart your device, all background
mobile device processes and services are ended. The restart also shuts down the core components of

your device. Any service or component is refreshed when you restart your device.

Verify your security  Make sure your security verification method information is accurate, especially your phone
information is correct numbers. If you put in the wrong phone number, all of your alerts will go to that incorrect
number. Fortunately, that user won't be able to do anything with the alerts, but it also
won't help you sign-in to your account. To make sure your information is correct, see
the instructions in the Manage your two-factor verification method settings article.

Verify your Make sure your mobile device has notifications turned on. Ensure the following notification
notifications modes are allowed:
are turned on e phone calls;

e your authentication app;
e your text messaging app.

Ensure these modes create an alert that is visible on your device.

Make sure you have Make sure your phone calls and text messages are getting through to your mobile device.

a device signal and Have a friend call you and send you a text message to make sure you receive both. If you

Internet connection  don't receive the call or text, first check to make sure your mobile device is turned on. If your
device is turned on, but you're still not receiving the call or text, there's probably a problem
with your network. You'll need to talk to your provider. If you often have signal-related
problems, we recommend you install and use the Microsoft authenticator app on your
mobile device. The authenticator app can generate random security codes for sign-in,
without requiring any cell signal or Internet connection.
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Try this Guidance info
Turn off Do Make sure you haven't turned on the Do not disturb feature for your mobile device. When
not disturb this feature is turned on, notifications aren't allowed to alert you on your mobile device.

Refer to your mobile device's manual for instructions about how to turn off this feature.

Check your If you set your battery optimisation to stop less frequently used apps from remaining active
battery-related in the background, your notification system has probably been affected. Try turning off
settings battery optimisation for both your authentication app and your messaging app. Then try

to sign-in to your account again.

Disable third-party =~ Some phone security apps block text messages and phone calls from annoying unknown
security apps callers. A security app might prevent your phone from receiving the verification code.
Try disabling any third-party security apps on your phone, and then request that another
verification code be sent.

2. ldon't have my mobile device with me or | lost my mobile phone
It happens. You left your mobile device at home, and now you can't use your phone to verify who you are.
Maybe you previously added an alternative method to sign in to your account, such as through your office
phone.

If so, you can use this alternative method now. If you never added an alternative verification method, you can
contact IT service Help desk for assistance.

3. Il have anew phone number and | want to add it
If you have a new phone number, you'll need to update your security verification method details. This enables
your verification prompts to go to the right location. To update your verification method, follow the steps in the
how to change my authentication provider section of this article and under add a method use ‘phone number’
instead of ‘authenticator app’ and follow on-screen instructions.

If this process is not working for you then please contact IT service desk to help you update your
mobile information.
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