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Primerica: Who We Are

Life Insurance and Investments
Middle-income families

Main Street, not Wall Street
Entrepreneurial business model
4.3 million lives insured

2 million investment clients
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Publicly traded “PRI”
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Infrastructure Architecture
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DataSniff

What's in your mainframe?

Finding PCI, PIl and other
sensitive information in your
legacy mainframe
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Mainframe Legacy

» 30+ years of legacy data
= Production data classified manually
= End user and Test data not classified

» Structured Data
= VSAM
= DB2 (includes user-owned tables)

» Unstructured Data (Disk and Tape)
= QSAM / Sequential, GDG
= PDS, PDSE
» Packed Decimal
= DFHSM ML1/ML2
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Data Loss Prevention Initiative ﬁ

Effective DLP Programs Utilize a Multitude of People, Process and Technology

Data Governance
Policies and Standards

Identification
Risk Assessment

Classification

Architecture

Quality

Source: Ernst & Young, LLP, “Data Loss Prevention, Keeping your sensitive data out of
the public domain”
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Data Loss Prevention Initiative ...

Data Control

Data in Motion

Perimeter security

Network monitoring

Internet access control

Data collection and
exchange

Messaging (Email, IM)

Key Focus Areas for DLP Controls

Structured data
Data in Use

Privileged user
monitoring

Access/Usage
monitoring

Data anonymisation

Use of test data

Data redaction

Data at Rest
EndPoint security

Host
Resident/Encryption

Mobile device protection

Network/Intranet
storage

Physical media control

Disposal and
Remote access Export/Save control destruction
Unstructured data
Source: Ernst & Young, LLP, “Data Loss Prevention, Keeping your sensitive data out of  _«==,
the public domain” - SHARE
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Data Loss Prevention Initiative ﬂ

Supporting Information Security Processes

Identity/Access : Sec_urlty Configuration Vulnerability
information/event
Management management management
management
DIgEl g Incident response Physical security Vel Ele
management awareness
Data : Third-party
: Employee screening
Asset management privacy/document : management and
: and vetting
protection assurance
: _— : Regulatory compliance Change
Business continuity Disaster recovery management management/SDLC

Source: Ernst & Young, LLP, “Data Loss Prevention, Keeping your sensitive data out of

the public domain”
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EEEEE

If You Can’t Measure It...

..You Can’'t Manage It!
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The Task at Hand

Classify all mainframe data files
» Who owns them?

» What do they contain?

» Where is the confidential, Pll, PCl or other
sensitive information?
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DataSniff by XBridge Systems :uas-

» Data Discovery Tool
= Runs on the mainframe
= Automated, native scanning of mainframe data

» Schedule by Media Type

» Analytical Engine

= Appliance or Windows-based

> Browser-based User Interface
= Schedule scans
= Manage reporting
I SHARE
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DataSniff Evaluation

» ldentify and secure
= Payment Card Numbers (PCN)

= Personally Identifiable Information (PIl) especially Social
Security/Tax ID numbers, home address

» Support all Mainframe data structures
= DBZ2 databases
= VSAM KSDS & ESDS
= QSAM, GDG files on both disk and tape
= PDS & PDSE
= DFHSM ML1 & ML2 on tape
= Packed decimal data
12 bt o osstany oiliton ssi AN o 90 :SHARE



Features Evaluated

> Locate SSN/PCN format data in DB2 tables,
QSAM/VSAM, & PDS(E)s

Selection of data using regular expressions
User control of mainframe resources

HSM re-migration

User-written regular expressions

Results reporting

vV V. Y V VY V

Impact on mainframe performance
I SHARE
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Management Console

G—é; -~ |ﬂ http: 172, 16,33,61/D5/DLP/ScanList . aspx? VHZH;| |Gnug\a
Fil=  Edit Wiew Favorkes Tools Help
Gongle‘ Search + < More 3> SignIn W v
T 4| @ DLP scan Status l } e - [i2rPage v ) Tools -
Tahle or Dataset Name &l
Table Name Disposition Analyzed Errors

@ AH023 FEBOT PAYROLL 1=/ 8D 138 139 101 0| 334PM

@ . | AHOZ3JANTO.NANME 1=/ HitsBelowThreshold =15 15 8 0| 331PM

@ AH023 APROT PAYROLL 1= 18D 180 180 113 0| 331PM

@ AH023 SEP0S PAYROLL 1=/ 18D 574 574 338 0| 331PM

@ AHO23 JUNDB PAYROLL2 1= 180 831 &3 505 0| 331PM

@ AHO23 NAME0205 1= 8D 1044 1044 19 0| 331PM

@ . | AHOZ3ISPFPROFILE("35) 1=) HitsBalowThreshald ar3 973 4 0| 3zEFM

@ . | ..AH023ISPFFROFILE(DSCQEEDIT) 1= HitsBelowThreshold 7 1 2 0| 32EFM

@ AH0Z3 APR12.PAYROLL 1= 18D 871 571 209 0| 3z8PM

@ AHO23 APR12 NAME 1=/ 18D 871 571 139 0| 3zEPM

Loags Hits Errors

Record # Archived Column Name Message Naotes

599 1 E’ftasm record (POS: | peg oo foung 2038 _

525 1 ?f_‘la)se' record (POS” | prc cap foung. seeerages .

525 1 Datasel record (p0S° | peg cap foung. ~==+4985 " E

189}

524 1 E))EIESE‘ record (PO | prg gon found. 9365 -

522 1 DD)EIEBE‘ recard (POS: | pre gap found 2104 _

500 1 E’;“a”‘ rECard (0S| prg 55N found -+ E062 =

483 1 E’f‘ase‘ TeEArdPOS | pes 5o found 5308 _

462 1 E’ftasm record (POS” | prc can foung 3188 _

1454 1 Datasetrecord (P05 | oeg ooy rqund, ==+ 1088 -

139}

384 1 g)ala“‘ record (POS” | pre cep foung. seee+g482 "

218 1 E))EIESE‘ record (PO | prg gony found. -+ asa7 -

272 1 DD)EIEBE‘ record (ROS: | e gap faund +++4*5100 _

a7 . Datasel fec0rd (005! | oo can fmums ssseanan |

% Local intranet H100% -
a®e
& L]
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Management Console

{Z DLP Scan Status - Microsoft Internet Explorer provided by Prii

G\f\jr - ‘g‘ http:f{172. 16.%3.61/DS{DLPiScanList aspx vHﬁHi\ |Gnugle ||P =
Fle Edt view Favorkes Tools  Help
Gor glz| 'Y search - | Mare 3> SignIn 9 -
W& L’éow Scan Status I } [ dmh v iy Page - i Todks v
@ e Al
O @s8 LPART DB2A- ATO7E ATO76 DB2 TABLES LPART DB2A- ATO7E 2,000 0 0 a 0 Randy Gross 516/2012 |
O Gva LFAR1T DBZA- ATOBG AT086 DB? TABLES LPAR1 DBZA- ATOSE 2,000 i i 0 0 | Randy Gross 5i6/2012
4] @vss LPART DB2A- ATOGE AT086 DB2 TABLES LPART DB2A- AT0SE 2,000 0 0 a 0 Randy Gross 516/2012
O @sa LPART DB2A- ATOST ATOS7 DB2 TABLES LPART DB2A- ATOST 2,000 0 0 a 0 Randy Gross 616/2012
O AL LPART DB2A- ATES0 ATES0 DB2 TABLES LPART DB2A- ATES0 2,000 379 379 138 41 | Randy Gross aI6/2012
4] =) LPART DB2A- ATESD ATE59 DB2 TABLES LPART DB2A- ATES9 2,000 5,517 5517 a 15 | Randy Gross SITIz2
O Y] LFAR1T DBZA- ATE12 AT812 DB2 TABLES LFAR1 DBZA- ATS12 2,000 995 g5 8 305 | Randy Gross 5712012
O g LPART DB2A- ATI94 AT994 DB2 TABLES LPART DBE2A- AT994 2,000 208 208 kel 34 | Randy Gross aiFizM2
O [ =] LPART DB2A-- AHO12 AHOD12 DB2 TABLES LPART DB2A- AHD12 1,000 43 43 a 0 Randy Gross 516/2012
O Y- LFART POC DATASETS LFART POC DATASETS LPART POC QSAMASAM 2,000 58 58 47 12 | Randy Gross 5i6/2012
4] [ =] LPART POC TABLES LPART POC TABLES LPART DB2A- DB2PROD 1,000 5 5 3 0 Randy Gross 516/2012
O =] LPART TEOAHDZ3 TS0 datasets for AHO23 VEAMIQSAM in LPART 10,000 365 365 207 15 | Randy Gross 618/2012
O @ 5 LPART - POC Prod Datasets AWCPRODAPECES.PHISTORY.G1. LPAR T WSAM/QSAM Datasets 5,000 9 9 7 0 | Randy Gross 247 PM
Table or Dataset Mame \ Logs
» Q AMCPRODAPECS PHISTORY.G1625V00 I= juizn) 4,000 5,000 24,585 0 247 PM
@ ANCPROD APECS HISTORY 1=/78D 5,000 5,000 23712 0| Z47FM
» e FANGPRODAUM FAFACTIVITY.GOO0YDO = TED 5,000 5,000 14,073 0 Z47PM
@ FANGPROD.AUM FAF MASTER 600010 i=/78D 5,000 5,000 12,142 0| Z47FM
@ AMCPROD RS V5. YEINDEX i=l78D 5,000 5000 4847 0| Z4TEM
@ FYFZ.NBL CLM INSURED.FILE i=/78D 5,000 5,000 4216 0| Z47FM
» @ FANGPROD.Q8000TRY.COMMFILE.GO002YOD = IBD 5 5 144 0 247 PM
» @ FYF2.NBL.CMS MAINT. CMSTRAN 1= MoHits 1 1 a 0 Z47PM =
» @ AMCPROD.IRS VS YEMASTAA 1= MoHits 1 1 i} 0| 247 PM
O ‘ =] | LPART DB2A DBZPROD ‘ All DB2PROD tables in DB2 ‘ LPART DB2A DB2PROD Schema ‘ 250 ‘ 1,444 ‘ 1444 ‘ a | 1,444 ‘ Randy Gross ‘ 204 PM
] ‘ @va E:m;QSAMNSAM Sean ofMigrated ‘ LPART Demo Migrated Datas... ‘ LPAR T YSAMIQIAM Datssets ‘ 100 ‘ H ‘ H ‘ 2 | 0 ‘ Randy Grose ‘ 04 P
O ‘ evsE | LPART TS0 ‘ TS0 Datasets in LPART ‘ LPAR T WSAM/QSAM Datasets ‘ 100 ‘ 102,109 ‘ 4247 ‘ 749 | 1,028 ‘ Randy Gross ‘ 204 PM
O ‘ =] | LPART YSAMIQSAM Scan ‘ POC test datasets - TSO ‘ LPAR 7 WSAM/QSAM Datasets ‘ 250 ‘ 293 ‘ 253 ‘ 42 | 125 ‘ Randy Gross ‘ 204 PM
n Bnm Page size m 29 iterns in 1 pages
Sean Listis currert as of 5412012 2.48:18 PM

v.AZ54.12229 2010 - 2012 Xbridge Systems, Inc. All rights reserved. Contactlz ¥/

Done & Local ntranet H100% -
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DLP Scan Statu:

Microsoft Internet Explorer, provided by Primerica Financial Services

G\:}; + | ] httpiJi172.16.33.61/05/DLRiScanList sspx

File Edt View Favorkes Tools Help

J[2]-]

%] ][] [qeoae

Gor gle| Search - | Mare 3 SignIn A -
w & [gDLF Stan Status [71 & - o v i Page - [ Took -
O ] LPART DBZA - AT994 AT994 DB2 TABLES LPAR1 DB2A - ATI94 2,000 206 208 N 34 | Randy Gross 5722 |
O Gvs LPART DB2A-- AHO12 AHD12 DBZ TABLES LPAR1 DB2A - AHO12 1,000 43 43 8 0 | Randy Gross 51612012
O ALD LPART POC DATASETS LPAR1T POC DATASETS LPART POC QSANMSAN 2,000 59 59 47 12 | Randy Gross 5I6/2012
O [ =] LPART POC TABLES LPAR1 POC TABLES LPAR1 DB2A - DB2ZPROD 1,000 5 5 3 0 | Randy Gross 582012
O =] LPAR1T TS0 AHDZ3 TS0 datasets far AH023 VBAMIQSAM in LPART 10,000 365 365 207 15 | Randy Gross 51902012
O s& LPART - POC Prod Datasets AWCPROD APECS PHISTORY.G1 LPAR 7 VEAMIQSAM Datasets 5,000 9 9 T 0  Randy Gross 247 PM
Table or Dataset Name \ Logs
- @ ANCPRODAPECE PHISTORY.G1625Y00 = TeD 5,000 24,585 0| 247 PM
Logs |\ Hits Emors
Run# Archived
247 PM 1 Completed {subject to limif) analysis of WWCPROD APECS. PHISTORY.G1625%00. Analyzed 5000 records in 34 380625 sec. Found 4983 records with potential policy violations
247 PM 1 Reached HitDetaileLimit and all remaining hit details will not be recorded. Hite will continue to be counted,
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@T51 size:21:11-49 col:(452/500:00%))
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@B92 size:11:11-11 col:(489/500:99%))
247 PM 1 Searched EBCDIC data and found posgible Packed Decimal: PD@E64 size:11:11-11 col:(489/500:09%)).
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@443 size:11:11-11 col:(489/500:09%))
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@419 sized17:17-17 col(499/500:99%)).
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@117 size:d:7-11 col:(498/500:99%)).
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@107 size:11:11-11 col:(489/500:99%)) ]
247 PM 1 Searched EBCDIC data and found posgible Packed Decimal: PD@101 size:11:11-11 col:{(499/500:99%)). 1
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: PD@A5 size:11:11-11 col:(489/500:98%)),
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: FD@83 size:13:13-13 col:(4858/500:99%))
247 PM 1 Searched EBCDIC data and found poseible Packed Decimal: PD@63 size:20011-21 col:(499/500:08%)).
247 PM 1 Searched EBCDIC data and found possible Packed Decimal: FD@48 size!11:11-13 col:(488/500:08%))
247 PM 1 Initializing Analysis of AWCPROD APECE PHISTORY.G1625Y00 for scan "LPART - POC Prod Datasets”, on host"LPAR 7 WSAM/QEAM Datasets®, run number: 1.
247 PM 1 Analysis will use policies dated 5/1192012 10:13:51 AM. o
3 @ ‘ ANCPRODAPECE HISTORY ‘ = TeD | 5,000 | 5,000 | 23712 | o | 24T PM
» e ‘ FANQPROD AUM FAF ACTIMITY.GOO01VOO ‘ I= pi=ie} | 5,000 | 5,000 | 14,073 | o | 24T PM
> @ ‘ FANQPRODAUM. FAF MASTER.GOOO1YOD ‘ 1= IeD | 5,000 | 5,000 | 12,142 | o | 247 PM
» e ‘ AWCPROD.IRS VS YEINDEX ‘ i= pi=ie} | 5,000 | 5,000 | 4,847 | o | 24T PM
> @ ‘ FYF2NBL.CLMINSURED FILE ‘ I= IeD | 5,000 | 5,000 | 4,216 | 1} | 247 PM 3
- i i i i i i i L]
Done & Local intranet w00% -
" "%
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successes suane

v" PCN/SSN data located with minimum of “false positives”
v User-defined selection filters

v' Scanned all required data structures: DB2, VSAM,
Sequential / QSAM, PDS/PDSE, HSM migrated data sets

v' Scanned packed decimal structures
v' Controlled use of scarce mainframe resources (tape, disk)

v HSM migrated files automatically recalled and re-migrated to
original migration level (ML1, ML2)

v Scanned large numbers of data stores with no performance
impact
‘ SHARE
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Issues swaRe

Resolved during evaluation

v" Dynamic allocation of HSM migration control
dataset caused contention with HSM CDS reorgs.

v Excessive runtimes for PDS/PDSE scans. Fix has
been developed.

l-."‘
[ )
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Performance

» Quick data analysis; select group of datastores
Test LPAR | Prod LPAR

Total Files Scanned 34,960 225,195
By File Type:
PDS/E 669 1,804
QSAM 5,049 176,852
VSAM 28,447 37,112
DB2 Tables 795 9,428
By Media Type:
DASD (non-migrated) 32,169 67,812
Tape 115 41,905
Migrated (ML1/ML2) 2,676 115,478

» Minimal mainframe resource usage
> User-controlled mainframe resources:

= Tape
= HSM recalls
‘-.."
19 Complete your sessions evaluation online at SHARE.org/SFEval .'E.H'#Sﬁ'lgﬁandﬁtﬂ



. s 3
Custom Regular Expressions  :uas:

» |dentify SSNs with specific state codes
» Addresses and zip+4’s in the form “XXxXXX-XxXxx".

» Example of SSN regular expression

(?:[0-6]\d{2}{7[0-6]\d|77[0-2])(?: {0,24(2(-)(?:-\
{0,2})))(?:\d{2})(?: {0,2}(?(-)(?:-\ {0,2})))(?:\d{4})

((253|263|260)[0-9]{6})|((253|260]263)-[0-9]{2}-[0-9]{4})

l-."‘
L]
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Conclusion

v Data identification and classification

v' Mainframe data at rest

v' Easy to use

v" Quick and efficient

v' Little or no impact to the operational environment

DataSniff is a valuable part of Primerica’s
comprehensive DLP program.
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XBridge Systems, Inc. Primerica, Inc.
Mountain View, CA Duluth, GA
www.xbridgesystems.com WWW. primerica.com
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