A pacians

Installation and
Configuration Guide

—_—

:
'JI

HP J3100B

J

HP AdvanceStack Switch 2000






HP Customer Support Services

How to get the latest software/agent firmware

You can download from the World Wide Web, HP FTP Library Service, CompuServe,
and HP BBS a compressed file (j3100b.exe) containing the latest version of the HP
Switch 2000 software and proprietary MIB, the HP J3108A FDDI Module software, and
a software download utility file (update.exe). After you download the file, extract the

file by typing filename and pressing (Enter). For example, j3100b (Enter).

World Wide Web
http://www.hp.com/go/network_city

Select the “Support” section.

From this web site, you can also download information on the HP networking
products. If you have a growing network, download the Designing HP AdvanceStack
Workgroup Networks Guide or call 1-800-752-0900 in the U.S. to receive a copy through
the mail.

HP FTP Library Service
1. FTP to Internet IP Address — ftp ftp.hp.com.

2. Login as anonymous and press at the password prompt.
3. Enter bin to set the transfer type.

4. Enter cd /pub/networking/software.

5. Enter get filename to transfer the file to your computer, then quit.
CompusServe

1. Login to CompuServe.

2. Go to the “hp” service.

3. Select “HP Systems, Disks, Tapes, etc.”

4. Select “Networking Products” library.

5. Download filename and then quit.

HP BBS

Set your modem to no parity, eight bits, 1 stop bit, set speed up to 14400 bps, and with
your telecommunication program (e.g., Windows Terminal) dial (208) 344-1691 in the
U.S. to get the latest software for your HP networking product. For other countries,

see http://www.hp.com/cposupport/eschome.html.

[]

(over for more services) [4” 'E»'Eévll'f;y

Obtain the latest console code (j3100b.exe) from

HP FTP Library:  ftp ftp-boi.external.hp.com

World Wide Web: http://www.hp.com/go/network_city
HP BBS: (208) 344-1691
(over)




HP FIRST Fax Retrieval Service

HP FIRST is an automated fax retrieval service that is available 24 hours a day, seven
days a week. HP FIRST provides information on the following topics:

= Product information

Troubleshooting instructions

Technical reviews and articles

Configuration information

To access HP FIRST, dial one of the following phone numbers:

Location Phone Number
U.S. and Canada Only Dial 1(800) 333-1917 with your fax machine or touch-tone phone
and press 1.

Outside the U.S. and Canada Dial 1 (208) 344-4809 from your fax machine and press 9.

Toreceive a list of currently available documents, enter document number 19941. The information
you requested will be sent to you by return fax. For other countries, see http://www.hp.com/
cposupport/eschome.html.

Additional HP Support Services

In addition to the above services, you can purchase various HP telephone support

services which provide you expert HP technical assistance:

= Network Phone-In Support provides you support at an hourly rate. In the U.S.,
call 1-800-790-5544. In other countries, please contact your local HP Response
Center to see if this service is available in your country.

= HP SupportPack Comprehensive Network Support provides complete prob-
lem resolution for medium to large interconnected local and wide area
networks. Contact your HP Authorized Reseller or the nearest HP Sales and
Support Office for more information.

HP offers other hardware support services. Please contact your reseller for more
information.

CompusServe: Go hpsys
Lib 7.
Download j3100b.exe

Network Phone-In 1-800-790-5544
Support (hourly):
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Preface

Operating
Differences

Preface

Use of This Guide and Other Switch 2000
Documentation

This guide describes how to install the B-version of the Switch 2000 (HP
J3100B) in your network and use the console interface for the
HP AdvanceStack Switch 2000 (hereafter referred to as the “Switch 2000”).

This manual describes features of the B-version of the Hewlett-Packard
Switch 2000 (HP J3100B). In some cases, such as the Spanning Tree Protocol
(operating within VLANS) and port trunking capabilities, there are significant
operating differences between the A-version of the Switch 2000 (HP J3100A)
and the B-version. For information on the features available in the A-version,
refer to the manuals shipped with that product.

Important! Before installing or removing an interface module (or installing

or removing a transceiver used with a module), refer to the specific module

documentation describing these procedures.

= If you need information on specific parameters in the console interface,
refer to the online help provided in the interface.

= If you need further information on Hewlett-Packard switch technology,
refer to the HP AdvanceStack Products CD shipped with your Switch
2000.




Preface

Overview of Console Applications

) HEWLETT
PACKARD Foner
............
Switch 2000 it

Figure 1.  Example of the HP AdvanceStack Switch 2000 with Optional Modules
and Transceivers installed

When powered-up in the factory default configuration, the Switch 2000
automatically operates as a multiport learning bridge with the following
configuration:

= All installed ports are enabled and are members of a single broadcast
domain

= Spanning tree protocol (STP) is disabled

The console interface provides the following capabilities for use when you
want to move beyond this basic level of operation:

= Monitoring system performance and status

= Customizing the system configuration for improved performance and
unique system requirements

= Enabling network management (SNMP) access

= Setting passwords to help protect system security
= Downloading system software updates

= Troubleshooting
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Installing the Switch

Installation Summary

This chapter describes the installation procedures for the HP J3100B
AdvanceStack Switch 2000 (hereafter referred to as the Switch 2000).
The following is a summary of those procedures:

1.

Install interface modules and transceivers (optional). The besttime
to install Switch 2000 interface modules and their related transceivers is
prior to powering up the switch or during scheduled down times. Note
that, because the Switch 2000 allows module changes (“hot swaps”) while
operating, you can make hardware changes once the switchisin use. That
is, you can replace one module with another module of the same type
without needing to reboot the switch. Similarly, you can install a module
in an unused slot without needing to reboot the switch. (An “unused slot”
is one that has not been used since the last time the switch was rebooted.)
However, itis necessary to remove a particular interface module from the
Switch 2000 before adding, removing, or changing a transceiver in that
module. In cases where one module is exchanged for another of adifferent
type, it is necessary to reboot or reset the switch. This procedure is
described later in this chapter and also in the installation guides for the
various interface modules that are compatible with the Switch 2000.

Install the optional redundant power supply (RPS). This optional
power supply (HP J3136A AdvanceStack Switch 2000 Redundant Power
Supply) shares the power requirement load with the switch’s main power
supply, and will keep the switch operating in the unlikely event that the
main power supply fails.

Verify the switch’s operation. This is a simple process of applying
power to the Switch 2000 and ensuring that the LEDs on the switch’s front
panel respond properly.

Mount the switch in a rack or place it on a tabletop.
Hewlett-Packard sells 19-inch free-standing equipment racks. To order a
rack, contact your HP-authorized LAN dealer.

11
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Installing the Switch

Installing the Switch
Installation Summary

Warning

Install the Switch 2000 only on a tabletop or in an equipment rack or
cabinet designed for this product. The Switch 2000 weighs a minimum
of 17.3 Ibs (7.86 kilos) with no interface modules or redundant power
supply installed. Rack or cabinet mounting should be done by two
people. If the rack or cabinet is empty, install the Switch 2000 at the
bottom; if not, install the switch as close to the bottom as possible.
(If a lightweight device is already installed at the bottom, you may
want to remove it, install the Switch 2000 at the bottom, then reinstall
the lightweight device above the Switch 2000.) If the Switch 2000 is
mounted high, the rack or cabinet may become unstable and possibly
fall over.

5. Connect the Switch 2000 to a network and connect computers and/
or other devices to the switch’s ports.

6. Configure the Switch 2000. The Switch 2000, in its factory default
configuration, operates as a multiport transparent bridge. You will need
to use the console interface to configure the switch for additional func-
tionality. Initially, this requires one of the following:

e APCwith aterminal emulator connected to the Console RS-232 port
on the switch either directly or via a modem

e Anactual terminal directly connected to the Console RS-232 port on
the switch

(For examples of terminal emulator configurations, refer to appendix C,
“Sample Console Configurations”.)

7. Afterreceivingaminimal IP or IPX configuration through one of the above
options, you can also access the console interface via Telnet or use a
network management tool for some configuration and monitoring func-
tions.

1-2



Installing the Switch
1. Install Add-In Modules (Optional)

Caution

1. Install Add-In Modules (Optional)

To begin operating in your network, the Switch 2000 needs at least one
interface module. If you need to install a module, refer to the instructions you
received with the module(s) you plan to use. Note that you must install any
optional transceivers in a module before installing the module in the Switch
2000, or remove the module from the switch before installing an optional
transceiver. (Refer to the documentation for the specific module.) For exam-
ple, the HP J3102A AdvanceStack Switch 2000 4-Port 10Base-T module illus-
trated below is shown with the optional HP J2608A ThinLAN transceiver
installed. (Transceivers must be purchased separately.)

If you will be installing or removing a module while the switch is operating,
refer to the documentation you received with the module for important
information, including any “readme” file on the disk shipped with the module.
Also, refer to the module documentation if you will be installing or removing
a transceiver from a module in an operating Switch 2000.

Optional Transceiver Standard 10Base-T ports

["ﬁ] \ AdvanceStack Switch Ethernet Module / HP J3102A

MDI-X 10Base-T Parts
= N 1 2 3 4

Figure 1-1. HP J3102A Interface Module With Optional Transceiver Installed

ThinLAN

@HP J2608A

It may be more convenient to install a module before installing the Switch 2000
intoarack or other location. Inspect your installation site and identify whether
the switch’s module slots will be accessible.

For a description of currently available modules, contact your HP-authorized
LAN dealer.

1-3
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Installing the Switch

Installing the Switch
2. Install the Redundant Power Supply (Optional)

2. Install the Redundant Power Supply
(Optional)

Caution Disconnect the power supply from the Switch 2000 before installing the
redundant power supply (RPS). Otherwise, damage to the switch’s
components could occur.

Note For important information on how to install the HP J3136A AdvanceStack
Switch 2000 Redundant Power Supply (RPS) in the Switch 2000, refer to
the documentation provided with the RPS.

The optional HP J3136A AdvanceStack Switch 2000 Redundant Power Supply
(RPS) shares the power load with the Switch 2000’s main power supply. It is
recommended that, if possible, you install the RPS before beginning to use the
switch in your network. Otherwise, you must schedule downtime to install the
RPS. (RPSinstallation requires removal of the Switch 2000’s back panel, which
interrupts power to the switch.) When the RPS is installed in a Switch 2000

and power isapplied to the RPS, the RPS LED on the Switch 2000’s front panel

is lit.
RPS LED
[ﬁﬂ ERMVEETT Power Reset RF{ A Faul 1 Tx 2 Tx 3 Tx 2 Tx
PACKARD ault Dox 2 Kox 3 Kpx 4 Riox

AdvanceStack Config Self-test
Switch 2000 Fault Clear POV Eat c

FanFault

Security E

Console AS-232 ﬂﬂ AdvanceStack Switch Ethernet Module

P Jat02a
MDIX 10Base-T Parls
1 2 3 .

Figure 1-2. RPS LED on the Switch 2000’s Front Panel

The RPS connects to the back of the Switch 2000. Thus, if you are going to
install an RPS, it may be more convenient to install it before installing the
Switch 2000 into a rack or other location. Inspect your installation site and
identify whether the switch’s back panel will be accessible.
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Installing the Switch
3. Verify the Switch’s Operation

Note

3. Verify the Switch’s Operation

This process verifies that the Switch 2000 is operating properly.

Verify the Switch Hardware

1. Connect the supplied power cord to the switch’s power receptacle.

® ® ®

Power Receptacle on the
Back of the Switch, with ~———————» Q

Power Cord Connected f

Figure 1-3. Back Panel of the Switch 2000

2. Plug the power cord into a properly grounded electrical outlet.

Neither the Switch 2000 nor the RPS has a power switch. The Switch 2000 is
powered on when the power cord for either the switch itself or an installed
RPS is plugged into a power source.

If your installation requires a different power cord than the one supplied with
the switch, be sure to use a power cord displaying the mark of the safety
agency that defines the regulations for power cords in your country. The mark
is your assurance that the power cord can be used safely with the switch.

3. Check the LEDs on the switch’s front panel.

1-5
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Installing the Switch

Installing the Switch

3. Verify the Switch'’s Operation

Note

Note

Power LED RPS LED Self-test LED Power Fault LED
Fault LED Fan Fault LED
1 |
O Fr N e
AdvanceStack Config Self-test
Switch 2000 Fault Clear Power Fault
FanFault
Security E
.4
Console R iS-232 [i’] AdvanceStack Switch Ethernet Module P ust02a
= 5 vyYww ©
Security LED

Figure 1-4. The Switch 2000 System LEDs

When the switch is powered on, it performs a self-diagnostic test. During
the test, the following occurs:

e All LEDs turn on momentarily.

e The Power LED remains on; the Fault LED turns on.

e The RPS LED turns on if an RPS is connected and supplying power.
e The Self-test and Fault LEDs remain on for less than one minute.

When the self-test completes successfully, the following events occur:
e The power LED and, if an RPS is connected, the RPS LED, remain on.
e The self-test and Fault LEDs turn off.

Ifany Fault LED is flashing, the Switch 2000 has encountered a problem. Refer
to chapter 9, “Troubleshooting”.

4. After the switch has passed its self-test, disconnect the power cord from
the switch and proceed with the mounting instructions.

If the switch’s permanent location makes it difficult to access the Console
RS-232 port from a terminal or PC running a terminal emulator, you may want
to temporarily connect a terminal device now and configure the switch
minimally for Telnetaccess. If you want to do this, refer to “Connecta Console
Device” on page 1-14 before continuing here.
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Installing the Switch
4. Mount the Switch

Mounting
Precautions

4. Mount the Switch

A Switch 2000 can be mounted in two ways:
= Inarack or cabinet
=  Onatable

The hardware for mounting the switch is included in the accessory kit
(5063-8544) packed with the switch.

Hewlett-Packard sells 19-inch free-standing equipment racks. For more infor-
mation, contact your HP authorized LAN dealer.

Before mounting the switch, read and follow these mounting precautions:

= Plan the switch’s location and orientation relative to other devices and
equipment. Also consider the cabling that will be attached to the switch
and ports that will be used. In the front of the switch, leave 3 inches
(7.6 cm) of space for twisted-pair cables. In the back of the switch, leave
1-1/2 inches (3.8 cm) of space for the power cord.

= Ensure that any installation of Switch 2000s, together with any other
devices, does not overload the power circuits, wiring, and over-current
protection. To determine the possibility of overloading the supply circuits,
add together the ampere ratings from the nameplates of all devices
installed on the same circuits and compare the total with the rating limits
for the supply circuits.

= Make sure that the power source circuits are properly grounded, then use
the supplied power cord to connect the Switch 2000 to the circuit. Refer
to the Safety and Regulatory Statements that follow the appendixes at the
back of this manual.

= Do not install the Switch 2000 in an environment where the operating
ambient temperature might exceed 55°C (131°F).

= Make sure the air flow around the sides and back of the switch is not
restricted.

= Ifan HP J3136A AdvanceStack Switch 2000 Redundant Power Supply is
installed, make sure the air flow around the fan area of the RPS is not
restricted.

1-7
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Installing the Switch

Installing the Switch
4. Mount the Switch

Warning

Caution

Rack or Cabinet Mounting

The rack or cabinet should be adequately secured to prevent it from
becoming unstable and/or falling over.

Install the Switch 2000 only on a tabletop or in an equipment rack or
cabinet designed for this product. The Switch 2000 weighs a minimum
of 17.3 Ibs (7.86 kilos) with no interface modules or redundant power
supply installed. Rack or cabinet mounting should be done by two
people. If the rack or cabinet is empty, install the Switch 2000 at the
bottom; if not, install the switch as close to the bottom as possible. If
a lightweight device is already installed at the bottom, you may want
to remove it, install the Switch 2000 at the bottom, then reinstall the
lightweight device above the Switch 2000. If the Switch 2000 is
mounted high, the rack or cabinet may become unstable and possibly
fall over.

1. Asshown below, partially install one of the 5/8-inch number 12-24 screws
in each rack upright. Install the screw in the upper hole of a close pair.
(Some cabinets require number 10-32 screws instead, which are not
included in the accessory kit.)

Make sure you have screws that fit your cabinet or rack before mounting the
switch.

Insertascrewintothe
top hole of aclose pair
(0.5-inch)—like one of
these—onein each of
the rack uprights.

One UprightofanEIA
19-Inch Telco Rack g

Figure 1-5. Installing the Mounting Screws
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Installing the Switch
4. Mount the Switch

2. Using a Phillips cross-head screwdriver, attach the L-shaped mounting
brackets to each side of the switch with four 10-mm M4 screws (included
in the accessory kit).

10-mm M4
screws

mounting
bracket

Mounting
Bracket

@
0-mmms _—"
Screws \

@

Figure 1-6. Attach the Mounting Brackets

3. Place the switch in the rack and lower it so the notches in the bottom of
the bracket slide onto the screws you installed in step 1. Tighten these
screws—Dbe careful not to overtighten.

1-9
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Installing the Switch

Installing the Switch
4. Mount the Switch

A

e 6 6 &6 6 6 6

5/8-inch
#12-24 Screws

Figure 1-7. Install the Switch in the Rack

4. Install the other two 5/8-inch 12-24 screws into the upper hole in each
bracket. Tighten these screws—be careful not to overtighten.
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Caution

Installing the Switch
4. Mount the Switch

Table Mounting

Place the switch on a table or other horizontal surface. (No special tools are
necessary.) Attach the self-adhesive feet (included in the accessory kit) to the
recessed areas on the bottom front area of the switch. Be certain to pick a
sturdy table inan uncluttered area. You may want to secure the switch’s cables
to the leg of the table to help prevent people from tripping over them.

Make sure the air flow around the sides and back of the switchis not restricted.
Also, if an HP J3136A AdvanceStack Switch 2000 Redundant Power Supply is
installed, make sure the air flow around the fan area of the RPS is not
restricted.

Route the power cord(s) and data cables so that they will not create a tripping
hazard for people walking in the area of the switch installation.

1-11
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Installing the Switch

Installing the Switch

5. Complete the Network Connections to the Switch

Note

5. Complete the Network Connections
to the Switch

Reconnect the switch to the power source. With the switch mounted, you are
now ready to connect it to your network. Typical switch connections are:

= Switch-to-networked devices (i.e. computers, servers, and printers).
= Switch-to-hub

= Switch-to-switch

= Switch-to-router

= Switch-to-network backbones

For important information on connecting the Switch 2000 to other devices,
refer to the Connectivity Quick Reference that is shipped with the optional
HP AdvanceStack Switch 2000 modules and is also available on the “HP
AdvanceStack Product CD” shipped with your switch.

For other network design guidelines, refer to An Introduction to Ethernet
LAN Switches and Designing Switched Networks, both of which are included
on the HP AdvanceStack Product CD shipped with the Switch 2000. For
physical topology guidelines, refer to Designing HP AdvanceStack Work-
group Networks, available from HP authorized LAN dealers and also on the
product CD shipped with your Switch 2000.

Network connections to the Switch 2000 are through ports on the optional
modules and transceivers installed in the switch. For connections to these
ports, see the documentation you received with the specific module or
transceiver, and to the Quick Reference mentioned in the above note.
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Installing the Switch
5. Complete the Network Connections to the Switch

Twisted-Pair Cascade Connections

The 10Base-T ports on the optional HP J3102A AdvanceStack Switch Ethernet
Module are designed for MDI-X operation. This enables you to use a “straight-
through” twisted-pair cable to connect to transceivers on computersand other
devices having MDI (Media-Dependent Interface) requirements. For connect-
ing cascaded hubs or switches having 10Base-T ports configured for MDI-X
operation, use a crossover cable unless the cascaded hub or switch offers a
port that you can switch between MDI and MDI-X operation (such as the HP
AdvanceStack J2610B 10Base-T Hub-8U). In this case, you can either set the
porton the cascaded device to MDI operation and use a straight-through cable
or set it to MDI-X operation and use a crossover cable. (For more information
on cables and connectors, refer to appendix A.)

Cable Management. The mounting brackets designed for the Switch 2000
provide help for the problem of managing your network cables. Each bracket
has a series of holes for attaching a cable tie to bundle network cables away
from the switch.

Holes for Cable
Ties to Bundle
Network Cables

Figure 1-8. Cable Management

1-13
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Installing the Switch

Installing the Switch

6. Connect a Console Device (Optional)

Note

6. Connecta Console Device (Optional)

The Switch 2000 console interface enables you to use a PC or a terminal to do
the following:

Control password security

Monitor switch and port statistics

Modify the switch’s configuration

Use the switch’s event log and command line to help in troubleshooting
Download new software

The Switch 2000 is shipped with a factory default configuration that enables
operation as a multiport transparent bridge when installed in a network. For
this operation, connecting a console device is unnecessary. However, for
some of the other uses listed above, you will probably want to have console
access.

You can use either of the following methods for console access:

Console RS-232 using either a direct or modem connection to a PC
terminal emulator program, or a direct connection to an actual terminal

In-Band using Telnet from a network management workstation. (To
enable Telnet—or network management access—it is necessary to first
use a direct-connect or modem-connect console device to configure an IP
address and subnet mask for the switch.)

The Switch 2000 can simultaneously support one console session via the
Console RS-232 port and one console session via Telnet.
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Console RS-232 Port

Installing the Switch
6. Connect a Console Device (Optional)

Direct Console Management, Using A Serial Cable and a
Terminal or PC Terminal Emulator

You can use either a PC emulating an ASCII terminal (such as the terminal
application included with Microsoft Windows 3.1 or HyperTerminal with
Windows 95) or an ASCII terminal.

To directly connect a PC or terminal to a Switch 2000, follow these steps:

1. Connectthe PC or terminal to the switch’s Console RS-232 port using an
RS-232-C console cable (included). (If you need information on pin-outs
and recommended cables, see appendix A, “Cables and Connectors™)

[ HEWLETT
() Py Powsr  Resst  RPS A rar 1 Pox 200x 3 ox e B Faut  100x 200k sRox e R
Advance Stack ey M E E
Switen 2000 ot GO ek G b 1)) 2 D HP J31004
Fax Fault
Security E F

m AdvanceStack Switch Ethernet Module s
® @)

o [ fomncesuckswicn Eomattionte 1o o
@ ® ol P —— @
7] Aovancostack Swich 100VG Module -
h

Figure 1-9. Connecting a PC or Terminal to the Console RS-232 Port

2. Turnon the terminal or PC’s power (and, if using a PC, start the PC
terminal emulation program). For recommended parameter settings, refer
to appendix C, “Sample Console Configurations”.

3. When you see this message:
Waiting for speed sense. Press enter to continue.

Press (Enter]. You will then see the Switch 2000’s Main Menu.

1-15
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Installing the Switch

6. Connect a Console Device (Optional)

Note

= Terminal - SWITCH.TRM [-1-1
File Edit Settings Phone Transfers Help

Demo_Config

CONSOLE - MAHAGER MODE
HMain HMenu

Advanced Commands. ..
Event Log... Set Passwords...
Configuration... Download DS...
LOGOUT Reboot Switch

configuration, status, and counters.
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 1-10. The Main Menu

If you want to continue with direct console management at this time, refer
to chapter 2, “Using the Console Interface”.

Remote Console Management Usinga Modem and a Terminal
or PC Terminal Emulator

For remote, console management, use a full-duplex, asynchronous (character-
mode) modem.

1.

At the Switch 2000 site:

a.

Connect the modem to the Switch 2000's console port using an
RS-232-C modem cable. (For pin-outs and recommended cables refer
to appendix A, “Cables and Connectors”.)

If necessary, configure the modem to operate with the current con-
figuration of the Switch 2000. (The modem’s default configuration
may be sufficient.)

At the remote site, connect the terminal (or PC emulating a terminal) to
the remote modem using a modem cable. Make sure the terminal and
modems are functioning properly, then establish the link between the
terminal’s modem and the Switch 2000’s modem according to the modem
instructions.

1-16



Installing the Switch
6. Connect a Console Device (Optional)

H_‘EEEE

o

oo o

Telephone Line ~—— ____ “Straight
Through” Modem
External Cable

Modem

PC (with Internal
@’ T Modem) Running a

Terminal Emulator

Figure 1-11. Example of Remote Access via a Modem

When you see this message:

Waiting for speed sense. Press enter to continue.

Press [Enter]. You will then see the Switch 2000’s Main Menu.

If you want to continue with direct console management at this time, refer

to chapter 2, “Using the Console Interface”.
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Installing the Switch

Installing the Switch
Where To Go from Here

Where To Go from Here

Chapter Topics

2and 3 To use the console, to configure the switch features, and to
monitor and manage switch operation

4 To monitor and analyze switch operation from the console

5 To prepare the switch for SNMP management and to learn
which MIBs are supported by the switch

6 To use the “Advanced Commands” functions

7 To find further information on the following features and to
configure them:
» Spanning Tree Protocol
» Port Trunking
* Filters and Security
 Virtual LANs
* Internet Group Management Protocol (IGMP)
» Automatic Broadcast Control (ABC)

8 To download a new operating system or transfer a switch
configuration

9 Troubleshooting information

Appendixes  To access the following:

» A: Cable and connector information
» B: Switch specifications

» C: Sample console configurations

» D:LED reference

E: Bootp information

F: MAC address management

» Safety and Regulatory information
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Using the Console Interface

Overview

This chapter describes the following features:

= Starting and ending a console session (page 2-2)
= The Main Menu (page 2-4)

= Screen structure and navigation (page 2-5)

= Using password security (page 2-7)

= Rebooting the switch (page 2-10)

= Resetting the switch (page 2-12)

About the Console Interface. The console interface enables you to recon-
figure the switch and to monitor the switch status and performance. It consists
of a series of management screens accessed through a menu-driven screen
structure that begins at the Main Menu, and is organized as described in this
section.

The Switch 2000 offers two methods of access to the console interface:
= Console RS-232 (out-of-band) access:

< Directly connected to the Console RS-232 port, using a serial cable
and a PC running a terminal emulator or an actual terminal

 Remotely connected to the Console RS-232 port, using modems and
a PC running a terminal emulator or an actual terminal

Refer to chapter 1, “Installation”, for information on making RS-232
hardware connections.

= In-Band access using Telnet from a PC or UNIX station on the network.
This method requires that you first configure an IP address and subnet
mask by using either out-of-band console access or Bootp. The Switch
2000 allows one outbound and one inbound Telnet session to be running
simultaneously.

Console access can be limited by setting Manager-level and Operator-level
passwords.

2-1
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Using the Console Interface

Using the Console Interface
Starting and Ending a Console Session

Note

Starting and Ending a Console Session

This manual assumes that either a terminal device is already configured and
connected to your Switch 2000 (as described in chapter 1, “Installation™) or
that you have already enabled Telnet access to the switch. (To enable Telnet
access, refer to “Console Features” on page 3-16.)

How To Start a Console Session:

1.

Start your PC terminal emulator, terminal, or Telnet session on a remote
terminal device.
Do one of the following:
< Ifyou are using Telnet, go to the next step.
e Ifyouare using a PC terminal emulator or a terminal, you should then
see the following prompt:
Waiting for speed sense. Press <enter> to continue.

Note: If the console displays a series of random and/or unread-
able characters instead of the above prompt, the Baud Rate
setting for the terminal may be different from that of the console
interface. The switch’s autosensing feature remedies this prob-
lem when you press a key.

Press and go to the next step.

The display then briefly displays a message indicating the baud rate at
which the serial interface (Console RS-232 port) is operating, followed by
the copyright screen. Do one of the following:

- If apassword has been set, the Password prompt appears. Type the
password and press to display the Main Menu (figure 2-1).

e If no password has been set, you will see this prompt:
Press any key to continue.
Press to display the Main Menu (figure 2-1).

If there is any system-down information to report, the switch displays it
in this step and in the Event Log.
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Using the Console Interface
Starting and Ending a Console Session

= Terminal - SWITCH.TRM [-]«]
File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - R MODE
HMain Henu
Advanced Commands. ..
Event Log... Set Passwords...
configuration... Download 0S...
LOGOUT Reboot Switch

configuration, status, and counters.
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 2-1. The Main Menu

For a description of Main Menu features, refer to “Main Menu Features” on
page 2-4.

How To End a Console Session:

1.

If you have not made configuration changes in the current session, go to
step 3.

Configuration changes requiring a reboot of the switch are indicated by
anasterisk (*) next to the configured item in the Configuration menu. (See
“Rebooting To Activate Configuration Changes” on page 2-11) If you have
made configuration changes that require a reboot of the switch in order
to take effect:

a. Return to the Main Menu.

b. Usethearrowkeys((<],[>),(J],and(1])tohighlightReboot Switch
in the Main Menu and press to reboot.

Do one of the following:

< If you have accessed the switch through a direct connection from a
terminal device, exit from the terminal application.

« If you have accessed the switch through Telnet or a modem connec-
tion:
i. Return to the Main Menu.
ii. Highlight LOGOUT in the Main Menu and press [Enter).
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Using the Console Interface

Main Menu Features

Main Menu Features

The Main Menu (figure 2-1 on page 2-3) gives you access to these console
interface features:

Status and Counters: Displays information on the switch,
individual ports, the address tables, protocols and spanning tree.
(Refer to chapter 4, “Monitoring and Analyzing Switch Operation from
the Console”.)

Event Log: Enablesyou toread progress and error messages that
are useful for checking and troubleshooting switch operation. A
listing of Event Log messages is included on the CD shipped with your
switch. (Refer to “Event Log” on page 4-16.)

Configuration: Enablesyou to display the current configuration
settings and to reconfigure individual parameters. (Refer to chapter
3, “Configuring the Switch”.)

LOGOUT: Disconnects Telnet or modem access to the switch. (Refer
to “How To End a Console Session” on page 2-3.)

Advanced Commands: Provides access to a set of system manage-
ment, monitoring, and troubleshooting commands. (Refer to chapter
6, “Using the Advanced Commands”.)

Set Passwords. Enables you to set Operator and Manager pass-
words to help restrict who has access to the console interface. (Refer
to “Using Password Security” on page 2-7.)

Download 0S: Enablesyou to download a new software version to
theswitch.(Refer to chapter8,“FileTransfers”.)

Reboot Switch: Performs asoftware reboot, which is required (in
some cases) to activate configuration changes that have been made.
(Refer to “Rebooting To Activate Configuration Changes” on page
2-11)
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Using the Console Interface
Screen Structure and Navigation

Actions Line

Help banner
describing the
selected action
(inthis case, the
Cancel option)

Screen Structure and Navigation

Console screens include these three elements:

= Parameter fields and/or read-only information such as statistics

= Navigation and configuration actions, such as Save, Edit, and Cancel

= Help banner to describe navigation options, and individual parameters

For example, in the System configuration screen:

= Terminal - SWITCH.TRM [~ ]~
File Edit Settings Phone Transfers Help
DEFAULT_COHFIG

CONSOLE - R HMODE =5
Configuration - System

System name
System Hame : DEFAULT_CONFIG 4/

System Contact :

System Location : \
: 5 Parameter Fields

Address Age Interval (min) [5]

Time Zone [8] = @
paylight Time Rule [Hone] : Hone

Help describing each of the
/ items in the parameter menu

N
Actions-> Edit Save Help

[:ancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter> to execute action.

Navigation Instructions

|

Figure 2-2. Elements of Screen Structure

2-5
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Using the Console Interface
Screen Structure and Navigation

Table 2-1. How To Navigate in the Console

Task:

Actions:

Execute an action from an
“Actions'{>) menu:

Use either of the following methods:

Use the arrow keys ( (<], (=), (3], or (1)) to

highlight the action you want to execute,
then press (Enter).

Press the key corresponding to the capital
letter in the action name. For example, in a
configuration menu, press (E) to begin editing
parameter values.

Reconfigure (edit) a parameter
setting or a field:

1

w N

[Sa]

. Select a configuration area, such as System. (See
figure 2-2.)

. Press (] (for EAdit onthe Actions line).

. Use or the arrow keys ([<), (=), (1], or (1)) to highlight

the item or field.
. Do one of the following:

« Ifthe parameter has preconfigured values, use the
Space bar to select a new option

« Ifthere are no preconfigured values, type in a value.

. Ifyou wantto change another parameter value, return to

step 3.

. Ifyou're finished editing parameters in the displayed
screen, press and do one of the following:

» Tosaveany configuration changes you have made (or
if you have made no changes), press (s] (for the save
action).

» To exit from the screen without saving any changes
that you have made, press (C] (for Cancel).

Note: Some parameter changes are activated when you

execute Save, and itis therefore not necessary to reboot

the switch after making these changes. But if an asterisk
appears next to any menu item you reconfigure, it is
necessaryto reboot the switch toimplement the change.

In this case, rebooting should be done after you have

made all desired changes and then returned to the Main

Menu.

When you are finished editing parameters, return to the
Main Menu.

If necessary, reboot the switch by highlighting Reboot
Switch and pressing (Enter). (Refer to the Note, above.)

Exit from a read-only screen.

Press (B] (for the Back action).




Using the Console Interface
Using Password Security

Using Password Security

There are two levels of console access: Manager and Operator. For security,
you can set a password on each of these levels.

Level Actions Permitted

Manager:  Access to all console interface areas. This is the default level. (That is, if a
Manager password has not been set prior to starting the current console
session, then anyone having access to the console can access any area of
the console interface.)

Operator:  Access to the Status and Counters, Event Log, and minimal Configuration
areas (System, Console, and Ports) for display only.
Use of the LOGOUT command.
On the Operator level, the Advanced Commands, Set Passwords, Download
0S, and Reboot options are not available in the Main menu.

To use password security:

1. SetaManagerpassword (and an Operator password, if applicable for your
system).

2. Exit from the current console session. A Manager password will now be
needed for full access to the console.

If you do steps 1 and 2, above, then the next time a console session is started,
the console interface will prompt for a password. Assuming that both a
Manager password and an Operator password have been set, the level of
access to the console interface will be determined by which password is
entered in response to the prompt.

If you set a Manager password, you may also want to configure the
Connection Inactivity Time parameterinthe Serial Link configuration
screen (page 3-15). This causes the console session to end after the specified
period of inactivity, thus giving you added security against unauthorized
console access. (Once a Manager password is set and the console session is
ended, access to the full console interface for any subsequent sessions
requires the Manager password to be entered.)
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Using the Console Interface

Using Password Security

Note

If there is only a Manager password set (with no Operator password), and the
Manager password is not entered correctly when the console session begins,
the switch operates on the Operator level.

If there are both a Manager password and an Operator password, but neither
is entered correctly, access to the console will be denied.

If a Manager password is not set, anyone having access to the console
interface can operate the console with full manager privileges, regardless of
whether an Operator password is set.

Passwords are case-sensitive.

The rest of this section covers how to:
= SetaPassword

= Delete a Password

= Recover from a Lost Password

To set Manager and Operator passwords:.

1. From the Main menu select Set Passwords. This screen appears:

= Terminal - SWITCH.TRM HB
File Edit Settings Phone Transfers Help
Demo_Config

COHSOLE - MAHAGER HMODE
Set Password

Set Operator Password
Set Manager Password
Delete Password Protection

Returns to the console Main menu.

Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 2-3. The Set Password Screen

2. To set a new password:

a. Select Set Manager Password Or Set Operator Password.
You will then be prompted with Enter new password.
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Using the Console Interface
Using Password Security

b. Type a password of up to 16 characters and press [Enter). (Remember
that passwords are case-sensitive.)

c. When prompted with Enter new password again, retype the
new password and press (Enter].

d. To set another password, return to step 2a. Otherwise, go to step 3.

3. Select Return to Main Menu to exit from the Set Password screen.

After a password is set, if you use LOGOUT or reboot or reset the Switch 2000,
you will be prompted to enter the password to start a new console session.

To Delete Password Protection (Including Recovery from a Lost
Password): This procedure deletes both passwords (Manager and Opera-
tor). If you have physical access to the switch, press the Config Clear button
to clear all password protection, then enter new passwords as described
earlier in this chapter. If you do not have physical access to the switch, you
will need the Manager password:

1. Enter the console at the Manager level.

2. From the Main menu select Set Passwords. You will then see the screen
shown in figure 2-3.

3. Select Delete Password Protection. You will then see the following
prompt:

Continue Deletion of password protection? No
4. Press the Space bar or press (Y] to select Yes, then press [Enter).
5. Press to clear the Password protection message.

6. Select Return to Main Menu to exit from the Set Password screen.

To Recover from a Lost Manager Password:

If you cannot start a console session at the manager level because of a lost
Manager password, you can clear the password by getting physical access to
the switch and pressing and holding the Config Clear button for at least one
second.

2-9
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Using the Console Interface

Rebooting the Switch

Rebooting the Switch

Rebooting the switch terminates the current console session and performs a
reset of the operating system. Some of the reasons for performing a reboot

include:
= Activating certain configuration changes that require a reboot

= Activating port modules that have been changed since the last reboot.
(That is, where a port module has been replaced with a different type of

port module.)
= Resetting statistical counters to zero

To Reboot the switch, use the Reboot Switch option in the Main menu. (If
aManager password has been previously set, Reboot Switch appears only

if this password is entered at the beginning of the console session.)

= Terminal - SWITCH.TRM
File Edit Settings Phone Transfers Help

-]~

DEFAULT_CONFIG

CONSOLE - MAMAGER HMODE

Main Henu
Status and Counters... Advanced Commands...
Event Log... Set Passwords...
Configuration... Download 0S...
LOGOUT Reboot Switch

The Reboot Switch option

Reboots the switch to activate changes {momentary shut down).
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 2-4. The Reboot Switch Option in the Main Menu

2-10



Using the Console Interface
Rebooting the Switch

Rebooting To Activate Configuration Changes. Configuration changes
for some parameters become effective as soon as you save them. However,
you must reboot the switch in order to implement any changes to any
parameters in the following areas:

IPX Service

Internet (IP) Service
Serial Link

Console Parameters
New VLAN Names
System Parameters

If configuration changes requiring a reboot have been made, the switch
displays an asterisk next to the configuration menu item in which the change
has been made. For example, if you change and save parameter values for the
switch’s IP configuration, the need for rebooting the switch would be
indicated by an asterisk appearing in the following screen:

Asterisk indicates a

configuration change
that requires a reboot
in order to take effect.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - HANAGER MODE

Configuration
Return to HMain Henu SHHMP Communities...
system. .. Trap Receivers...
Ports... Serial Link...
| IP3% Service... Console...
Network Honitoring Port...
ULAN Names... sSpanning Tree...
Port ULAH Assignment... Traffic/Security Filters...
IP Multicast (IGHP) Service... Automatic Broadcast Control (ABC)...

Configures IP service for switch management.
Use arrow keys to change menu selection and <Enter> to execute selection.
{*Needs reboot to activate changes.)}

\ Reminder to Reboot the Switch to
Activate Configuration Changes

Figure 2-5. Example of a Configuration Change Requiring a Reboot

2-11
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Using the Console Interface
Resetting the Switch

Resetting the Switch

Resetting requires physical access to the front of the Switch 2000. There are
two levels of reset:

= Hardware reset: Momentarily interrupts switch operation and performs
a complete hardware self-test. This also clears the Event Log.

= Configuration reset: This is a drastic action that interrupts switch
operation, clears any passwords, clears the event log, performs a com-
plete self-test, and reboots the switch in its factory default configuration.
You should consider performing a configuration reset only if you want all
configurable parameters reset to the factory default values.

To perform a hardware or configuration reset: Refer to appendix D,
“Switch Reference”. Refer to the table on page D-5.

Advanced Commands Features

The Advanced Commands prompt enables you to perform advanced manage-
ment, monitoring, and troubleshooting activities. Below is a command listing.

Listing of Advanced Commands Available at the Commands Prompt

! Get (TFTP) Ping Time
ClearLED Help Print Version
Config History Put (TFTP) VLAN
Date IPXPing Redo WalkMIB
Delete LinkTest Repeat Zget

Exit Log SetMIB Zput
GetMIB Page Telnet

Refer to chapter 6, “Using the Advanced Commands” for more on the com-
mand prompt and on individual commands.

2-12



Configuring the Switch

Overview

This chapter provides an overview of the Switch 2000 configuration features.

In its factory default configuration, the Switch 2000 automatically operates as
a multiport learning bridge with network connectivity provided by the
particular modules that you have installed. However, to “fine-tune” your
switch for the specific performance and security needs in your network, you
may choose to reconfigure certain switch parameters.

Configuration Features. The Switch 2000 enables you to configure the
following switch features. For information on individual configuration
parameters, use the online Help provided with each configuration screen in
the console user interface.

System (page 3-5)

Ports (page 3-6)

IPX Service (page 3-7)

Internet (IP) Service (page 3-9)

Virtual LANs (VLANS) (page 3-19)

IP Multicast (IGMP) Service (page 3-14)
SNMP Communities (page 3-11)

Trap Receivers (page 3-13)

Serial Link (page 3-15)

Console (page 3-16)

Network Monitoring Port (page 3-20)
Spanning Tree (page 3-17)
Traffic/Security Filters (page 3-18)
Automatic Broadcast Control (ABC) (page 3-23)

3-1
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Configuring the Switch
Overview

Note

In the factory default configuration, the Spanning Tree Protocol (STP) is off.
However, if the topology of your network includes any redundant loops
between switches or bridges, you should enable STP. See “Spanning Tree”
(page 3-17).

To get Help on individual parameter descriptions. Inallscreensexcept
the Advanced Commands screen there isa Help option in the Actions
menu. Whenever the Actions menu is active, you can display Help for that
screen’s parameters by pressing (H]. (The Actions menu is active whenever
any of the choices in the Action menu is highlighted.) For example:

= Terminal - SWITCH. TRM [~] -]
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - R HMODE
Gonfiguration - System

System Hame : DEFAULT_CONFIG B B -
system Contact : Highlight on any item in the

Systen Location : Actions menu indicates that

nddress Age Interval {min) [E] = & the ACt'OnS menu Is active.

Time Zone [8] = 8
DPaylight Time Rule [Hone] : HNone

Banner Pressing (H] or highlighting
Help and pressing
displays Help for the
fActions—> Edit Save Help parameters listed in the upper

Cancel changes and return to previous screen. part of the screen.
Use arrow keys to change action selection and <{Enter> to execute action.

Figure 3-1. Example Showing How To Display Help

To get Help on the actions or data fields in each screen: Use the arrow
keys (<), (=), (1), or (1)) to select an action or data field. The banner under the
action items will describe the currently selected action or data field. (For
guidance in how to navigate in a configuration screen, see the instructions
provided at the bottom of the screen, or refer to “Screen Structure and
Navigation” on page 2-5.)
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Configurable Features

Configurable Features

How To Access the Switch 2000 Configuration: Use this procedure to
access the switch’s configurable features.

1. Begin at the Main Menu and select Configuration (figure 3-2):

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - HANAGER MODE

Hain Henu
Status and GCounters... Advanced Commands. ..
Event Log... set Passwords...
Configuration... Download 0S...
LOGOUT Reboot Switch

Access to Configurable Features

Displays the menu for customizing the switch configuration.
Use arrow Keys to change menu selection and <Enter> to execute selection.

Figure 3-2. Select “Configuration” in the Main Menu

After you select Configuration, the Configuration menu appears as
shown in (figure 3-3).

3-3
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Configuring the Switch
Configurable Features

= Terminal - SWITCH.TRM HE
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MAMAGER HODE

Configuration
SNHP Communities. ..
System. .. Trap Receivers...
Ports... Serial Link...
IPY Service... Console...
Internet (IP) Service... Hetwork Honitoring Port...
ULAN Hames... Spanning Tree...
Port ULAN Assignment... Traffic/Security Filters...
IP HMulticast (IGHP) Service... futomatic Broadcast Control {(ABC)...

Return to the console Hain menu.
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 3-3. The Configuration Menu

2. Use the arrow keys ( (<), (1), and (] ) to highlight the configuration
topic you want, then press (Enter).

3. Refer to the appropriate sections in the remainder of this chapter for
information on configuring specific features.
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Note

Configuring the Switch
Configurable Features

System Features

Configures basic switch management information, including system data,
address aging, and time zone parameters:

= Terminal - SWITCH.TRM HE
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MWANAGER HWODE
Configuration - System

System Mame : DEFAULT_CONFIG System Name
System Contact :

System Location :

fAddress fAge Interval (min) [5] : &

Time Zone [8] : @
Daylight Time Rule [Mone] : Hone

Actions-> Edit Save Help

Use arrow keys to change action selection and {Enter> to execute action.

Figure 3-4. The System Configuration Screen (Default Values)

To help simplify administration, it is recommended that you configure
System Name to a character string that is meaningful within your system.

To set the time and date, set the Time Protocol parameters under "Internet
(IP) Service Features" (page 3-9) for your time server or use the time and date
commands described in chapter 6.

3-5

Youms a1 burinbiyuo)



Configuring the Switch

Configuring the Switch
Configurable Features

Port Features

Configures the operating state for each port and optionally assigns selected
ports to a port trunk. (For more on port trunking, refer to chapter 7.) Also
optionally enables you to restrict the amount of broadcast traffic on the port.
The read-only fields in this screen display the port names and port types.

Read-Only Fields

Terminal - SWITCH.TRM

7 \ Demo_Config

CONSOLE - HANAGER MODE
/ % Configuration - Ports

Port Type Enabled Hode Trunk Bcast Limit
———e § e e e
B1 Ethernet | Yes Half Duplex 8

B2 Ethernet | Yes Half Duplex a

B3 Ethernet | Yes Half Duplex 8

B4 Ethernet | Yes Half Duplex a

D1 188UG | Yes Auto Detect 8

D2 100UG | Yes Auto Detect a

Actions-> Edit Save Help

Use arrow kKeys to change action selection and <Enter> to execute action.

Figure 3-5. Example of the Port Configuration Screen with 100VG and Ethernet
Modules Installed in the Switch

Port names are assigned by slot letter and port number. For example, if an HP
J3102A AdvanceStack Switch Ethernet Module is installed in slot B, then the
four ports in this module are identified as ports B1, B2, B3, and B4. Similarly,
if an HP J3103A AdvanceStack Switch 100VG Moduleisinstalled inslot A, then
the two ports in this module are identified as ports Al and A2.

Note Broadcast limit (the Bcast Limit parameter) can be set for all ports in the
switch (or VLAN, if VLANSs are configured) from the Automatic Broadcast
Control (ABC) screen (page 7-30 and following) if ABC is enabled. Setting the
broadcast limit (Bcast Limit) in the above screen is on a per-port basis and
overrides any settings done in Automatic Broadcast Control.
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Note

Configuring the Switch
Configurable Features

IPX Service Features

Enables the switch to be managed in an IPX network. The Switch 2000
automatically enables IPX, configures the IPX node address, and learns the
IPX network number. Thus, in the factory default configuration, IPX is auto-
matically enabled for the switch.

In this case, the factory-assigned node address is displayed as shown below.
(The switch automatically detects the IPX network number.)

= Terminal - SWITCH.TRM [~]~
File Edit Settings Phone Transters Help
DEFAULT_CONFIG

CONSOLE - MANAGER HODE
Configuration - IPX Service

Hode Address : 8868b8-15ddc3
IPY Enabled [Yes] : Yes
Gateway Encap : Ethernet II

Gateway Node : [N Read-Only Field
\ Appears if Gateway
Encap Configured
Actions-> Cancel Edit Save Help

Enter the IPX node address of the default gateway.

Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Figure 3-6. The IPX Service Configuration Screen

If VLANSs are configured, the above parameters appear in a horizontally
formatted screen.

You can also configure an IPX gateway frame encapsulation type and gateway
node so that the switch can be managed from a remote IPX network.

If VLANSs are configured, the switch can automatically learn the IPX network
number of each attached VLAN. For more on VLANS, refer to chapter 7,
“Advanced Concepts”.
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Configuring the Switch
Configurable Features

(Optional) How To Configure IPX for Management from a Remote IPX
Network. In the factory default, IPX is already enabled. If you want to
enable management from a remote IPX network, you must configure the
gateway encapsulation type and gateway node.

1.

From the Configuration screen, select IPX Service to display the above
screen.

Ifthe IPX Enabled parameterisnotalready setto “Yes” (the factory
default), then select this parameter and press the Space bar to select Yes.

Select the Gateway Encap field and use the Space bar to select the
appropriate gateway encapsulation for the gateway device.

Press (] to display and select the Gateway Node field.

Type the IPX node address (MAC address) of the gateway device that is
using the encapsulation defined in step 3.

Press (Enter), then (s] (for save).

Return to the Main Menu and reboot the switch.
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Configurable Features

Internet (IP) Service Features

Enables you to configure:

= IP address, subnet mask, and (optionally) the gateway address for the
switch so that it can be managed in an IP network

= The time server information (used if you want the switch to get its time
information from another device operating as a Timep server)

You can manually configure an IP address, subnet mask, and a Gateway IP
address by setting the IP Config parameter to Manual. Or, you can use
Bootp to configure IP for the switch from a Bootp server. In this case you must
also configure your Bootp server accordingly. If you plan to use Bootp, refer
to appendix E, “Bootp Operation”. Otherwise, setthe IP Config parameter
to Manual and then manually enter the IP address and subnet mask you want
for the Switch 2000.

= Terminal - SWITCH.TRM HE
File Edit Settings Phone Transters Help
DEFAULT_CONFIG

COHSOLE - MANAGER HMODE
Configuration - Internet (IP) Service

Time Protocol Enabled [Ho] : Yes<«———— The default setting for Time
Timep Server Address : i
Timep Poll Interval {min} [728] : 728 PrOt.OCO.I Enabled is No.
Settingitto Yes asshown
IP Config [Use Bootp] : Hanual here, then pressing (] or (Tab)
IP Address : 18.29.288.5 causes the Timep Server
Subnet Mask : 255.255.248.8 Add dTi Poll
Cateway : 18.29.200.1 ress ana fimep Fo
Interval parameters to
appear. For descriptions of
these parameters, refer to
the online Help for this

screen.
Actions->  CGancel Save Help

Use arrow keys to change action selection and <Enter> to execute action.

Figure 3-7. Example of the IP Service Configuration Screen

If VLANs are configured, then enable IP on a “per VLAN” basis. This is because
each VLAN is a separate network and requires a unique IP address, plus a
subnet mask. A gateway (IP) address is optional. For more on VLANS, refer
to “Virtual LANs (VLANS)” on page 3-19 and in chapter 7, “Advanced Con-
cepts”.

3-9
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Configuring the Switch
Configurable Features

How To Manually Configure for IP.

1.

From the Configuration screen, select Internet (IP) Service to
display the above screen.

Press (] (for Edit).
Selectthe 1P config field and use the Space bar to select Manual.

Selectthe IP Address fieldand enterthe IP address youwantto assign
to the switch.

Select the Subnet Mask field and enter the subnet mask for the IP
address.

If you want to reach off-subnet destinations, select the Gateway field
and enter the IP address of the gateway router.

Press (Enter), then (5] (for save).

Return to the Main Menu and reboot the switch.
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Caution

Configuring the Switch
Configurable Features

SNMP Communities Features

Enables you to add, edit, or delete SNMP communities. Use this feature if you
expect to manage the switch from an SNMP management station. You can
configure up to five SNMP communities, each with either an operator-level or
amanager-level view, and either restricted or unrestricted write access. (For
more on this topic, refer to chapter 5, “Using SNMP To Monitor and Manage
the Switch”, and to the online Help.)

This screen gives an overview of the SNMP communities that are
currently configured. All fields in this screen are read-only.

= Terminal - SWITCH.TRM [+~

File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - HANAGER MODE
Configuration - SHWP Communities

Community Hame  HMIB Uiew Write Access

public Hanager Unrestricted

Add and Edit options are used to modify

/ the SNMP options. See figure 3-9.

Actions-> [EFEE Add Edit Delete Help

Use upfdown arrow keys to change record selection, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 3-8. The SNMP Communities Screen (Default Values)

Deleting the community named “public” disables many network management
functions (such as auto-discovery, traffic monitoring, and threshold setting).
If security for network management is a concern, itis recommended that you
change the write access for the “public” community to “Restricted”.

How To Configure for SNMP Communities.

Ensure that the switch has been configured for IP and/or IPX.

1. From the Configuration screen, select SNMP Communities to display a
screen similar to the one above.

3-11
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Configuring the Switch
Configurable Features

2.

Press (A] (for Add) to display the following screen:

= Terminal - SWITCH.TRM
File Edit Settings Phone Transfers Help

-]~

Demo_Config

CONSOLE - HANAGER MODE
Configuration - SHWP Communities

Configuring the Switch

community Hame : "~

|fyou are adding a MIB View : Operator Write Access @ Restricted
Cqmmumty’ the erIdS i Protocol Manager Address
this screen are blank.

Type the Value for
If you are editing an this Field
existing community, the
values for the currently Use the Space Bar
selected community to Select Values for
appear in the fields. Other Fields

Actions-> Lancel Edit Save Help

to 16 characters, case sensitive; no spaces
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Figure 3-9. The SNMP Add or Edit Screen

Note In the default configuration, no manager addresses are configured. In this
case, all management stations using the correct community name may access
the switch with the corresponding View and Access levels. If you want to
restrict access to one or more specific nodes, you can enter up to ten IP and/
or IPX addresses of such nodes into the Manager Address field. Entering one
ormore IP or IPX addresses in the Manager Address field limits access to only

those addresses.

3. Enter the appropriate value in each of the above fields (use the key
to move from one field to the next).

4. Press (Enter), then (] (for save).
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Trap Receivers Features

Enables you to configure up to ten IP and/or IPX management stations (trap
receivers) to receive SNMP trap packets sent from the switch. Trap packets
describe specific event types. (These events are the same as the log messages
displayed in the event log.) The protocol, address, and community define
which management stations receive the traps. An authentication trap is sent
and the Security LED on the front panel of the switch begins flashing if a
management station attempts an unauthorized access. (The ClearLED
command turns off the Security LED—page 6-6.) Check the event log to help
determine why the authentication trap was sent. (Refer to chapter 4 for
information on the event log.)

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - HANAGER MODE
Configuration - Trap Receivers

Send Authentication Traps [Ho] : Mo

Protocol Address Community Events Sent in Trap

Hone

Actions-> Edit Save Help

Use arrow kKeys to change action selection and <Enter> to execute action.

Figure 3-10. The Trap Receivers Configuration Screen (Default Values)

3-13
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Configuring the Switch
Configurable Features

IP Multicast (IGMP) Service Features—Multimedia
Traffic Control

The IGMP (Internet Group Management Protocol) feature helps to reduce
network congestion and improve security by reducing unnecessary multicast
traffic on a per-port basis. This is useful in multimedia applications such as
LAN TV, desktop conferencing, and collaborative computing, where there is
multipoint communication; that is, communication from one to many hosts,
or communication originating from many hosts and destined for many other
hosts. In such multipoint applications, IGMP will be configured on the hosts,
and multicast traffic will be generated by one or more servers (inside or
outside of the local network). Switches in the network (such as the Switch
800T or the B-version of the Switch 2000) can then be configured to direct the
multicast traffic to only the ports where needed.

In the factory default state (IGMP disabled), the switch forwards all IGMP
traffic. When IGMP is enabled, you can configure the switch to any of the
following states on a per-port basis:

= Automatic (the default): Causes the switch to interpret IGMP packets and
to filter IP multicast traffic based on the IGMP packet information for that
port.

= Blocking: Causes the switch to drop all IGMP transmissions received and
block all outgoing IP Multicast packets for that port.

=  Forwarding: Causes the switch to forward all IGMP and IP multicast
transmissions through the port.

For more information on IGMP and how to configure it, refer to “IP Multicast
(IGMP)” on 7-23.
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Configurable Features

Serial Link Features

Enables you to adjust the Console RS-232 configuration to customize the
connection with the PC, terminal, or modem you are using for console access.
Refer to the online Help for information on modem settings. Refer also to

“Console Features” on page 3-16.

= Terminal - SWITCH.TRM
File Edit Settings Phone Transfers Help

Demo_Config

CONSOLE - HANAGER MODE

Configuration - Serial Link

Baud Rate [Speed Sense] : Speed Sense

Flow Control [KON/KOFF] : XON/XOFF

Connection Inactivity Time (min) [B] : @

Modem Connection Time (sec) [68] : 128

Hodem Lost Receive Ready Time (msec) [488] : 480
Modem Disconnection Time (sec) [1] : 1

Actions-> Edit Save Help

Use arrow kKeys to change action selection and <Enter> to execute action.

Figure 3-11. The Serial Link Configuration Screen (Default Values)
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Note

Console Features

Lets you enable or disable inbound Telnet access and control the types of
events displayed in the event log. Also specifies the terminal type and the
console screen refresh interval used by the statistics screens (that is, the

frequency with which statistics are updated on the statistics screens).

“Inbound” Telnet is Telnet access to the switch console from another device.
“Outbound” Telnet, which is using Telnet through the switch console to access
another device, is always enabled as long as the switch has been configured
with a valid IP address. (To configure an IP address for the switch, refer to
“Internet (IP) Service Features” on page 3-9.) The switch supports one
inbound and one outbound Telnet session simultaneously.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
Demo_Config

CONSOLE - HANAGER MODE
tonfiguration - Console

Inbound Telnet Enabled [Yes] : Yes

Terminal [UT188] : UT188 \ Default Inbound
Screen Refresh Interval (sec) [3] @ 2 TeInetSetting
pisplayed Events [A1l] : A1l

Actions-> Edit Save Help

Use arrow kKeys to change action selection and <Enter> to execute action.

Figure 3-12. The Console Configuration Screen (Default Values)
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Spanning Tree Features

Enables you to activate the IEEE 802.1d Spanning Tree Protocol (STP) and to
adjust spanning tree parameters. In the factory default, STP is off. Thus, if
there are any redundant paths (loops) between nodes in your network, you
should set the Spanning Tree Enabled parameter to Yes. This ensures that all
redundant ports (those providing backup parallel connections) are in a block-
ing state and not used to forward data. In the event of a topology change such
asaswitch, bridge, or data link failure, STP develops a new spanning tree that
may result in changing some ports from the blocking state to the forwarding
state.

If VLANS are configured, then you can configure STP separately for each
VLAN.

Because the switch automatically gives faster links a higher priority, the
default STP parameter settings are usually adequate for spanning tree
operation. Because incorrect STP settings can adversely affect network
performance, you should avoid making changes without having a strong
understanding of how STP operates. For more on STP, refer to chapter 7,
“Advanced Concepts”, and examine the IEEE 802.1d standard.

The switch automatically senses port identity and type, and automatically
defines port cost and priority for each type. The interface allows you to adjust
the Cost and Priority for each port, as well as the global STP parameter values
for the switch.

To configure STP, refer to “Spanning Tree Protocol (STP)” on page 7-2.

3-17
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Configuring the Switch
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Traffic/Security Filter Features

Enables you to control traffic and increase network security by creating filters
based on any of the following criteria:

Multicast address
Source port only
Source MAC address and source port

Protocol frame type

IP (Ethernet or 802.3 SAP)
ARP

DEC LAT

AppleTalk

SNA

NetBIOS

IPX (Ethernet or 802.3 SAP)
VINES IP or ECHO

If you are using VLANS, they will affect source port and source MAC filter
configuration. For more information on filtering, using filters with VLANSs, and
configuring filters, refer to “Filters and Security” on page 7-8.
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Configurable Features

Virtual LAN (VLAN) Features

Enables you to create up to eight port-based VLANs. A VLAN is a group of
ports designated by the Switch 2000 as belonging to the same broadcast
domain. This feature enables you to configure port-based virtual LANs to help
isolate broadcast traffic and increase security. Typically, if VLANs are used,
all ports carrying traffic for a particular subnet address should be configured
to the same VLAN. For more on when, why, and how to use VLANS, refer to
“Virtual LANS (VLANS)” on page 7-14.

In the factory default state, VLANSs are not configured. All ports belong to the
same broadcast/multicast domain. This domain is called “DEFAULT_VLAN”
and appears in the “VLAN Names” screen. You can create up to seven addi-
tional VLANSs by adding new VLAN names, and then assigning one or more
ports to each VLAN. (The switch accepts a maximum of eight VLANS, includ-
ing the default VLAN.) Note that each port can be assigned to only one VLAN.
DEFAULT_VLAN can be renamed, but not deleted. Any ports not specifically
assigned to another VLAN will remain assigned to DEFAULT_VLAN.

Before you delete a VLAN, you must re-assign its ports to another VLAN.

When VLANSs are used, and are managed from an SNMP workstation, you
should configure the IPX and/or IP services for each VLAN. (Refer to pages
3-7 and 3-9.)

Spanning Tree protocol (STP), ABC, IGMP, and some other features operate
on a “per VLAN” basis. This means you must configure such features sepa-
rately for each VLAN in which you want them to operate.

For more information on VLANSs and how to configure them, refer to “Virtual
LANs (VLANS)” on page 7-14.

3-19
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Note

Network Monitoring Port Features

Lets you designate a port for monitoring traffic on one or more other ports or
on a VLAN configured on the switch. This is accomplished by copying all
traffic from the specified ports or VLAN to the designated monitoring port.

If Automatic Broadcast Control (ABC) is configured and more than one port
is being monitored, then broadcast packets may be duplicated on the monitor
port.

How To Configure for Monitoring: This procedure describes configuring
the switch for monitoring when monitoring is disabled. (If monitoring has
already been enabled, the screens will appear differently than shown in this
procedure.)

1. Select Network Monitoring Port from the Configuration screen.
2. Inthe Actions menu, press [E] (for Edit).

3. Ifmonitoring is currently disabled (the default) then enable it by pressing
the Space bar (or [Y]) to select Yes.

= Terminal - SWITCH.TRM HB
File Edit Settings Phone Transfers Help
Demo_Config

COHSOLE - MAHAGER HMODE

Configuration - Hetwork HMonitoring Port
Monitoring Enabled [Mo] : Ho <-——__ Enpable Monitoring by
Setting this Parameter
to “Yes”

Actions-> Edit Save Help

Cancel changes and return to previous screen.

Use arrow keys to change action selection and <Enter> to execute action.

Figure 3-13. The Default Network Monitoring Configuration Screen

4. Press({]todisplay a screen similar to the following and move the cursor
tothe Monitoring Port parameter.
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= Terminal - SWITCH.TRM HB
File Edit Settings Phone Transfers Help
DEFAULT_COHNFIG

==== GONSOLE - HMANAGER MODE -

Configuration - Hetwork HMonitoring Port
Monitoring Enabled [NHo] : Yes Moveth_e CI:JI'SOI'tO
Honitoring Port : -~ @000 the Monitoring Port
Honitor : Ports Parameter
Port Type Action | Port Type Action
—— . | — P
Al Ethernet | 1 B2 Ethernet |
A2 Ethernet | 1 B3 Ethernet | .
A3 Ethernet | | Ba Ethernet | NOte-_ o
g: EE:ENEE 1 I g; :gggg I Ports listed in this
ernet | ! ! screen depend on the
modules currently
Actions->  Cancel Edit save Help installed inthe switch.

Select the port that will act as the Monitoring Fort.

Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Figure 3-14. Example of Selecting a Monitoring Port

Press the Space bar to select which port to use for the monitoring port,

then press (1] to move to the Monitor parameter. (The default setting
is Ports, whichyou will use if you want to monitor one or more individual
ports on the switch.)

Do one of the following:

< If you want to monitor individual ports, leave the Monitor param-
eter setto Ports and press ({] to move the cursor to the Action
column for the individual ports. Press the Space bar to select Mon-
itor for each port that you want monitored. (Use [{] to move from
one portto the nextinthe Action column.) When you are finished,
press [Enter), then press (5] (for Save) to save your changes and exit
from the screen.

< If instead of individual ports, you want to monitor all of the ports in
a VLAN, press the Space bar to select VLAN in the Monitor parame-
ter, then press [{] to move to the VLAN parameter (figure 3-15). Then
press the Space bar again to select the VLAN that you want to monitor.
When you are finished, press , then press (] (for save) to save
your changes and exit from the screen.

Return to the Main Menu.

3-21

Youms a1 burinbiyuo)



Configuring the Switch

Configuring the Switch
Configurable Features

= Terminal - SWITCH.TRM [ -]~
File Edit Settings Phone Transfers Help
DEFAULT_GOMNFIG

==========================— QCONSOLE - HMAHAGER HMODE —===========================|
Configuration - Hetwork HMonitoring Port

Monitoring Enabled [Ho] = Yes
Monitoring Port = A1
Monitor : ULAH

uLAH - [N P

Note:

This screen appears
instead of the one in
figure 3-14 if the
Monitor parameter is
set to VLAN.

Example of a VLAN
Monitoring Parameter

Actions-> LCancel Edit Save Help

Select the name of the ULAM to monitor.
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

Note

Figure 3-15. Example of Selecting a VLAN to Monitor

It is possible in networks with high traffic levels to copy more traffic to a
monitor port than the link can support. In this situation, some packets may
not be copied to the monitor port.

3-22



Configuring the Switch
Configurable Features

Automatic Broadcast Control (ABC) Features—Layer 3
Switching

ABC reduces the amount of IP and/or IPX broadcast traffic on a network by
enabling the switch to serve as a proxy for the ultimate destination of broad-
cast IP ARP and RIP packets, and IPX NSQ, and RIP or SAP packets. This
reduces the number of ports over which IP and/or IPX broadcasts are sent,
increases the amount of network bandwidth available for other purposes, and
can reduce the need for routers within a network. These factors can lower
costs and reduce latency in the network. (While communication between
VLANs—broadcast domains—still requires a router, ABC functions within
VLANSs and, by using multiple subnets (multi-netting), can reduce or eliminate
the need for routers within the VLAN.)

When enabled, ABC also allows you to set the broadcast limit parameter
(Bcast Limit) inthe Port Configuration screen (figure 3-5) for all ports on
the switch (or all ports on the VLAN, if VLANs are configured and ABC is
enabled for the VLAN).

In the factory default state, ABC is disabled. For more information on ABC
and how to configure it, refer to “Automatic Broadcast Control (ABC)” on page
7-30.
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Monitoring and Analyzing Switch Operation
from the Console

Overview

The Main Menu in the switch’s console interface gives you access to the
following sources of read-only data for helping you to monitor, analyze, and
troubleshoot switch operation:

Table 4-1.

Read-Only Monitoring and Analyzing Features

Main Menu
Item

Data Type

Purpose

Status and
Counters
Menus

Event Log

Switch Information

Port Status
Port Counters
Address (forwarding) Table

Port Address Table

Spanning Tree Information

Module Information

IP Multicast (IGMP) Status

Automatic Broadcast
Control (ABC) Information

Lists switch-level operating information.

Displays the operational status of each port.
Summarizes port activity.

Lists the MAC addresses of nodes the switch has
detected on the network, along with the
corresponding switch port.

Lists the MAC addresses that the switch has
learned from the selected port.

Lists Spanning Tree data for the switch and for
individual ports. If VLANSs are configured, reports
on a per-VLAN basis.

Liststhe modules currently installed and detected
by the switch.

Lists IGMP groups, report, query, and type of
device access on ports. If VLANSs are configured,
reports on a per-VLAN basis.

If VLANS are configured, reports on a per-VLAN
basis.

Lists event messages generated by the switch.
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Monitoring and Analyzing
Switch Operation from the

Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

Status and Counters Menu

Select status and Counters from the Main Menu to display the Status
and Counters menu:

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - HMANAGER HMODE
Status and Counters

Switch Information...

Port Status...

Port Counters...

Address Table...

Port Address Table...

Spanning Tree Information...

Module Information...

IP Multicast {IGHP) Status...

Automatic Broadcast Gontrol {ABC) Information...

Returns to the console Hain menu.
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 4-1. The Status and Counters Menu

Each of the above menu items accesses the read-only screens described on
the following pages. Refer to the online help for a description of the entries
displayed in these screens.

Note Spanning Tree, IP Multicast (IGMP), and Automatic Broadcast Control (ABC)
are reported on a per-VLAN basis. For these features you will be prompted to
select a VLAN if multiple VLANSs are configured.
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Switch Information

= Terminal - SWITCH.TRM HE
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HODE
Switch Information

08 Uersion : B.A3.0o1 ROM Version T KHKHK.83.01
Up Time : 2 mins Hemory - Total : 6,187,872
CPU UEil (%) H ) Free : 5,678,248
Hessage - Total T 149 Packet - Total : 399
Buffers Free - 121 Buffers Free : 368

Lowest : 1865 Lowest : 365

Missed : @ Hissed : @

IP HMgmt - Pkts Rx : @ IPX HMgmt - Pkts Rx : @
Pkts Tx : @ Pkts Tz : @

Actions-> [ET Help

Use arrow keys to change action selection and {Enter> to execute action.

Figure 4-2. Example of Switch Information

This screen tells you which version of the OS (operating system) and ROM
(low-level startup code located in read-only memory) the switch is using, and
dynamically indicates how individual switch resources are being used.
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Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

Port Status

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
Port Status

Port 1D Type Hedia Enabled Status Hode

Ll 1 Ethernet Fiber Yes Up Half Duplex
Az 2 Ethernet Fiber Yes Down Half Duplex
A3 3 Ethernet Fiber VYes Down Half Duplex
A4 4 Ethernet Fiber Yes up Half Duplex
B1 % Ethernet UTP Yes Down Half Duplex
B2 6 Ethernet UTP Yes up Half Duplex
B3 7 Ethernet UTP Yes up Half Duplex
B4 & Ethernet UTP Yes Down Half Duplex

Actions-> [ETTA Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-3. Example of Port Status

For each port, this screen tells you the type of port and media, whether the
port is enabled and up or down, and the port’s operating mode. (Included is
the port ID number to use for SNMP MIB access.)
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Note

Port Counters

Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG
CONSOLE - MWANAGER HODE
Port Counters
Port Total Bytes Total Frames Errors Rx Drops Tx
A1 191,589,152 541,356 1 ]
Az a a a a
A3 a a a 8
A4 191,758,722 542,068 a a
B1 a a a 8
B2 5,918,787 48,570 [ [
B3 121,745 1422 a 8
B4 a a a a
Actions-> [ETTA Show details Reset Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-4. Example of Port Counters

This screen enables you to determine the traffic patterns for each port. Port
Counter features include:

Dynamic display of counters summarizing the traffic on each port since

the last reboot or reset

Optionto reset the countersto zero (for the current console session). This

is useful for troubleshooting. Refer to the Note, below.

Anoption todisplay the link status, MAC address, and further port activity

details for a specific port ( Show details ).

The Reset action resets the counter display to zero for the current session,
but does not affect the cumulative values in the actual hardware counters. (In
compliance with the SNMP standard, the values in the hardware counters are
not reset to zero unless you reboot the switch.) Thus, using the Reset action
resets the displayed counters to zero for the current session only. Exiting from
the console session and starting a new session restores the counter displays
to the accumulated values in the hardware counters.
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Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

To view the elements that comprise the traffic on a particular port, highlight
that port number (figure 4-5), then select Show details. For example,
selecting port A4 displays a screen similar to figure 4-5, below.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER MODE -====: Selected ==========o
Port Counters - A4 <4— Port

Link Status : up HAC Address : 888889-cfeSbf
Bytes Rx H ¢ Bytes Tx = 537,808,752
Unicast Rx ] Unicast Tx ]
Bcast/HMcast Rx - 2617 Bcast/Mcast Tx - 1,519,496
FCS Rx H ¢ Drops Tx H ¢
Alignment Rx H: Collisions Tx a
Runts Rx H ¢ Late Colln Tx a
Giants Rx ] Excessive Colln : 18
Total Rx Errors : @ Deferred Tx a

Actions-> [ETTA Reset Help

Use arrow Keys to change action selection and <Enter> to execute action.

Figure 4-5. Example of the Display for Show details on a Selected Port

This screen also includes the Reset action. Refer to the note on page 4-5.
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Status and Counters Menu

Address Table

File Edit

Terminal - SWITCH.TRM [+~
Settings Phone Transfers Help

DEFAULT_CONFIG

HAC Address Located on

CONSOLE - MANAGER HMODE
Address Table

fActions->

g06eec-73a261 B2
apGO00-00000D B3
8868bB8-15ddc3 B3
aEpeeY-169307 B2
a8 0ee0-228628 B2
aEpoe9-300440 B2
a8 0ee9-321045 B2
agpoe9-32f1de B2
a8 0ee0-356683 B2
agpoe?-41d3b8 B2
g8 0ee0-5a8578 B2

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Back | Search Next page Prev page Help

Figure 4-6. Example of the Address Table

This screen lets you easily determine which switch port is being used to access
a specific device on the network. The listing includes:

= The MAC addresses that the switch has learned from network devices
attached to the switch

= The port on which each MAC address was learned

You can use the Search action at the bottom of the screen to locate a specific
device (MAC address).
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Monitoring and Analyzing
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Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

Port Address Table

This screen lets you easily determine which devices are attached to the
selected switch port by listing all of the MAC addresses detected on that port.

You can use the Search action at the bottom of the screen to determine
whether a specific device (MAC address) is connected to the selected port.

To use the port address table:

1. Select Port Address Table from the menu inthe Status and Counters
screen.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
Status and Counters

Return to Hain Henu

Switch Information...

Port Status...

Port Counters...

Address Table...

Port Address Table...

Spanning Tree Information...

Module Information...

IP Multicast {IGMP) Status...

Automatic Broadcast Control (ABC) Information...

Use the Space bar to select the port for

/ which you want to display the address table.
select port : [EHIE
Use arrow keys to change menu selection and <Enter> to execute selection.

Figure 4-7. Example of How To Access the Port Address Table

2. Whenthe Sselect Port promptappears, press the Space bar to display
the port you want to examine, then press (Enter]. (See figure 4-7, above.)

Each port is identified by its slot letter and sequential port number in the
slot. For example, port Al is the first port in slot A, while port D4 is the
fourth portin slot D.
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Status and Counters Menu

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
Port Address Table - B2

HAC Address

a086008c-73a2 61

apGabA-001d0n

806 0b - 845631 \
A060D0-1a6659

806 0b8-1d4158 Inthis example, several MAC addresses
8060b8-1e 8250 accessed through port B2 appear in the
898000982291 initial listing. To view any additional
686009- 0619ed . o
5 0809-Bab5ac addresses that may be_ln the listing, use
080009-Bafs o9 the Next page action.
886009 BFbac

Actions-> [ETTA Search Next page Prev page Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-8. Example of a Port Address Table for a Specific Port
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Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

Spanning Tree (STP) Information

Note If multiple VLANSs are configured on the switch, you will be prompted to select
a VLAN (by using the Space bar, then pressing (Enter]) to display this screen.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HODE
Spanning Tree

STP Enabled : Yes
Switch Priority : 32,768
Hello Time H-

Hax Age 28
Foward Delay - 15

Topology Change Count = 2
Time Since Last Change : 1 secs

Root MAC Address : B30009-cfe5bf

Root Path Cost H

Root Port : This switch is root
Root Priority : 32768

Actions-> [ETTA Show ports Help

Use arrow Keys to change action selection and <Enter> to execute action.

Figure 4-9. Example of Spanning Tree Information

Use this screen to determine current switch-level STP parameter settings and
statistics.
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Caution

Monitoring and Analyzing Switch Operation from the Console

Status and Counters Menu

You can use the Show ports action at the bottom of the screen to display
port-level information and parameter settings for each port in the switch
(including port type, cost, priority, operating state, and designated bridge).

= Terminal - SWITCH.TRM
File Edit Settings Phone Transfers Help

DEFAULT_CONFIG

CONSOLE - MANAGER HODE
Spanning Tree - Port Information

Port Type Cost  Priority State

Designated Bridge

Actions-> [ETTA Help

change action selection, and <Enter> to execute action.

B1 Ethernet 108 128 Forwarding 680069-cfeShf
B2 Ethernet 108 128 Forwarding 680069-cfeSbf
B3 Ethernet 108 128 Forwarding O80069-cfeShf
B4 Ethernet 108 128 Blocking B3 0009 -cfe5bf

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

Figure 4-10. Example of STP Port Information

Because incorrect STP settings can adversely affect network performance,
you should avoid making changes without having a strong understanding of
how STP operates. For more on STP, refer to “Spanning Tree Protocol (STP)”

on page 7-2.
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Module Information

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
Hodule Information

$lot Hodule Type Hodule Description
il Ethernet-16FL 4-port 18BaseFL module

B Ethernet-18BT 4-port Ethernet module

H 1887 2-port 188BaseT module

D 100UG 2-port 108UG module

E FDDI 1-port FDDI module

F Slot Available

Actions-> [ETTA Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-11. Example of Module Information

This screen tells you which type of module the switch detects in each slot.
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Note

Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

IP Multicast (IGMP) Status

If multiple VLANSs are configured on the switch, you will be prompted to select
a VLAN (by using the Space bar, then pressing (Enter]) to display this screen.

This screen identifies the active IP multicast groups the switch has detected,
along with the number of report packets and query packets seen for each
group. It also indicates which port is used for connecting to the querier.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
IGHP Status

fictive Group Addresses Reports Queries Querier fAccess Port

227.111.122.122 38 29 Az

Actions-> [ETTA Show ports Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-12. Example of IGMP Status Screen
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Monitoring and Analyzing
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Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

You can also display the port status of the individual multicast groups. (That
is, you can display the ports, port types, and whether the IGMP devices
connected to the switch via the port are hosts, routers, or both.) To do so,
select the group from the above screen and press [S] for Show ports. For
example, suppose you wanted to view the status of the IP multicast group
227.111.122.122 shown in the above screen. You would highlight the row
beginning with that group number, then press (s). You would then see a screen
similar to the following:

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
IGHP Status

fictive Group Addresses: 227.111.122.122

Port Type ficcess

A1l 18-188TX Host
A3 18.7-188TX Host
B4 18-100TX Host-Router

Actions-> Back Help

use upfdown arrow Keys to scroll to other entries, left/right arrow keys to
change action selection, and <Enter> to execute action.

Figure 4-13. Example of an IGMP Status Screen for a Selected Multicast Group
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Note

Monitoring and Analyzing Switch Operation from the Console
Status and Counters Menu

Automatic Broadcast Control (ABC) Information

If multiple VLANSs are configured on the switch, you will be prompted to select
a VLAN (by using the Space bar, then pressing (Enter)) to display this screen

This screen displays the number of IP ARP and IPX NSQ replies sent per port
and whether RIP and SAP packets are being forwarded or not forwarded per
port. If VLANSs are configured, this data is on a per-VLAN basis.

= Terminal - SWITCH.TRM [+~
File Edit Settings Phone Transfers Help
DEFAULT_CONFIG

CONSOLE - MANAGER HMODE
fAutomatic Broadcast Control (ABC) Information

Port Type ARP Replies IPX Replies [P RIP Control IPX RIP/SAP Control|

B1 Ethernet @
B2 Ethernet 8
B3 Ethernet @
BY Ethernet 8

Mot Forwarding Mot Forwarding
Mot_Forwarding Forwarding
Hot_Forwarding HNot_Forwarding
Forwarding Forwarding

= o -

Actions-> [ETTA Help

Use upfdown arrow Keys to scroll to other entries, left/right arrow keys to

change action selection, and <Enter> to execute action.

Figure 4-14. Example of Automatic Broadcast Control (ABC) Screen
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Event Log

Event Log

The Event Log records operating events as single-line entries listed in chrono-
logical order. Each entry is composed of five fields:

Severity  Date Time System Module Event Message

LN

I 08/05/96 10:52:32 ports: port 1 enabled

Severity is one of the following codes:

I (information) indicates routine events.

W (warning) indicates that a service has behaved unexpectedly.

C (critical) indicates that a severe switch error has occurred.

D (debug) reserved for HP internal diagnostic information.
Date is the date in mm/dd/yy format that the entry was placed in the log.
Time is the time in hh:mm:ss format that the entry was placed in the log.

System Module is the internal module (such as “ports” for port manager) that
generated the log entry. If VLANSs are configured, then a VLAN name also
appears for an event that is specific to an individual VLAN.

Event Message is a brief description of the operating event.
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Monitoring and Analyzing Switch Operation from the Console
Event Log

Entering and Navigating in the Event Log Display. To enter the event
log, select Event Log from the Main menu.

= Terminal - SWITCH.TRM [ -] ~
File Edit Seftings Phone Transfers Help
DEFAULT_CONFIG

==========================-— [COHS0LE - HMAHAGER HMODE -==========================¢
I 85/81/97 11:45:22 chassis: Power Supply OK: Supply: RPS, Failures: 8
I 85781797 11:45:22 stp: Spanning Tree Protocol enabled

I 85/01/97 11:45:22 ip: entity enabled

I 85781797 11:45:22 ipx: entity enabled

I 85781797 11:45:22 tftp: entity enabled

I 85/81/97 11:45:22 bootp: entity enabled

I 85/81/97 11:45:22 tcp: configuration complete

I 85781797 11:45:22 tcp: entity enabled

I B5/81/97 11:45:23 telnet: Inbound telnet enabled

I 85/01/97 11:45:23 telnet: Outbound telnet enabled

I 85701797 11:45:23 system: System Booted.

I 85781797 11:45:24 console: connection established

I 85/81/97 11:45:26 mgr: SHE COMSOLE Session - HAHNAGER Hode established

———— Log events stored in memory 171-278. Log events on screen 258-270.
Actions-J [Back | Hext page Prev page End Help

Return teo previous screen.

Use upsdpwn arrow scroll log oné line, leftsright arrow keys to

change gction selection, and nter> to execute action.
Log StatusLine Range of Events in the Log Range of Log Events Displayed

Figure 4-15. Example of an Event Log Display

To display various portions of the Event Log, either preceding or following
the currently visible portion, use either the actions listed at the bottom of the
display (Next page, Prev page, Or End), or the keys described in the
following table:

Table 4-2.  Event Log Control Keys

Key Action

Advance the display by one page (next page).

=

Roll back the display by one page (previous page).

=

Advance display by one event (down one line).

=

Roll back display by one event (up one line).

=

Advance to the end of the log.

(=

Display Help for the event log.

=
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Event Log

The event log holds up to 100 lines in chronological order, from the oldest to
the newest. Each line consists of one complete event message. Once the log
has received 100 entries, it discards the current oldest line each time a new
lineis received. The event log window contains 20 lines and can be positioned
to any location in the log.

The log status line at the bottom of the display identifies where in the sequence
of event messages the display is currently positioned.

The event log will be erased if any of the following occurs:
= The switch is reset using the Reset button.

= Power to the switch is interrupted.

= A new operating system is downloaded to the switch.

(The event log is not erased by using the Reboot Switch command in the
Main Menu.)
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Using SNMP To Monitor and Manage the

Switch

You can manage the switch via SNMP from a network management station.

(The switch supports SNMP v1 and SNMP v2c, except as noted below for
SNMP v2 Notifications.) If you are using IP, you must either configure the

switch with the appropriate IP address or, if you are using Bootp to configure
the switch, ensure that the Bootp process provides the IP address. (The IPX
address is automatically configured.) If multiple VLANSs are configured, each
VLAN interface should have its own IP or IPX network address. This chapter
provides an overview of SNMP management for the switch and describes the
configuration process for the various features. For parameter-specific infor-
mation, refer to the Help provided in the individual configuration screens.

SNMP Management

SNMP management features on the switch include:
= Security via configuration of SNMP communities

= Event reporting via SNMP traps and RMON (SNMP v2 Notifications are
not supported at this time.)

= Managing the switch with a network management tool such as HP
AdvanceStack Assistant

= Monitoring data normally associated with the SNMP agent (“Get”
_operations). Supported Standard MIBs include:

Bridge MIB (RFC 1493)

Etherlike MIB (RFC 1650)

Ethernet MAU MIB (RFC 1515)

Interfaces Evolution MIB (RFC 1573)

Novell Standard IPX MIB (ipx.mib)

RMON MIB (RFC 1757)—etherstats, events, alarms, and history
SNMP MIB-II (RFC 1213)

5-1

UOUMS 8y} abeuepy
pue J0JIUOIA 01 dINNS Buisn



Using SNMP To Monitor and

Manage the Switch

Using SNMP To Monitor and Manage the Switch

SNMP Management

HP Proprietary MIBs include:

- Statistics for message and packet buffers, tcp, telnet, and timep
(netswtst.mib)

e Port counters, forwarding table, and CPU statistics (stat.mib)
e tftp download (downld.mib)
e 802.12 (100VG) information (vg.mib)

« Integrated Communications Facility Authentication Manager and
SNMP communities (icf.mib)

e HP AdvanceStack Switch 2000 configuration (config.mib)

e HP VLAN configuration information (vlan.mib) supporting
hpVlanGeneralGroup

e HP EASE MIB version 4 to allow EASE sampling

e HP Linktest MIB for basic device management (linktest.mib)

e HP ICF Linktest MIB for link test features (icfbasic.mib)

The switch SNMP agent also uses certain variables that are included in a
Hewlett-Packard proprietary MIB file you can add to the SNMP database
in your network management tool. You can copy the MIB file from the

compactdisk (CD) shipped with the switch, or from following World Wide
Web site:

http://www.hp.com/go/network_city

For more information, refer to the card at the front of this manual.
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Note

Using SNMP To Monitor and Manage the Switch
SNMP Configuration Process

SNMP Configuration Process

The general steps to configuring for SNMP access to the preceding features
are:

1. From the Main menu, select Configuration.

2. Enable and configure an IP address for the switch, including any neces-
sary gateways. An IPX address is automatically configured. (For more on
configuring IPX and IP, refer to page 3-7 and page 3-9.)

3. Configure the appropriate SNMP communities. (The “public” community
exists by default and is used by HP’s network management applications.)
(For more on configuring SNMP communities, refer to page 3-11.)

4. Configure the appropriate trap receivers. (For more on configuring trap
receivers, refer to page 3-13.)

In many networks, manager addresses are not used. In this case, all manage-
ment stations using the correct community nhame may access this device with
the View and Access levels that have been set for that community. If you want
to restrict access to one or more specific nodes, you can enter up to 10 IP and/
or IPX addresses of such nodes into the Manager Address field. Configuring
one or more IP or IPX addresses in the Manager Address field means that
only the network management stations at those addresses are authorized to
use the community name to access the switch.

Deleting the community named “public” disables many network management
functions (such as auto-discovery, traffic monitoring, and threshold settin