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Feature overview

NAT for VPNs enables users in different VPNs to access the external network through the same egress
device by using the same private addresses.

Upon receiving a request packet from a VPN user, NAT translates the private IP address and port of the
packet to an external IP address and port, and records the VPN information of the user such as protocol
type and RD. When the response packet arrives, NAT translates the external IP address and port of the
packet back to the private ones and sends the response to the target VPN user according to the recorded
VPN information.

In addition, NAT for VPNs allows external users to access internal servers in different VPNs by using the
same internal-server public address.

NAT for VPNs also allows different VPNs to access each other through VPN information carried in
external addresses.

Application scenarios

This configuration example is applicable to scenarios where multiple VPNs use the same public network
egress, and the VPNs and public network need to access each other. NAT for VPNs can work with
multiple virtual firewalls. This example uses only one firewall for illustration.

Prerequisites

The configuration examples in this document were created and verified in a lab environment, and all the
devices started with the factory default configuration. If you are working in a live network, make sure you
understand the potential impact of every command on your network.

Network requirements

As shown in Figure 1, a company has three public addresses 202.38.1.1/24 through 202.38.1.3/24 and
it uses the private subnet 10.110.0.0/16. The subnet 10.110.10.0/24 belongs to VPN 1 in security zone
Trust1, the subnet 10.110.11.0/24 belongs to VPN2 in security zone Trust2, and the public network
belongs to VPN3 in security zone Untrust.

The company has the following requirements:
e Users in the subnet 10.110.10.0/24 can access the public network at any time.
e Users in the subnet 10.110.11.0/24 can access the public network only at weekends.

e External users can access internal FTP and WWW servers through the public address 202.38.1.1.



Figure 1 Network diagram

Host A
10.110.10.2

2

GEO0/0
10.110.10.1/24

Device
GEO0/M
GEO0/4 202.38.1.1/24 Host C
10.110.11.1/24 202.38.1.11
Host B
10.110.11.2

Configuration considerations

e Create VPN instances and configure RDs and RTs for the VPN instances
e Bind interfaces to VPN instances and add them to security zones

e Configure outbound NAT for VPNs

o Configure NAT internal servers for VPNs

o Configure interzone policies

o  Configure interVPN static routes

Software version used

The configuration example was created and verified on A-U200-S running release F5128. They are
applicable to release F5123P11 and later, and release F5128 and later.

The configuration example is also applicable to A-F5000 series running release F3207P12 or later, and
A-F1000-E and firewall cards for A series switches and routers running release F3169P07 or later, or
release F3171P03 or later.

Configuration procedures

Web configuration

Creating VPN instances

Currently, you can create VPN instances only through CLI. For the configuration procedure, see
"Creating VPN instances."



Binding interfaces to VPN instances and adding them to
security zones

Binding interfaces to VPN instances

Currently, you can bind interfaces to VPN instances only through CLI. For the configuration procedure,
see Binding interfaces to VPN instances and adding them to security zones.

Adding interfaces to security zones

1. Create the security zone Trust1:

a. Select Device Management > Zone from the navigation tree fo enter the following page:

Figure 2 Security zone page

Zone D Zone Mame Freference Share Virtual Device Cperation
0 Management 100 na Root =T
1 Local 100 no Roat ==
2 Trust 85 no Root ==
3 DMZ 50 no Root |
4 Untrust 5 no Root I
Add

b. Click Add to create a security zone.

Figure 3 Adding zone
Zone |D: IE +(1-32)
Zone Mame: ITrusH +(1-20)Chars
Preference: |EU +(1-100)
Share: No B
terms marked with an asterisk(*) are required
Apply Cancel

c. Enter 6 for Zone ID.
d. Enter Trust1 for Zone Name.
e. Enter 80 for Preference.
f.  Select No from the Share list.
g. Click Apply.
2. Create the security zone Trust2 in the same procedure.

After that, the security zone page shows the following information:



Figure 4 Security zone page

Zone 1D Zone Name Freference Share Yirtual Device Operation
a Management 100 no Root eI
1 Local 100 no Root ==
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B Trust1 80 no Root eI
7 Trust2 80 no Root ==
Add

3. Add the interface GigabitEthernet 0/0 to the security zone Trust1:

a. Clickthe @ link of Trustl fo enter the following page.

Figure 5 Modifying security zone
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b. Select the box of GigabitEthernet0/0.
c. Click Apply.

Add the interface GigabitEthernet 0/4 to the security zone Trust2 and the interface

GigabitEthernet 0/1 to the security zone Untrust in the same procedure.

After that, the interface list page in Device Management > Interface shows the following

information:



Figure 6 Interface list page

[ [ Name ~| Ssearch ||.#.|:I'v'anced Search

Mamet IP Address Mask Security Zone Status Qperation
GigabitEthernetd/o 10110101 255.255.2550 Trust1 4] @ [TI
GigabitEthernetdi 202.38.11 2552552550 Untrust o & 1
CigabitEthernstd/? . o =Nl
GigabitEthernetd/3 - o =Rl |
GigabitEthernetdi/d 10110111 255.255.255.0 Trustz (4] @ ﬁl
MULLO - (4} 2 0

g recurds.lﬂper page | page 111, record 1-6 | First Prev Mext |_351|1 GO
Add [

Configuring NAT for VPN

1. Create ACL 2001 to permit VPN1 and VPN2 to access the public network:

a. Select Firewall > ACL from the navigation tree to enter the following page:

Figure 7 ACL list page

ACL Acceleration Status@accelerated ®Unaccelerated  @Out-of-date
IQ IACL Murmnber j Search || Advanced Search
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a , \
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Add Del Selected Del All

b. Click Add to create an ACL.
Figure 8 Adding ACL

Add ACL
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c. Enter 2001 for ACL Number.
d. Select Config for Match Order.
e. Click Apply to return to the ACL list page.



Figure 9 ACL list page
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f. Click the e link of ACL 2001 to add rules.
Figure 10 Basic ACL 2001 page
Basic ACL 2001
| Rule ID Qperation Description Time Range Operation
Add | Back |
g. Click Add to enter the following page:
Figure 11 Adding rule
ACL=2001 Add Basic ACL Rule
I Rule D I (0-65534 norule ID is entered, the system will automatically
assign one.)
Operation: | Permit a Time Range: [None— =]
™ Mon-first Fragments Only ™ Logging
¥ Source IP Address: | 10.110.10.0 Source Wildcard: |[]_[]_[J.255

WPM Instance: IVF'N1 vI

Apply | Cancel |

h. Select the box of Source IP Address, enter 10.110.10.0 for it, enter 0.0.0.255 for Source
Wildcard, select VPN1 for VPN Instance, and click Apply to return to the Basic ACL 2001 page.

Figure 12 Basic ACL 2001 page

Basic ACL 2001
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Add | Back |

i. Click Add.



Figure 13 Adding rule
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i.  Select the box of Source IP Address, enter 10.110.11.0 for it, enter 0.0.0.255 for Source
Wildcard, select VPN2 for VPN Instance, and click Apply to return to the Basic ACL 2001 page.

Figure 14 Basic ACL 2001 page

Basic ACL 2001

Rule 1D Cperation Description Time Range Cperation
0 permit vpn-instance VPM1 source 10.110.10.0 0.0.0.255 —MNone— ﬁl
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2. Configure IP address pool 1 that contains public addresses 202.38.1.2 and 202.38.1.3:

a. Select Firewall > NAT Policy > Dynamic NAT from the navigation tree to enter the following
page:

Figure 15 Dynamic NAT

Address Pool

‘ Index Start IP Address End IP Address Pricrity Cperation
Add

‘ Interface ACL Address Pool Index Address Transfer Global WPM Instance Cperation
Add

b. Click Add in the Address Pool tab to create a NAT address pool.



Figure 16 Creating NAT address pool

Add MAT Address Pool

Index: [1 *(0-31)

Start IP Address: |2D2.38.1.2 *

End IP Address: |2E|2.38.1.3 *

- Low priority (used for Dual-System Hot Backup only)

Items marked with an asterisk{*} are required

Apply I Cancel

c. Enter 1 for Index.

d. Enter 202.38.1.2 for Start IP Address.

e. Enter 202.38.1.3 for End IP Address.

f.  Click Apply. The following page appears:
Figure 17 Dynamic NAT

Address Pool

Index Start IP Address End IF Address Priarity Qperation
1 202.381.2 202.38.1.3 @ ﬂl
Add

|Inten‘ace BIELE Address Pool Index Address Transfer Global VPM Instance Operation

Add

3. Configure outbound NAT on the interface GigabitEthernetO/ 1 and bind the interface to the public
network instance VPNS3:

a. Click Add in the Dynamic NAT tab in Figure 17 to enter the following page:
Figure 18 Configuring dynamic NAT
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b. Select GigabitEthernet0/1 for Interface.
c. Enter 2001 for ACL.




d. Select PAT for Address Transfer.

e. Enter 1 for Address Pool Index.

f.  Select the box of Global VPN Instance, and select VPN3.
g. Click Apply.

Configuring NAT internal servers for VPNs

1. Bind the internal FTP server to the public network VPN instance:
a. Select Firewall > NAT Policy > Internal Server from the navigation tree to enter the following
page:

Figure 19 Internal server page
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b. Click Add in the Internal Server tab.

Figure 20 Adding internal server

Add Internal Server
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Applyl Cancel | Advanced |

c. Select GigabitEthernet0/1 for Interface.



d. Select the box of Global VPN Instance and select VPN3 for it.

e. Select the radio button of Assign IP Address and enter 202.38.1.1.
Enter 21 for Global Port.

g. Select the box of Internal VPN Instance and select VPN1 for it.

h. Enter 10.110.10.2 for Internal IP.

i. Select ftp for Service Type.

b

j. Click Apply. The following page appears:

Figure 21 Internal server page

Global VPN Range of Internal VPN Range of Internal  Protocol ;
iy Instance Hoh B Global Pot Instance Internal IF Fort Type it
GigabitEthernetdi1 WPM3 2023811121 VPN 10110102 fip B(TCP) @ ﬂ
Add
2. Bind the internal WWW server to the public network VPN instance:
a. Click Add in Figure 21 to enter the following page:
Figure 22 Adding internal server
Add Internal Server
Interface: |GigahitEthernetU!’1j
¥ Global VPN Instance: IVF’NS "I
External IP Address
i Assign IP Address: 2023811 i
" Use IP Address of Interface: Current Interface j
Clobal Port & |80 “(0-65535, 0 for the default port of the
senice.)
o - {1-65535)
¥ Internal VPN Instance: IVF'N2 "I
Internal IP: 10.110.11.2 i

Service Type: Imw,- vl

lterms marked with an asterisk(*) are required

Applyl Cancel | Advanced |

b. Select GigabitEthernet0/1 for Interface.

c. Select the box of Global VPN Instance and select VPN3 for it.

d. Select the radio button of Assign IP Address and enter 202.38.1.1.
e. Enter 80 for Global Port.

f.  Select the box of Internal VPN Instance and select VPN2 for it.
g. Enter 10.110.11.2 for Internal IP.
h. Select www for Service Type.
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i. Click Apply. The following page appears:

Figure 23 Internal server page

Global VPN - - Range of Internal VPN Range of Internal  Protocol !
. Instance il Global Port  Instance Internal IP Paort Type .
GigabitEthernetd VPMN3 2023811121 YPHA 10110102 fip B(TCP) @ ﬁl
GigabitEthernetli VPMN3 2023811 80 WPMNZ2 10110112 www B(TCP) @ ﬁl

Add

Configuring inter-zone policies

1. Configure a weekend time range:

a. Select Resource > Time Range from the navigation tree to enter the following page:

Figure 24 Time range page
Mame Time Range Description Operation
Add
b. Click Add.
Figure 25 Adding time range
Add Time Range
Mame: |weekend |* (1-32Chars.)

M Periodic Time Range:

StartTime:IU ‘I :IEI 'I EndTime:|24 'I :IEI 'I
M sun. T mon. T Tue. ™ wed. I Thur. T Fri. W sat.

™ Absolute Time Range:
From: Ili] vI;I[I vI |1 j;l‘l j;I‘IEI.'-"Dj
To: [247] [0 =] [12]=] /|31 =] /2100 =]

[terms marked with an asterisk(*} are required
Apply I Cancel |

c. Enter weekend for Name.

d. Select the box of Periodic Time Range.
e. Select the boxes of Sun and Sat.

f.  Click Apply.

2. Configure an inter-zone policy to allow VPN2 in security zone Trust2 to access the public network

at weekends:

11



a. Select Firewall > Security > Interzone Policy from the navigation tree to enter the following
page:

Figure 26 Inter-zone policy page

Content
Source Dest Source Destination . Time Filter Filtering - Source Destination }
Senvice . ) Description Status Lo Cperation
Zone Zone Address  Address Range Action Paolicy l g MAC MAC R
Template
Add | Del Selected | Import | Export |
b. Click Add to enter the following page:
Figure 27 Creating inter-zone policy
|
Source Zone ITrust2 'l
Dest Zone IUntrLlst 'l
Description (1-31Chars. )
Source [P Address
' New IP Address i * wildcard must be reserved mask
& Source IP I—_, :
s any_address ¥ Iultiple |
Cestination IP Address
" New IP Address ! “wildcard must be reserved mask
.I___I;ZFE::NHGNDH P Iany_address Vl Multiple |
Senvice
Name I N - j Wultinl | » Each senice stands for an industry-standard IP stream.\When
any_semice LiLlfsE creating a firewall policy you need to specify a service for it.
. . l__, » Filter action can be Permit or Deny, which stands forthe action
Filter Action Permit that the firewall adopts for the selected service.

Time Range Iweekend 'l
Content Filtering Policy |
Template I_L, Add

[T Using MAC Address

Enable Syslog W Enable the rule ¥ Continue to add next rule
ltems marked with an asterisk{*} are required

Apply | Cancel I

Select Trust2 for Source Zone and select Untrust for Dest Zone.

d. Select any_address for Source IP, any_address for Destination IP Address, and any_service for

Name.

e. Select Permit for Filter Action.

f.  Select weekend for Time Range.
g. Select the three boxes after Enable Syslog.
h. Click Apply to add the rule. The following page appears for you to add another rule.

Syslog.

12

Select any_service for Name and deny for Filter Action, and select the three boxes after Enable



Figure 28 Creating inter-zone policy

Source Zone

ITrust2 'l

Dest Zone IUntrust 'l
Description (1-31Chars. )
Source IP Address
" New IP Address i “wildcard must be reserved mask
& Source IP l—_, :
s any_address lultiple |

Destination IP Address

 New IP Address !

¥ Destination IP
Address
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creating a firewall policy, you need to specify a service forit.
» Filter action can be Permit or Deny, which stands for the action

Semice
Mame I any_service j Multiple |
Filter Action IDen‘_\,r 'l
Time Range I vl
Content Filtering Policy < |
Template lj Add
I™ Using MAC Address
Enable Syslog W Enable the rule ¥ Continue to add next rule M

that the firewall adopts forthe selected service.

Items marked with an asterisk(*) are required

Apply I

Cancel

j. Click Apply to add the rule.

3. Follow the same procedure to configure an inter-zone policy that allows VPN3 in security zone
Untrust to access the FTP service of VPN in security zone Trust1, and to configure another
inter-zone policy that allows VPN3 in security zone Untrust to access the WWW service of VPN2
in security zone Trust2. Affer you complete these configurations, the inter-zone policy list shows the

configured policies as follows:

Figure 29 Inter-zone policy list

Content
Source Dest Source Destination . Time  Filter Filtering - Source Destination .
r Zone Zone = Address Address SELEE Range Action Policy TESETIT SHETE Log MAC MAC GrEEmt
Template
) pay
E‘h
[T Untrust Trust! 0 anv address any address fip Permit ODisable ODisable sc Y
a A
Ee" Fay
T Untrust Trust2 0 any address any address http Permit ODisahle ODisable :.. i
+ B =
a Y
- sy
A E‘h
[T Trust2 Untrust 0 anv address anv address any service Wee""?”'? Permit ©ODisable ODisable :.. hd
(Inactive) EE
EQ* Fay
[T Trustz Untrust 1 anv address any address any service Deny GDisable GDisable sc Y
3 A

Add | Del Selected | Importl Export |

Configuring inter-VPN static routes

Currently, you can configure inter-VPN static routes only through CLI. For the configuration procedure, see

"Configuring inter-VPN static routes."
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CLI configuration

Creating VPN instances

# Create VPN instances VPN1, VPN2, and VPN3.
<Sysname>system-view

System View: return to User View with Ctri+Z.
[Sysname]ip vpn-instance VPN1
[Sysname-vpn-instance-VPN1]ip vpn-instance VPN2
[Sysname-vpn-instance-VPN2]ip vpn-instance VPN3
[Sysname-vpn-instance-VPN3]

# Configure RDs for VPNs.

[Sysname-vpn-instance-VPNl1]route-distinguisher 100:1
[Sysname-vpn-instance-VPN2]route-distinguisher 200:1
[Sysname-vpn-instance-VPN3]route-distinguisher 300:1

# Configure RTs for VPNs.
[Sysname-vpn-instance-VPN1]vpn-target 100:1
IVT Assignment result:

VPN-Target assignment is successful

EVT Assignment result:

VPN-Target assignment is successful
[Sysname-vpn-instance-VPN2]vpn-target 200:1
IVT Assignment result:

VPN-Target assignment is successful

EVT Assignment result:

VPN-Target assignment is successful
[Sysname-vpn-instance-VPN3]vpn-target 300:1
IVT Assignment result:

VPN-Target assignment is successful

EVT Assignment result:

VPN-Target assignment is successful

Binding interfaces to VPN instances and adding them to security zones

# Bind GigabitEthernet 0/0 to VPN, GigabitEthernet 0/4 to VPN2, and GigabitEthernet 0/1 to VPN3,
and configure IP addresses for interfaces.

[Sysname]interface GigabitEthernet 0/4
[Sysname-GigabitEthernet0/0]ip binding vpn-instance VPN1

All IP related configurations on this interface are removed!
[Sysname-GigabitEthernet0/0]ip addr 10.110.10.1 24
[Sysname-GigabitEthernet0/0]qui

[Sysname]interface GigabitEthernet 0/4
[Sysname-GigabitEthernet0/4]ip binding vpn-instance VPN2

All IP related configurations on this interface are removed!
[Sysname-GigabitEthernet0/4]ip addr 10.110.11.1 24

[Sysname] interface gigabitethernet 0/1
[Sysname-GigabitEthernet0/1]ip binding vpn-instance VPN3

All IP related configurations on this interface are removed!

14



[Sysname-GigabitEthernet0/1]ip addr 202.38.1.1 24

# Create security zones Trust1 and Trust2, and add GigabitEthernet 0/0 to Trust1, GigabitEthernet 0/4
to Trust2, and GigabitEthernet 0/ 1 to Untrust.

[Sysname]zone name Trustl id 6
[Sysname-zone-Trustl]priority 80
[Sysname-zone-Trustl]import interface GigabitEthernet 0/0
[Sysname]zone name Trust2 id 7
[Sysname-zone-Trust2]priority 80
[Sysname-zone-Trust2]import interface GigabitEthernet 0/4
[Sysname]zone name Untrust

[Sysname-zone-Untrust]import interface GigabitEthernet 0/1

NOTE:

Currently, only some releases support security zone configuration through CLI. If you release does not
support this configuration, configure security zones through Web. For the configuration procedure,
see Web configuration.

Configure NAT for VPNs
# Configure NAT address pool 1 that contains public addresses 202.38.1.2 and 202.38.1.3.

<Sysname> system-view
[Sysname] nat address-group 1 202.38.1.2 202.38.1.3

# Configure ACL 2001 to permit the addresses of VPNT and VPN2.
[Sysname] acl number 2001
[Sysname-acl-basic-2001]rule O permit vpn-instance VPNl source 10.110.10.0 0.0.0.255

[Sysname-acl-basic-2001]rule 5 permit vpn-instance VPN2 source 10.110.11.0 0.0.0.255
[Sysname-acl-basic-2001] rule deny

# Configure outbound NAT on GigabitEthernetO/ 1 to allow VPN1 and VPN3 to access the public
network VPN3.

[Sysname] interface gigabitethernet 0/1

[Sysname-GigabitEthernet0/1] nat outbound 2001 address-group 1 vpn-instance VPN3

[Sysname-GigabitEthernet0/1] quit
Configuring NAT internal servers for VPNs

# Enter the view of GigabitEthernetO/ 1.
<Sysname> system-view
[Sysname] interface gigabitethernet 0/1

# Configure the internal FTP server and associate it with the public network VPN3.
[Sysname-GigabitEthernetO/1]nat server protocol tcp global 202.38.1.1 ftp vpn-instance
VPN3 inside 10.110.10.2 ftp

# Configure the internal WWW server and associate it with the public network VPN3.

[Sysname-GigabitEthernet0/1]nat server protocol tcp global 202.38.1.1 www vpn-instance
VPN3 inside 10.110.11.2 www

[Sysname-GigabitEthernet0/1] quit
Configuring inter-zone policies
# Configure a weekend time range.

[Sysname]time-range weekend 00:00 to 24:00 off-day

15



# Configure an interzone policy to allow VPN2 in security zone Trust2 to access the public network only
at weekends and to record log information.

[Sysname]switchto vd Root

[Sysname]interzone source Trust2 destination Untrust
[Sysname-interzone-Trust2-Untrust] rule O permit logging time-range weekend
[Sysname-interzone-Trust2-Untrust-rule-0]source-ip any_address
[Sysname-interzone-Trust2-Untrust-rule-0]destination-ip any_address
[Sysname-interzone-Trust2-Untrust-rule-0]service any_service
[Sysname-interzone-Trust2-Untrust-rule-O]rule enable
[Sysname-interzone-Trust2-Untrust-rule-0] rule 1 deny logging
[Sysname-interzone-Trust2-Untrust-rule-1]source-ip any_address
[Sysname-interzone-Trust2-Untrust-rule-1]destination-ip any_address
[Sysname-interzone-Trust2-Untrust-rule-1]service any_service
[Sysname-interzone-Trust2-Untrust-rule-1]rule enable

# Configure an interzone policy to allow VPN3 in security zone Untrust to access the FTP service of
VPN in security zone Trust] and to access the WWW service of VPN2 in security zone Trust2.
[Sysname]interzone source Untrust destination Trustl
[Sysname-interzone-Untrust-Trustl]rule O permit logging
[Sysname-interzone-Untrust-Trustl-rule-0]source-ip any_address
[Sysname-interzone-Untrust-Trustl-rule-0]destination-ip any_address
[Sysname-interzone-Untrust-Trustl-rule-0]service ftp
[Sysname-interzone-Untrust-Trustl-rule-O]rule enable
[Sysname-interzone-Untrust-Trustl-rule-0]interzone source Untrust destination Trust2
[Sysname-interzone-Untrust-Trust2]rule 0 permit logging
[Sysname-interzone-Untrust-Trust2-rule-0]source-ip any_address
[Sysname-interzone-Untrust-Trust2-rule-0]destination-ip any_address
[Sysname-interzone-Untrust-Trust2-rule-0]service http
[Sysname-interzone-Untrust-Trust2-rule-0]rule enable

NOTE:

Currently, only some releases support inter-zone policy configuration through CLI. If you release does not
support this configuration, configure inter-zone policies through Web. For the configuration procedure,
see Web configuration.

Configuring inter-VPN static routes

# Configure a static route from VPN1 to VPN3.
[Sysname]ip route-static vpn-instance VPN1 0.0.0.0 0.0.0.0 vpn-instance VPN3 202.38.
1.11

# Configure a static route from VPN2 to VPN3.
[Sysname]ip route-static vpn-instance VPN2 0.0.0.0 0.0.0.0 vpn-instance VPN3 202.38.
1.11

Veritying the configuration

Access Host C from Host A during working hours. The operation succeeds.

# The following shows the session information:
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Initiator:
Source IP/Port : 10.110.10.2/2048

Dest IP/Port : 202.38.1.11/1280
VPN-Instance/VLAN ID/VLL ID: VPN1
Responder:
Source IP/Port : 202.38.1.11/0
Dest IP/Port : 202.38.1.3/1026
VPN-Instance/VLAN ID/VLL ID: VPN3
Pro: ICMP(1) App: unknown State: ICMP-CLOSED
Start time: 2012-03-07 17:42:41 TTL: 24s
Root Zone(in): trustl

Zone(out): Untrust
Received packet(s)(Init): 1 packet(s) 60 byte(s)
Received packet(s)(Reply): 1 packet(s) 60 byte(s)

Access Host C from Host B during working hours. The operation fails.

# The following shows the inter-zone policy log information:

%Mar 8 08:46:23:116 2012 H3C FILTER/6/ZONE_DP_FLT_EXECUTION_ICMP_LOG: srcZoneNa
me(1034)=Trust2;destZoneName(1035)=Untrust;rule_ID(1070)=1;policyActType(1071)=d
enied;protType(1001)=I1CMP(1);srclPAddr(1017)=10.110.11.2;destlIPAddr(1019)=202.38
.1.11;icmpType(1072)=(114)echo(8); icmpCode(1073)=(142)unrecognized code(0);begin
Time_e(1013)=03082012084612;endTime_e(1014)=03082012084612;

Access Host C from Host B at weekends. The operation succeeds.

# The following shows the interzone policy log information:

%Mar 10 08:51:17:117 2012 H3C FILTER/6/ZONE_DP_FLT_EXECUTION_ICMP_LOG: srcZoneNa
me(1034)=Trust2;destZoneName(1035)=Untrust;rule_ID(1070)=0;policyActType(1071)=p
ermitted;protType(1001)=ICMP(1) ;srclPAddr(1017)=10.110.11.2;destIPAddr(1019)=202
.38.1.11;icmpType(1072)=(114)echo(8); icmpCode(1073)=(142)unrecognized code(0);be
ginTime_e(1013)=03102012085043;endTime_e(1014)=03102012085115;

# The following shows the session information:

Initiator:
Source IP/Port : 10.110.11.2/2048
Dest IP/Port : 202.38.1.11/512
VPN-Instance/VLAN ID/VLL 1D: VPN2
Responder:
Source IP/Port : 202.38.1.11/0
Dest IP/Port : 202.38.1.3/1027
VPN-Instance/VLAN ID/VLL ID: VPN3
Pro: ICMP(2) App: unknown State: I1CMP-CLOSED
Start time: 2012-03-10 09:10:14 TTL: 20s
Root Zone(in): Trust2

Zone(out): Untrust
Received packet(s)(Init): 1 packet(s) 60 byte(s)
Received packet(s)(Reply): 1 packet(s) 60 byte(s)

Access the FTP server at 202.38.1.1 on Host A from Host C. The operation succeeds.
# The following shows the inter-zone policy log information:

%Mar 10 09:15:29:218 2012 H3C FILTER/6/ZONE_DP_FLT_EXECUTION_TCP_LOG: srcZoneNam
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e(1034)=Untrust;destZoneName(1035)=Trustl;rule_ID(1070)=0;policyActType(1071)=pe
rmitted;protType(1001)=TCP(6) ;srclPAddr(1017)=202.38.1.11;destlPAddr(1019)=10.11
0.10.2;srcPortNum(1018)=2116;destPortNum(1020)=21;beginTime_e(1013)=031020120913
26;endTime_e(1014)=03102012091514;

# The following shows the session information:

Initiator:
Source IP/Port : 10.110.10.2/20
Dest IP/Port : 202.38.1.11/2117
VPN-Instance/VLAN ID/VLL ID: VPN1
Responder:
Source IP/Port : 202.38.1.11/2117
Dest IP/Port : 202.38.1.1/20
VPN-Instance/VLAN ID/VLL ID: VPN3
Pro: TCP(6) App: FTP-data State: TCP-EST
Start time: 2012-03-10 09:13:27 TTL: 3594s
Root Zone(in): Trustl

Zone(out): Untrust
Received packet(s)(Init): 2 packet(s) 88 byte(s)
Received packet(s)(Reply): 1 packet(s) 48 byte(s)

Initiator:
Source IP/Port : 202.38.1.11/2116
Dest IP/Port : 202.38.1.1/21
VPN-Instance/VLAN ID/VLL ID: VPN3
Responder :
Source IP/Port : 10.110.10.2/21
Dest IP/Port : 202.38.1.11/2116
VPN-Instance/VLAN I1D/VLL ID: VPN1
Pro: TCP(6) App: FTP State: TCP-EST
Start time: 2012-03-10 09:13:26 TTL: 3594s
Root Zone(in): Untrust

Zone(out): Trustl
Received packet(s)(Init): 12 packet(s) 585 byte(s)
Received packet(s)(Reply): 11 packet(s) 805 byte(s)

Access the WWW server at 202.38.1.1 on Host B from Host C. The operation succeeds.

# The following shows the inter-zone policy log information:

%Mar 10 10:43:11:221 2012 H3C FILTER/6/ZONE_DP_FLT_EXECUTION_TCP_LOG: srcZoneNam
e(1034)=Untrust;destZoneName(1035)=Trust2;rule_ID(1070)=0;policyActType(1071)=pe
rmitted;protType(1001)=TCP(6) ;srclPAddr(1017)=202.38.1.11;destlPAddr(1019)=10.11
0.11.2;srcPortNum(1018)=3591 ;destPortNum(1020)=80;beginTime_e(1013)=031020121043
07;endTime_e(1014)=03102012104310;

# The following shows the session information:

Initiator:
Source IP/Port : 202.38.1.11/3591
Dest IP/Port : 202.38.1.1/80
VPN-Instance/VLAN ID/VLL 1D: VPN3
Responder :
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Source IP/Port : 10.110.11.2/80

Dest IP/Port : 202.38.1.11/3591

VPN-Instance/VLAN ID/VLL ID: VPN2
Pro: TCP(6) App: HTTP State: TCP-EST
Start time: 2012-03-10 10:42:04 TTL: 3589s
Root Zone(in): Untrust

Zone(out): Trust2
Received packet(s)(Init): 5 packet(s) 523 byte(s)
Received packet(s)(Reply): 3 packet(s) 1459 byte(s)

Complete CLI contfiguration

#
nat address-group 1 202.38.1.2 202.38.1.3
#
ip vpn-instance VPN2
route-distinguisher 200:1
vpn-target 200:1 export-extcommunity
vpn-target 200:1 import-extcommunity
#
ip vpn-instance VPN3
route-distinguisher 300:1
vpn-target 300:1 export-extcommunity
vpn-target 300:1 import-extcommunity
#
ip vpn-instance VPN1
route-distinguisher 100:1
vpn-target 100:1 export-extcommunity
vpn-target 100:1 import-extcommunity
#
time-range weekend 00:00 to 24:00 off-day
#
acl number 2001
rule O permit vpn-instance VPN1 source 10.110.10.0 0.0.0.255
rule 5 permit vpn-instance VPN2 source 10.110.11.0 0.0.0.255
#
vd Root id 1
#
zone name Management id O
priority 100
zone name Local id 1
priority 100
zone name Trust id 2
priority 85
zone name DMZ id 3
priority 50
zone name Untrust id 4
priority 5
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import interface GigabitEthernet0/1
zone name Trustl id 6
priority 80
import interface GigabitEthernet0/0
zone name Trust2 id 7
priority 80
import interface GigabitEthernet0/4
switchto vd Root
zone name Management id O
ip virtual-reassembly
zone name Local id 1
ip virtual-reassembly
zone name Trust id 2
ip virtual-reassembly
zone name DMZ id 3
ip virtual-reassembly
zone name Untrust id 4
ip virtual-reassembly
zone name Trustl id 6
ip virtual-reassembly
zone name Trust2 id 7
ip virtual-reassembly
interzone source Untrust destination Trustl
rule 0 permit logging
source-ip any_address
destination-ip any_address
service ftp
rule enable
interzone source Untrust destination Trust2
rule 0 permit logging
source-ip any_address
destination-ip any_address
service http
rule enable
interzone source Trust2 destination Untrust
rule 0 permit logging time-range weekend
source-ip any_address
destination-ip any_address
service any_service
rule enable
rule 1 deny logging
source-ip any_address
destination-ip any_address
service any_service
rule enable
#
local-user admin
password cipher $c$3%$1jMZZW9512URK5THPwbogYoOCwnduvrv
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authorization-attribute level 3
service-type telnet
service-type web
#
interface GigabitEthernet0/0
port link-mode route
ip binding vpn-instance VPN1
ip address 10.110.10.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
nat outbound 2001 address-group 1 vpn-instance VPN3
nat server protocol tcp global 202.38.1.1 ftp vpn-instance VPN3 inside 10.110.1
0.2 ftp vpn-instance VPN1
nat server protocol tcp global 202.38.1.1 www vpn-instance VPN3 inside 10.110.1
1.2 www vpn-instance VPN2
ip binding vpn-instance VPN3
ip address 202.38.1.1 255.255.255.0
#
interface GigabitEthernet0/4
port link-mode route
ip binding vpn-instance VPN2
ip address 10.110.11.1 255.255.255.0
#
ip route-static vpn-instance VPN2 0.0.0.0 0.0.0.0 vpn-instance VPN3 202.38.1.11
ip route-static vpn-instance VPN1 0.0.0.0 0.0.0.0 vpn-instance VPN3 202.38.1.11
#
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