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Non-Invasive, Real-Time Database Security & Monitoring 

•  Continuously monitors all database activities 
(including local access by superusers) 

•  Heterogeneous, cross-DBMS solution 

•  Does not rely on native DBMS logs 

•  Minimal performance impact  

•  No DBMS or application changes 

•  Supports Separation of Duties 

•  Activity logs can’t be erased by attackers  
or DBAs 

•  Automated compliance reporting, sign-offs  
& escalations (SOX, PCI, NIST, etc.) 

•  Granular, real-time policies & auditing 
•  Who, what, when, where, how 
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Scalable Multi-Tier Architecture 

Integration with LDAP, 
IAM, SIEM, IBM TSM, 

BMC Remedy, … 

          
Oracle on 
Linux for 
System z 
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Why Native DBMS Logging/Auditing is Typically Impractical in 
Production Environments 

§ Significant performance overhead to provide granular information required by 
auditors (e.g., audit all SELECTs for PCI-DSS) 

– Which table, from which IP, using which command, which program, etc. 

§ Not real-time (batch approach) 

§ No separation of duties – can easily be tampered with by hackers or DBAs 

§ Doesn’t identify application users in connection pooling environments 
(PeopleSoft, SAP, Oracle Financials, etc.) – potential fraud 

§ Massive storage requirements – no compression, intelligent storage 

§ Still need to write scripts to filter log data and find anomalies 
§ Still need to write scripts to produce compliance reports 
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§  S-TAP is a light weight probe that resides on the database server 

§  It intercepts data at the operating system level 

§  No database configuration changes 

§  Allow real-time alerting & blocking 

§  Monitor all connection types (Bequeath, TCP, Shared Memory, Named Pipes, etc) 

§  How does it work? 

S-TAP – Design Goals 
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Inspection Engine Overview 

§ An inspection engine monitors 
the traffic  between:  

– a set of one or more servers and  
– a set of one or more clients  
– using a specific database protocol 

(Oracle or DB2 for example).  
§ The inspection engine extracts 

SQL from network packets: 
– compiles parse trees that identify 

sentences, requests, commands, 
objects, and fields 

– logs detailed information about 
that traffic to an internal repository 
within the appliance 

§ Inspection Engines are the most 
efficient form of filtering 
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S-TAP 

KTAP 

S-TAP 

TEE 

DB Scope Disk 

Hunter 

(Loadable Kernel  
Module) 

TEE – Version 5 (very old) 

Many competitors still here… 

User Space 

Kernel Space 

Kernel Modules…It’s not easy… 

§  User space – you need to modify 
database configuration files 

•  No modification to  database 
configuration files 
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Confidentia
l 

10.10.9.56   10.10.9.56   1521   23456   

DST IP        Src IP                Dst Port   Src Port 
1 

S-TAP Process 

Port 1521 

Port 1521 

Portion of guard_tap.ini file 
tap_ip=10.10.9.56 

sqlguard_ip=10.10.9.245 
sqlguard_port=16016 

Database Server 
10.10.9.56 

Shared Memory (Bequeath) 

All components on 
the local server 

1 

Shared Memory Access - Bequeath 

2 Guardium Appliance  
10.10.9.245 

Stream packets to appliance 
over TCP port 16016 (unix) 

2 

•  S-TAP process makes a copy of the traffic going to the 
database and forwards the information to the appliance 

Buffer File 
X x xx xxx 
Xxx xx xx   
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S-TAP Architecture 

S-TAP 

Guardium Intelligent  
Messaging System 

Database 
Server 

Database 

1.  Ignore Session 
2.  Ignore Return Data 
3.  Terminate Session 

1.  Ignore Session 
 No data sent to appliance 

3. Terminate Session 

2. Ignore Return Data 
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S-GATE 
Hold	  SQL	  

Connec-on	  terminated	  

Policy	  Viola-on:	  
Drop	  Connec-on	  

Privileged	  
Users	  

Issue	  SQL	  

Check	  Policy	  
On	  Appliance	  

Oracle,	  DB2,	  
MySQL,	  Sybase,	  	  

etc.	  

“DBMS software does not protect data from administrators, so DBAs today have the ability to 
view or steal confidential data stored in a database.”  Forrester, “Database Security: Market Overview,”  Feb. 2009 

S-GATE: Blocking Access Without Inline Appliances 

Session Terminated 

SQL	  (No	  Latency)	  Applica-on	  Servers	  

Outsourced DBA 
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3 Types of Rules 

SQL Query 

Result Set 

Database Server 
Database 

Exception (ie. Invalid table) 

There are three types of rules:  
1.  An access rule applies to client requests 

2.  An extrusion rule evaluates data returned by the server 

3.  An exception rule evaluates exceptions returned by the server 

1 

2 

3 
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Each level of detail will store more information 
§ Allow  - By default don’t store bind values which may contain sensitive 

information 
§ Log Full Details – Stores bind values 
§ Log Full Details with Values  - Each field value will be stored 

Access Policy Actions 

Allow Log Full Details Log Full Details with Values 
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1. Access Policy – Very Granular to Meet Customer Requirements 

Which Databases 

Which Users 

Which Fields 
Which Tables 

Which SQL Commands 

Which Servers 

•  What Action? 
•  Allow, Log, Log Full Details, Log 

full Details with Values 
•  Alert, Ignore, Terminate 
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2. Extrusion Rule - Monitor the Results Set For SSN Data 

This is the results set to the query  
“select * from customer where customerID < 9” 
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2. Extrusion Definition to Alert on Unauthorized Results Set 

§ Monitor 10.10.9.248 
§ SQL Server database 
§ Not user Bill 
§ Social Security numbers 

– ([0-9]{3}-[0-9]{2})-[0-9]{4}  
will match the pattern for a 
Social Security Number xxx-
xx-xxxx 

– Everything between the        
“(“ and “)” will be masked 
out so no sensitive data will 
be stored for reporting 
purposes 

§ Send Alert per match 
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Joe Created a View and Then Tried to Extract Data 
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Joe Created a View and Then Tried to Extract Data 

SSN Results Set 
that we are 
interested in 

SQL Query  

Masked Extrusion Values ([0-9]{3}-[0-9]{2})-[0-9]{4}  
17 
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3. Policy Exception Rule 

§ Policy Exceptions 
– Failed logins 
– SQL Errors 
– etc 
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3. Policy Exception Rule - Preventing Attacks 

Rogue users know 
what they’re looking 

for, but... 

SQL injection leads  
to SQL errors! 

Guardium: 100% visibility with real-time alerts … 

They don’t always 
know where to find it! 

Brute force attacks 
result in failed 

logins! 
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Identify failed login attempts 
using the application 

account! 

Exception Policies With Real-Time Alerts 

Take Action:  
Send alert via email, 
SYSLOG, SNMP or 
custom Java class 

Focus on production DB 
servers 
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Example: Deny User Based on Time 
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Example: “SU” To Different Users Accounts 
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Quarantine Unauthorized Access to Vulnerable Objects 
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Quarantine Unauthorized Access to Vulnerable Objects 

§  Unauthorized User quarantined because he accessed a Vulnerable Object (BUMP_SEQUENCE) 
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Redact Action for Live Data Masking 

•  Available only with extrusion rules 
–  Evaluates data returned by data server in response to requests 

•  Allows for masking of portions of data server's response 

•  Data pattern specified through regular expression 

•  Ability to choose desired masking character 

•  Should be set on session level attributes like IPs or Users 
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Data-Level Access Control 

Redact	  and	  Mask	  	  
Sensi-ve	  Data	  

Unauthorized	  	  
Users	  

Issue	  SQL	  

	  
Oracle,	  DB2,	  
MySQL,	  

Sybase,	  	  etc.	  

SQL	  Applica-on	  Servers	  

Outsourced DBA 

ü  Cross-DBMS policies 
ü  Mask sensitive data 
ü  No database changes 
ü  No application changes 

S-TAP 

Actual data stored 
in the database 

User view of the data in the database 
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Mask Sensitive Information From Unauthorized Users 

•  Mask data on the fly for production database servers 
•  Use Optim Test Data Management for development and 

test environments 
27 

Shut off STAP here to 
see actual values in 

the database 

Masked values to 
database client 

Actual Values in the 
database server 
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Database Automatic Discovery  



© 2011 IBM Corporation 29 IBM InfoSphere Guardium V8  -  Overview and Introduction 

2. Identify Risk 

Guardium Vulnerability 
Assessment 
& Hardening 

•  Based on industry standards such as 
STIG and CIS benchmark tests.   

•  Complete coverage of the entire 
database environment.   

1.  Observed Behavior 
2.  Database 
3.  Operating System 

Vulnerability Assessment  



© 2011 IBM Corporation 

•  Fill in the database assessment gap 
•  Customize VA tests 
•  Assessment review and remediation plan 

•  Super users accessing sensitive data 
•  Password Policy 
•  Role and responsibility review 

•  Change management process configuration 
management 

2. Identify Risk 

30 

Vulnerability Assessment  
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Guardium Vulnerability 
Assessment 
& Hardening 

•  Fill in the database assessment gap 
•  Customize VA tests 
•  Assessment review and remediation plan 

•  Super users accessing sensitive data 
•  Password Policy 
•  Role and responsibility review 

•  Change management process configuration 
management 

2. Identify Risk 

Vulnerability Assessment  
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Change Control Reconciliation 

Ticketed  
Unticketed 
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Configuration Auditing 

•  Database configuration auditing for Guardium occurs through it’s 
Change Audit System (CAS) 

•  A CAS Agent can monitor files, the output from OS or SQL scripts, 
environment variables, and windows registry entries 

•  Built in Templates for All Supported DBMSs are included 

33 
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Configuration Auditing 
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Policy violation 
in Guardium 

system 

Events in IBM SIEM 
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