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This presentation is for informational and enablement

purposes. Itis not a commitment to deliver any material, code, or
functionality, and should not be relied upon in making purchasing
decisions. The development, release, and timing of any features
or functionality described in this document remains at the sole
discretion of Oracle. This document in any form, software or
printed matter, contains proprietary information that is the
exclusive property of Oracle. This document and information
contained herein may not be disclosed, copied, reproduced or
distributed to anyone outside Oracle without prior written consent
of Oracle.
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. Web Access Management — from zero
to hero

* Objectives

 Quick introduction to Web Access Management and Web
Single Sign-On; Oracle Access Manager (features &
functions, technical architecture)

« Typical SSO integration to applications
 Oracle Access Manager 119 - highlights and positioning

* Introduction to “Federation” — extending SSO to partners
(concepts, not deep dive), Oracle Identity Federation & Fedlet
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. Agenda

« Web Access Management — A quick
Introduction

* Oracle Access Manager 11g (the Web
Access Management solution from Oracle):
Technical Detalls

* Web SSO with OAM 11g - typical
Integration scenario example(s)

 Highlights in OAM 11g

- Extending Web SSO from enterprise
environment to cross security domain —
ldentity Federation

« Demonstrations
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. Agenda

 Web Access Management — A quick
Introduction
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Web-based Single Sign-On (WSSO)

Webmail
Username: kenneth.heung@oracle.com

Password: myp@ssworD

Corporate Portal
Username: kenneth.heung
Password: mypOrtal

&
=
Expenses System Support Site
. Username: kenneth.heung
Username: kenheung
Password: k!09nu89

Password: eb1z035

Web SSL VPN "
(3 Username: kheung “
Password: kV129nu80
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Web-based Single Sign-On (WSSO)

Webmail
Username: kenneth.heung@oracle.com

Forgofnassword

Corporate Portal

Username: kenneth.heung
Password:

Support Site

Username: kenneth.heung
Password: k!09nu89

Expenses System
Username: kenheung
Password: eb1z035

? Fo

Web SSL VPN

Username: kheung

Password:
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. Web-based Single Sign-On (WSSO)

* For a large enterprise, as the number of passwords
each user Is required to maintain increases, so do the
support calls. With each of these calls having an
associated operational cost and the increasing
number of applications in use, businesses cannot
afford the productivity lost through continuous
password resets.

* Single sign-on has evolved as a cost savings solution
to minimize support calls, and at the same time
simplify the administrative process of authentication
and authorization.

« User Experience + Cost Saving (support) +
Increase Productivity

ORACLE
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. Web-based Single Sign-On (WSSO)

* Web SSO concept is simple — login once, access to
different applications (web)
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. Web-based Single Sign-On (WSSO)

* Web SSO concept is simple — login once, access to
different applications (web)

 Single username/password

Web Access Management (WAM)

» Centralized Access Management for Web
Applications to provide Authentication,
Authorization, Audit.
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. Web-based Single Sign-On (WSSO)

* Web SSO concept is simple — login once, access to
different applications (web)

 Single username/password

Web Access Management (WAM)

» Centralized Access Management for Web
Applications to provide Authentication (SSO),
Authorization, Audit.
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. Web Access Management - benefits

» Centralized Access Management for Web
Applications to provide Authentication (SSO),

Authorization, Audit.
« Centralized management — improve security
« Standardize AAA
* Improve security
 easier to maintain
* reduce audit & compliance cost
« Decouple & Externalize AAA

» application developers focus on business requirements &
functionality

» shorten development time, shorten time-to-market
 easier to integrate with MFA

« SSO - improve user experience

» SSO - reduce cost (helpdesk/support), increase productivity

ORACLE
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. Web SSO Approach - example

* Integrated Windows Authentication (IWA) — pure IIS environment

AD

Windows Domain logon >
&

1S

IWA to other .NET

S IN)
applications

1S

* This is not a WAM example, e.g. no centralized authorization
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. Web SSO / WAM Architecture 1/2

* Reverse proxy based (agent-less)

SSO Server (reverse proxy) Applications

[ e

Reverse proxy
transfer user

identity to
L%Q) application,
As HTTP is stateless, SSO session is /\ e.g.via HTTP
usually maintained by “token”, e.g. header(s)
HTTP cookie in client browser \\\
Access Policy Store [ o
o @
User store @ \/\
.y
>
S @
S
°
S @
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. Web SSO / WAM Architecture 1/2

* Reverse proxy based (agent-less)

SSO Server (reverse proxy) Applications
. Reverse proxy
@ .................................................... > [N transfer user
% > identity to
L§"Q) application,
As HTTP is stateless, SSO session is A /\ e.g.via HTTP
usually maintained by “token”, e.g. | header(s)
HTTP cookie in client browser I \\\
. : 3
Access Policy Store T@ v
i .
User store i@ \/\
. S~
i >
i S @
8 S
' S
°
Administrator v
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. Web SSO / WAM Architecture 2/2

« Agent-based

Applications

As HTTP is stateless, SSO session is
usually maintained by “token”, e.g.
HTTP cookie in client browser

T SSO Server

User store  Access Policy Store
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. Web SSO / WAM Architecture 2/2

« Agent-based

Applications

As HTTP is stateless, SSO session is
usually maintained by “token”, e.g.
HTTP cookie in client browser =~ agent
I
3 J
s @
~
S .\ellgent
o
i

< |

User store  Access Policy Store

T SSO Server
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. Web SSO / WAM Architecture 2/2

« Agent-based

Applications

Policy
Enforcement

\Iagent Point
S

As HTTP is stateless, SSO session is
usually maintained by “token”, e.g.
HTTP cookie in client browser =~ agent
I
3 J
s @
~
S .\ellgent
o
i

s @
Policy -

Administration
Point

Administrator @ e —> Eglcl:(i:gion
% ‘ ‘ Point
@ M SSO Server
User store  Access Policy Store
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. Agenda

* Oracle Access Manager 11g (the Web
Access Management solution from
Oracle): Technical Detalls
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. Oracle’s Identity Management Suite

Information Rights Management (IRM)

Identity Admin. Access Management Directory Services

Access Manager
ldentity Manager Adaptive Access Manager Internet Directory
Enterprise Single Sign-On
Identity Federation + Fedlet Virtual Directory
Entitlements Server
Web Services Manager Directory Server EE
OpenSSO STS

Identity & Access Governance Manageability

ldentity Analytics Enterprise Manager IdM Pack
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. OAM 10g: Architecture Overview . Recap for those

familiar with 10gR3

« don’t worry if you
haven’t tried 10gR3

* We will focus on 11g
in the next slide

hl

OAM - Identity

P T, | TS

User Configuration Policy
Repository Storage Storage
A A A

S - - — J R
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. OAM 11g Overview

J2EE Applications

Applications

PDP Data Sources

Database for policy
store

OAM Sarver

Directory Server For
User Identity Store

s
PAP ﬁ

web Server OAM Console/
Web Policy Manager
Applications WebLogic Domain
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. Oracle Access Manager 119

Deployment Architecture

WebLogic Administration -
Shared Information -
Server R - Deploy in J2EE
. N

. container —
WebLogic OAM 11g 1. Policies :
Admin Admin g L I...lb2  configuration WebLOglc
Console Server ' . Managed Server
k3' User Sessions
( ’ N * |solated runtime
_ : and admin server
WebLogic Managed : _ _
. configuration anc
1. policy propagation
OAM 11g = 5 .
RUNEIME @unrnrnns i I : « User sessions
Server
shared across all
. ) runtime servers
L _

L J
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. Oracle Access Manager 119

WebLogic Administration Shared Information
Server

WebLogic OAM (1. Policies
Admin Consolcz_ -{-««pp2. Configuration
Console

3. User Sessions
\

%

4

WebLogic Managed :
Server(s) :
: Web Server / Application
] - Server

@rrerssnnsEssEEEEEEEEs [ OAM Agent ]

.

-

- e

-
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. Oracle Access Manager 119

Architecture — Runtime Server

@ OAM Webgate @ Mod_0SS0O @ Access SDK

(( ¢ o ¢ 3)
[ Protocol Compatibility Framework
J/
( . N [ A N\ [ 1
Credential SSO AuthN AuthZ
Collector Engine Service Service
\ AN J J \ J
. N\ [ . A N [ A
Session Identity Token Partner &
Management Provider Processing Trust
J \ J J \

Policy Service

Configuration Service

Coherence Distributed Cache

A A A A

Oracle Platform Security Services

- 7/
!ﬁ Identities fﬁ? 6} Audit Records

NN\
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. OAM11g Drilldown View

OAM 11g Runtime Server (PDP)
« Access Control
— Authentication (BASIC, FORM, WNA...)
— Authorization (User/Group, IP/Time Constraints)
Token Processing
SSO & SLO
Protocol Compatibility Layer(OSSO, OAM)
Credential Collector
NAP Endpoint
Session Management
* ldentity Provider

Agents (PEP)
- OAM 10g, 11g, WLS Agents

* OSSO Agents
« ASDK

ORACLE
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. OAM11g Drilldown View

OAM Console / Administration Console (PAP)

Data Repositories

* |ldentity Store - OID, OVD, AD, DSEE ...

 Policy Store - Oracle DB

» Session Store - Coherence In-Memory, Oracle DB
« Config Store - File

. gey S)tore — CSF(Credential Store Framework), JKS (Java Key
tore

e Audit Store - File, Oracle DB
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. Oracle Access Manager 119

Modular Architecture Separated admin and runtime server to enable independent
operations

Secure Policy Model Access is denied by default until policies are created to allow
access

Simplified Install & Config  One package to install and one series of steps to configure a
simple working environment

Session Management Allows admin tracking and termination of user sessions

Diagnostics & Monitoring Allows administrators to monitor key operational metrics in real-
time

Central Agent Administration console provides a holistic view of all agents and

Management shows the server they are connected to

Backwards Compatibility Compatible with 10g webgates and 10g mod_o0sso
Windows Native AuthN Enables Windows desktop to web single sign-on

Improved Utilities Remote registration utility, remote access tester, and WLST
cmds for policy operations

Auditing and Logging Allows administrative action auditing

ORACLE

Oracle Confidential — for internal and partners only



. Installation & Configuration

Simplified and standardize OUI installation / WLS configuration

[=] Oracle Fusion Middleware 11g Installation E] [

Select Applications tc :ﬂl-:g:J?.hléWARE

I Advanced Install
=+ Create New Farm
+--@ [Gelect Application

-

== k)racle Fusion Middleware|
E] |ﬁ Oracle Fusion Middleware Applications

@ Installstion Locatic i g WorkPlace
S P b Busi Intelli
9 Frontend R | s EEne Fusion Middleware Configuration Wizard
ect Language """ = Integration )
{ A £ wireless Select Extension Source

ORrRACLE’

Iﬁ Oracle Fusion Middleware System Compor
----- [=] oracle Containers for Java

= oracle HTTP Server

----- =] oracle webcache

ot Ietadata F-'ﬁr-ll
> y

® Extend my domain automatically to support the following added products:

|:| Install Demos for above selected Applications. )
[ oracle Identity Manager - 11.1,1.3.0 [Oracle_IDM1]

[ Oracle Enterprise Manager - 11.1.1.0 [oracle_common]

Pre-selected applications are reguired. [ Oracle Adaptive Access Manager - Server - 11.1.1.3.0 [Oracle_IDM1]

[ oracle Identity Navigator - 11.1.1.3.0 [Oracle_IDM1]

I:l Oracle Authorization Policy Manager - 11.1.1.3.0 [Qracle_IDM1]

[ Oracle Adaptive Access Manager Admin Server = 11.1,1.3.0 [Oracle_IDM1]
[ Oracle Access Manager with Database Policy Store - 11.1.1.3.0 [Oracle_IDM1]

400 MB required to install all selected applications.

ormacle.comycommunications

| Help | | = Back || 1]
— — [ Oracle w3M Policy Manager - 11.1.1.0 [oracle_common]

[ Oracle JRF WebServices Asynchronous services = 11.1.1.0 [oracle_common]

[ WebLogic Advanced Web Services Extension - 10.3.2.0 [wiserver_10.3]

0 Extend my domain using an existing extension template

[arowse |
! Help | _Erevious 11
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. Rich ADF-based Ul

Oracle Access Manager - Administration Console - Mozilla Firefox
Elek‘ﬁdit View History Bookmarks Tools Help

[E] Oracle Access Manager - A... x l |@] Single Sign-Off x | ¥
ORACLE. Access Manager Help  Sign Out o

Signed in as weblogic
-

Policy Configuration System Configuration

Al ;] o OHS1_agent:OHS1_agent:/.../ %_ OHS1_agent:Protected Resource Policy @ @

Authentication Policy Apply
Oy
ELUEN scocn N

View~ @R Z R *Name | Protected Resource Policy Success URL
R N e Description | Policy set during domain creation. Add resources to this policy Failure URL

[ LoAPscheme to protect them.
[ oaamAdvanced

22 oAAMBasic
@OIMScheme * Authentication Scheme | LDAPScheme
) @ X809Scheme Rt
v %Application Domains
= @‘ Fusion Apps Integration
= @ IDMDomainAgent
7 @@ OHs1_agent
98¢ Resources
> 98¢ OHS1_agent:/.../”
7 [& Authentication Folicies
1> [ Protected Resource Policy
I= [ Public Resource Folicy
7 [& Authorization Policies
& @ Protected Resource Folicy
= E Public Resource Policy

'Resource URL
OHS1_agent:/.../*
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. Session Management

Common Settings

* Global session lifetime across all protected
applications

» Global idle timeout across all protected applications
« Maximum concurrent sessions per user

Policy Configuration System Configuration

% ........................................................................................ @ ................... cerver Common broperties e

»|Search Filters Advance d Search || 4
L:-]DAM Server Common Properties Apply | Cancel

%3 Browse . Secarch Results
Actian Wi - [ G R
L= &% Agent
i [ server Instances

= [JData Sources
= ﬁ.ﬁ.uthenticatian Modules
= 3 System Ltilities
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. Session Management

« Centralized, server side, stateful session
management
 Tracks session with a distributed cache system

* Provides detailed security context information that can be
further propagated

« Can be done with or without persistent storage
* Provides automatic session failover

- Advanced session management features

 Policy-based limits to the number of concurrent sessions
per user

» QOut-of-band session termination by administrators

ORACLE
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Operational Metrics Monitoring

Oracle Access Manager - Administration Console - Mozilla Firefox

File Edit View History Bookmarks Tools Help

[E] Oracle Access Manager - A... x |[@] Single Sign-Off x Y
ORACLE Access Manager Help  Sign Out o
Signed in as weblogic

A

Policy Configuration System Configuration

Monitor: oam_serverl (= @

EJ Monitor: oam_serverl Refresh

Name cam_serveri Port 19001

Host iamlinux.oracke.vm

Server Metrics

Server Processes Overview Session Operations Server O perations OAM Agents
View~ 54 Detach

|
IAulhz Process lAuthz Requests ‘Authn Process Failur{Authn Process SuchPre Authn Process Fi Pre Authn Process Success

Active threads 0

Time (msecs) 60

Columns Hidden
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. Centralized Agents Management:
OSSO Agents, OAM 11g & 10g Agents

Policy Configuration System Configuration

al v

AMSERVER1

_@seuen | L) AMSERVER1 apply | Cancel |

%8 Browse Search Results : Server Common Properties
Actions ~  Yiew - % ] “: / u .....................................................................................................................................................................

* Seryer Mame | AMSERVER] #* Host | stagk0Z,us,oracle.com

v i Agents
74 OaM Agents

[= f; 109 Agents

- 1410

i Wiew -
[= 45 0550 Agents
e = Module Marne Tvpe Walue
h73 L,J Server Inskances
i 7 CZoam Prosy
7 [Data Sources Part ik
[ & Lser Identity Stares Proxy Server Id Skring AccessaerverConfigPromy

Databases Mode Skring Open w
ke ﬁ.ﬂ.uthentication Maodules
k= ﬁLDAP Authentication Modules
[ ﬁXSDg Authentication Modules
[= %Kerberos Authentication Modules
7 3 system Uklities
Session Managerment
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. Coexistence & Backwards Compatibility

 Server coexistence with Oracle SSO 10g and OAM
10g servers to ease migration

« Backwards compatible with Oracle SSO agents
(mod_0sso)

» Backwards compatible with OAM 10g WebGates
and Access SDK

* Provides single sign-on experience across both
Oracle SSO and OAM agents.

ORACLE
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. OOTB Supported Authentication
Mechanisms

 Form based authentication
* Basic authentication

« X.509 authentication (Client SSL Cert with OOTB
validation, e.g. OCSP)

« OAAM virtual pad based authentication

» Kerberos based authentication (windows native
authentication — SSO with Domain Logon without
11S)

« Anonymous authentication

ORACLE
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. Utilities

Remote Registration Tool

* Remote registration is aimed at helping application
administrators

« Application administrators can register agents without
the help of the Security team

* Policy objects can be automatically created to protect
resources of a given application at registration time

* Registration process can be further secured as a 2
step process requiring the Security team’s review

ORACLE
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. Utilities

A C C eS S TeS t e r ,‘-'-'-'" Oracle Access Manager Connection Simulator,

File  Help

= a8 ¢

Connection

“Sener [P “erver Port: Mode: o
*Client |0 *Client Password:

URI

Scheme: wHst: Port:
TPt || |dadumhoi72 | |eete | < lsFratected
Resource: Qperation:

\index_htm | |aET Ed &
Identity

IP Address: *lsername: Pasawaord:

| |WEb|DgiC | |oooooooo | ‘W

Certificate File: LY I3 Autharized

®

Status

1. Connected : Yes

1]

2. 15 Protected @ Yes

Authentication scheme  LDAPScheme, lewel 2

Redirect URL : http:/fdadvmh0172.us. oracle.com:7499/ngamyserver/
Credentials expected: 0x2 (509 cert)

3. Is Authenticated : Yes
User DN : ch=weblogic,dc=us dc=oracle,dc=com
Session D2

4. |5 Authorized @ Yes

-

Elapsed: b ms é
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. Audit & Logging

Features

 Logging
« Centralized log management
 Graphical tools for configuring and viewing logs
* Multiple logging levels

* Auditing
- Standardized auditing across FMW components
* Reports generated via Oracle Bl Publisher

* Unified logging across products
* Accessed via EM or OS
- Standardized log levels

- ECID — provides an identifier that can be used to
track requests across FMW products (e.g. WLS
to OID to DB)

ORACLE
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. Agenda

Web SSO with OAM 11g - typical
Integration scenario example(s)
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SSO with OAM = Oracle Fusion

Middleware - ADF Applications

,f‘ Integrating Oracle ADF Applications with Oracle Access Manager 11qg 550 - Windows Internet Explore - |D|ﬂ
@\‘—‘, - I-E http:,l',l'download.u:uracle.com,l'du:ucs,l’cd,l'Rﬁ?l_Ell,l'doc. 111 1,|'elS4?8,l'opssadF.htm#Bj 3| X IGoogIe Felbs
g
File Edit Wiew Favorites Tools  Help Liriks =

'iQ? “1'15“? ggl vl @Identity Federation | :Person Detail Far ... |Elntegrating Or.. X | |

- [;éa - I-_;}Page - -@Tnnls - @v ﬁ

| Search |

" This book ¥ Entire library
Advanced Search

Main Categories
Home
Cross-Suite
Development Tools
Web Tier
Weblogic Server
WebCenter
Enterprise Content Management Suite

Data Integration
S0A Suite, Business Process

Management Suite, and Web Services
S0A Governance

Communication Services

Identity Management

Business Intelligence
Portal, Forms, Reports, and Discoverer

Tutorials, Qverviews, and Getting Started
Installation Guides

Upgrade Guides

I irancina Coidae

=

Oracle® Fusion Middleware
Administrator's Guide for Oracle
Access Manager

11g Release 1 (11.1.1)

Part Humber E15478-02

g »
Previous MNext
Hide Mavigation

C Integrating Oracle ADF Applications with Oracl
Access Manager 11g SSO

-
i & B g =
Home Book Contents Index Master Conta

ist Index Us

—

This chapter provides information to help you integrate with Oracle Access Manager 11g
any Oracle ADF applications within the same Identity Management domain.

This chapter provides the following topics:

o Introduction to Oracle Platform Security Services and Qracle Application Developer
Framework

e Integrating OAM 11g With Web Applications Using Oracle ADF Security and the
0OPSS 550 Framewaork

& Confirming Application-Driven Authentication During Runtime

]

l_ ’— ’_ I_ ’_ I_ | Trusted sites

| 10w -

ORACLE
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. SSO with OAM — OSSO - Upgrade
Assistant

 Qracle E-Business
Suite

* Oracle Portal - T

Computer File Edit View

.Terrrl'nal |Telm| nal

* Oracle Application '
Server (IAS) - Specify Source Detals -nn Fﬁmﬁ!ﬁmﬂ logs rua20n

° Waicome Enter the location of the 10g Oracle Single Sign-0n Infrastructure policy properies
raC e O rl I IS file. Tha ariginal lacation of this file is in the 10g 0550 Oracle Home /sso/conf
rask ., DIAM Middls Tier direetony

/logs/ua20l

Source

Froperties File; | | Browse

DID Details

Enter the database details for the databasze that contains the Oracle Single Sign-0On
schema

Database Host:

Database Port:

Databaze Service

SY5 Password:

< Back | Next = I

ORACLE
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. SSO with OAM - compatible with OAM
10g WebGates

* Oracle HTTP Server, Apache HTTP Server, Microsoft
1S, IBM HTTP Server, Lotus Domino, Sun Java Web
Server, Oracle WebLogic, IBM WebSphere and

« OOTB support for some COTS applications, e.qg.
Outlook Web Access, SharePoint Server / SharePoint
Services, Lotus Notes Web Access, etc

« ASDK for custom integration

ORACLE
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. SSO with OAM - integration
approaches

* Install Agent (WebGate) in the front-end web proxy,
pass credential as HTTP headers (if applicable)

* Install Agent (e.g. WebLogic SSPI, WebSphere
Connector) in Application Server

* Install Agent in the Web Server hosting the
application, modify the application
* e.g. remove original authentication / authorization code

* e.g. typical JSP, PHP, etc application use include file to check
session variable & redirect user to login page if login session
IS not exists

- Might requires modification of existing application

ORACLE
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. Agenda

Highlights in OAM 11g
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. Oracle Access Manager 119
Key Comparison with OAM 10g

Deployment Stand alone server Deployed in container
Authentication to LDAP LDAP defined system- LDAP defined in
wide authentication scheme
Available agents WebGates, AccessGate mod_osso and WebGates
Session management Stateless sessions in a Stateful sessions at a
cookie centralized server
Application integration OAM configuration tool Ul or command line
remote registration tool
Identity administration OAM ldentity Server Identity agnostic (OIM 11g
by default)
Policy model Open (default allow) Closed (default deny)
Policy store LDAP RDBMS
Configuration store LDAP File based

ORACLE
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. OAM 10g: Architecture Overview

OAM - Identity

al
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

h

hared !

|
J

————— e — e — — o — —

Configuration Policy
Repository Storage Storage
A A A

e

FEN) e S Y S S
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. OAM 11g Overview

J2EE Applications

Applications

PDP Data Sources

Database for policy
store

OAM Sarver

Directory Server For
User Identity Store

s
PAP ﬁ

web Server OAM Console/
Web Policy Manager
Applications WebLogic Domain

ORACLE
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. Oracle Access Manager 119

* Objective
* Replace OSSO and converge OAM and OSSO
 Provide foundation for Access Management Suite
 Provide foundation for OpenSSO convergence
- Manage all agents and policies centrally
* Provide new and advanced functionality to customers

* 11gR1 Primary Audience
« Existing OSSO 10.1.4.3.0 customers
« Brand new OFM or IDM customers

* 11gR1 Secondary Audience
« Existing OAM 10.1.4.3.0 customers
 Existing OpenSSO customers

ORACLE
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Extending Web SSO from enterprise
environment to cross security domain —
ldentity Federation
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. What if application is NOT in the same
security domain

Applications

(Y SSO Server

User store  Access Policy Store

ORACLE
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. What if application is NOT in the same
security domain

Applications

User
store in
partner? - Applications Ty SSO Server
@ from partner @
(external) User store Access Policy Store
ORACLE
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. ldentity Federation

ldentity Federation is an act of exchange of identity
Information between two separate entities (domains).

ldentity Domain is a self-contained system that manages
a repository of identity information about its users.

“\;
Identity Information \

Domain B

P

Domain A

P

— N

Identities Identities

ORACLE

Oracle Confidential — for internal and partners only



. Direction of Trust

In identity federation trust always has a direction.
The receiving domain needs to trust identity information

coming from the sending domain.

s:.l‘ﬂ‘-ﬂmp

Identity Info

rmation ‘

Domain A Domain B A
@ ¢
00 Of ©
N —
Identities ) ';'E Identities
ORACLE
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. ldentity Providers and Service
Providers

Identity Provider Service Provider

L\ LU

—
-
—
—
J,
—
J'

IDENTITIES

N

o

Domain

Domain B trusts Domain A
Domain A acts in an Identity Provider role
Domain B acts in a Service Provider role

ORACLE
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. What i1s OIF?

 Oracle Identity Federation is a federation solution with
a scalable, standards-based, proven interoperable
architecture. Federation and federated identities allow
businesses to benefit from trust relationships with
their partners.

* With Oracle Identity Federation, business process
Integration becomes cheaper, simpler, and more
secure while increasing compliance with privacy and
security regulations.

 Oracle Identity Federation provides the infrastructure
that enables identities and their relevant entitlements
to be propagated across security domains. This
applies to domains existing within an organization as
well as between organizations.
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. OIF Top Features

* Oracle Universal Federation Framework (OUFF)
« OOTB and custom authentication modules
« OOTB and custom SP integrations
« Multiple federation protocols in a single stack
 Flexible data store options

 Oracle Federation Services Manager
« Unified Ul Management Interface
« WLST Management Interface

» Oracle WLS platform integration
- Best of Breed Application Server Platform
» J2EE application

 Oracle Fusion Middleware
 Enterprise Manager
 Logging
* Auditing
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. OIF High-level architecture

WeblL ogic I:!u::nrmauin‘“1

WebLogic Admin Server)

Enterprise Manager
(EM)

Oracle
~ / Internet

Y Directory
WebLogic Managed Server (e][»)]

Oracle Identity
Federation
(OIF)
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How OIF works - example

Partner A — ldentity Provider

p
p

, Oracle Oracle Oracle Oracle Oracle

. Internet Directory Identity Federation : - Identity Federation | Access Manager Internet Directory

: (1dP) é ; (SP)

E Travel B'ouking
Application
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. How about the SP? Any simple
Integration approach?

B A el dontii Bridas artne E_.. i pruwder

|m.

-

P
p

, Oracle Oracle Oracle Oracle Oracle :

. Internet Directory Identity Federation : - Identity Federation | Access Manager Internet Directory ;

: (1dP) : (SP) :

Travel Bﬁuking
Application
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. What is Oracle OpenSSO Fedlet?

* Oracle OpenSSO Fedlet is a lightweight SP-only
Implementation of SAML 2.0 SSO protocols
« Can be used to SSO enable:

 Internal apps
« Partner apps

. Oracle ldentity,

Federation :
ldentity
* OpenSSO Provider
- 3d party "
\_ Java

Fedlet
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. Benefits of OpenSSO
Fedlet

Ease of deployment
« Embeddable into any Java or .NET application
« Multiple integration options
« Deploys with your application — no additional effort

Reduced training time
* Intuitive, developer-friendly
- Easy to understand, no new skills required

Earth-friendliness
- Extremely small footprint
» Uses your existing infrastructure
* No new hardware or software requirements

Reusability and consistency
* Used the most widely adopted industry standard (SAMLV2)
« Unified SSO approach across internal and external apps
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. Oracle’s Identity Management Suite

Information Rights Management (IRM)

Identity Admin. Access Management Directory Services

Access Manager
ldentity Manager Adaptive Access Manager Internet Directory
Enterprise Single Sign-On
Identity Federation + Fedlet Virtual Directory
Entitlements Server
Web Services Manager Directory Server EE
OpenSSO STS

Identity & Access Governance Manageability

ldentity Analytics Enterprise Manager IdM Pack
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Demonstrations
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. What’s Next?

« Get Trained - contact your local PDM, local presales
and/or sales team
- ACE (APAC Channel Enable Team)
* PTS
* Oracle University
* e.g. OAM 11g Hands-on Training: 3-5 days
« Upcoming training & tentative schedules
* this week: India
« Mid Feb ~ late Feb: Australia
- Late Feb ~ early March: ASEAN - Singapore, Thailand
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Demonstrations (OAM —recorded
viewlet — Cert AuthN)
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. Questions..
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