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Introduction GlobalSign.

Do you know where you have SSL certificates installed? How about when each
certificate is going to expire and which CA you ordered from? What about the
hashing algorithm or key lengths used?

The answers are likely no, or at the very least yes, but it's difficult to compile all the
information. We’re happy to offer our customers free access to the GlobalSign
Certificate Inventory Tool (CIT) to find all SSL certificates on your networks - both
internal and public-facing - regardless of the issuing CA.

The resulting inventory is available in an easy-to-use portal, allowing you to run
reports on usage, upcoming renewals, configurations, and CA issuance.

This quick start guide is designed to give you the information you need to start using
the GlobalSign CIT. Let’s get started!
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GlobalSign.

Logging in

Now that you have a CIT account, go to
www.cit.globalsign.com and log in by
entering your company email and the
password you selected during the sign-up
process.

GlobalSign®
Certificate Inventory Tool
ﬂ Remme

Loginto CIT

Log In Sign Up

email@company.com

& your password

Don't remember your password?

LOG IN >

Note: CIT is a GlobalSign-branded instance of Remme Keyhub. All support questions should be directed to your account manager
or support@globalsign.com.

Copyright© 2019 GlobalSign. Confidential & Proprietary. All rights reserved.


http://www.cit.globalsign.com/

Dashboard GlobalSign.

The Dashboard is the main screen where you can view summary pie charts on the certificates in your
inventory based on key size, hash, issuing CA, and an expiration timeline. You can run a scan when
you are logging into CIT for the first time, or you can do it later.
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Upcoming Expirations
: @ o o °
¥
Expired 7 144 -"’"’
Discovery
By Signature Hash Algorithm m
| Qitet o
.
2.4
5.1
4T v cancs et
AT Toial cerifcaies
By Key Strength

£ Remme.

Copyright© 2019 GlobalSign. Confidential & Proprietary. All rights reserved. 5



GlobalSign.

GlobalSign.
Run a scan of one or o ml\'tx\l'(ig\uv

all certificate groups

// Dashboard
B Dashboard

certificate inventory \

Access your
. Groups
The left menu is always o
- . . . ertificates
visible. All main functions can O Ece o || Create a certificate
be accessed from this menu. Access your saved + CrostoGrow 4| grotp

scan profiles | |

> (® Discovery

ab mes e | | Access your saved
8, Tools reports

Accessother | 1"
platform tools

[E Support FAQ

@ Request Support View FAQ articles,
@ Settings ¥—1_| contact GlobalSign

o Support, view account
R Remme settings
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GlobalSign.

Discovery/Scanning

1. Click Discovery in the left menu. @ sener

H : ® R Sean tlow s Create Profile
2.  Enter the details for your scan profile o= -

— Domains and sub-domains :
—  CT log monitoring = e pone
—  Schedule : !ﬂ :
—  Note: if you want to run an internal e
scan, you will have to create an o
Agent first.
3.  Save the profile, which will run the
scan. —
[oman @] [nm Mo

(©) Run Scan Immediately

Save Profile Caneel Delete
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Iscovery/Scanning

GlobalSign.

GMOINTERNETGROUP

Ex| Upload
- e

wanw globalsign.com Jun 26, 2020 E RSA 2048 Sha2B6RSA Ev Valid

© Al certificates

n revoked r3.rodts, globalsign.com Jul 10, 2020 25 RSA 2048 sha256RSA EV valid
adfs globalsign com Oct 18, 2020 348 RSA 2048 sha266RSA Basic Valid

® Discover

a revoked.r1.roots globalsign.com Jun 20, 2020 25 RSA 2048 $ha2B6RSA Ev valid

& Tools adfs.globalsign.cam Nov 4, 2018 RSA 2048 sha256RSA Basic [ Expired ]
citglobalsign.com Sep 23,2020 20 RSA 2048 $ha2S6RSA Ev Valid
da-psm.globalsign.com Nov 21,2020 380 RSA 2048 $ha28BRSA Basic valid
expired.r1.roots.globalsign.com Jun 20,2018 g RSA 2048 sha256RSA EV
‘expired.r3.roots.globalsign.com Jul 10, 2018 ' RSA 2048 sha2s6RSA EV [ Expired ]
iot.globasign.com Jun 11,2021 581 RSA 2048 sha266RSA eV valid
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Discovery/Scanning

Click on a certificate to expand and view more detailed information
about the certificate.

o m ® Dashb d. ki.globalsign.com  Vsid X -

May 23, 2020
@ 179daysient

sitelock globalsign com  Oct 23, 2019 RSA 2048 sha256RSA Basic [ Expired ] Corti jance m

Basic v/
dashboard-mspkigiob.  May 23, 2020 19 RSA 2048 sha256RSA Basic valid >

Source where found
support mternal global Mar 13, 2021 a7 RSA 2048 sha256RSA EvV

dashboard-mspki.globalsign.com

jobalsigncom ~ Jun 5, 2021 RSA 2048 Sha256RSA EV Valid
stg.gm globalsign com  Aug 31, 2020 9 RSA 2048 Sha256RSA Basic Valid i Pt
da.del giobaisigncom  Jun 2, 2021 RSA 2048 ha256RSA Basic Valid
5 i gl oo g0 Scan profiles where found
Mar 5, 2021 5 RSA 2048 Sha256RSA BV Valid
revoked 13 roots global . Jul 10, 2020 RSA 2048 Sha256RSA &V Valid
Certificate chain
adfs giobaisign com Oct 19,2020 2 RSA 2048 Sha256RSA Basic Vaiid
GlobalSign Root CA
evoked r1 roots global._. Jun 20, 2020 207 RSA 2048 Sha256RSA eV Vaiid . J
GlobalSign Organization Validation CA - SHA2s6 - 62 (2D
ge 10~ > . Feb 20, 2024

dashboard-mspki.globalsign.com (LD

. May 23, 2020

Subject Alternative Names

CRL Distribution Points
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Discovery/Scanning - Groups GlobalSign.

Click + Create group in the left menu to create groups of certificates based on various certificate elements (expiration

time, key size, common name etc.). Once saved, you can view certificates that are part of this group, and individually
scan groups.

b Glopalsigh:
- € Groups reate grou ‘ GlobalSign.

_ Run scan now CMONTERNE TGP
o . Group match Al - of the following conditions: A 20, 2020 ECC 384 Vi
A — o o .

= a0 .20 E o

X
+  Add condition
1 Remme
== - View certificates in the group
Creating a new group
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Discovery/Scanning - Agent

If you want to run a scan of your
iInternal networks, you will need to
set up an agent.

1. Inthe Discovery screen, click
Agents and then + Create.

2. Name the Agent and choose
your operating system.
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GlobalSign.

(o)
o GlobalSign.
SMONTERNTGRO
All Profiles

® Run Scan Now External Profiles

Internal Profiles

& Agents Create Agent

Download agent binaries

BB Dashboard Step 10f3
Groups Agents Agent Name
O Al Certificates test agent
O ECC Certs
+  Create Group Choose Your Operating System

Operation System
® Discovery
) Reports Windows
9, Tools Linux
B Support FAQ
@ Request Support
@ Settings
R Remme
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Discovery/Scanning - Agent GlobalSign.

< Agents Create Agent

3. Download the Agent to | pownioad agent binaries
your machine.

test agent
< Agents Create Agent
4. Activate the Agent ot |
' ' — Activate the agent to scan your network
Step20f3
Download agent for your 0S: i
5 [} C re ate a n I n te r n aI The agent should be able to view your internal netw Create Profile
-_— erform scans and populate your cloud inventol
- =- Download Windows agent P P by b Type of Profie
S C a n P rofl I e . Run the following command to activate your agent.
Intemal etwork
[
or use the following command 41 Copy Command
) Copy command Set Up Profile
Profile Name
)
P Range @
Profile Ports &
443,455,990 995,636,991, 3709
Schedule
(2) Schedule Scan
Stan Date Time Recuring
Wow23, 2019 o 0900 ® Daiy
() Run Scan immediately
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Reports

You can create and schedule reports
to receive information on one or

more of your certificate groups.

@ Globalsign

+ 00

A Repors

£ Remme

€ Reports

Report Details

,,,,,
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GlobalSign.

Reports will be delivered to your

email in a PDF file.

oﬁlomls.qn
L=

Test report

testing the report feature

Upcoming Expirations

Expired 74 14

By Signature Hash Algorithm By Hosts Count

.0

"1

® Sha256RSA 2-4

* Sha2S6ECDSA =
*5-10

shalRSA

®11-50
* more than 50

By Key Strength Certificate Authority

;
- Rsno o
st

13



Other Features

* CSR Decoder — Upload CSR to view more information about the request
— Paste CSR raw text
— Upload .pem file

Q

o GlobalSign.
GMOINTERNET GROUP .
CSR decoder Upload CSR details
Certificate decoder Common name estCA1
CgWwQR2XVvYmFsU21nbiBudi1lzYTARBGNVBACMC1BVCNRZbW31dGgwCQYDVQQTDAJO -

CSR generator SDCCASTWDQYJKoZThveNAQEBBQADGGE PADCCAQOCGgEBAL/SS3NIQwt TkBnabi 7P Key Size 2048
B Dashboard JtGAXMML 71 ZKw8Y 927 BWWCTKGeqOS1bC 721 r0J £8baNnhLOZRI SVIQM3CDUGUIOZ ) .
Signature Algorithm ~ SHA256 with RSA
ZoWaFARduasOYJ0Y2ZYrAWoOUS3A/ ftKybcfgco7mMudmIToqyr IUGkgxQuovgE3
S MF9rjwTx363drz7/50dLhaJVbRQ5InGz/FVSoumg6TE6ND1 1qBuS536thyw/dvY0 Country us
O Al certificates yiGjeFmlf2Wlcg/9n9U3WCITIg4Z6v1pQG3tAMPPaWiyuTELjBok+PKISirmVIpgH
Mu8kFaSxXvHEtrDk1Q520g0X15Ki LauFcz2DwpU/ S Ph7DhW010tyXk1eVIEadzG State or province NH
O Ecccerts Gp8CAWEARABTMFEGCSQGS Ib3DQEJD] FEME IWKQYDVROOBCIEIB82ALI FTPSDXAG/
+ Creato group 1vk36W6/9PEa4JY3hNgoI PEGSLEtMBUGAUAEQQOMAYCCNR1C3R] YS5b20WCwWYd —] Prtsmouth
KozIhvCNAQELA4 IBAQBFgXi6x323VyJ4F+/TPVE3Dg70ECTD/0jWoousRTeJquey Organization GlobalSign nv-sa
UHREU3Sp7zWNMKDAc7bszqdon90UmE3plJOz51 kBEQLE3W] AW/ GGKS2CTxABR/1g
9 biEmEy cV7gYobfKG57d1bpfgKsbzQg2] 7F5vM/ 0QSBNUE 4uJ6H8WhwVOoDi F23kwaGib57
o Reports rjb8MUqUZz2zvgDQrggKV5SdNEQKSn+Ns2cix4tS6/8np6hX1818TAsIzgxnlt2/0N Subject Alternative Names ~
OhGAXGhWGEDDPpPS+eSY7DTKRVM1qg0hXRbeM1C3 fpPO24hHehV41 FOgHWL 5 TTE+T+
DNS testca.com

% Tools Q3RP41/5g] zQ+/5XQMERO4Z5SixMErr¥czgttcda

Copyright© 2019 GlobalSign. Confidential & Proprietary. All rights reserved. 14



Other Features GlobalSign.

* Certificate Decoder — Upload public key to view more information about the
certificate

— Paste public key raw text @ lobaision.
b i Globalsign
— Upload .pem file e
. @ 3418daysien
5 Self Signed

o Certificate details

o =
Common name GlobalSign
Issuer GlobalSign
Key Algorithm sa

2 Key Size 2048

4, Tool:
Signature Algorithm  sha256RSA
SHA256 Thumbprint cbb522d7b71127ad6a0113865bdf 1cd4 10267d0759af635a7c#4720dc063.
SHAT Thumbprint DOOBS61148F01CT7CE4578C10026DF 5B856976AD
Soral 04000000000121585308A2
Organization GlobalSign
Organizational unit  GlobaiSign Root CA - R3

Issuer details

Common Name. GlobalSign
Organization GlobaiSign
Organizational unit  GlobaiSign Root CA - R3

R Remme
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GlobalSign.

Other Features

@ slobaisign.
* CSR Generator — Generate a CSR to g SR croation
Initiate new certificate issuance (n ot : e e e
through CIT) )
— Enter basic information about the f
certificate and then click Generate.
— Information entered here will not be
saved or retrievable elsewhere in the
tool.
R Remme

Copyright© 2019 GlobalSign. Confidential & Proprietary. All rights reserved. 16



Other Features GlobalSign.

e Search Bar

— Basic search shows where and how many times your keyword appears in your
portal

— Advanced search is similar to Inventory Group creator

O, test
O, test o
== Advance d
Basi X -
Group match All v of the following conditions:
test 6 certificate(s) +
first test scan Scan Profile 4+ Add condition
“ .
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GlobalSign.

Other Features

» Archive Certificates

— Archiving certificates
removes them from your - - 3 R

RSA 2 sha256RSA  Basic [ Expired
Inventory and mutes T
expiration notifications e s o em

— Archiving certificates
removes them from report
resu ItS adfs giot om Oct 19, 2020 RSA sha

— |If the certificate is
renewed or added = :
manually to CIT, it will , et et st o QT
reappear in Inventory and
reports, and notifications
will resume.

Valid
S RSA EV alid
RSA 2043 sha256RSA Basic Valid Datts
2048 sha25i ic Valid
Scan profiles where found
v i

sha256RSA

Certificate chain

Giobalsign Root cA (2D
Jan 28, 2028

GlobalSign Organization Validation CA - SHA256 - 62 (LD
110 Fob 20, 202

Subject Alternative Names.

CRL Distribution Points
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Questions? Problems? GlobalSign.

* FAQ Articles: https://faq.cit.globalsign.com/

 GlobalSign CIT Support Page:
https://support.globalsign.com/customer/portal/articles/2983266

* GlobalSign Sales Rep
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About GlobalSign

GlobalSign is the leading provider of trusted identity and
security solutions enabling businesses, large enterprises,
cloud service providers and IoT innovators around the

world to secure online communications, manage millions
a n yo u of verified digital identities and automate authentication
and encryption. Its high-scale Public Key Infrastructure
(PKI) and identity solutions support the billions of
services, devices, people and things comprising the

Internet of Everything (I0E).

O GlobalSign.
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