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Abstract—The DoD is increasingly employing agile methods
in efforts to rapidly produce software. However, the specific
domain of agile methodologies as applied to the sustainment of
embedded systems remains in need of further research. One
initial area examined here is the relationship between agile
principles and the policies and practices used by DoD
sustainment organizations. It is shown that current sustainment
policy for the Air Force Sustainment Center is compatible with
agile principles. Challenges specific to sustainment operations
can be resolved through careful consideration of the scope and
organizational levels at which agile principles and practices are
implemented.
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I. INTRODUCTION

The need to deploy software at a faster pace is acutely felt
within the military aerospace community. At the 2019 Air
Force Association’s Air Warfare Symposium, assistant
secretary of the Air Force for acquisition, technology and
logistics Dr. William Roper noted that the Air Force must be
capable of updating the software rapidly if it hopes to “win”
[1]. A year prior at the Air Force Information Technology and
Cyberpower Conference, Secretary of the Air Force Heather
Wilson spoke of the need to modernize processes to enable the
Air Force to deploy new technologies at a rate that can keep up
with what our adversaries are achieving [2]. For the past
decade, the United States Department of Defense (DoD) has
looked toward agile methodologies as a means of rapidly
developing and fielding new software capabilities. The term
“agile” has come to refer to a software development culture
centered around collaborative, cross-functional teams that work
closely with customers and end users to define requirements as
the product evolves.

Several reports have examined not only the applicability of
agile practices within the defense sector, but also the types of
programs that are suited for agile practices. In the past, certain
programs have demonstrated successful adoption of agile
practices within the defense sector. These programs largely
focused on new development of standalone, support products
rather than existing, operational aircraft products.

One area within the DoD that still struggles with adopting
agile methodologies is the software sustainment segment.
Unlike the development of new products, software
sustainment
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deals with maintaining, updating, and modernizing existing
aircraft software. In the context of sustainment, major design
and architectural decisions for the software have already been
made, often decades prior, and cannot easily be recreated to
align with modern software practices. Moreover, modern
software development tools and environments cannot easily
interface with these legacy software systems. Further
complications are due to the mismatch between the traditional
overarching DoD sustainment processes and versus the
philosophy behind agile software practices.

Even putting aside agile practices, overlaying the
traditional DoD  sustainment process onto software
maintenance has resulted in unattainable expectations on the
management and performance of DoD software teams. To
understand the difficulty in applying the traditional DoD
sustainment process to maintaining software, consider first a
scenario in which the traditional process actually works well.
Specifically, suppose the landing gear on an aircraft breaks; in
this situation, the maintainers can generally plan and accurately
estimate how long that aircraft will be down to replace the
necessary parts of the faulty landing gear assembly. In contrast,
if a cockpit display unit incorrectly displays an error message
when the landing gear extends, the root cause could be any
number of software problems, e.g., a bug in the graphics,
improper condition handling, or incorrect interpretation of the
requirements in code. Without knowing the root cause up front,
however, it is nearly impossible for the software maintenance
teams to accurately plan and estimate when the issue will be
fixed. For these reasons, the software sustainment community
faces extra challenges to achieving the speed and quality
espoused by DoD programs that have successfully employed
agile approaches in other contexts, e.g., for new and/or
standalone software platforms.

This paper will explore how agile methodologies could be
implemented within the DoD sustainment process. In the
following section, basic definitions of DoD Acquisition and
Sustainment are provided, as well as an overview of the Agile
software development process. A survey is then provided to
examine the ways in which agile methods have been utilized
for the development of DoD software, including some specific
case studies. Key similarities and differences between the DoD
programs that have demonstrated success with developing
software using agile methods are explored. Also examined are
the challenges other DoD programs face with the
implementation of agile methods towards understanding key



characteristics of successful application. An analysis of the Air
Force Sustainment Center’s management system, Art of the
Possible (AoP) [3], is reviewed to demonstrate the challenges
of integrating the DoD’s agile efforts with its software
sustainment operations. Through a synthesis of existing ideas
in the literature, new insights are provided for how agile might
be effectively applied to software sustainment programs.
Finally, areas for further research and investigation are
identified.

II. BASIC DEFINITIONS

A. DoD Acquisitions and Sustainment

The term “acquisition” has multiple meanings within the
DoD. Big “A” Acquisition refers to the overall lifecycle
management strategy for a capability or platform [4]. This is
the process DoD professionals use to evaluate the feasibility of
a system that encompasses all planning, budgeting, and design
activities from initial conception through system disposal [4]
[5]. Little “a” acquisition more specifically refers to the phases
of technical development and deployment, corresponding to
the Systems Acquisitions phase shown below in Fig. 1 [5].
Furthermore, the Sustainment phase covers all activities that
occur after deployment to maintain the readiness and
operational capability of a system, subsystem, or component
until that system reaches end-of-life [5].
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Fig. 1. The big “A” Acquisition process [5]

As shown in Fig. 1 [5], Sustainment is synonymous with
the Operations & Support phase of the Acquisition process.
This is the specific phase of software work that is referred to
throughout this paper. Software sustainment is primarily
concerned with addressing safety and critical operational-
degrading issues such as interoperability concerns, computing
resource  utilization = improvements, cyber  security
vulnerabilities, knowledge loss, version support, and
obsolescence [4]. The rapid pace of software technology
advances makes these issues increasingly pressing concerns for
the software sustainment community.

B. What is Agile?

The term “agile” has become an umbrella for iterative
software development practices and cultures that focus on
providing value to the customer through close collaboration
and feedback. Agile encompasses a variety of software
development practices that, in some cases, pre-date the formal
definition. Agile was first codified as a singular ideology in
2001 with the Agile Manifesto [6]. It is built around four core
values - individuals and interactions over processes and tools,
working software over comprehensive documentation,
customer collaboration over contract negotiation, and
responding to change over following a plan [6]. These values

are further supported by twelve principles [6]. The original
goal of agile was to create an alternative to the traditional
“waterfall” processes of software development which were,
and still are, plagued by an inability to accommodate changing
requirements and an over-reliance on strict adherence to a
schedule and budget to prove project success [7]. Rather than
relying on strict adherence to a plan that often gets developed
before any of the analysis or design work has been
accomplished, agile software development emphasizes rapidly
responding to changing requirements and customer feedback to
measure the overall success of a project. Agile, as defined by
the Agile Manifesto, is first and foremost a mindset and
culture. It is a system of ideas and ideals which form the basis
of a software development environment [8]. To delineate itself
from traditional thinking, the agile manifesto’s values and
supporting principles guide followers toward creating a truly
people-centric environment, both for the customers and for the
developers [6].

Because it is open to interpretation, several
“methodologies” have since been formalized and marketed to
help teams turn the agile philosophy into practice. The most
widely used of these methodologies for individual teams are
Scrum and various Scrum Hybrid models [9]. Scrum was
created to develop and manage products using timeboxed
iterations called sprints. Each sprint contains a series of formal
events — sprint planning, daily scrum, sprint review, and sprint
retrospective [10]. Scrum also defines specific roles; the
product owner focuses on producing value for the customer,
the scrum master focuses on supporting the prescribed Scrum
events and helping the team understand the framework, and the
development team focuses on getting the work done [10].

For scaling agile to a team-of-teams or enterprise, the
Scaled Agile Framework (SAFe) is the leading methodology
[9]. SAFe applies agile to large teams and businesses by
drawing upon Lean tenets and systems thinking [11]. There are
four different implementations of SAFe: Essential, Large
Solution, Portfolio, and Full [11]. It is expected that an
organization determines its implementation based on the
complexity of the products or solutions they are delivering
[11]. Similar to Scrum, each level of SAFe also contains
dedicated roles and specific events. Rather than sprints, SAFe
relies on release trains to be the anchor [11]. There are several
more defined roles and artifacts that can be found within the
SAFe methodology [11].

Although many refer to Scrum and SAFe as methodologies,
they are classified as frameworks by their creators [10, 11]. In
context, frameworks are designed to provide just enough
guidance toward a preferred method of doing things without
becoming so rigid they become prescriptive [12]. By contrast,
methodologies are intended to address specific problems using
defined methods and processes [13]. It is tempting to think that
the inherent flexibility of frameworks makes them easy to
follow; however, the reality is that this flexibility requires more
discipline than teams or their leadership might initially assume

[7].



III. AGILE WITHIN THE DOD: A SURVEY

Discipline and strict adherence to processes are common
within the defense community and culture. As an extension,
standardization has been widely adopted to reduce costs and
improve efficiency [14]. What this means in practice is that
once a particular component, criteria, or process has been
selected, it is then applied to as many situations as possible.
This is true for software as well. Until very recently, the
instructions and regulations governing software efforts were
predicated on processes developed for the hardware domain. It
was assumed, at least implicitly, that software, like hardware,
was developed from set and stable requirements, procured only
after these requirements were met, maintained via block
updates, and upgraded by repeating this process linearly, i.c.,
according to the waterfall method [7]. However, unlike
physical hardware artifacts, software is a constantly evolving
product and what has traditionally worked well for hardware
production has proved to be costly and slow when producing
software for military aerospace use [7].

As operational platforms become increasingly defined by
and dependent upon software, and as our operational
competitive advantage has diminished, the DoD has recognized
that the processes for acquiring, developing, and maintaining
software-intensive systems need to change and has sponsored
several reports on the subject of agile software development. In
fact, the Defense Innovation Board’s Software Acquisition and
Practices (SWAP) study points out that the DoD has been
investigating its software capabilities and requesting
recommendations for improvement since 1982 [15]. Within the
last decade, several reports have come out to address specific
concerns and recommendations for supporting and adopting
agile practices. The surveyed reports fall into two major
categories: agile acquisitions and the general applicability of
agile practices within the DoD environment. Seventeen of the
twenty-nine reports surveyed here focus on agile acquisitions
[15 - 31]. The remaining twelve more broadly address adapting
agile practices to the DoD environment [7, 32 - 42].
Collectively, these twenty-nine reports generally find that: 1)
agile can and should be applied to DoD software programs
after careful consideration of the work and its environment [18,
29, 36, 37]; ii) perceived barriers such as the formal acquisition
policy, guidance, and CMMI®' requirements can be overcome
[17, 19, 22, 25, 26]; iii)) communication and culture remain
barriers to successful adoption of agile [20, 32, 34, 35]; and iv)
having an understanding of what needs to be done is not a
barrier, rather, a fundamental challenge is a matter of putting
known previous recommendations and lessons learned into
action [7, 15, 24, 28. A few reports surveyed include
descriptions of benefits, challenges, and lessons learned from
applying an agile framework to specific case studies [16, 39,
40]. Of the case studies covered, three were for IT systems [16,
40], and one focused on the objective of meeting contractual
milestone requirements outlined in acquisition policy and
guidance rather than the technical details of the project [39].

! Capability Maturity Model Integration (CMMI)® is an appraisal system
intended to find strengths and weaknesses within an organization’s processes.
https://cmmiinstitute.com/cmmi

The DoD has made headlines within recent years for
successful agile programs. Perhaps the most notable of these is
the Air Force’s Kessel Run program. Kessel Run was initially
focused on addressing inefficiencies within the Air Operations
Center (AOC) weapons system that oversees most combat
airpower in the Middle East [43]. This system is comprised of
a series of applications and other computer functions that allow
Airmen to coordinate the deployment of aircraft for combat
operations [43]. Prior to the Kessel Run project, this
coordination had taken place on whiteboards and excel
spreadsheets [44, 45]. In just four months, the Kessel Run team
developed and fielded a new app, JIGSAW, to replace the
tanker planning piece of the operation [44, 45, 46]. The team
was able to accomplish the development of a new app so
quickly by rethinking how software acquisition takes place and
employing an iterative, agile approach to requirements and
software development [43, 44]. The Kessel Run team has since
expanded and developed additional applications for the AOC
[44]. A separate team called Mad Hatter is following the
example set by Kessel Run, its parent unit, to address
maintainer complaints with the F-35 Autonomous Logistics
Information System [47].

Kessel Run may be one of the most visible agile success
stories within the Air Force, but a recent report from the
Government Accountability Office (GAO) found that, across
the DoD, 22 major defense acquisition programs (MDAPs) and
7 major IT programs reported using agile software
development methods [30]. The MDAPs surveyed cover a
wide range of systems including training systems, mission
systems for air, land, and sea, weapons systems, unmanned
aircraft systems, battle management systems, and software for
entirely new platforms [30]. The surveyed IT programs cover
both business and nonbusiness services such as logistics,
human resources, and information security [30].

Although there appears to be a diverse range of programs
applying agile principles, there are two important factors to
note here. First, almost none of the projects discussed in the
case studies deal with embedded systems, defined as software
components that function within, interface with, and often
control larger hardware systems [15]. This would include
software for weapon systems, mission systems, avionics, and
battle management. Secondly, it is noted that broad
representation of embedded systems exists across the agile
MDAPs reported in the GAO assessment; however, these
programs are in the Systems Acquisitions phase; not the
Sustainment phase (refer to Fig. 1). Only two of the surveyed
reports discuss how agile principles could be applied to
programs in the Sustainment phase of their lifecycle. Recall
that when a program enters sustainment, the product has been
initially fielded — meaning requirements are fixed, architecture
has been defined, the computing environment is set, and any
major structural or functional changes to the baseline software
will require a new acquisitions effort. Furthermore, a
contractor is typically in control of the baseline software and
receives support from government developers. The intersection
of agile embedded systems and agile Sustainment is sparsely
represented in DoD sponsored reports and is an area that
desperately needs more attention.



IV. IS THE ART OF THE POSSIBLE AGILE?

The Air Force Sustainment Center (AFSC), just one of
many DoD sustainment organizations, has very clear direction
regarding how its workload is to be managed. This guidance is
provided through a handbook known as the Art of the Possible
(AoP) [3]. When we consider applying agile principles and
practices to DoD sustainment programs, these circumstances
present challenges that can be solved with careful
consideration and application of the agile philosophy. To
explore possible avenues for incorporating agile principles into
sustainment operations, the AoP Handbook [3] is examined in
this section. The AoP describes, generally, how the AFSC has
been doing business since 2012 [48]. Historically within the
Air Force, fielded platforms and systems were overwhelmingly
hardware-defined. Furthermore, and as stated previously,
process standardization is a highly valued and common
practice within the DoD. Increasingly, as fielded platforms
evolve and are modernized to include software-enabled
functionality, the AFSC maintenance groups are tasked with
not only maintaining mechanical subsystems such as engines
and landing gear, but also new and evolving software-centric
subsystems. Sustainment processes that were originally
developed in response to maintenance requirements associated
with hardware-centric subsystems, e.g., engines, have become
the de facto standard for software-centric subsystems as well.
The AoP is a management strategy predicated on the ideas that
AFSC processes are: “machines” with predictable results; that
these machines apply to all sustainment center activities; and
that speed, cost reduction, and quality result from tight and
disciplined control of these process machines [3].

Like the Agile Manifesto, the AoP is centered around a set
of core tenets: leadership model; radiator chart; establish flow;
identify work in progress (WIP); identify constraints; and
resolve constraints [3]. The leadership model focuses on
developing strong leaders and skilled, motivated employees to
perform the work. The radiator chart is a visual tool used to
convey the intricacies of how all the tenets of AoP come
together. Establishing flow and identifying WIP speak to how
the AFSC efficiently manages workload. Identifying and
resolving constraints describe the importance of finding
process inefficiencies and working together to remove them.
The main ideas behind the AoP tenets can be directly linked to
agile values and principles. The leadership model aligns with
the Agile Manifesto’s value of individuals and interactions and
principles of building projects around motivated individuals
and self-organizing teams [6]. The agile value of producing
working software and the principle of delivering that software
frequently require that work move through the process as
efficiently as possible so that functional software can be
rapidly released [6]. Addressing constraints is part of the agile
principle of regularly reflecting on how to become more
efficient and adjusting team behavior accordingly. While the
radiator chart does not inherently map to any one Agile value
or principle, it does provide a succinct all-encompassing
representation of AoP; similar to how the Agile Manifesto
defines agile in a concise manner.

Even though the main themes of the AoP accommodate the
Agile Manifesto, there are a few points that present challenges
to employing agile principles and methods. First, agile strictly

targets software development while the AoP aims to cover all
manner of AFSC processes. This is not insurmountable, but
rather indicates a difference in scope and intended
applicability. Additionally, agile teams are driven by customer
needs and product requirements whereas AoP rests heavily on
organizational leadership to move the enterprise forward.
When taken literally, the idea of process “machines” that
produce predictable results is in direct conflict with the agile
principle of embracing change. Again, this can be resolved by
careful consideration of scope. Agile can accommodate change
within the software development process whereas AoP can be
used to stabilize the surrounding processes.

Finally, a major component of completing any work within
the DoD is periodically reporting on the status of that work in
terms of schedule and cost performance. Both the Agile
Manifesto and AoP advocate for transparent, visual
representations of project status but they rely on different
metrics to convey this [3, 6]. The stated goals of AoP are to
complete work faster and cheaper, i.e., according to schedule
and cost metrics, without sacrificing quality [3]. In contrast,
both the Scrum and SAFe frameworks emphasize that the
primary metrics of success are customer satisfaction and
quality [10]. Perhaps one of the more entrenched difficulties in
reconciling the Agile Manifesto and AoP are the nuanced
realities of culture and environment within which they are
utilized. Reciting succinct core values, principles, and tenets
can result in an oversimplification of how both ideologies are
actually realized in practice.

V. LINKING AGILE AND SUSTAINMENT

Particularly within software sustainment, a creative
interpretation of management strategies such as the AoP must
be utilized to successfully implement its values as much of the
language refers to hardware and business processes. A prime
sticking point in many hardware-turned-software processes is
the idea that stability leads to predictability. Predictability to
the DoD sustainment community traditionally means knowing
the expected cost and schedule of a process prior to initiating
any work through that process. An agile proponent would
argue that each software change or additional function is
unique and therefore cannot be predictably scheduled or
budgeted. Resolving this discrepancy comes down to a matter
of perception and the scale to which it is being applied. Each
software change has unique requirements and specific design
considerations. It is not feasible to predict the time and cost of
each specific change. However, the process utilized in
completing each change is indeed the same. Thus, over time,
accurate average schedule and cost estimates (for a number of
changes) could be produced while also having high confidence
in the quality of the end product. After all, a process ensures
consistency in the work performed, not uniformity of the
products produced.

When incorporating agile into DoD software sustainment,
careful consideration of the scope and scale at which it is
applied is important. AoP principles can be used at a macro
scale to predict the cost, schedule, and quality of a software
release containing several individual changes. This would
encompass mostly workflow at the enterprise level. These
principles should not be used to make the same predictions at



the micro scale of individual software modifications or to
predict the exact set of changes to be included into the overall
software release. Workflow processes at the micro level are
predominantly owned by the development team. Agile
principles and metrics should be utilized for predictions at the
micro level and define the change contents of the release.

Over time and with close monitoring of the agile software
development process, constraints at each level will become
visible and can be addressed while maintaining alignment with
both AoP and agile principles. These constraints will appear
differently when utilizing agile frameworks and tools
compared to using AoP practices. Teams operating under AoP
may simply calculate the amount of work in progress and
associated flow days to show a process constraint; a traditional
numerical representation of the constraint. Teams using agile
frameworks and tools may present a cumulative flow diagram
to show constraints; a graphical representation of the
constraint. It is important to utilize appropriate methods for
workflow predictions and the proper set of principles at both
the micro and macro scale. This will be unique for each
organization and dependent upon the type of software work
being performed. It is equally vital that clear communication of
how the micro scale agile workflow processes relate to
traditional processes used at the macro level. Enterprise
leadership needs to understand and embrace how the
development team’s agile measures influence the overall status
of the release. In turn, development teams need to understand
and appreciate how traditional metrics can be impacted by
agile workflow measures. Not only will this communication
facilitate identifying proper, relevant data to use for cost and
schedule estimates, it will also provide a full picture of the
health of the software effort at all levels. As mentioned
previously, changing the culture is a frequently encountered
barrier to utilizing agile principles within the DoD. When the
entire  software sustainment organization collectively
understands how to relate and translate agile principles and
metrics to traditional principles and metrics, a common
language and understanding can then be established and used
to initiate a shift in culture.

To bolster a culture shift, lessons from past studies and
from the acquisition community should be used, where
applicable, within software sustainment organizations.
Sustaining software is a perpetual development process. Each
software upgrade or release must go through many of the same
processes as new acquisitions programs: technology readiness
reviews, developmental and operational testing, and field
certification to name a few. Therefore, much of the information
gathered for the acquisition program offices on how to
incorporate agile into these requirements should be shared
with, and taught to, the sustainment program offices. Software
developers working for a sustainment organization must
convey the importance of modernizing legacy software for use
with modern tools and infrastructure to the program office and
to the end wuser. Without upgrading the development
environment, much of the limitations in speed reported by the
teams will be due to the inefficiencies inherent in using legacy
software development tools and environments. This is even
more challenging given that not all sustainment organizations
are co-located with their program offices or end users. In these

cases, it is vital that sustainment program offices and program
end users dedicate personnel to interface regularly with the
development teams. Organizations that support the software
sustainment effort need to buy-in to agile for it to succeed as
the new way of producing software.

Furthermore, in organizations as large as the Air Force or
DoD, it is imperative that those involved in making the
transition to agile software development recognize that it is the
philosophy behind agile that must spread to all levels of the
organization, whereas agile practices should be utilized only
for the teams and levels which require them. The Agile
Manifesto is clear about the driving ideas behind agile
frameworks like Scrum and SAFe. These frameworks can be
tailored so long as the motivations behind them remain aligned
with the values and principles of the Agile Manifesto. As many
of the regulations and policies for sustainment organizations
like the AFSC often stem from wider Air Force or DoD
guidance, flexibility with specific agile frameworks and
practices is key.

VI. SUMMARY AND FUTURE WORK

This paper is an initial, and by no means exhaustive,
effort to consolidate information published on the subject of
incorporating agile methodologies into the DoD software
sustainment environment. For this reason, the reports surveyed
are either sponsored by the DoD or relate specifically to DoD
programs reportedly using agile methodologies. Additional
academic sources and studies on the subject need to be
explored further. Additionally, this paper draws heavily upon
Air Force programs and processes as an insight into DoD
sustainment operations. An examination of sustainment
organizations within other DoD branches should be pursued.
Software sustainment as it relates to sectors such as the
automotive industry or health care systems may yet provide
additional insights and recommendations that can be adopted
for applying agile to DoD software sustainment and should be
researched further. Lastly, this paper has demonstrated a lack
of published information on the application of agile processes
to DoD software sustainment of embedded systems. Surveys,
interviews, and case studies of specific DoD software
sustainment organizations and programs that are transitioning
to agile software development processes should be carried out
in the future. An extension of this should be to study potential
challenges facing an agile software program as it shifts from
the Systems Acquisition phase to the Sustainment phase.
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