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You don’t have to be
the target to be a
victim



CHALLENGES FACING INDUSTRIAL
INFRASTRUCTURE

IT/OT Convergence Skills Gap Vulnerability Inflexibility
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INDUSTRIAL CYBER RISK EQUATION
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Vulnerabilities Threats Consequences
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ICS-Focused Campaigns, Attacks, Frequency
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ICS THREAT VECTORS
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Priority is availability

Architectures are
proprietary

End-points are
heterogeneous, task
specific with long
lifespans

Outcomes are physical
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OT vs. IT

Priority is
confidentiality

Architectures are
ubiquitous

End-points are of

homogenous, multi-

purpose with short
lifespans

Outcomes are digital
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BEFORE DURING

Identify Protect Detect Respond Recover

NIST cybersecurity framework | Rockwell
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Architectures Overview
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Networking Standards

IT Core Switch
Enterprise Zone: Levels 4-5 ] and Firewall
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Industrial Zone: Levels 0-3
Level 3 — Site Operations oT climmpre: Switch

Level 2 — Area Supervisory Control

Level 0 - Process -
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Build a Secure Network Infrastructure - IDMZ

Enterprise Zone: Levels 4-5 [}
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Industrial Zone: Levels 0-3 :
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Industrial Demilitarized Zone (IDMZ)

Level 3 — Site Operations

Level 2 — Area Supervisory Control

Level 0 - Process -
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i . Rockwell Automation and Cisco
Segmentation and Best Practices Converged Plant-Wide Ethernet
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Asset Management
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Patch Management

Plant WSUS
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Authentication and Authorization

Security Services
Plant WSUS

Active Directory

Secure Remote Access
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Computer and Endpoint Protection

Security Services

Plant WSUS
Active Directory

Secure Remote Access

¢ O\ Microsoft Patch Release

B RA Azure WSUS
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Anti-Virus - Anti-Maiware S Application Whitelisting
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Threat Detection Services
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Threat Detection Platform -r——r

Security Services
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Anti-Virus — Anti-Malware - Application Whitelisting
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A PROACTIVE APPROACH TO INDUSTRIAL NETWORK & CYBER SECURITY

NIST Attack Continuum
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BUILD A SECURE, ROBUST, FUTURE-READY NETWORK FOR YOUR CONNECTED ENTERPRISE

Qualified Patch C\ Remote Monitoring and
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Management 1 Administration Services
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Vulnerability and incident Handling

Risk Assessments, DESIGN Q en) Fia330nse

ICS Security Zone and fﬁl.i. Incident Response and Disaster

Countermeasure Recovery Planning Services

Deployment
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LISTEN.,

THINK.
SOLVE:

mm Questions?

n E m D E Connect with us.

www.rockwellautomation.com
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