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CYBER LAWS:
SECURE DIGITAL TRANSFORMATION

| Kiran Bettadapur S. |
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TIMELINE

 1969: 
ARPANET

1960s 1970s 1980s 1990s 2000s 2010s

 FTP &  

TCP/IP

 ETHERNET

 E-MAIL

 TELNET

 RESEARCH 

INTERNET

 WWW

 ENTERPRISE 

NETWORKS

 E-COMMERCE

 SEARCH 

ENGINES

 SOCIAL 

NETWORKS

 ONLINE ADS

 ONLINE 

STREAMING

 VOIP

 TELE-

CONFERENCING

 S.A.S / CLOUD

 VIRTUAL REALITY

 ONLINE GAMING 

 CONTENT 

DELIVERY 

NETWORKS

 WEB ANALYTICS

 MACHINE 

LEARNING

 M-

COMMERCE

 A.I.

 WEB 3.0 / 

BOTS

 I.O.T.
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INTERNET WORLD
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INTERNET TRAFFIC



CLOUD… I.O.T… 

SMART… BOTS… A.I… VIRTUAL

SOCIAL APPLICATIONS

E-COMMERCE 

& 

E-GOVERNANCE
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INTERNET USE

INFORMATION 

EXCHANGE
✓ P-C-D

✓ Transaction:        

1-1-1

✓ P-C-D

✓ Transaction:        

1-m-1

✓ P-C-D

✓ Transaction:        

m-m-1

✓ P-C-D

✓ Transaction:        

m-m-m

COMPLEXITY

BARRIER-, BORDER-FREE



10/2/2017 6

ISSUES

LEGAL ISSUES ON DIGITAL 

PLATFORMS

✓ JURISDICTION

✓ CYBER CRIMES

✓ FREEDOM OF 

SPEECH

✓ PRIVACY & DATA 

PROTECTION

✓ EVIDENCE & 

FORENSICS

✓ E-CONTRACTS

✓ AUTHENTICATION 

METHODS

✓ TAXATION

✓ ONLINE 

PAYMENTS

✓ CONSUMER 

PROTECTION

✓ CONVERGENCE

✓ ISP LIABILITY

✓ SURVEILLANCE 

POWERS

✓ INTELLECTUAL 

PROPERTY

✓ DISPUTE 

RESOLUTION
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CYBERCRIME

C Y B E R C R I M E 

T Y P E S

AGAINST PERSONS:
✓ IDENTITY THEFT

✓ INFORMATION 

THEFT

✓ DEFAMATION

✓ CYBER THREATS, 

BULLYING & 

STALKING

✓ FORGERY

✓ HARASSMENT

✓ E-MAIL SPOOFING & 

SPAM;

✓ PHISHING

✓ CHILD SOLICITING

AGAINST PROPERTY
✓ DENIAL OF SERVICE 

✓ MALWARE: Viruses, 

Trojans, Worms, Mail 

Bombs, Ransomware 

✓ CYBER SQUATTING

✓ HACKING

✓ SALAMI SLICING (PENNY 

SHAVING)

✓ CREDIT CARD  FRAUD

✓ IP CRIMES: Software 

Piracy; IP Violations 

(Copyright, TM, etc.)

AGAINST 

GOVERNMENT:
✓ SALE OF ILLEGAL 

ITEMS: WEAPONS, 

WILDLIFE, DRUGS

✓ CYBER WAR & 

TERRORISM

✓ CHILD 

PORNOGRAPHY

✓ ONLINE GAMBLING

✓ SECURE SYSTEM 

HACKING

✓ ONLINE ESPIONAGE
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JUDICIAL FORUM

J U R I S D I C T I O N

MEANING:
✓ POWER TO 

ADJUDICATE

─ SUBJECT MATTER

─ PERSONAL OR

TERRITORIAL

─ PECUNIARY

PRE-REQUISTIES:
✓ PRESCRIBE

─ APPLICABILITY

─ POWER / PRIVILEGE 

TO APPLY LAWS 

✓ ADJIDICATE

✓ ENFORCE

JURISDICTION TO 

PRESCRIBE
✓ FOREIGN RELATIONS 

LAW OF THE U.N.,1987 

─ Territorial Principle: Act   

within territory

[wholly or great part]

─  Effect Principle: Act 

outside territory &

substantial impact within

─ Nationality Principle: 

Status 

of person or things within

─ Protective Principle: 

Pertains 

to activities, interest, 

status  

or relations of its 

nationals….

Or,… acts of non-nationals      

JURISDICTION TO 

ADJUDICATE:
✓ ADJUDICATE POWER

… NOT PRESCRIBE

✓ VICE-VERSA

JURISDICTION TO 

ENFORCE:
✓ Ex-Parte Judgment

✓ Enforcement of Decree?

✓ Section 13 of CPC:-

Judgment Valid, unless...

─ No competency

─ Not judged on merits

─ Obtained by fraud

─ Violated natural justice

─ Incorrect int’l law view
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DISPUTE RESOLUTION

- Third-Party Involvement... MORE MANDATORY

- Procedure Oriented... NO FLEXIBILITY

- Matters Public... NO CONFIDENTIALITY

- Cost / Time / Effort... GOES UP

- Outcome / Award Binding... LOSS OF CONTROL

LESS MORE

1. NEGOTIATION

2. MEDIATION

3. CONCILIATION

4. ARBITRATION

5. LITIGATION

- Inquisitorial

- Adversarial

- ONLINE
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VALID CONTRACT

 Free Consent

 Parties 

Competent to 

Contract

 Consideration 

= Lawful

 Not Expressly 

Declared Void

 Statutory 

Requirement: 

Contract in 

Writing, e.g., 

MOA, Trust, Sale 

Deed

 Witnesses: 

Registration Act

$
AGREEMENT:

─ OFFER

─ ACCEPTANCE

─ CONSIDERATION
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“Thank You!”


