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Purpose of this Guide 

This guide is intended for users of the Reporter. The purpose of this guide is to help step you 

through the Remote Data Collector installation, the set up of the automated scanning and data 

collection process, and the downloading and use of scan data by both Network Detective and 

the Reporter Appliance. Additional guides include the Network Detective, Reporter, and Client 

Connector.   This guide is designed to be used in conjunction with these other supplementary 

guides.  

System Requirements 

The following is a list of computer and software system requirements that are necessary to 

operate the Remote Data Collector: 

Remote Data Collector installation System Requirements 

1) Subscriptions to the Reporter Appliance, the Client Connector (is included with 

Reporter), and any Network Detective Assessment modules relevant to the assessment 

reports you want to run. 

2) A computer connected to your client’s WMI enabled network running Windows 7, 8, 

8.1, or 10. 

3) Microsoft Base Security Analyzer (MBSA) – Optional. 

4) Access to the Internet. 

Remote Data Collector Installation Procedure 

To perform the installation of the Remote Data Collector, please follow the instructions below. 

Step 1 – Create or Use a Site with a Client Connector Associated with the Site 

Open the Site that is to be used with the Remote Data Collector to perform scans and collect 

Scan Data on your client’s network. 

Step 2 – Download and Run the Remote Data Collector Installer 

Visit the RapidFire Tools software download 

website at www.rapidfiretools.com/nd to 

download and run the Remote Data Collector 

Installer file.   

The Installer file is named 

NetworkDetectiveRemoteDataCollector.msi.  

http://www.rapidfiretools.com/nd
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This is an Installer program and will be run on your computer. After downloading the Installer, 

Run the Installer to start the installation process. 

Step 3 – Remote Data Collector Setup Welcome Screen 

After the Welcome Screen is displayed, select the 

Next button to continue the installation process. 

 

 

 

 

 

 

 

 

 

Step 4 – Accept the Terms of the License Agreement 

Accept the terms of the End User License 

Agreement and the select the Next button to 

continue the installation process. 

 

 

 

 

 

 

 

 

Step 5 – Select Destination Folder 

Accept the default Destination Folder location 

for the Remote Data Collector’s installation. 

Select the Next button to proceed to the next 

step. 
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Step 6 – Start the Remote Data Collector Setup Process 

Select the Install button to proceed with the 

installation and set up of the Remote Data 

Collector. 

 

 

 

 

 

 

 

Step 7 – The Installation Progress Window will be displayed 

The installation Status bar will be updated 

throughout the Remote Data Collector’s 

installation. 

 

 

 

 

 

 

Step 8 – Confirm Remote Data Collector Configuration Welcome Screen 

The Remote Data Collector setup window will be 

displayed. 

Select the Next button to proceed to the next 

step and start the Remote Data Collector 

configuration process. 
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Step 9 – Install the Remote Data Collector and Service Updater Applications 

During this step, the Remote Data Collector and 

Service Updater programs will be installed.  

Once the Installer confirms the installation of 

each program, select the Next button. 

 

 

 

Step 10 – Enter Your Network Detective User Credentials 

Enter your credentials and select the Next button 

to proceed to the next step. 

 

 

 

 

 

Step 11 – Select the Site and Connector ID 

Scroll through the list of Sites associated with 

your Network Detective account.  

To assign the Connector ID to the Remote Data 

Collector, select the Network Detective Site that 

is associated with a Client Connector. Select the 

Next button to proceed to the next step. 

 

 

Step 12 – Verify Settings and Complete Installation 

Review the Remote Data Collector’s 

configuration settings and verify they are 

correct.  

Select the Back button to correct any 

configuration issues, or select the Next button to 

finalize the setup. 
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Step 13 – Remote Data Collector Setup Completion 

After the Remote Data Collector application is 

set up, you will be notified that the Collector is 

ready for use. 

Proceed to the next section of this Guide to set 

up and schedule the various scans available 

within the Network Detective application.  
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Creating and Scheduling New Scan Tasks for Assessment Data 
Collection 

It is very simple to configure scans to be performed on a network using the Remote Data 

Collector from within the Network Detective desktop application. 

Depending on your Network Detective application subscription, the Remote Data Collector can 

be used to perform a number of scans for use by the Reporter Appliance to automatically 

generate assessment reports. These scans are the: Network Scans, Security Scans, SQL Server 

Scans, HIPAA and PCI Compliance Assessment Scans, and the Local Computer Push Scans. 

Using the Remote Data Collector, it is only necessary to go through the configuration and set 

up of a scan “task” one time per Site. The Remote Data Collector is to be used to either run 

scans on a set schedule or on-demand. 

After completing a specific scan’s task setup, the Scan Task configurations will be stored in the 

Remote Data Collector’s Scan Task Library accessible from within Network Detective. 
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Setup Phase A- Associating a Remote Data Collector with a Network Detective Site 
and Creating Scan Tasks 

After installing the Remote Data Collector, follow the steps below to verify that the Remote 

Data Collector is associated with a Network Detective Site that uses a Client Connector. 

Step 1: Verify that a Remote Data Collector is Associated with a Site 

Before creating a scan task, you will need to 

open your Network Detective Site and access the 

Site’s Properties to verify that a Remote Data 

Collector has been successfully associated with 

the Site.  

Select the  Selector to access the Site’s 

properties. Then click on the Remote Data 

Collector button to view the available Remote 

Data Collectors associated with the Site.  

 

Any available Remote Data Collectors set up for use with the Site and its associated Client 

Connector will appear within the Remote Data Collectors list. 

 

Step 2: Select the Manage Option and Create a New Scan Task 

Select the Remote Data Collector’s Manage 

option to create or edit a scan task. 
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The Manage Remote Data Collector window will 

be displayed.  

Select the Create New Task button to create a 

scan task. 

The Create Task window will be displayed. 

 

 

 

Step 3: Select a Scan Type to Initiate the Creation of a Scan Task 

Creating a Scan Task is a wizard based process 

that is easy to following. 

From within the Create Task window, you may 

select from the following scans: 

 Network Scan 

 Security Scan 

 SQL Server Scan 

 HIPAA Network Scan 

 PCI Network Scan 

 Push Deploy – Used to Perform a number 

of IT and Compliance Assessment Scans on 

Local Computers 

 Local on Remote Data Collector Computer only Scan 

To select and configure your scans, continue to the next section on the next page entitled, 

Setup Phase B - Selecting and Configuring Data Collection Scans. 
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Setup Phase B - Selecting and Configuring Data Collection Scans 

Below is an overview of the scans that can be set-up and performed using the Remote Data 

Collector and the steps to set-up the scans to be performed automatically or on-demand. 

To quickly select the instructions for the scan you want to configure, select the Link associated 

with one of the scans listed below: 

 Network Scan 

 Security Scan 

 SQL Server Scan 

 HIPAA Network Scan 

 PCI Network Scan 

 Push Deploy – Used to Perform a number of IT and Compliance Assessment Scans on 

Local Computers 

 Local on Remote Data Collector Computer only Scan 

 

Network Assessment Scan 

Configuring a Network Assessment Scan 

To create this scan task, perform the following steps: 

 

Step 1: View the Site’s Properties 

To view the Remote Data Collector(s) associated 

with a Network Detective Site, select the  

selector to access the Site’s properties.  

 

Step 2: Access the Remote Data Collector(s) 

In the Site properties window, click on the 

 Remote Data Collector button to view the 

available Remote Data Collectors.  

 

Any available Remote Data Collectors set up for use with the Site and its associated Client 

Connector will appear within the Remote Data Collectors list window. 
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Step 3: Select the Remote Data Collector’s Manage option 

Select the Manage button for the Remote Data 

Collector that you want to use to schedule or run 

a scan task.  

 

 

To create a Scan Task, select the Create Scan 

Task button. 

The Manage Remote Data Collector window will 

be displayed. 

 

 

 

Step 4: Select Scan Type 

Choose Network Scan option from the wizard 

and click the Next button. 

 

 

 

 

 

Step 5: Input Credentials 

Input administrative credentials to access the 

Domain Controller or indicate that the target 

network does not contain a Domain Controller. 
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Step 6: Select Local Domains 

Choose either to scan all Domains detected on 

the target network or to restrict the Scan to 

selected Organizational Units (OUs) and 

Domains. 

 

 

 

 

 

Step 7: Input External Domains 

External Domain names allow others to visit the 

target site and facilitate services, such as email. 

Input the External Domains here to include them 

as part of the data collection.  

Examples of External Domains include: 

 example.com 

 mycompany.biz 

 

 

Step 8: Specify IP Ranges 

The IP Ranges from the target network will be 

auto-detected and included in the scan. To 

include additional subnets input them here. 
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Step 9: Add SNMP Information 

By default, the software will retrieve data from 

devices with the community string “public.” If 

desired, define an additional community string 

(such as “private”) and enter it here. 

 

 

 

 

 

Step 10: Select the Use of MBSA 

Check Run MBSA to perform a weak password 

check.  Check Include Patch Analysis to gather 

information on missing patches (this second 

option will increase the time required to perform 

he scan). 

 

 

 

 

Step 11: Configure VMware Server Information 

Input the Hostname or IP Address and 

Credentials of the VMware Servers that you 

would like to include in the scanning process.  
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Step 12: Verify and Add Scan Task to Task Library 

Check “Send an email notification when 

schedule completes” to notify an individual via 

email that the scan task is complete. The use of 

this option is recommended as the time a scan 

takes to complete varies depending on the target 

network. 

Click on the Finish button to complete the 

scheduling of the Network Scan task. The task 

will then be displayed in the Appliance Tasks and 

Queue window. 

 

The added Network Scan task can be confirmed 

by its presence in the Task Library list 

. 

 

 

 

 

 

 

Step 13: Schedule or Run Scan Task Now 

Upon viewing the scan task, you can click on 

schedule link to execute the scan sometime in 

the future by selecting the interval (daily, weekly, 

monthly, annually, or just once) option and the 

time that the scan should be scheduled to run. 

 

 

 

 

 

When you click the schedule link, the CRON 

Builder scheduler window is displayed and is 

used to set the schedule action’s execution time.  
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When scheduling the scan, set the Time Zone, Frequency, and Time you want the Remote Data 

Collector to execute the scan and select the OK button. 

 

After selecting the OK button in the Cron 

Builder, a Pending scan task will be present in 

the Queued Task list.  

 

 

 

 

 

Using the Run Now Option 

To immediately start a scan task, select the “run 

now” option link under the Queue column. The 

run now option will initiate the scan and place 

the scan task into the Queued Tasks list for 

execution. 

 

 

 

 

To learn more about how to configure the scans related to a Network Assessment, please refer 

to the Network Detective User Guide. 

Note that the Network Assessment Reports are only available as part of the Network 

Assessment module. 
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Security Assessment Scan 

Configuring a Security Assessment Scan 

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the Security Scan option.  Select 

the Next button. 

6. Follow the prompts to set-up the 

Credentials, Local Domains, External 

Domains, IP Ranges, SNMP Information, 

Microsoft Base Security Analyzer (MBSA), 

and VMware (Optional) parameters. 

 

 

 

7. Verify the settings, set up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

8. Schedule the scan listed in the Manage 

Remote Data Collector window’s Task 

Library. 

 

 

To learn more about how to configure the scans related to a Security Assessment, please refer 

to the Network Detective User Guide. 

Note that the Security Assessment Module’s Assessment Reports are only available as part of 

the Security Assessment Module subscription. 
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SQL Server Assessment Data Collection 

Configuring a SQL Server Assessment Scan 

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the SQL Server option. Select the 

Next button.  

6. Follow the prompts to set-up the Server, 

Port, and Credentials for the SQL Server 

being scanned. Select the Next button. 

7. Verify the settings, set-up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

8. Schedule the scan listed in the Manage Remote Data Collector window’s Task 

Library. 

To learn more about how to configure the scans related to a SQL Server Assessment, please 

refer to the Network Detective User Guide. 

Note that the SQL Server Module’s Assessment Reports are only available as part of the SQL 

Server Module subscription. 
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HIPAA Compliance Network Scan 

Configuring a HIPAA Network Scan  

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the HIPAA Network Scan option. 

Select the Next button. 

6. Follow the prompts to set-up the 

Credentials, Local Domains, External 

Domains, IP Ranges, SNMP Information, 

Microsoft Base Security Analyzer (MBSA), 

and VMware (Optional) parameters. 

 

 

 

7. Verify the settings, set up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

8. Schedule the scan listed in the Manage 

Remote Data Collector window’s Task 

Library. 

 

 

To learn more about how to configure the scans related to a HIPAA Compliance Assessment, 

please refer to the HIPAA Module User Guide. 

Note that the HIPAA Module’s Assessment Reports are only available as part of the HIPAA 

Module subscription. 
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PCI Compliance Network Scan 

Configuring a PCI Network Scan 

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the PCI Network Scan option. 

Select the Next button. 

6. Follow the prompts to set-up the 

Credentials, Local Domains, External 

Domains, IP Ranges, SNMP Information, 

Microsoft Base Security Analyzer (MBSA), 

and VMware (Optional) parameters.  

 

 

 

7. Verify the settings, set up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

8. Schedule the scan listed in the Manage 

Remote Data Collector window’s Task 

Library. 

 

 

To learn more about how to configure the scans related to a PCI Compliance Assessment, 

please refer to the PCI Module User Guide. 

Note that the PCI Module’s Assessment Reports are only available as part of the PCI Module 

subscription. 
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Local Scans 

Configuring the Push Deploy Local Computer Scans 

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the Local Scans Push Deploy 

option to push scans to individual 

computers on the Network.  

Note: WMI must be available and 

operational on your network. 

Select the Next button. 

 

 

 

6. Follow the prompts to set-up the 

Credentials. 

Select the Next button. 
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7. The selection of the Local Scan Settings 

depends on the type of IT or Compliance 

Assessment Reports that you are 

generating with the Reporter. 

Select the Scan Settings to collect the 

scan data required to produce the reports 

that you want to generate. Below are the 

Scan Settings required for each 

assessment type. 

Assessment Report Type Select these Scan Settings 

Network Assessment Computer Scan 

Security Assessment Computer and Security Scans 

HIPAA Assessment HIPAA Deep 

PCI Assessment PCI Deep 

Select the Next button. 

8. Define the Remote Computer IP 

addresses for the computers being 

scanned.  

Select the Next button. 

 

 

 

 

9. Verify the settings, set up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

 

 

 

 

10. Schedule the scan listed in the Manage Remote Data Collector window’s Task Library. 

Note: The “Quick” version of this scan can be used instead of 

the “Deep” scan in order to reduce scan time. Use of the 

‘Quick” scans may result in instances of ePHI or Cardholder 

Data not being identified.  
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Configuring a Local Scan for a Computer Running the Remote Data Collector 

To create this scan task, perform the following steps: 

1. Select the Site Preferences. 

2. Click on the Remote Data Collectors Button. 

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data 

Collector window. 

4. Click on the Create Task button in the Manage Remote Data Collector window to 

display the Create Task window. 

5. Select the Local on Remote Data 

Collector Only scan option to perform a 

local scan on the computer used to run 

the Remote Data Collector.  

Select the Next button. 

 

 

 

6. The selection of the Local Scan Settings 

depends on the type of IT or Compliance 

Assessment Reports that you are 

generating with the Reporter.  

Select the Scan Settings to collect the 

scan data required to produce the reports 

that you want to generate. Below are the 

Scan Settings required for each 

assessment type. 

Assessment Report Type Select these Scan Settings 

Network Assessment Computer Scan 

Security Assessment Computer and Security Scans 

HIPAA Assessment HIPAA Deep* 

PCI Assessment PCI Deep* 

Select the Next button. 

Note: The “Quick” version of this scan can be used 

instead of the “Deep” scan in order to reduce scan 

time. Use of the ‘Quick” scans may result in instances of 

ePHI or Cardholder Data not being identified.  
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7. Verify the settings, set up an Email 

Notification to be sent once the scan is 

completed, and select the Finish button 

to create the scan task.  

 

 

 

 

 

 

8. Schedule the scan listed in the Manage  

Remote Data Collector window’s Task Library. 
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Process used to Schedule Scans and Manage Queued Scan Tasks 

Using the Manage Remote Data Collector feature, you can perform the following scan 

management actions: 

 Schedule a scan 

 Run a scan On-Demand 

 Cancel a scan 

 View scheduled scans in the Scan Queue 

 

Scan Task Library versus Scan Tasks Queue 

The Scan Task Library contains saved scan task configurations which can be run on demand or 

on a schedule to conduct IT and Compliance Assessment Scans. The advantage of the Scan Task 

Library is that the scan task configurations can be reused, run on-demand, or run on a set 

schedule.  

There is no need to repeatedly enter the same information (such as the domain controller login 

credentials or the IP Range) each time a data collection is performed using the Remote Data 

Collector.  Within the Manage Remote Data Collector window, the Queued Tasks list will list all 

of the scan tasks that are currently running or pending. 

 

Scheduling a Scan 

 

Step 1: Access the Site’s Properties 

To view the Remote Data Collector(s) associated 

with a Network Detective Site, select the  

selector to access the Site’s properties.  

 

Step 2: Access the Remote Data Collector(s) 

In the Site properties window, click on the 

Remote Data Collector button to view the 

available Remote Data Collectors.  

 

Any available Remote Data Collectors set up for use with the Site and its associated Client 

Connector will appear within the Remote Data Collectors list window. 
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Step 3: Select the Remote Data Collector’s Manage 

option 

Select the Manage button for the Remote Data 

Collector that you want to use to schedule or run 

a scan task.  

 

This action will open the Manage Remote Data 

Collector window. This window presents the 

scan Task Library and the Queued Tasks 

associated with the Remote Data Collector. 

 

 

 

 

Step 4: Select the Schedule option 

To schedule a scan, select the Schedule option 

available within a Scan Task listed within the 

Task Library. 

 

 

 

 

 

Step 5: Set the Scan Task Run Date and Time 

When you click the schedule link, The CRON 

Builder window is displayed. This window is used 

to set the scheduled action’s execution 

frequency and time.  

 

When scheduling the scan, set the Time Zone, 

Frequency, and Time you want the Remote Data 

Collector to execute the scan and select the OK 

button. 
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Please be aware that only one scan of a particular type can be executed by the Remote Data 

Collector at a given time.  

Step 6: View Scan Task Run Time 

After the schedule is set for a scan task, the entry 

for the scan task in the Queued Tasks list will 

display task’s next run time and whether or not 

the scan task is to be repeatedly run.  

Please be aware that the scans may be intensive and should be run during non-business hours if 

possible. 

 

Running a Scan On-Demand 

 

Step 1: Access the Site’s Properties 

To view the Remote Data Collector(s) associated 

with a Network Detective Site, select the  

selector to access the Site’s properties.  

 

Step 2: Access the Remote Data Collector(s) 

In the Site properties window, click on the 

Remote Data Collector button to view the 

available Remote Data Collectors.  

 

Any available Remote Data Collectors set up for use with the Site and its associated Client 

Connector will appear within the Remote Data Collectors list window. 

 

Step 3: Select the Remote Data Collector’s Manage 

option 

Select the Manage button for the Remote Data 

Collector that you want to use for running a scan 

task on-demand.  
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This action will open the Manage Remote Data 

Collector window. This window presents the 

scan Task Library and the Queued Tasks 

associated with the Remote Data Collector. 

 

 

 

 

Step 4: Select and Run a Scan Task 

To run a Scan Task that has already been set up, 

locate the task in the Task Library and select the 

run now link.  

 

 

 

 

 

 

After the scan task has been run and placed into 

the Queued Tasks list, the task will execute as 

soon as computer resources are available.  

A scan that is run on-demand will have no value 

contained within the field presented in the Next 

Run column. 

The Status of the queued task will be updated 

when the scan starts executing. 
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Cancelling a Scan 

Follow the steps below to Cancel a scheduled Scan Task. 

Step 1: Access the Site’s Properties 

To view the Remote Data Collector(s) associated 

with a Network Detective Site, select the  

selector to access the Site’s properties.  

 

Step 2: Access the Remote Data Collector(s) 

In the Site properties window, click on the 

Remote Data Collector button to view the 

available Remote Data Collectors.  

 

Any available Remote Data Collectors set up for use with the Site and its associated Client 

Connector will appear within the Remote Data Collectors list window. 

 

Step 3: Select the Remote Data Collector’s Manage 

option 

Select the Manage button for the Remote Data 

Collector that you want to access in order to 

Cancel a scan task.  

 

This action will open the Manage Remote Data 

Collector window. This window presents the 

scan Task Library and the Queued Tasks 

associated with the Remote Data Collector.  
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Step 4: Select and Cancel the Queued Scan Task 

From the Queued Tasks list, click the Cancel 

option to stop and delete the queued scan task.  

This action will only delete the scan from the 

Queued Tasks list. The scan task will not be run 

again until it has been re-scheduled or run 

on-demand.  

 

Generating Reports using the Scan Data Collected by the Remote Data 
Collector 

To learn more about how to generate Reports using the IT or Compliance Assessment scan 

data collected by the Remote Data Collector, please refer to the Reporter Appliance User 

Guide and the Network Detective User Guide. 

 


