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Purpose of this Guide

This guide is intended for users of the Reporter. The purpose of this guide is to help step you
through the Remote Data Collector installation, the set up of the automated scanning and data
collection process, and the downloading and use of scan data by both Network Detective and
the Reporter Appliance. Additional guides include the Network Detective, Reporter, and Client
Connector. This guide is designed to be used in conjunction with these other supplementary
guides.

System Requirements

The following is a list of computer and software system requirements that are necessary to
operate the Remote Data Collector:

Remote Data Collector installation System Requirements

1) Subscriptions to the Reporter Appliance, the Client Connector (is included with
Reporter), and any Network Detective Assessment modules relevant to the assessment
reports you want to run.

2) A computer connected to your client’s WMI enabled network running Windows 7, 8,
8.1, or 10.

3) Microsoft Base Security Analyzer (MBSA) — Optional.

4) Access to the Internet.

Remote Data Collector Installation Procedure
To perform the installation of the Remote Data Collector, please follow the instructions below.
Step 1 — Create or Use a Site with a Client Connector Associated with the Site

Open the Site that is to be used with the Remote Data Collector to perform scans and collect
Scan Data on your client’s network.

Step 2 — Download and Run the Remote Data Collector Installer

Visit the RapidFire Tools software download R View Dawnloads - Intemet Explorer L
Webs]te at WWW,r‘apldflr‘etoo|s,com/nd tO View and track your downloads Search downloads el
download and run the Remote Data Collector

Installer file.

NetworkDete...msi 260MB Do youwantto run or
S ammenewscom save this program? Save |~

The Installer file is named
NetworkDetectiveRemoteDataCollector.msi.

Opticns Clear list Close
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This is an Installer program and will be run on your computer. After downloading the Installer,
Run the Installer to start the installation process.

Step 3 — Remote Data Collector Setup Welcome Screen

After the Welcome Screen is displayed, select the  [E Naion Detective Remote Date Collector Sep = &
Next button to continue the installation process.

Welcome to the Network Detective
Remote Data Collector Setup Wizard

The Setup Wizard will install Network Detective Remote Data
Collector on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

Back Cancel

Step 4 — Accept the Terms of the License Agreement

Accept the terms of the End User License #  Network Detective Remote Data Collector Setup = O
Agreement and the select the Next button to End-User License Agreement

Flease read the following license agreement carefully
continue the installation process.

END-USER LICENSE AGREEMENT ("EULA") ~

The person, company or entity who has registered for an account with
Metwork Detective ("You" or "Licensee”) acknowledges and agrees that
your use of the MNetwork Detective software from RapidFire Tools, Inc.
("‘Company”), a Georgia corporation with its principal place of business

in Atlanta, Georgia, is subject to the terms and conditions of this End-
User Licensed Agreement ("EULA"). THIS EULA IS A LEGAL
AGREEMENT BETWEEN YOU AND COMPANY FOR THE Metwaork
Detective SOFTWARE PRODUCT IDENTIFIED ABOVE WHICH
INCLUDES COMPUTER SOFTWARE FOR THE Metwork Detective &

Print Back Cancel

Step 5 — Select Destination Folder

# Metwork Detective Remote Data Collector Setup = = = IEN|

Accept the default Destination Folder location Destination Folder

for the Remote Data Collector’s installation. ST
Select the Next button to proceed to the next el Nocek: Ditctvg Ressote Dat Collecss b

step.

k < Wrogren Fles (o] Ve teorkDe bt

Charnge..
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Step 6 — Start the Remote Data Collector Setup Process

Select the Install button to proceed with the
installation and set up of the Remote Data

Ready to install Network Detective Remote Data Collector Oz
Collector. :

Click Install to begin the installation. Click Back to review ar change any of your
installation settings. Click Cancel to exit the wizard.

gack || Instal | | cancel

Step 7 — The Installation Progress Window will be displayed

The installation Status bar will be updated
throughout the Remote Data Collector’s Tetalling Netwoek Detective Remote Data Collector [,__,;L
installation.

Fiome man whilt the Sop Wioerd otk hic ok Doinciove Roeois Cata Colorior .

falace:

The Remote Data Collector setup window will be
displayed.

Welcome:

Thia wizas wl i you thecuch the corligurabon of the Femete Dats Cobocsor. Keep i mind that you can use thia
ez iz re-cordigurs the Remole Daba Collector . sher b

To comples this wezard logn credsrnas [—

Select the Next button to proceed to the next
step and start the Remote Data Collector
configuration process.
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Step 9 — Install the Remote Data Collector and Service Updater Applications

During this step, the Remote Data Collector and
Service Updater programs will be installed.

Once the Installer confirms the installation of
each program, select the Next button.

Step 10 — Enter Your Network Detective User Credentials

Enter your credentials and select the Next button
to proceed to the next step.

Step 11 — Select the Site and Connector ID

Scroll through the list of Sites associated with
your Network Detective account.

To assign the Connector ID to the Remote Data

Collector, select the Network Detective Site that
is associated with a Client Connector. Select the
Next button to proceed to the next step.

Step 12 — Verify Settings and Complete Installation

Review the Remote Data Collector’s
configuration settings and verify they are
correct.

Select the Back button to correct any
configuration issues, or select the Next button to
finalize the setup.

& Network Detective Remote Data Collector Setup 2016122001 - olEN
v Welcome Service Stalus
[P—— NORDC Senvice (Network Detective Remote Data Collector)
BIE P CPrgro s S0 everkDetscave!DiaCellcor bl ez
ekt
fuming. ¥
. Detoctive Service Uprater)
EXE P CA\Progrem e 36} wokDectve\ Dot sColecr oot e
v
Rumrg v
bk | et cance
EY Network Detective Remote Data Collector Setup ~2016.12.2001 ~ o IEM|
v Welcome Network Detective Credentials
——— P SR PT—
Netwark Detective Credentials. *
fo— ]
<tok || e G
Al Netwark Detective Remote Data Collector Setup -v2016.12.2001 - o IEN|
¥ Wielcome Connactor ID
 Sarvios S Sl Conoctr ) i ot Rt Ok Cecor
v Netwark Deteciiv Credentials fiter
7 [E—
Con e Ste Name. Ste Label Corrvecter 10
cx A
CorrecorTestng aesErst
Detector-Testng. S AT 0020400 -alw0 650304542068
1 bl ot pdetsfor i Rt Dot Colec
<ok || et ol
=l Network Detective Remote Data Collector Setup ~2016.12.2001 ~ oIEM]

v Vielcome

¥ Service Status

v Neswark Dotociive Credertials

¥ Connect chos 1D

v Verify Settings

Verify Setiings

Canfiguration
Device 0. pending]
Connector I Tieesd3olbi 4Tb%baal F4a008A 2

Selected Bound Sile Information
Ste Nome:  Comomy A
Gte Label:  Company 3 -Carrrsctir 3

the data this
Connector ID. ¥ the Connector 1D is moved to 2 new site in the Network.
i UL, the data from this machine will be accessible
fream the newly bound site.
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Step 13 — Remote Data Collector Setup Completion

After the Remote Data Collector application is eher Dt et Dt Colectr S <216 2200 =
set up, you will be notified that the Collector is P T

ready for use. [ ——

Proceed to the next section of this Guide to set e e

up and schedule the various scans available ==

within the Network Detective application. _ =




Network Detective Remote Data Collector Installation Guide

Creating and Scheduling New Scan Tasks for Assessment Data
Collection

It is very simple to configure scans to be performed on a network using the Remote Data
Collector from within the Network Detective desktop application.

Depending on your Network Detective application subscription, the Remote Data Collector can
be used to perform a number of scans for use by the Reporter Appliance to automatically
generate assessment reports. These scans are the: Network Scans, Security Scans, SQL Server
Scans, HIPAA and PCl Compliance Assessment Scans, and the Local Computer Push Scans.

Using the Remote Data Collector, it is only necessary to go through the configuration and set
up of a scan “task” one time per Site. The Remote Data Collector is to be used to either run
scans on a set schedule or on-demand.

After completing a specific scan’s task setup, the Scan Task configurations will be stored in the
Remote Data Collector’s Scan Task Library accessible from within Network Detective.
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Setup Phase A- Associating a Remote Data Collector with a Network Detective Site
and Creating Scan Tasks

After installing the Remote Data Collector, follow the steps below to verify that the Remote
Data Collector is associated with a Network Detective Site that uses a Client Connector.

Step 1: Verify that a Remote Data Collector is Associated with a Site

Before creating a scan task, you will need to A Customer A/ enoe

open your Network Detective Site and access the Préss Start to begin a new Project s

Site’s Properties to verify that a Remote Data R e e

Collector has been successfully associated with

the Site.

Select the #\ Selector to access the Site’s V/ CustomerA / ==

properties. Then click on the Remote Data e Gmcn WFESEESS
Collector button to view the available Remote R :;:E L;j;fc::srzglm — "fﬂé;:me iPdE::dm Es::::::;me
Data Collectors associated with the Site.

Any available Remote Data Collectors set up for use with the Site and its associated Client
Connector will appear within the Remote Data Collectors list.

Step 2: Select the Manage Option and Create a New Scan Task

Select the Remote Data Collector’s Manage V/ CustomerA / zase
Option to create or edit a scan task. Aopiances T— Remote Data Colectors | | Report Preferznces
Name Last Check In Manage Update Update Status
€ Rroc 1/17/2017 1:29:22 PM (UTC) } Update  Updates Avalable
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The Manage Remote Data Collector window will ~ [r==== ——

be displayed. O SO
== i - -

Select the Create New Task button to create a == = e

scan task.

The Create Task window will be displayed. SIS . e

ey Frng ks
31tk i e Qoo wih Perng Saie

Seve mnd Gome

Step 3: Select a Scan Type to Initiate the Creation of a Scan Task

Creating a Scan Task is a wizard based process 3 o T [
that IS easy to fo”OWIng' ¢ Scan Type S;\:n;r::emscammstaskshwmuemm You wil need separate tasks to perfom diferent
IT Assessment
From within the Create Task window, you may
select from the following scans: o
PCI Compliance
e Network Scan Lo

Push Deploy
Local on Remote Data Callector only

e Security Scan
e SQL Server Scan

e HIPAA Network Scan
e PCl Network Scan =

e Push Deploy — Used to Perform a number
of IT and Compliance Assessment Scans on
Local Computers

e Local on Remote Data Collector Computer only Scan

To select and configure your scans, continue to the next section on the next page entitled,
Setup Phase B - Selecting and Configuring Data Collection Scans.
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Setup Phase B - Selecting and Configuring Data Collection Scans

Below is an overview of the scans that can be set-up and performed using the Remote Data
Collector and the steps to set-up the scans to be performed automatically or on-demand.

To quickly select the instructions for the scan you want to configure, select the Link associated
with one of the scans listed below:

e Network Scan

e Security Scan

e SQL Server Scan

e HIPAA Network Scan

e PCl Network Scan

e Push Deploy — Used to Perform a number of IT and Compliance Assessment Scans on

Local Computers
e Local on Remote Data Collector Computer only Scan

Network Assessment Scan

Configuring a Network Assessment Scan

To create this scan task, perform the following steps:

Step 1: View the Site’s Properties

To view the Remote Data Collector(s) associated [A cusomerA 7 =o-
with a Network Detective Site, select the Prass Start to begin a new Project s

Click here to view or add a

selector to access the Site’s properties. Remote Data Collector to this Site

Step 2: Access the Remote Data Collector(s)

In the Site properties window, click on the W CustomerA / xse
Remote Data Collector button to view the . Wi L. et rdcorce
available Remote Data Collectors.

Name Last Check In Manage Update Update Status
€ RrOC 1/17/2017 1:29:22 PM (UTC) %, Manage # Update Updates Available

Any available Remote Data Collectors set up for use with the Site and its associated Client
Connector will appear within the Remote Data Collectors list window.

10
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Step 3: Select the Remote Data Collector’s Manage option

Select the Manage button for the Remote Data
Collector that you want to use to schedule or run
a scan task.

To create a Scan Task, select the Create Scan
Task button.

The Manage Remote Data Collector window will
be displayed.

Step 4: Select Scan Type

Choose Network Scan option from the wizard
and click the Next button.

Step 5: Input Credentials

Input administrative credentials to access the
Domain Controller or indicate that the target
network does not contain a Domain Controller.

11

WV Customer A  / s
o Mplances [ Comectoms  Remote DataColectors [ | Repon Prferences
v

Name Last Check In Manage Update Update Status
€ rOC 1/17/2017 1:29:22 PM (UTC) # Update  Updates Available

Tosks

Task Library

sockrce s e e -
n.-:.. Tk
Queued Tasks

et st o it s e it
owiany e b cprdtemarent uwmmmwuun

wam

et the 3k b 1010 ot You can et
BB S rtd b S 8 et i s ey

N |

Scan Type

#Scan Type

Select the type of scan this task should perform. You will need separate tasks to perfom differert
Credentials types of

Local Domains

External Domains

IP Ranges

HIPAA Compliance
SNMP Information HIPAA Network Scan
MBSA

PCI Compliance
PCI Network Scan

Local Scans

Push Deploy

Local on Remote Data Callector orly.

VMware (optional)
Verify and Schedule

Ci
EEmigro Ploas e 3 ssmarns and pagoors uth TSN g 0 comect 1o
# Credentials  local Domain Cortroller and Active:
w u are scanring 2 workgroup envirenment, enter credentials which can
Local Domains access the individual workstations 25 a local administrator
External Domains | wart to scan
IP Ranges @ Active Directory domain () Workgroup {no domain)
SNMP Information My credentials
MESA Fina domain, lesseenerthe Pl Qualid Donain lame fc.
corp myco.com nstead of the shortened name - MYCO)
VMware (optional)
Usemame [MyGo\Administrator | @omainiusen)
Verify and Schedule
Password: [esessesessennes ]
Domain Controller: [ DC-01] ]

<Back Ned > Cancel
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Step 6: Select Local Domains

Choose either to scan all Domains detected on
the target network or to restrict the Scan to
selected Organizational Units (OUs) and
Domains.

Step 7: Input External Domains

External Domain names allow others to visit the
target site and facilitate services, such as email.
Input the External Domains here to include them
as part of the data collection.

Examples of External Domains include:

e example.com
e mycompany.biz

Step 8: Specify IP Ranges

The IP Ranges from the target network will be
auto-detected and included in the scan. To
include additional subnets input them here.

12
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Scan Type
Credentials

# Local Domains
External Domains
IP Renges
SNMP Information
MBSA
VMware (optional)
Verify and Schedule

Local Domains

Below is a list of the detected domains in the curent forest of Active Drrectory.
@) Gather information for ALL the domains detected.

O Gather

@ [ Jcom

for anly the Domains and OU:

Bpand Al Colapse il Expand Selected

e o] o 1
External Domains

Scaniivns AWhois query and MX {mail) record detection will be peformed on the
Credentials following st of Extemal Domains
Local Domains WG sonl add

# External Domains
IP Ranges
SNMP Information
MBSA
VMware (optional)
Verify and Schedule

<Ea ] [

Scan Type

Credentials

Local Domains

External Domains
*IP Ranges

SNMP Information

MBSA

VMware (optional)

Verify and Schedule

IP Ranges

Auto-Detected IP Ranges on Remote Appliance

IP Ranges to Scan
Exampe [P Range Fomat: 192.168.0.0-192.168.0.255
[Single IF o IP Range (A&

| Reset to Auto Detected |
| ipottom TetFe
Clear Al Entiss

| <Bak
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Step 9: Add SNMP Information

By default, the software will retrieve data from
devices with the community string “public.” If
desired, define an additional community string
(such as “private”) and enter it here.

Step 10: Select the Use of MBSA

Check Run MBSA to perform a weak password
check. Check Include Patch Analysis to gather
information on missing patches (this second
option will increase the time required to perform
he scan).

Step 11: Configure VMware Server Information

Input the Hostname or IP Address and
Credentials of the VMware Servers that you
would like to include in the scanning process.

13
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@3 Create Task - Network Scan (Network/Security Modules) = =
SNMP
Scan|Type SNMP community stings are used to try to detemine information about
Credentials devices detected duing the IP Range scan. Enter any addtional commurity
strings used on this network
Local Domains
_ [public2] Add
External Domains
ublic
IP Ranges s
® SNMP Information
Reset to Default | | Import from Text File Clear Al Entries
Advanced SNMP Cptions
SNMP Timeout (ssconds): |10 Use Defauk
Attempt SNMP against non-pingable devices (slower but more accurate)
<Back Next > Cancel

@3 Create Task - Network Scan (Network/Security Modules) = =
MBSA
SEm Ire The Microsoft Baseline Security Analyzer (MBSAYis optional and allows us to
Credentials perfom certain securty scans and tests on accessible systems over the

Local Domains
External Domains
IP Ranges
SNMP Infarmation

*MBSA

network. You can run the Data Collector without MBSA.
Importart Notes on MBSA:
1. MBSA

requires administretor privileges on both the computer with MSBA
installed and the target computers that you scan.

2. The following services must be installed or enzbled: Server service,
Workestation service, Remote Registry senvice, File Print Snaring, and the
DOOM updates and firewall exceptions (required for secury update checks)
Run MBSA
Inciud Patch Analysis (an option of MBSA)
Run MBSA with the Following Credenticls

- fr——

<Back Next >

Cancel

Create Task - Network Scan (Network/Security Modules)

Scan Type
Credentials
Lacal Domains
External Domains
IP Ranges
SNMP Information
MBSA

# VMware (optional)

Paseword

20d VMware Server

Testing connection to

Host User Connection Verfied

Clear All Entries

< Back

Caneel
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Step 12: Verify and Add Scan Task to Task Library

Check “Send an email notification when
schedule completes” to notify an individual via
email that the scan task is complete. The use of
this option is recommended as the time a scan
takes to complete varies depending on the target
network.

Click on the Finish button to complete the
scheduling of the Network Scan task. The task
will then be displayed in the Appliance Tasks and
Queue window.

The added Network Scan task can be confirmed
by its presence in the Task Library list

Step 13: Schedule or Run Scan Task Now

Upon viewing the scan task, you can click on
schedule link to execute the scan sometime in
the future by selecting the interval (daily, weekly,
monthly, annually, or just once) option and the
time that the scan should be scheduled to run.

When you click the schedule link, the CRON
Builder scheduler window is displayed and is
used to set the schedule action’s execution time.

14
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Verify and
n Tyr Press the Finish button to save the task. Use the Back button to go back and
Credentials modfy any previous changes
Local Domains Email Notification
External Domains Send email notfiication when schedule completes
IP Ranges Email Address: admin@NyCo com
SNMP Information Use Login User
MBSA
N Task Label: | RDC Scan of MyCo .com| Network
VMware (optional) {optiond)
® Verify and Schedule
Wy Senss <o

Seve e Coon

e Tk Lsbe

Save and Cose.

Time Zone: | (UTC-05:00) Eastem Time (US & Canada) v

Every day v @ 1200AM 3
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When scheduling the scan, set the Time Zone, Frequency, and Time you want the Remote Data
Collector to execute the scan and select the OK button.

After selecting the OK button in the Cron
Builder, a Pending scan task will be present in
the Queued Task list.

Using the Run Now Option

To immediately start a scan task, select the “run
now” option link under the Queue column. The
run now option will initiate the scan and place
the scan task into the Queued Tasks list for
execution.

Queued Tasks

To learn more about how to configure the scans related to a Network Assessment, please refer

to the Network Detective User Guide.

Note that the Network Assessment Reports are only available as part of the Network

Assessment module.

15
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Security Assessment Scan

Configuring a Security Assessment Scan

Remote Data Collector Installation Guide

To create this scan task, perform the following steps:

1.
2.

Select the Site Preferences.

Click on the Remote Data Collectors Button.

Select the Remote Data Collector’s Manage option to display the Manage Remote Data

Collector window.

Click on the Create Task button in the Manage Remote Data Collector window to

display the Create Task window.

Select the Security Scan option. Select
the Next button.

Follow the prompts to set-up the
Credentials, Local Domains, External
Domains, IP Ranges, SNMP Information,
Microsoft Base Security Analyzer (MBSA),
and VMware (Optional) parameters.

Verify the settings, set up an Email
Notification to be sent once the scan is
completed, and select the Finish button
to create the scan task.

Schedule the scan listed in the Manage
Remote Data Collector window’s Task
Library.

= ]

{1 Create Task

Scan Type

L]
Scan Type Select the typs of scan this task should pefom. You wil need separats tasks to perfom dfferert
types of scans.

IT Assessment

SQL Server Colection
HIPAA Compliance

HIPAA Network Scan
PCI Compliance

PCI Network Scan
Local Seans

Push Deploy

Local on Remote Data Collector only

o>

_— ]

@3 Create Task - Network Scan (Network/Security Modules)

Verify and Schedule

Scan Type
Credentials

Local Domains

Press the Finish bution to save the task. Use the Back button to go back and
medfy any anges

External Domains

IP Ranges

SNMP Information

MBSA

VMware (optional) plional)
® Verify and Schedule

Mody Settings <Back Finish Cancel

To learn more about how to configure the scans related to a Security Assessment, please refer
to the Network Detective User Guide.

Note that the Security Assessment Module’s Assessment Reports are only available as part of
the Security Assessment Module subscription.

16
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SQL Server Assessment Data Collection

Configuring a SQL Server Assessment Scan

To create this scan task, perform the following steps:
1. Select the Site Preferences.
2. Click on the Remote Data Collectors Button.

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data
Collector window.

4. Click on the Create Task button in the Manage Remote Data Collector window to
display the Create Task window.

5. Select the SQL Server option. Select the &3 CraseTee o i
Scan Type
NeXt bUtton- escaniivee g:lemﬁ:hewpedscammslask should perfom. You wil need separate tasks to perfom diferent
IT Assessment it
Network Scan (Network/Securty Modules)
6. Follow the prompts to set-up the Server, 0L S Clcir
HIPAA Compliance
" HIPAA Network Scan
Port, and Credentials for the SQL Server iy

PCI Network Scan

being scanned. Select the Next button. foca e

Push Deploy
Local on Remote Data Collector only

7. Verify the settings, set-up an Email
Notification to be sent once the scan is

completed, and select the Finish button

to create the scan task.

8. Schedule the scan listed in the Manage Remote Data Collector window’s Task
Library.

To learn more about how to configure the scans related to a SQL Server Assessment, please
refer to the Network Detective User Guide.

Note that the SQL Server Module’s Assessment Reports are only available as part of the SQL
Server Module subscription.

17
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HIPAA Compliance Network Scan

Configuring a HIPAA Network Scan

To create this scan task, perform the following steps:

1.
2.

Select the Site Preferences.
Click on the Remote Data Collectors Button.

Select the Remote Data Collector’s Manage option to display the Manage Remote Data
Collector window.

Click on the Create Task button in the Manage Remote Data Collector window to
display the Create Task window.

Select the HIPAA Network Scan option. &3 CesteTask = ==
Select the Next button. con Type :"’;mm
Follow the prompts to set-up the M“”

Credentials, Local Domains, External
Domains, IP Ranges, SNMP Information, Pf;fj:j:éfm”

Microsoft Base Security Analyzer (MBSA), e s ot

and VMware (Optional) parameters.

_Nsd > -Eancel

Verify the settings, set up an Email o Create Task - PCI Network Scan - oIl

o pe . . Verify and Schedule
Notification to be sent once the scan is Scan Type M ——

Credentials medify any pre: changes.
i i ocal Domains Email Notific:

CO m p I eted' a n d Se I eCt t h e FI n ISh b Utto n :;xmr'“[:l Domains Send email notfication when schedule completes
to C rea te t h e Sca n ta S k' :‘N?ﬂ:“lgne':rmﬂliun e |Mmm@mn o Use Loain User

MBSA
Task Label:
VMware (optional) foptional)

Schedule the scan listed in the Manage e
Remote Data Collector window’s Task

Library.

Mody Settings <Back Finish Cancel

To learn more about how to configure the scans related to a HIPAA Compliance Assessment,
please refer to the HIPAA Module User Guide.

Note that the HIPAA Module’s Assessment Reports are only available as part of the HIPAA
Module subscription.
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PCl Compliance Network Scan

Configuring a PCl Network Scan

To create this scan task, perform the following steps:
1. Select the Site Preferences.
2. Click on the Remote Data Collectors Button.

3. Select the Remote Data Collector’s Manage option to display the Manage Remote Data
Collector window.

4. Click on the Create Task button in the Manage Remote Data Collector window to
display the Create Task window.

5. Select the PCI Network Scan option. 3 Cre T o
Select the Next button. 5o Tpe [ ————————

6. Follow the prompts to set-up the ” Tt s o
Credentials, Local Domains, External :Eli“‘
Domains, IP Ranges, SNMP Information,
Microsoft Base Security Analyzer (MBSA), e —

and VMware (Optional) parameters.

7. Verify the settings, set up an Email o el BTNt - =N
. pe . . Verify and Schedule
Notification to be sent once the scan is Soon Tvpe P o i ey et k. s e b 50k
completed, and select the Finish button 2o rre——
IP Ranges Email Address: [ Admin@MyCo. com|
to create the scan task. SNMP Iformation Lo

MBSA
Task Label

VMware (optional) (optiona)
® Verify and Schedule

8. Schedule the scan listed in the Manage
Remote Data Collector window’s Task
Library.

Modiy Seings <Back Finish Cancel

To learn more about how to configure the scans related to a PCl Compliance Assessment,
please refer to the PCl Module User Guide.

Note that the PCI Module’s Assessment Reports are only available as part of the PCl Module
subscription.
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Local Scans

Configuring the Push Deploy Local Computer Scans

To create this scan task, perform the following steps:

1.
2.

Select the Site Preferences.
Click on the Remote Data Collectors Button.

Select the Remote Data Collector’s Manage option to display the Manage Remote Data
Collector window.

Click on the Create Task button in the Manage Remote Data Collector window to
display the Create Task window.

Select the Local Scans Push Deploy o Create Task - ~ I
Scan Type
option to push scans to individual *Scan Type RS S ——
computers on the Network. Nt o ot ety i)
SQL Server Collection
Note: WMI must be available and e e e D
operational on your network. PO Nt St oy 22 Doy

Local Scans

_ Deploy

Local on Remote Data Collector only

Select the Next button.

Follow the prompts to set-up the o Create Task - Push Deploy - ° Il
Credentials

.
cre d en tl a I S. Scan Type Using the *Push” Managemert Tool requires the following 3things
 Credentials 1. ADMINS aceess to the remete machine

2 NET va 5 nstaled on the remote machine

3 WMl sccess o the remote machine

Se I ectt h e N ext b utton. Credentials to access remote maching

ifin 2 domain, please enter the Fully Gualfied Domain Name  &.
corp.myco.com instead of the shartened name - MYCO)

Usemame: | MyCo\Administrator

Passnord; [ssssssssesl ]

< Back Next > Cancel
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7. The selection of the Local Scan Settings

Remote Data Collector Installation Guide

depends on the type of IT or Compliance
Assessment Reports that you are
generating with the Reporter.

Select the Scan Settings to collect the
scan data required to produce the reports
that you want to generate. Below are the
Scan Settings required for each
assessment type.

al Create Task - Push Deploy = = “
Local Scan Settings
=T Scan Settings: ¥ Computer Scan ¥ Securty Scan
Erimie [ HIPAAGuick (] HIPAA Desp
Local Scan Settings Olrciguse [ PaiDeen
[] BDR Scan [ Pl Sean
Check Al Uncheck Al
< Back MNext > Cancel

Assessment Report Type

Select these Scan Settings

Network Assessment

Computer Scan

Security Assessment

Computer and Security Scans

HIPAA Assessment

HIPAA Deep

PCl Assessment

PCl Deep

Note: The “Quick” version of this scan can be used instead of
the “Deep” scan in order to reduce scan time. Use of the
‘Quick” scans may result in instances of ePHI or Cardholder
Data not being identified.

Select the Next button.

Define the Remote Computer IP
addresses for the computers being
scanned.

Select the Next button.

Verify the settings, set up an Email
Notification to be sent once the scan is
completed, and select the Finish button
to create the scan task.

21

Ql Create Task - Push Deploy = =
Remote Computers
Scan Type Auto-Detected P Ranges on Remate Appliance
Ertmints Statting IP Address Ending IF Address
Local Scan Settings 10000 100.7.25
# Remote Computers
Remote Computers
Hastname or IP Address Add
10.07.0-10.0.7.100 (P Range) Add Auto-Detected
Add from |P Range
Add from Fie
Save Computers to Fie
Clear Al
Back Next > Cancel
Qal Create Task - Push Deploy = =
Verify and Schedule
CEDTEED Fress the Fnish button to save he task. Use the Back buiton to go back and
Credentials madify any previous changes
Local Scan Settings Email Notfication
Remote Computers Send email notification when schedule completes
‘# Verify and Schedule Email Address: | Admin@MyCo com
Use Login User
Task Label: |Push for MyCo com| Network
foptioral}
Modfy Setfings <Back Firish Cancel

10. Schedule the scan listed in the Manage Remote Data Collector window’s Task Library.
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Configuring a Local Scan for a Computer Running the Remote Data Collector

To create this scan task, perform the following steps:

1.
2.

Select the Site Preferences.
Click on the Remote Data Collectors Button.

Select the Remote Data Collector’s Manage option to display the Manage Remote Data
Collector window.

Click on the Create Task button in the Manage Remote Data Collector window to
display the Create Task window.

Select the Local on Remote Data 3 =y - =
co I leCto r O n Iy scan o pt i on to p e rfo rma O=m = S::;«hy:;e of scanthis task should perform. You wil need separate tasks to perforn diferent
Local Scan Settings types of scans

local scan on the computer used to run T
the Remote Data Collector. 924 Coplnce

HIPAA Network Scan with Layer 2/ 3 Discovery

PCl Compliance
Select the Next button. e o i Loy 23 ey

Local Seans
Push Deploy

Local on Remote Data Collector only

Next > Caneel

The Selection Of the Local Scan Settings Ql Create Task - Local on Remote Data Collector only = E'
depends on the type of IT or Compliance onws S r——

plLccaliScaniSolings [ HIPAA Guick [ HIPAA Deep
Assessment Reports that you are Oromue 0700

] BDR Scan [ Pll Scan

generating with the Reporter.

Check All Uncheck Al

Select the Scan Settings to collect the
scan data required to produce the reports
that you want to generate. Below are the
Scan Settings required for each

assessment type. <ack Nea > Cance
Assessment Report Type Select these Scan Settings
Network Assessment Computer Scan Note: The “Quick” version of this scan can be used
Security Assessment Computer and Security Scans instead of the “Deep” scan in order to reduce scan
HIPAA Assessment HIPAA Deep* time. Use of the ‘Quick” scans may result in instances of
PCI Assessment PCl Deep* ePHI or Cardholder Data not being identified.

Select the Next button.

22



Network Detective

7. Verify the settings, set up an Email
Notification to be sent once the scan is
completed, and select the Finish button
to create the scan task.

8. Schedule the scan listed in the Manage

Remote

Data Collector Installation Guide

Q|

Create Task - Local on Remote Data Collector only

Scan Type
Local Scan Settings
® Verify and Schedule

Verify and Schedule

Press the Finish bitton to save thetask. Use the Back button to o back and
nges.
Email Notiication
Send email notification when schedule completes
Email Address: | Admin@MyCo.com
Use Login User

Task Label: |Push Local on Relnote Data Collector only:

{optional)

< Back Fnish Cancel

Modfy Settings

Remote Data Collector window’s Task Library.
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Process used to Schedule Scans and Manage Queued Scan Tasks

Using the Manage Remote Data Collector feature, you can perform the following scan
management actions:

e Schedule a scan

e Runascan On-Demand

e Cancelascan

e View scheduled scans in the Scan Queue

Scan Task Library versus Scan Tasks Queue

The Scan Task Library contains saved scan task configurations which can be run on demand or
on a schedule to conduct IT and Compliance Assessment Scans. The advantage of the Scan Task
Library is that the scan task configurations can be reused, run on-demand, or run on a set
schedule.

There is no need to repeatedly enter the same information (such as the domain controller login
credentials or the IP Range) each time a data collection is performed using the Remote Data
Collector. Within the Manage Remote Data Collector window, the Queued Tasks list will list all
of the scan tasks that are currently running or pending.

Scheduling a Scan

Step 1: Access the Site’s Properties

To view the Remote Data Collector(s) associated [A cusomerA 7 oo
with a Network Detective Site, select the A Préss Start to begin a new Project s

Click here to view or add a

selector to access the Site’s properties. Remote Data Collewtor to this Site

Step 2: Access the Remote Data Collector(s)

In the Site properties window, click on the V/ CustomerA / =a=e

Remote Data Collector button to view the . S L e s

ava”a ble Remote Data CO"ectorS. Name Last Check In Manage Update Update Status
€3 RoC 1/17/2017 1:28:22 PM (UTC) %, Manage # Updats Updates Available

Any available Remote Data Collectors set up for use with the Site and its associated Client
Connector will appear within the Remote Data Collectors list window.
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Step 3: Select the Remote Data Collector’s Manage

option
Select the Manage button for the Remote Data V/ CustomerA / eis-
Collector that you want to use to schedule or run otmnes, o Cusonicny (i
v

n k_ Name Last Check In Manage Update Update Status
a Sca tas @ roc 1/17/2017 1:29:22 PM (UTC) } Update  Updates Available
This action will open the Manage Remote Data e - o
Collector window. This window presents the [ _— _—

scan Task Library and the Queued Tasks
associated with the Remote Data Collector.

X% |x|x|F

Step 4: Select the Schedule option

To schedule a scan, select the Schedule option CH [T T
available within a Scan Task listed within the povivand - .
Task Library. — o

=
@ - [ —

) [P A
-

(@) e RO HP AR s

Queued Tasks

atask e e . Bt B

T Tos bl Deveren S et R Fageas Cance
<oy |Punh Locthon Remete Dot Cotoctr | Lot s o ot D Cecr St ) i
@rmﬂd-[u—d’ o 2P| o e ol ogs st ety M - i

Step 5: Set the Scan Task Run Date and Time

When you click the schedule link, The CRON CRON Builder
Builder window is displayed. This window is used | 7™ ™7 e ’
to set the scheduled action’s execution

o

frequency and time.

When scheduling the scan, set the Time Zone,
Frequency, and Time you want the Remote Data
Collector to execute the scan and select the OK
button.
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Please be aware that only one scan of a particular type can be executed by the Remote Data
Collector at a given time.

Step 6: View Scan Task Run Time

After the schedule is set for a scan task, the entry [owwites
for the scan task in the Queued Tasks list will -p.
display task’s next run time and whether or not

the scan task is to be repeatedly run.

Please be aware that the scans may be intensive and should be run during non-business hours if
possible.

Running a Scan On-Demand

Step 1: Access the Site’s Properties

To view the Remote Data Collector(s) associated [A cusomerA 7 ceoe
with a Network Detective Site, select the /A P Start to begin a new Project Start

Click here to view or add a

selector to access the Site’s properties. e Sy Rt o Sl

Step 2: Access the Remote Data Collector(s)

In the Site properties window, click on the V CustomerA / ==

Remote Data Collector button to view the e L e s

ava”a ble Remote Data CO"ectorS' Name Last Check In Manage Update Update Status
0 RDC 1/17/2017 1:29:22PM (UTC) %, Manage # Update Updates Available

Any available Remote Data Collectors set up for use with the Site and its associated Client
Connector will appear within the Remote Data Collectors list window.

Step 3: Select the Remote Data Collector’s Manage

option
Select the Manage button for the Remote Data \/ CustomerA / exse
Collector that you want to use for running a scan . Gebmine muinaay st
- Name Last Check In Manage Update Update Status
taSk on demand. & roC 1/17/2017 1:29:22 PM (UTC) : Update UzdatesAvaHable
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This action will open the Manage Remote Data
Collector window. This window presents the
scan Task Library and the Queued Tasks
associated with the Remote Data Collector.

Step 4: Select and Run a Scan Task

To run a Scan Task that has already been set up,
locate the task in the Task Library and select the
run now link.

After the scan task has been run and placed into
the Queued Tasks list, the task will execute as
soon as computer resources are available.

A scan that is run on-demand will have no value
contained within the field presented in the Next
Run column.

The Status of the queued task will be updated
when the scan starts executing.
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Cancelling a Scan

Follow the steps below to Cancel a scheduled Scan Task.

Step 1: Access the Site’s Properties

To view the Remote Data Collector(s) associated [A cusomerA 7 cuee

with a Network Detective Site, select the A Préss Start to begin a new Project s
selector to access the Site’s properties. s

Step 2: Access the Remote Data Collector(s)

In the Site properties window, click on the V Cusomer A /e

Remote Data Collector button to view the e — A[T a—

available Remote Data Collectors. Name Last Check In Manage  |Update | Update Status
0 RDC 1/17/2017 1:29:22PM (UTC) %, Manage # Update Updates Avaiable

Any available Remote Data Collectors set up for use with the Site and its associated Client
Connector will appear within the Remote Data Collectors list window.

Step 3: Select the Remote Data Collector’s Manage

option

Select the Manage button for the Remote Data WV CustomerA / ese

Co”ector that you Wa nt to access in Order to Appliances Connectors Remote Data Collectors DREDDII Preferences

Cancel a scan task_ Name Last Check In Manage Update Update Status
9 roc 1/17/2017 1:29:22 PM (UTC) w} Update  Updates Available

This action will open the Manage Remote Data T A

Collector window. This window presents the e R _ .

scan Task Library and the Queued Tasks s _ _

associated with the Remote Data Collector.

Queued Tasks

tasks ke b £ The hpecio wl evecutethetaskafu 1 boom. You can esrder e
s e rag-and o, Faring sk carno be o Penden achs are o saved urll e Chose bntion s preesed. resh St el ot be avalbie when e
8 ok 1 the e i Pancog Sisun, shmes s reed o e cafsba e rm st scpronaety evey 2

F;‘ Mok scmn .‘

e P Fepeats_Cance
x
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Step 4: Select and Cancel the Queued Scan Task

From the Queued Tasks list, click the Cancel s
option to stop and delete the queued scan task. E:““‘“’“’”‘“’“‘?;“:‘”"""“"‘““““‘“
This action will only delete the scan from the

Queued Tasks list. The scan task will not be run
again until it has been re-scheduled or run
on-demand.

Generating Reports using the Scan Data Collected by the Remote Data
Collector

To learn more about how to generate Reports using the IT or Compliance Assessment scan
data collected by the Remote Data Collector, please refer to the Reporter Appliance User
Guide and the Network Detective User Guide.
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