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Privacy	  Guidance	  Task	  Force	  

!  Secretary:	  Nancy	  Cohen	  ISACA	  
!  Yves	  Le	  Roux,	  CISM,	  CISSP,	  CA	  Technologies,	  France	  (Chair)	  
!  Alberto	  Ramirez	  Ayon,	  	  CISA,	  CISM,	  CRISC,	  Seguros	  Monterrey	  New	  York	  Life,	  Mexico	  
!  Frank	  Cindrich,	  JD,	  CGEIT,	  CIPP/US,	  CIPP/G,	  PwC,	  USA	  
!  Rebecca	  Herold,	  CISA,	  CISM,	  CIPM,	  CIPP/US,	  CIPP/IT,	  CISSP,	  FLMI,	  The	  Privacy	  Professor	  &	  
SIMBUS	  Security	  and	  Privacy	  Services,	  USA	  
!  Alan	  Lee,	  CISA,	  CISM,	  CISSP,	  CIPP/IT,	  Ernst	  &	  Young,	  Hong	  Kong	  
!  John	  O’Driscoll,	  CISA,	  CISM,	  CIA,	  ANZ	  Banking	  Group,	  Australia	  
!  Fidel	  San_ago,	  European	  Data	  Protec_on	  Supervisor,	  Belgium	  
!  Roberto	  Soriano	  Domenech,	  CISA,	  CISM,	  CRISC,	  Seidor,	  Spain	  
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Privacy	  Guidance	  Task	  Force	  

!  Established	  in	  June	  2014,	  in	  order	  to	  develop	  a	  series	  of	  
prac_cal	  privacy	  knowledge	  products	  in	  support	  of	  members	  
currently	  responsible	  for	  managing	  or	  suppor_ng	  privacy	  
ini_a_ves,	  and	  non-‐members	  in	  privacy	  opera_onal	  roles.	  	  

!  First	  ac_on:	  realizing	  a	  survey	  “How	  enterprises	  are	  managing	  
their	  Privacy	  func_on”	  to	  be	  published	  August	  2015	  

!  Second	  ac_on:	  Elabora_ng	  a	  	  «	  Privacy	  Principles	  and	  
Program	  Management	  Guide”	  to	  be	  published	  in	  November	  
2015	  



“How	  enterprises	  are	  managing	  their	  
Privacy	  func_on”	  	  Survey	  
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Who	  is	  primarily	  accountable	  for	  enterprise	  privacy?	  

!  Chief	  informa_on	  security	  officer	  (CISO)	  or	  chief	  security	  
officer	  (CSO)	  (23percent)	  

!  Chief	  privacy	  officer	  (CPO)	  (18percent).	  	  

!  CEO	  (11	  percent)	  
!  CIO	  (11	  percent)	  
!  The	  privacy	  func_on	  has	  a	  significant	  or	  moderate	  level	  of	  

interac_on	  with	  informa_on	  security	  for	  more	  than	  90	  
percent	  of	  the	  respondents	  	  
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Privacy	  Governance	  and	  Management	  	  
!  Most	  commonly	  used	  frameworks	  are:	  

–  ISO/IEC	  27002:2013	  (50percent)	  
–  COBIT	  (43	  percent)	  
–  EU	  direc_ve	  95/46	  (23	  percent)	  
–  AICPA/CICA	  Generally	  Accepted	  Principles	  (23	  percent)	  
–  NIST	  SP	  800-‐53	  (22	  percent)	  
	  

!  75	  percent	  of	  the	  respondents	  indicate	  that	  their	  enterprises’	  use	  
of	  privacy	  policies,	  procedures,	  standards	  and	  other	  management	  
approaches	  is	  mandatory,	  	  

!  19	  percent	  indicate	  that	  their	  use	  is	  “recommended”.	  
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Metrics	  and	  Monitoring	  	  
	  

!  Number	  of	  privacy	  breaches/incidents	  handled	  is	  the	  most	  
commonly	  used	  metric,	  selected	  by	  65	  percent.	  

!  Number	  of	  privacy	  complaints	  received	  from	  customers/pa_ents/
clients,	  	  

!  Number	  of	  privacy	  risk	  assessments	  	  
!  Number	  of	  employees	  that	  have	  par_cipated	  in	  privacy	  training	  
	  
Top	  monitoring	  approaches:	  

!  Privacy	  risk	  assessment	  

!  Privacy	  self-‐assessment	  

!  Privacy	  audit/assessment	  
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Privacy	  Issues	  and	  Mi_ga_on	  	  
Obstacles	  to	  Privacy	  Program	  Establishment	  
!  Complex	  interna_onal	  legal	  and	  regulatory	  landscape	  (49percent)	  
!  Lack	  of	  clarity	  on	  the	  mandate,	  roles	  and	  responsibili_es	  (39	  

percent)	  
!  Lack	  of	  a	  privacy	  strategy	  and	  implementa_on	  road	  map	  (37	  

percent)	  
Common	  type	  of	  privacy-‐related	  failure	  aIer	  implementaJon	  
!  Lack	  of	  training	  or	  poor	  training	  (54	  percent),	  	  
!  Data	  breach/leakage	  	  
!  Not	  performing	  a	  risk	  assessment	  	  



10	   ©	  2014	  CA.	  ALL	  RIGHTS	  RESERVED.	  

Amtudes	  toward	  Privacy	  Breaches	  
	  !  54	  percent	  report	  that	  their	  enterprise	  did	  not	  experience	  a	  
material	  privacy	  breach	  

!  32	  percent	  are	  “unsure”	  whether	  such	  a	  breach	  had	  occurred	  
!  Nega_ve	  consequences	  of	  a	  privacy	  breach	  	  

–  Decline	  in	  enterprise	  reputa_on	  	  (80	  percent)	  
–  Legal	  ac_on	  (62	  percent),	  	  
–  Regulatory	  ac_on	  (60	  percent)	  
–  Unfavorable	  media	  coverage	  (58	  percent)	  

!  29	  percent	  of	  ISACA	  survey	  respondents	  report	  that	  they	  are	  “very”	  
confident	  in	  their	  enterprise’s	  ability	  to	  ensure	  the	  privacy	  of	  
sensi_ve	  data	  	  

!  60	  percent	  are	  only	  somewhat	  confident.	  

!  The	  remaining	  11	  percent	  indicate	  no	  confidence.	  



ISACA	  Privacy	  Principles	  and	  Program	  
Management	  Guide	  	  
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What	  is	  privacy?	  
!  No	  single	  world-‐wide	  defini_on	  of	  privacy	  
!  Seven	  categories	  of	  privacy	  (from“European	  data	  protec_on:	  coming	  of	  

age?”	  edited	  by	  Serge	  Gutwirth,	  Ronald	  Leenes,	  Paul	  de	  Hert	  and	  Yves	  Poullet)	  
–  Privacy	  of	  the	  person	  
–  Privacy	  of	  behaviour	  and	  ac_ons	  
–  Privacy	  of	  communica_on	  
–  Privacy	  of	  associa_on	  
–  Privacy	  of	  data	  and	  image	  (informa_on)	  
–  Privacy	  of	  thoughts	  and	  feelings	  
–  Privacy	  of	  loca_on	  and	  space	  (territorial)	  
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Applica_ons	  of	  Privacy	  categories	  to	  rela_vely	  new	  technologies	  	  

• 	  Social	  media	  

• 	  Cloud	  compu_ng	  

• 	  Apps	  (the	  term	  most	  commonly	  used	  for	  mobile	  applica_ons)	  

• 	  Big	  Data	  Analy_cs	  

• 	  Internet	  of	  Things	  

• 	  BYOD	  (the	  common	  term	  used	  for	  “bring	  your	  own	  device”	  
prac_ces	  in	  organiza_ons)	  including	  wearable	  technologies	  

• 	  Tracking	  and	  surveillance	  technologies	  
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Document	  structure	  

!  Sec_on	  I.	  Privacy	  Primer	  
–  Introduc_on	  to	  Privacy:	  A	  short	  history	  
–  Overview	  of	  Legal	  Issues	  for	  Privacy	  
–  Privacy	  Views	  and	  Concepts	  
–  New	  Privacy	  Risks	  from	  New	  Technologies	  
–  Other	  Privacy	  Standards	  and	  Principles	  
–  ISACA	  Privacy	  Principles	  and	  Descrip_ons	  
–  COBIT	  5	  Principles	  

!  Sec_on	  II.	  Using	  COBIT	  5	  Enablers	  for	  Implemen_ng	  Privacy	  in	  
Prac_ce	  

!  Sec_on	  III.	  Adap_ng	  the	  ISACA	  Privacy	  Principles	  to	  the	  
Enterprise	  Environment	  
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Data	  Privacy	  legisla_ons	  around	  the	  world	  

Source:	  UNCTAD.	  
	  
Legend	  :	  Dark	  blue	  –	  countries	  with	  legisla_on	  
Light	  blue	  –	  countries	  with	  draq	  legisla_on	  
Violet	  –	  countries	  with	  no	  legisla_on	  
Grey	  –	  countries	  with	  no	  data	  

77	  Countries	  are	  analyzed	  in	  the	  last	  	  
	  DLA	  Piper's	  Data	  Protec_on	  Laws	  of	  the	  World	  Handbook	  
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Models	  used	  	  in	  data	  protec_on	  laws	  

1.  Comprehensive	  Model	  
e.g.	  European	  Union	  countries	  and	  the	  Canadian	  provinces	  

2.  Sectoral	  Model	  
e.g.	  United	  States	  and	  Japan	  

3.  Co-‐Regulatory	  Model	  
e.g.	  Australia,	  New	  Zealand	  and	  the	  Netherlands.	  

4.  Self-‐Regulatory	  Model	  
e.g.	  Network	  Adver_sing	  Ini_a_ve	  (NAI)	  Code	  of	  Conduct	  and	  North	  
American	  Energy	  Standards	  Board	  (NAESB)	  	  
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The	  14	  ISACA	  Privacy	  Principles	  	  1/2	  

!  Aqer	  studying	  exis_ng	  privacy	  standards,	  frameworks	  and	  
principles,	  ISACA	  defined	  a	  uniform	  set	  of	  prac_cal	  principles	  	  
–  Principle1:	  Choice	  and	  Consent	  
–  Principle	  2:	  Legi_mate	  Purpose	  Specifica_on	  and	  Use	  
Limita_on	  

–  Principle	  3:	  Personal	  informa_on	  and	  Sensi_ve	  Informa_on	  Life	  
Cycle	  

–  Principle	  4:	  Accuracy	  and	  Quality	  
–  Principle	  5:	  Openness,	  Transparency	  and	  No_ce	  
–  Principle	  6:	  Individual	  Par_cipa_on	  
–  Principle	  7:	  Accountability	  
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The	  14	  ISACA	  Privacy	  Principles	  	  2/2	  

–  Principle	  8:	  Security	  Safeguards	  
–  Principle	  9:	  Monitoring,	  Measuring	  and	  Repor_ng	  
–  Principle	  10:	  Preven_ng	  Harm	  
–  Principle	  11:	  Third	  Party	  /	  Vendor	  Management	  
–  Principle	  12:	  Breach	  Management	  
–  Principle	  13:	  Security	  and	  Privacy	  by	  Design	  
–  Principle	  14:	  Free	  flow	  of	  informa_on	  and	  legi_mate	  restric_on	  
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COBIT	  5	  Enabler:	  Systemic	  model	  with	  Interac_ng	  Enablers	  
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Using	  COBIT	  5	  Enablers	  to	  support	  the	  Privacy	  Program	  

1.  Privacy policies, principles and frameworks (e.g., the ISACA Privacy Principles, internal 
organizational privacy policies, the APEC Privacy Framework, etc.) 

2.  Processes, including privacy-specific details and activities (e.g., identity verification, providing 
notice, offering opt-in, etc.) 

3.  Privacy-specific organizational structures (e.g., Information Technology, Human Resources, 
Physical Security, Legal Counsel, etc.) 

4.  In terms of culture, ethics and behavior, factors determining the success of privacy 
governance and management (e.g., executive support of the privacy program, providing 
privacy training, etc.) 

5.  Privacy-specific information types (e.g., personal information, sensitive information, and other 
types of information that can have privacy impacts, such as communications metadata, etc.) 
and concepts for enabling privacy governance and management within the enterprise 

6.  Service capabilities required to provide privacy related functions and activities to an 
enterprise (e.g., applications, infrastructure, technologies, etc.) 

7.  People, skills and competencies specific for privacy (e.g., understanding of privacy 
enhancing technologies, knowing geographic locations where personal information is collected 
from and where it is stored, privacy certifications, etc.)	  



21	   ©	  2014	  CA.	  ALL	  RIGHTS	  RESERVED.	  

COBIT	  5	  Enablers:	  Generic	  	  
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COBIT	  5	  Enablers:	  Generic	  	  
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Adap_ng	  the	  ISACA	  Privacy	  Principles	  to	  the	  Enterprise	  
Environment	  

• 	  Considering	  the	  context	  for	  which	  personal	  informa_on	  is	  
collected,	  and	  how	  it	  is	  used	  within	  the	  enterprise’s	  privacy	  context.	  
• 	  How	  to	  create	  the	  appropriate	  privacy	  protec_on	  environment	  
for	  your	  organiza_on	  to	  match	  your	  business	  environment.	  
• 	  Recognizing	  and	  addressing	  privacy	  protec_on	  pain	  points	  and	  
trigger	  events.	  
!  Understanding	  poten_al	  privacy	  risks	  as	  well	  as	  privacy	  harms	  
• 	  Enabling	  privacy	  protec_on	  change.	  
• 	  Implemen_ng	  a	  life	  cycle	  approach	  to	  privacy	  governance	  and	  
management.	  
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QUESTIONS ? 

 
 
 
Yves.leroux@ca.com 
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