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Introduction

SecuraStar’s 3 Day ISO 27001 Lead Implementer Training Course (new Oct 2013 version) provides
participants with a simple step-by-step process flow of how to implement, certify and manage an
Information Security Management System (ISMS) through a proven implementation system (toolkit and
software) using examples, case studies, group exercises and in-depth discussions.

**FREE - 1SO 27001 TOOLKIT**
Cost includes SecuraStar’s ISO 27001 Toolkit (Implementation System).

Instructors

All of SecuraStar’s instructors are highly experienced consultants in ISO 27001 training, gap
assessment, implementation, risk assessment, internal audit and certification. Many of our instructors
perform ISO 27001 certification audits for registrars (ISO Certification Bodies) and are certified to teach
ISO 27001 Lead Auditor training.

Training Course Guidance / Reference Material:
e |SO 27001 — Information Security Management System (ISMS) Requirements
ISO 27002 — Code of Practice for Information Security Management
ISO 27003 — Guidelines for the Implementation of an ISMS
ISO 27004 — Measurement of ISO 27001
ISO 27005 — Guidelines of Information Security Risk Management
ISO 22301 — Business Continuity Management System Requirements

Learning Objectives

e Understand management systems (1ISO 9001, 20000, 22301)
Understand information security management systems (ISMS)
Understand the ISO 27001 generic requirements
Understand the ISO implementation methodology
How to implement ISO 27001 step-by-step
Understanding business continuity management
Understanding the certification process

Who Should Attend

e Anyone considering implementing ISO 27001
Members of an information security team or ISMS steering committee
Information security consultants and expert advisors
Professionals belonging to ISACA, ISSA or other security organizations.
Professionals with CISSP, CISA, CISM and CFA certifications
Professionals with ITIL,COBIT and COSO experience
Audit managers, lead auditors and 1SO 27001 certification auditors
IT Security Officers & Directors, IT Managers, IT Auditors
Chief Information and Security Officers (CIO, CSO, CISO)
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ISO 27001 Framework

SecuraStar's ISO 27001 Framework is the basis for our ISO 27001 Lead Implementer Training, Toolkit
and Software (PDCA Manager), which provides a visual step-by-step process flow and implementation
guide to the ISO 27001 generic requirements.

Our simple framework, toolkit and/or software system saves organizations time, money and resources on
implementing, certifying and managing ISO 27001's generic requirements.

Planning (PLAN)
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ISO 27001 Lead Implementer Training

SecuraStar’s three day ISO 27001 Implementation Training course is recommended for all companies
implementing ISO 27001 regardless of the level of consulting desired. The training follows the 1SO
27001 standard in a step-by-step process format for easy cross-reference.

Training Course Agenda

° Introduction A

o Planning (PLAM) — Part 1

e Flanning (FLAN) — Part 2

© overstion (00)

o FPerformance Evaluation (CHECK)
o Improvement (ACT)

o Business Continuity Management
e Certification Process
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Table of Contents

1. Introduction
Course Introduction
e Logistics
e About SecuraStar
e What is Information?
e What is Information Security?
e Whatis ISO 27001?

2. Planning (PLAN) - Part 1
Start building the Framework (roadmap)
Leadership & Commitment
¢ Information security policy and objectives
e Roles, responsibilities and authorities
Context of the Organization
e Scope & boundaries of the ISMS
e Legal, regulatory and contractual requirements
e Exercise / Hands On
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. Planning (PLAN) - Part 2

¢ Risk Management
o The risk assessment process

Risk assessment approach / methodology
Asset inventory
Risk assessment
Risk treatment options
Control selection
Risk treatment plan
Statement of applicability
Exercise / Hands On

4. Operation (DO)
e Policies, processes and procedures
Service agreements
Training and awareness
ISMS operation
Exercise / Hands On

5. Performance Evaluation (CHECK)
e Monitor, measure, analyze, evaluate (metrics)
e Audit program
e Management review
o Exercise / Hands On

6. Improvement (ACT)
¢ Non-conformities and corrective action
e Corrective action procedure and record
o Close the framework (improvement cycle)
e Exercise / Hands On

7. Business Continuity Management (BCM)
e What is BCM?
¢ Implementing a BCM
o Business Impact Analysis (BIA)
o Business continuity plan (BCP)
o Business continuity test plan and record
o Exercise / Hands on

8. Certification Process

e Choosing the registrar
Certificate
Certification audit
Benefits of ISO 27001
Exercise
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Examination / Certification

Exam and Certificate fees are included in the training course price
o A Certificate of Completion = score of 70% or above on the Final Exam.
¢ A Certificate of Attendance = score of 69% or below on the Final Exam.

Course Material
e A comprehensive training course manual containing the presentation slides and reference material
is included in the course price.

Schedule (3 Days)

Day ~ Schedule Description
Day 1 8:30am - 4:30pm Instruction
Day 2 8:30am - 4:30pm Instruction
Day 3 8:30am - 2:00pm Instruction
. . Final Exam
Day 3 2:00pm — 4:30pm (optional)
Price

e Public Course = $1,950 / Per Student (*Ask about the 2 for 1 deal for select courses!)
e Private Course = Contact Ron.Hourihan@SecuraStar.com

SecuraStar Website Link
http://www.securastar.com/iso-27001-training-schedule.php

For More Information

Ron Hourihan

VP Sales & Marketing
Ron.Hourihan@SecuraStar.com
Office: 480-386-7031
Direct: 617-997-6624

SecuraStar, LLC.

6991 East Camelback Rd
Suite D-300

Scottsdale, AZ 85251
www.SecuraStar.com
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