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ITIL is a set of guidelines that
describes an integrated, process
based, best practice framework
for managing IT services that
can be tailored to meet the
unique business needs of IT
organizations.

I'TIL Best Practices with Oracle Enterprise
Manager 10g and Oracle Siebel Help Desk

EXECUTIVE OVERVIEW

Reducing cost, while improving quality, customer satisfaction and aligning I'T with the business
are a few of the key issues facing senior business and I'T managers today. By facilitating
communications throngh standardized processes, the I'T Infrastructure Library (ITIL)
Sframework can help bridge the gap between IT and the business community. By focusing on the
standardization and discipline that ITIL emphasizes, enterprises can reduce the ongoing cost of
delivering I'T" services while improving the quality and consistency of service. Unfortunately, the
lack of an integrated solution that supports the ITIL process lifecycle has been a major
inbibitor in widespread adoption. IT managers are concerned about adopting point solutions
Jor a single I'TIL. process that does not seamlessly integrate well with other processes. Oracle
Enterprise Manager provides a rich, comprebensive support for ITIL and, with integration
with Oracle Siebel HelpDestk, seamlessly supports ITIL processes.

ITIL is a set of guidelines that describes an integrated, process based, best
practice framework for managing IT services that can be tailored to meet the
unique business needs of 1T organizations. It was developed in the late 1980’s
by the British government in response to the growing dependence on
Information Technology. Over time, ITIL has evolved to become the de facto
standard for service management.

The ITIL framework provides broad service management recommendations as
well as common definitions and terminology. Adopting ITIL guidelines and
architecture will enable organizations to ensure that I'T processes are closely
aligned to business processes and that I'T delivers the correct and appropriate
business solutions. Through such alignment, businesses can achieve significant
benefits in areas such as risk management, change management, and setvice
provisioning, resulting in improved execution and achievement of key business
objectives.

By adopting the ITIL framework and implementing best practices, organizations
can expect to reap the following benefits:

* Improved service levels and quality of service leading to increased customer
satisfaction

*  Closer alignment of IT services and processes with business requirements,
expectations, and goals

* A closed loop change management lifecycle resulting in greater visibility into
the impact of planned and unplanned changes

* A reduction in overall management and support costs leading to reduced IT
total cost of ownership (TCO)

Page 2



The primary goal of the ITIL
Incident Management process is to
restore normal service operation as

quickly as possible and to minimize
the adverse impact on business
operations, thus ensuring that the
highest possible levels of service
quality and availability are
maintained.

* Improved service availability and performance, leading to increased business
profitability

ITIL is about IT Service Management (ITSM). ITSM is a top-down, business
driven approach to the management of IT that specifically addresses the
strategic business value generated by the IT organization and the need to deliver
a high quality IT service.

ITSM itself is divided into two main areas, Service Support and Service
Delivery. Service Support is the practice of those disciplines that enable I'T
Services to be provided effectively. Service Delivery covers the management of the
IT services themselves. This whitepaper will focus on the Service Support
processes as well as Service Level Management- a Service Delivery process.

Service Support

Service Support is composed of the following disciplines and the Oracle solutions
maps to these disciplines:

* Incident Management

*  Problem Management

*  Configuration Management
*  Change Management

*  Release Management

Successful implementation of the ITIL framework ultimately needs adaptable
software-based tools to effectively manage and control procedure-level
processes and functions. Oracle provides an integrated solution for managing
and automating critical service support and service delivery functions. I'T
organizations can leverage many of the out-of-box capabilities to deploy ITIL
best practices. The focus of this paper will be on how Oracle can help
organizations achieve their goals in the five key ITIL Service Support processes:
Incident Management, Problem Management, Configuration Management,
Change and Release Management. It will also include Service Level
Management- a Service Delivery process that is tightly integrated with the Service
Support processes for a seamless I'TIL solution.

Incident Management:
In ITIL terminology, an ‘Incident’ is defined as:

An event which is not part of the standard operation of a service and which causes, or may
cause, an interruption to, or reduction in, the quality of that service.
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The goal of Incident Management is to restore normal service operation as
quickly as possible and minimize the adverse impact on business operations.

Oracle provides a number of out-of-box best practice capabilities to support the
ITIL Incident Management process

Oracle Enterprise Manager proactively detects events that could lead to
incidents by offering complete, end-to-end monitoring of business applications,
from the real end-user experience of the application down through its
underlying technology stack — applications, middleware, database, storage,
servers. Datacenter infrastructure components such as routers, server load
balancers and firewalls could also affect the availability of services and hence ate
similarly monitored in Enterprise Manager, giving a complete and integrated
view of the entire health of the data center. Incidents detected by Enterprise
Manager are raised as 'alerts' which can be visually monitored using the
Enterprise Manager System Dashboard, and notifications for these can also be
sent to the appropriate administrators. Enterprise Manager's notification system
enables the mapping of the specific events or alerts (incidents) to specific
administrators thus ensuring that the administrators with the appropriate skills
are notified when such incidents are detected.

Events or alerts (incidents) that have a well-known solution can be automatically
resolved via 'Corrective Actions'. Corrective Actions enable administrators to
specify the corrective tasks that should be executed if the alert is detected (e.g.
restart a process if it becomes unavailable). This eliminates the need for
operator intervention and in effect an incident has been prevented before it
impacts your end users.

If operator intervention is required to resolve an alert detected by Enterprise
Manager, a Siebel HelpDesk incident ticket can be automatically (or manually)
generated using the Oracle Management Connector, which interfaces between
Enterprise Manager and Siebel HelpDesk. The generated incident ticket will
contain critical details about the alert such as the software component that
caused the incident, error message, time of incident, priority, etc. Initial
classification of the ticket could also be done automatically based on attributes
of the alert. For example, the type of component on which the alert was
detected could be used as a basis for setting the classification of the ticket. Thus
alerts detected on databases could result in tickets classified under the ‘Database’
area; alerts detected on the application server could result in tickets classified
under the ‘Application Server’ area.
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Figure 1: Enterprise Manager shows information abotidetected alerts
(incidents) and tickets opened for them. You canlick on the ticket ID to launch
Siebel HelpDesk in context of the ticket.

Siebel HelpDesk also provides workflow features that ensure the appropriate
Helpdesk analyst is assigned and notified of the incident ticket. If needed,
further classification and prioritization of the incident ticket can also be
performed. The helpdesk analyst can assess the impact and urgency of a
particular incident and thereby recommend a priority level with a suitable
resolve date/time and escalation date/time. In the meantime, Enterprise
Manager will continue to monitor the component for which the incident ticket
was created. A worsening condition could cause an Enterprise Manager alert of
higher severity to be raised (e.g. from warning to critical) and this severity
change will be automatically propagated to the help desk ticket via the
connectof.

If the specified escalation time for the incident ticket is passed, workflow can
cither increase the priority level or notify the incident owner's manager. A visual
indicator shows at a glance whether the incident is active, closed, or has
breached the associated Service Level Agreement (SLA).

Home H A Service | Activities | & Assets | Inventory

Service Requests Home | Service Requests List | Service Request Charts | Service Requests - HelpDesk | Agent Charts | Explorer

HelpDesk Service Request
Meru + Hew Query Yerify
SR 146-12360105 Work Phone #; Tie: Memory Utlization is 96.03%, crossed warning (0) o crtical (100) threshold, 1
Lact Name: First Name: Description: Ticket created by EM Siebel Connectar, =
; Event Information: |
Impact: Low Saurce: [+ =
Urgeney: Low Agent Opened:* HB/2007 01:06:04 FIBL SR Type: Incident g Status:* Open [+
Recommended Priarity: 5-Question Agent Committed: B Arear IT [+ Substatus:* Unassigned [~
Agent Priority: 3-Medum [+] Agent Closed: #®  Subarea: [+] Prablem #:
User Priorty: 3-Medium [] Agent Escalation Time: ® Owrier; SADMIN = Froblem The: =]
Mare Infa | Activities | ctivty Plans | attachments | Aui Trail | changs Requests | tnsents | solutions | surveys | mart tssue | support center
Menu v [ Query  BaokAppt || Cancel Appt HoRerords | [52]

Activity ¢ Type Description Planned Start ¢ Priority Status Employees
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The primary goal of the ITIL
Problem Management process
is to minimize the adverse
impact of errors within the IT
infrastructure and to prevent
recurring incidents related to
these errors.

Figure 2: Siebel HelpDesk ticket based on EnterpresManager detected alert
(incident). Information about the alert is automaically passed to the ticket.
The help desk analyst assigned to the Service Request or incident ticket can use
the knowledge base to find known ‘corrective actions’ for the incident. If a
solution is identified, a link back to Enterprise Manager is provided in the ticket,
enabling the analyst to easily access Enterprise Manager’s administration
features to implement the solution (e.g. restart the database, add a data file, etc.)

Since Enterprise Manager’s monitoring system continues to monitor the
component associated with the incident ticket, once the solution has been
implemented, Enterprise Managet's monitoring system will detect that the issue
no longer exists (i.e. has been resolved). This could, in turn, alert the Service
Desk automatically, and allow them to close the ticket with the users consent

Customers who have an existing non-Oracle help desk solution can leverage the
Enterprise Manager Connector solution for an integrated I'T service
management solution. For example, the Oracle Management Connector for
Remedy Service Desk enables IT organizations to proactively detect and
respond to incidents to ensure high quality of service levels are maintained. The
connector integrates proactive alert detection and resolution feature with
Remedy’s Service Desk capabilities to provide a seamless workflow for incident
management and resolution — from the creation of tickets based on alerts to bi-
directional console links for incident resolution to automatic ticket closure based
on clearing of alerts.

Problem Management:

The primary goal of the ITIL Problem Management process is to minimize the
adverse impact of errors within the I'T infrastructure and to prevent recurring
incidents related to these errots.

In ITIL terminology, a Problem may be defined as:

An unknown underlying cause of one or more incidents.

The ITIL Problem Management process eliminates recurring incidents by
categorizing the underlying root cause of the Problem and then initiating actions
to improve or correct the situation. If a solution isn't readily identified, then a
new Problem can be created within Siebel Helpdesk, automatically associating
the new Problem with the incident. By associating the problem with the
incident, a parent-child relationship is automatically established. When the
problem record is closed, all the associated incidents are closed via a single
button click.
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HelpDesk Service Request < 3of3

Meru = New  Delete Query | Verify
SR 176914-4405119 Work Phone a: Title: Email Server Prablem El
Last Name: = First Mame: Description: There appears to be an issue with email access affecting the West coast of %
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Urgency: High -/ Agent Opened: * 1/28/2005 6:44:39 AH SR Type: Problem - Status:* Cpen -
Recammendsd Fricrity: 1-Critical Agenk Committed: 4/19/2005 5:00:00 PIE irea: IT - Substatus: Resobved -
Agent Priority: 1-Cricical -/ iagent Closed: i Subarea: Email -/ Prablem #:
User Priority: 1-ASAP | Agent Escalation Time: i Owner: JARUBIN 2] Prablem Title: |

MoreInfo | Activities | Attachments | Audt Trail | Change Requests | Incidents | Solutions | Surveys | Activity Plans | Smart Issue | Support Center - =

Meru v II query || | Moty Alerts
SR # Summary Status Last N First N Work Phone #

> 1763144677301 Laptop issue Open InProcess Parker fsley (650) 9032030 2|
176914-4894750  Email??7?? Closed Resalved =
176914-4894710  Can't you peaple keep email Lpzz??? Closed Resalved Yang Qiu =
176914-4894720  The CEQ is complaining about MO EMAIL Closed Resolved
176314-4534740 My Emallisn't working Closed Resolved Madison Beverly
1763144834760 Whers is ray email? Closed Resclved
176914-4894770  Cannok connect to email Closed Resalved
1769144894780 Issues connecting to email Closed Resalved
176914-48945814 1 need emall this morning! Closed Resolved -
1763144834524 Emil nak working Closed Resclved |

Figure 3: Associating multiple incidents to a singd problem in Siebel HelpDesk

To assist with the identification of root cause of incidents, Enterprise Manager
offers a wealth of diagnostic features. For example, say there have been
performance-related incidents logged by end users and an administrator decides
to start the diagnostic process by first checking if the database performance has
changed during the time period reported by the end users.

Enterprise Manager works with the self-management features of the Oracle
database in order to provide database diagnostics information. Using the
database performance page within the Enterprise Manager Console, the
administrator first focuses the historical view of performance to the relevant
period of time. Looking at the database Active Sessions performance chart, the
administrator notices that at that period of time, the database was bottlenecked
on CPU and database sessions were waiting on CPU.
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Figure 4: The database performance page in the Enerise Manager Console
can show historical views to enable focused invegtion of database
performance issues in a particular period in time.

Under the Active Sessions chart, the administrator can click on an ADDM task
icon for that time period to access the diagnosis and recommendations provided
by the Automatic Database Diagnostic Monitor (ADDM). ADDM is a
component of the Oracle database that is responsible for diagnosing its own
performance issues and providing possible solutions for them. The ADDM
findings show that there were a number of SQL statements that were
consuming significant database time.

|

Performance Finding Details

Database Time  7q 4 Period Start Time  Oct 11, 2007 12:30:03 AM CDT [Peited DUETED 475q
(minutes) {minutes)
Task Owner SYS Task Name ADDM:2598625219_1_10283 Avefagee ?scug:i 79

Finding SQL statements consuming significant database time were found.
Impact {minutes) 62.3
Impacti%) NN 735

Recommendations

| Schedule SQL Tuning Advisor )
Select Al | Sslect Mone | Show All Details | Hide All Details
Select Details Category |Benefit (%) «
[0 ¥Hide SQL Tuning ] 452
Action Investigate the SQL statement with SQL_ID "22x8qxj86n6vx" for possible performance improvements.
SQL Text SELECT 7 DSS_Q54 "/ B' || tt1 ch_featurevalue_08_id ch_fe
SAL ID 22@eq96n6vwx
Action  Run SQL Tuning Advisor on the SQL statement with SQL_ID "22x9¢xj96n6vx". | Run Achisor Naw
SQL Text SELECT F DSS_Q54 7 'B' || 1 .ch_featurevalue_08_id ch_fe..
SAL ID 22@cpg96nBuws

Rationale SaL s!;atement with SQL_ID “22x9qxj96n6vx" was executed 180 times and had an average elapsed time of 11

seconds.
Waiting for event "latch: cache buffers chains" in wait class "Cencurrency” accounted for 10% of the database time
spent in processing the SQL statement with SQL_ID "22x8qxj96n6vx".
WWaiting for event "resmgr:cpu quantum" in wait class "Scheduler” accounted for 6% of the database time spentin
processing the SQL statement with SQL_ID “22x9qxj96n6vx".
Datimnale WVaiting for event "latch free™ in wait class "Other" accounted for 1% of the database time spent in processing the -
< ] 2

Rationale

Rationale

Figure 5: ADDM findings show analysis of performane issues and
recommended solutions.

Among the recommendations made is to run the Enterprise Managet's SQL
Tuning Advisor functionality. SQL Tuning Advisor provides information on
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how administrators can tune SQL statements. In this example, one
recommendation is to use a SQL profile to change and improve the SQL
execution plan.

ORACLE Enterprise Manager 10g Setup Preferences Help Logout e
Grid Control Home Deployments | Alerts | Policies | Johs | Reparts
c All Targets
Database Instance: uat tdsmngd1c0l oracleads com = Advisor Central > SQL Tuning Results SOL_TUNING 1132082271715 > Logged in As SYS
Recommendations for SQL ID:22x9qxj96n6vx
(_Return
Only one recommendation should be implemented
SQL Text
SELECT /S DSS Q54 7/'B'||tt1.ch featurevalue 09_id ch_featurevalue 09 id,'G'||t1.ch featurevalue 02_elgr_id
ch_featurevalue 02_id."
Select Recommendation
| _Original Explain Plan (Annotatec)
(Implement
New
Benefit Explain Compare
Select Type Findings Recommendations Rationale (%) Plan Explain Plans
® SAL Profile A potentially better execution plan Consider accepting the 99.08 pe poe
was found for this statement. recommended SQL profile
O Miscellaneous The optimizer could not merge the
view at line 1D 4 of the execution
plan
(Rewm )
Home | Targets | Deployments | Alerts | Policies | Jobs | Reports | Setup | Preferences | Help | Logout
Copyright © 1996, 2005, Oracle. Al rights reserved v
] .

Figure 6: Enterprise Manager's SQL Tuning Advisorprovides
recommendations on tuning SQL statements.

As another example of Enterprise Manager's diagnostic capabilities, if a setvice
is detected to be down, Enterprise Manager automatically performs root cause
analysis by checking the status of key components of the underlying technology
stack to identify probable causes of failure. This information is especially critical
in complex applications where knowledge of the underlying application stack
and its dependencies is not well understood by the administrator that is

investigating the service failure.

& 4 @ = &
- - e
[T e P —
Pk Linka
Py Bty EiltSteice

Figure 7: Enterprise Manager's topology viewer visally shows possible root
causes of service failure.
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Enterprise Managet's Configuration Management Database (CMDB) stores
historical information about all incidents detected, as well as configuration
information about the component and environment on which these incidents
have occurred. Using Enterprise Manager's Information Publisher features with
the CMDB, administrators can generate trend analysis reports identifying the
most common incidents by time or by type, and correlate these with their
configuration information enabling them to perform root cause analysis and
take preventive measures for these incidents.

On the proactive side, Problem Management is also concerned with identifying
and solving problems and known errors before incidents occur. Types of
activity toward this goal are are, trend analysis, identifying recurring problems of
a particular type and testing.

For testing and identifying problems prior to them occurring, Oracle Enterprise
Manager offers the Application Testing Suite. Application Testing Suite is a
comprehensive, integrated testing solution that ensures the quality, scalability
and availability of your Web application and Web Services. This integrated, full
lifecycle solution enables you to define and manage your application testing
process, validate application functionality, and ensure that your applications will
perform under load. With Application Testing Suite, you can deploy your Web
applications and Web Services in less time while maximizing the efficiency of
your testing team.
Application Testing Suite is comprised of the following tightly integrated
products:
*  Load Testing for Web Applications for scalability, performance and
load testing.
*  TFunctional Testing for Web Applications for automated functional and
regression testing.

*  Test Manager for Web Application for test process management,
including test requirements management, test management, test
execution and defect tracking.
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Figure 8: Application Testing Suite creates realigt load testing scenarios that
simulate end-user behavior

To understand the Real User Experience, Oracle Enterprise Manager offers Real
User Experience Insight. Oracle Real User Experience Insight enables
enterprises to maximize the value of their business-critical applications by
delivering insight into real end-user experiences. It can help identify lost revenue
from frustrated users, reduce support costs by lowering call center volumes,
accelerate problem resolution of pootly performing applications, and help
businesses adapt to changing needs by providing insight into business trends
and user preferences. It integrates performance analysis and usage analysis into a
single offering, enabling business and IT stakeholders to develop a shared
understanding into their application users’ experience.

Oracle Real User Experience Insight's non-intrusive monitoring capability is
built using state-of-the-art Network Protocol Analysis (NPA) technology, which
does not require any modification, changes, or instrumentation of the
application. Its passive monitoring approach allows enterprises to deploy in
production, without tequiting costly test/ QA environment validations.
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Figure 9: Real User Experience Key Performance Indiators, Monitoring and
Alerting

Configuration Management
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The primary goal of The primary goal of the ITIL Configuration Management process is to account

Configuration Management is for and verify the conﬁgurati(?n records of all the components of the IT

to provide a logical model of infrastructure, as well as provide accurate information to support all other key

the IT infrastructure or a processes.
service, by identifying, )
controlling, maintaining and According to ITIL:
verifying the versions of ) ) ) ) )
Configuration Items (CI’s) in Configuration Management provides a logical model of the infrastructure or a service by
existence. identifying, controlling, maintaining and verifying the versions of Configuration ltems (Cl's) in

existence and their relationships to each other.

Configuration Management consists of four main tasks:

*  Configuration identification and discovery—the specification and
discovery of all IT components and their inclusion in the CMDB

*  Status Accounting and Control-the management and recording of the
status of all current and historical data associated with a CI though the
lifecycle- status of a CI from development, test, production, withdrawn
etc.

*  Verification and Reporting —involves audits and reports to ensure the
information contained in the CMDB is accurate

*  Support other ITIL processes like Problem, Change, Release and
Service Level Management.

Oracle Enterprise Manager supports ITIL Configuration Management by:
* Auto discovery, relationship mapping, topology views
*  Tracking configuration status and auditing configuration change
*  Automatically updating CMDB on change
* Automatic Configuration verification and reporting of CI status
*  Support Problem, Change and Release Management though a topology

viewer, providing change history details and updated configuration
information.

The Enterprise Manager Configuration Management solution manages
configuration discovery, enforces configuration changes and automates I'T
processes. Using agent and agent less technologies, it discovers and collects
detailed configuration information about all hardware and softwate resources in
the enterprise, patches, the relationships and associations between them,
topologies, systems and setvices, availability and performance metrics.

This information includes:

* Hardware (CPU, memory, storage, network etc)
*  Operating system packages, patches and kernel parameter settings

*  Relationships between CI’s including ‘runs on’, ‘depends on’,
‘connected to’ etc.
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*  Oracle software installed including interim patches, patch sets and other
configuration settings, components, DB parameters

*  Systems, Service and Groups

*  Topologies

*  Metrics and Notifications

*  Change History

*  Third party software that include, among others, databases like SQL
Server and DB2, storage like NetApp and EMC, networking solutions
like Juniper and Cisco and middleware like BEA Weblogic and IBM
WebSphere, IBM WebSphere MQ5.

The Enterprise Manager CMDB also collects configuration information for
packaged applications. For example, for the Oracle eBusiness Suite, the CMDB
collects over 100 configuration metrics and facilitates topological root cause
analysis. For PeopleSoft, over 500 metrics, automation of configuration policy
management and discovery of application relationships is collected.

The configuration is automatically collected at regular intervals and stored in the
Enterprise Manager CMDB repository. Ad-hoc collections are also supported.
Enterprise Manager provides the ability to not only take snapshots of CI’s but
also assign version numbers to the CI baseline and save it for managing
configuration drift.

Host: stacgl4.us.oracle.com

Latest Data Collected From Target Sep 28, 2006 7:02:12 PM PDT ( Refrash
Home Performance  Targets Configuration

Save | [ History ) (_Compare Configuration ) (Compare to Multiple Canfigurations(job) )

Hardware Qperating System
System Red Hat Enterprise Linux AS release 3 (Taroon Update 6) 2.4.21
Configuration 37.ELsmp (32-bit)
Hardware Frovider Intel Based Hardware Packages 1039
Number of CPUs Related Link Operating System Details
Memaory Size
MB 2007

Related Link Hardware Details

686 Operating System

Oracle Software
Oracle Software Collection Wamings )

Product Oracle Home |I||sln||n|io|| Time

Oracle Database 109 10.2.0.1.0 fscratchisdatta/product/10.1.0/Db_102 (database_home) Aug 29, 2005 1:50:24 PM
Oracle Enterprise Manager Repository Database 10.2.00.0 10.1.0/agent10g (agent10g) Jun 16, 2005 2:18:00 P
Oracle Management Agent 10.2.0.1.0 10.1.0/agent 10g (agent10g) Apr11, 2008 7:08:24 PM

Related Link Search Oracle Products Installed in Oracle Homes

Figure 10: Server ClI Details: Hardware, Operating §stem and Applications

Enterprise Manager also tracks configuration status changes to hardware and
software installations and configurations. This is critical in problem
management and root cause analysis because it makes it quick and easy for the
administrator to view changes that have been made since the last time the
machine was functioning appropriately. This feature is also critical in managing
compliance. By capturing and storing all configuration changes, Enterprise
Manager facilitates change analysis- who changed what, when, and to what
value.
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Discovered Target On of New Old
v Name Host Name Change|Value Value |Details
Dec 30, 2005 12:23:27 PM CST emrep.oracleads.com  tdsgem0l.oracleads.com job_queue_processes Change 10 0
Emrep.oracleads.com ldsgemdt.oracleads.com Job_g Al g e
Dec 30, 2005 5:14:22 AM CST  oralOgR2 oracleads com tdspet1.oracleads com — shared_pool_reserved_size Change 3565158 7873 e
Dec 30, 2005 1:48:50 AM PST - prod_prod1 tdermo0B. oracls. com semice_names Change prad, clusterdb prod e
Dec 30, 2005 1:48:50 AM PST  prod_prod1 stdemoCB. oracle.com shared_pool_reserved_size Change 18035507 15099434 oo
Dec 30, 2005 1:46:20 AM PST  prod_prod2 stdemo07 oracle. com sBMvice_names Change prod, clusterdb prod oo
Dec 30, 2005 1:46:20 AM PST - prod_prod2 stdermo07. oracle.corm shared_pool_reserved_size Change 14470348 13421772 pe

Figure 11: Detailed Configuration History is calcubted and stored for all ClI's

Tracking of CI lifecycle status from one state to other- development, test, production,
withdrawn is also supported:

ORACLE Enterprise Manager 10g
Grid Control

All Targets | Hosts | Databases | Application Servers | Web Applications | Senices | Systems | Group

Database Instance: PROD emac-amp4 us.oracle.com >

Target Properties

Name Value

Comment |L\cen5e Type: Global |
Deployment Type |F’r0duction |
Line of Business |Application and Systems Management |
Lacation |s00P352 |
Contact |R0b Sherman |

Figure 12: Configuration Target properties example

Enterprise Manager supports automated configuration verification by
automatically comparing CI’s enterprise-wide at great detail, allowing an
administrator to quickly and easily pinpoint any potential differences. The
comparison spans the entire stack from the hardware to the application. This
helps to keep systems synchronized and reduces ‘configuration drift’. It also
simplifies investigations into why systems that are presumed to be identical may
behave differently, for example the nodes in a RAC cluster. The ad hoc or
scheduled compatison between selected multiple (1-n) targets and a 'gold'
configuration can be made against a reference configuration, a saved
configuration baseline or a live configuration.
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Configuration comparison is extremely useful in change management. By
comparing configuration baselines, before and after a change or patch is applied,
one can verify that all configuration changes introduced as result of the patch
were planned and expected.

ORACLE Enterprise Manager 10g N N
Grid Control Home Targets

Deployments

Compare Database Configuration: Results

First Database OCS10LUS. ORACLE. COM Second Database asdbSius.oracle.com
Host stamz05.us.aracle.com Host stanl10.us. oracle.com
Caollected From August 24, 2005 7:14:37 PM Caollected Fram August 24, 2005 6:34:48
Target PDT Target PDT

Surnmary General J System Global Area [ Initialization Parameters Tablespaces

Show Results

Result |Name |0CS10I.US.0RACLE.COM asdbdi.us.oracle.com

&  Buffered Cache (MEB) 228 45

2 Fixed SGA (KB) 7h2 274

#  Java Pool (ME) 128 40

&  Large Pool (KB) 16354 ]

& Maximum SGA (MB) a04 137

#  Redo Buffers (KE) 512 520

2  Shared Pool (MB) 208 48

2  Taotal 3GA (MB) 561 137

Figure 13: Comparison of Oracle Database SGA paranters between two
database instances

Enterprise Manager provides ready-to-use reports on hardware and software
configurations and for compliance.

Page 15



Hardware Summary

Hardware

M Dell Computer Corporation(1)

Hewlett-Packard(1)

W BT

M Intel Based Hardware(15)

M Sun Microsystems(2)

W Mweare, Inc. (B)

M nullo)
Summary
[Hardware [Host|
-[BEEZ1RY]- %86 1
HP d530 SFF(DR439C) x86 1
OptiPlex GX260 %86 1
Sun Fire 280R 64-bit sparcyd sundu 1
Sun Ultra B0 UPA/PCI B4-bit sparcv3 sundu 1
Whiware Virtual Platform x86 B
i686 AuthenticAMD 686 1
iB86 Genuinelntel 686 15
Details

©) Previous | 1-10 of 27 || Mext 10 &
[Hardware Host Operating System |
-[BBE21RY]- x86 5dcB000i317 . corp.siebel. com Microsoft Windows Server 2003 Server 5.2 Service Pack 2(32-bit)
HP d530 SFF(DR439C) x86 strpid.idc.oracle.com Microsoft ¥Windows XP Workstation 5.1 Service Pack 2(32-hit)
OptiPlex GX260 %86 rmattipa-pe2.st-users.us. oracle. com Microsoft Windows XP YWorkstation 5.1 Service Pack 2(32-hit)
Sun Fire 280R 64-bit sparcyd sundu otrr-weash.us. oracle.com SunO5S 5.9 Generic_118558-11(84-bit)
Sun Ultra B0 UPA/PCI B4-bit sparcy3 sundu dlsunB07 . ug.oracle.com Sun0S 5.8 Generic_103523-29(84-bit)
Whdware Virtual Platform x36 emgc-ampl1.us.oracle.com Microsoft ¥Windows 2000 Server 5.0 Service Pack 4(32-bit)
Whhware Virtual Platform 86 emgc-ampl2 us.oracle.com Microsoft YWindows 2000 Server 5.0 Service Pack 4(32-hit)
“hiweare Yirtual Platform %86 emgc-ampld us.oracle.com Microsoft YWindows 2000 Server 5.0 Service Pack 4(32-bit)
Whiweare Yirtual Platform =86 emgc-ampla.ug.oracle.com Microgoft YWindows 2000 Server 5.0 Service Pack 4(32-bit)
Whiware Yirtual Platform =36 emgc-amp2. us.oracle.com Microsoft Windows Server 2003 Server 5.2 Service Pack 1(32-bit)
3 Previous Mext 10 &

Figure 14: Hardware Summary Configuration Report

By capturing associations and relationships between configuration items,
services and systems and displaying the topology in a chart allows for easy “what
is affected, what is impacted” analysis the solution facilitates problem and
change management processes.

Enterprises today also require a comprehensive solution for managing their
application configurations and Cls for the infrastructure underlying their
mission-critical applications. The Enterprise Manager Application Configuration
Console provides IT infrastructure teams with an automated “gold master”
approach to application infrastructure configuration management that enables
smooth delivery and support of mission-critical business applications. Through
use of the capabilities, I'T infrastructure personnel can capture the current state
of configuration settings for IT assets, monitor them for changes, and automate
processes for provisioning changes as well as setting up new environments
throughout the application lifecycle — from development, testing and through
production.
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Figure 15: Managing Application Configurations acrcss the deployment
lifecycle

Enterprises today are implementing compliance frameworks that require real-
time configuration change tracking such as Sarbanes-Oxley (SOX), Information
Technology Infrastructure Library (ITIL), and Payment Card Industry (PCI)
data security standards. A crucial consideration for these compliance
frameworks is real-time configuration change detection and reporting. Oracle
Enterprise Manager addresses this need through the centralized Configuration
Change Console that includes out-of-the-box and user defined policies and
controls. The Configuration Change Console is a policy-based system designed
to help organizations and administrators support their IT configuration
compliance goals and help deliver the level of service expected by their users.
The console comes with a set of predefined frameworks created by industry
experts to meet common compliance requirements. This enables IT
departments to quickly and easily demonstrate compliance with government
regulations and industry standards such as SOX, PCI, and ITIL.

Policy Status v 3) Alerts
Framework: |PCl (¥ iScale: |Last 30 Days (¥ |analytics: | CM View v 4 schema.obiect selected in Finance
Priva
& schema object selected in Finance
Priva. Q.

@ schemacbiect selected in Finance
Priva

Build and Maintain a Secure Ne..Q.  Defais Implement Strong Access Contro...0.  Details

& = hema object selected in Finance
Priva,

schema object selected in Finance
Priva. Q.

- She ll i otificati
Detas Protect Cardholder Data (PCI3) Detais Show slpendhandiistons

— Most Active Applications - Today

No data available curing reporting period

Details

Total Events - Today

No data available during reporting period.
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The goal of Change
Management is to ensure that
standardized methods and
procedures are used for efficient
and prompt handling of all
changes to minimize the impact
of change-related incidents and
improve routine operations

Figure 16: Dashboard for the real-time configuration change console

In summary, Enterprise Manager not only provides a rich, comprehensive
Configuration Management Database that not only serves as a primary
repository for CI information, but also supports other key I'TIL processes
including Incident Management, Problem Management, Change and Release
Management

Change Management:

Change Management is the discipline of ensuring that standardized methods and
procedures are established for efficient and prompt handling of all changes to an
organization’s I'T infrastructure in order to minimize the impact of change-
related incidents upon service quality. This includes ensuring that there is a
business reason behind each change, identifying the specific Configuration
Items and IT Services affected by the change, planning the change, testing the
change, and having a back out plan should the change result in an unexpected
state of the Configuration Item.

In ITIL terminology, a Change may be defined as:

The addition, modification or removal of approved, supported or baselined hardware, network,
software, application, environment, system, desktop build or associated documentation.

Oracle provides a comprehensive full change lifecycle management solution,
leading to more effective resolution to incident, problem and known error
management.

The Oracle Change Management enforces standard methods and procedures for
efficient, prompt handling of all changes to an organization's IT infrastructure.
It minimizes the impact of change-related incidents on service quality, and
improves day-to-day operations.

Oracle Change Management:
*  Provides visibility into I'T infrastructure components and business
services that may be impacted by planned changes

* Facilitates accurate classification of incoming change requests

*  Tracks and automatically routes multi-level approvals for change
requests

*  Monitors and tracks the lifecycle of the change request

* Automates task assignment, escalation processes, notifications, and
approvals for optimal workforce deployment

*  Supports automated change impact analysis and change verification

*  Arich library of out of the box standardized change implementation
procedures
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R§ Home | Accounts |[3| Contacts | 2 Service |i&) Administration - Product | Change Management | HelpDesk
Request For Change
Email Issue Affecting California (\West) Tof 1+ [k
[T New Query
Change Information Details
RFC Mo, i 35IA-2WWOR Categary: Major > Flanned Start: 4/8/2005 9:00:008 Planned End: 4/6/2005 10:00:00 B
Summaty:* Email Issue Affecting Ca Sesverity: Major Impact - Status:* Active - Access: APARKER =)
Division: PCS Technologies (H12] Urgency: High - Emergency: ¥
More Info | User | activiies | attachments | Calendar | Incidents [ Problems | Tasks | approvals | assets | notes | ey requests For changes =
| B ofi+
Menu v Hew Query  WiewSummary | Notify Alrts | Submit Change
Details
RFC No.:* 351A-2WWOR Summary:* Emai Issue Affecting C Status:* Active ~| Delivery: Green [+
Flanned Start: 4/6/2005 :CE Flanned End: /62005 10:00:00 B Created Date/Time:* 3/23/2005 10:35:20 A Access Type: Private [+
Members: APARKER Division: PCS Technologies (2 Category: Major - Creator: HTADMIN
Organization: PCS Technoli Severty: Major Impact [/ Reason For Change: Known Problem [+ Emergency: ¥
Alert System Name: Email - Urgency: High i Priority: High ~]
Alert Subsystem Name: America - West -
Content
Change News: =] Change Links: 5|
Parent Change: = Relsted Change: =]
Change Graphic: Z]

Figure 17: Request for Change (RFC) details

The Oracle Solution allow for the creation and classification of change request
records. The change analysis process allows for identification of the items,
impact the changes would have on existing objects, ability to schedule the action
to occur at the appropriate time and providing a means to back out the change if
necessary. Changes are prioritized and categorized based on the impact to
business and risk assessment.

The Oracle Configuration Management solution facilitates change management
analysis process by giving a comprehensive picture of the impact of I'T changes
to the organization’s infrastructure. The solution not only discovers rich and
detailed configuration information but also discovers the detailed associations
and relationships between configuration items. Being able to query these
relationships, such as parent/child is critical to understanding the impact of any
planned changes. By capturing and storing detailed change history information,
analysts can review all changes made to the affected CI over a period of time.

Siebel HelpDesk helps determine the availability of the required resources to
implement the planned changes through integrated calendaring functionality. By
identifying the impact of the change, on the IT infrastructure and staff, I'T and
business managers can work together to maintain a smooth change process that
ensures efficient utilization of the IT staff and minimizes disruption to the
business. The approval process is automated and approvals are sent to the
appropriate personnel and can be tracked to avoid delays. Automatic
assignment and escalation rules can be defined allowing for the routing of
approvals and notifications to alternate personnel and geographies. The
comprehensive collaboration environment allows management of the Change
Advisory Board (CAB) process and change scheduling based on integration with
project management tools. Analytics can be used in conjunction to scope the
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The goal of Release
Management is to Plan, Design
and implement procedures for
the distribution and installation
of software and to oversee the
rollout process

effort required to implement the planned changes by reviewing similar changes
performed in the past. Integration ensures that the HelpDesk can track the
status of the change through the lifecycle.

Automated change verification process assures that no unplanned changes were
inadvertently introduced during the change process.

The tightly integrated Oracle solution ensures that suggested remediation from
the problem management analysis — SQL Tuning Advisor recommendation,
application of a CPU patch etc. can be analyzed and approved during the change
management process and then automatically implemented and deployed using
standardized processes. At every step of the change process, the status of the
affected CI’s is automatically updated in the Oracle CMDB.

Release Management:

Release Management is the management of all software configuration items
within the organization. It is responsible for the management of software
development, installation and support of an organization’s software products.

In ITIL terminology, Release Management may be defined as:

The addition, modification or removal of approved, supported or baselined hardware, network,
software, application, environment, system, desktop build or associated documentation.

Release Management procedures include the lifecycle management of the
software Configuration Items and their distribution and implementation into a
production environment. These include:

*  Design and implement procedures for the distribution and installation
of changes to IT systems

*  Control the distribution and installation of changes to IT systems

The Oracle Enterprise Manager Release Management solution facilitates the
planning, management and successful rollout of software, documentation and
procedures, as well as the versioning of release components and packages for
comprehensive control and traceability.

The first step in the release management process is to build and store and
configure standard software components in a Definitive Software Library.
Oracle Enterprise Manager provides the infrastructure for a centralized
Definitive Software Library that facilitates the planning, management and
successful rollout of the software. The Definitive Software Library
(henceforward referred to as ‘Software Library’) that allows for the creation of
an organization’s ‘gold image(s)’ from reference installations.
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The Software Library supports a hierarchy of software entities like components
and images. The components serve as ingredients for the images and several
components can be mixed and matched to form ‘gold images’. Software Library
can also store versioned scripts that can be reused across different images and
their related operations. An Enterprise Manager Super Administrator may create
and maintain these images, while administrators of individual managed entities
can use them over and over again to deploy software to new destinations.
Oracle provides out-of-box templates that can be associated with these images.
Images can also be assigned custom tags and versions for ease of reference; this
allows users to build up a stockpile of certified, reliable, and reusable software
packages for redeployment completely independent from their original source
locations. The figure below shows the taxonomy of different software entities
in the Software Library. By providing an ITIL standard Software Library, the
Oracle solution also supports creation of “gold images" for deploying any
software-Oracle, third party or in-house applications in a consistent, unified
manner. Data centers, as well as integrators can package their custom solution
into repeatable solutions and roll them out for deployment.

Components Directives Metworks  Images — Suites  Assignments  Hardware — Cluster  Suite Instance  Administration
Define and configure the set of software components that may be included in an image.
View | Latest Version v| (Go) Advanced Search
Create Folder ) Create Companent |
Product
Select Name Type Revision Status Maturity  Product name version Description
@ ¥ Components
6] B hlyOracle Deployment Oracle10g R2 for Online Bank
[} B> Oracle Components Oracle Components
O POracleSoftwarsUpdatas
&) Adobe software Generic o1 Ready Untested
Cornponent
(6] A3 Component Oracle iAS Clone 0.2 Ative Production Oracle Application 101202  Nicole created this for demn
Sener J2EE and Web purposes
Cache
[e] A3CloneCompl Qracle iAS Clone 01 Active Untested
] Database 10.2 component Generic o1 Ready Untested Datahase patched with
Corponent 10.2.0.2
(@] DEClonedWhis Qracle Database 0.1 Active Untested
Clone
(8] Disk Layoutl Linux Disk Lavout 0.1 Ready Beta
[e] Hardware Profilel Hardware Profle 0.1 Ready Untested
o] Oracle Application Server J2EE Oracle iAS Clone 05 Active Production Oracle Application 101.2.02  include Web Cache, HTTR
and Web Cache Sener Sener, OC4J
C Cracle DB 10.2 Generic o1 Ready Untested Database 10.2 This component represents
Component Oracle DB 10.2

Figure 16: Software Library Components

The Enterprise Manager Release Management Software Library facilitates the
creation of full, delta and package releases. An Oracle interim patch that fixes
few files is an example of a delta release while a package release would include
the operating system, database and application server into a single image. A
complete database software installation is an example of a full release.

Another key requirement of the Release Management Process is to control
the distribution and installation of the images in the Software Library to IT
systems. Out of the box, repeatable processes that automate the entire
distribution and installation including scheduling and planning, automatic
verification, notification and communication, update of the CMDB to reflect
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The goal of Service Level
Management is to maintain and
improve I'T service quality
through a constant cycle of
agreeing, monitoring and
reporting to meet the
customers’ business objectives

the latest CI status help in demonstrating successful rollout of software and
related hardware through standardized processes. This ensures that the
software being updated is traceable and only correct, authorized and tested
versions are installed.

The Enterprise Manager Provisioning Pack ships out of the box Deployment
Procedures that are repeatable processes that implement best practices for a
change implementation. Deployment Procedures are comprised of a set of
change implementation steps orchestrated by Enterprise Manager. Deployment
Procedures can be extended and customized for customer needs. One can edit
the deployment procedure to insert or delete a step ot a phase or to enable or
disable a step or a phase. The Deployment Procedure to patch a single instance
database differs from the one to patch a RAC environment or an Application
Server. Deployment Procedures can vary from one customer to another or a test
installation to a production installation. Deployment Procedures take into
consideration, the reality that environments are often different with each having
complexities across different tiers with multiple dependencies. The situation is
further compounded by existing operational practices. In a typical data center,
Deployment Procedures can involve a design time activity (typically performed
by a Lead Administrator) and a runtime activity (typically performed by the
Operator). Typical Deployment Procedures can include patching procedures for
the entire software stack or individual components. Provisioning procedures can
include operating system provisioning, database and middleware provisioning
and scale out, and packaged applications cloning.

One can edit the deployment procedure to insert or delete a step or a phase or
to enable or disable a step or a phase.

In summary, Oracle Enterprise Manager provides a deep release management
solution that governs the co-coordinated rollout of software within an
enterprise. By centralizing the release process around the Software Library, it
allows for adequate planning and control. As a downstream discipline of the
Change Management Process, it can perform automated determination of
impact and conflict with other software releases. It also orchestrates the release
rollout process by sequencing the blackout, shutdown and startup of services.
While rolling out the software, Enterprise Manager notifies interested parties of
status changes, giving them the opportunity to take corrective action.
Enterprise Manager has built-in capabilities to rollback and re-try a release
operation in case the release process did not meet goals. After the software has
been rolled out, Enterprise Manager ensures that the configuration changes to
the CI’s are updated in the CMDB.

Service Level Management:
Service Level Management (SLM) is the constant cyclic process in which
customers and the IT service provider, together define, negotiate, agree,

monitor, and report on levels of service. The Service Level Management
process pivots around Service Level Agreements (SLA’s) in which the goal is to
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enable the continuous maintenance and improvement of I'T service quality in
order to meet the customers’ business objectives. The process ensures that any
adverse impact on service quality is kept to a minimum.

In ITIL terminology, Service Level Management may be defined as:

The process of planning, coordinating, drafting, agreeing, monitoring and reporting on SL.A’s,
and the on-going review of service achievements fo ensure that the required and cost-justifiable
service guality is maintained and gradually improved.

Oracle Enterprise Manager provides several best approach capabilities to
support the ITIL SLM process. Enterprise Manager’s SLM methodology
enables IT service providers to define SLLA’s based on business objectives,
monitor service quality using a rich set of metrics, and report on actual service
levels.

Before any service can be monitored, it must be accurately modeled and defined
in the context of the consumer or customer of the service. Real world services
are modeled and defined in Enterprise Manager from the end-user’s perspective,
where the services themselves are also mapped to IT resources. End-user tasks
are modeled as ‘service tests’ for proactive 24X7 monitoring of services using
Enterprise Manager’s Service Level Management functionality. A service test
represents end user business processes or actions that are used to evaluate the
availability and performance of a service. Service tests are defined and replayed
at regular intervals from remote agents (beacons) that are typically located at
representative critical end-user locations. Using Enterprise Manager, service
level goals can be defined and determined using either the availability of these
service tests or of the critical system components of the service.

Key service indicators are monitored for availability, performance, usage, and
service level compliance. A rich set of metrics are available for defining and
measuring service levels, including performance metrics derived from service
tests and transactions or system components, and usage metrics derived from
monitoring the throughput activity of system components. In addition,
Enterprise Manager provides the ability to define other core service level criteria
including: the expected service level goal percentage, availability, and service
days and houts.

Centralized reporting and viewing of service levels are provided from a real-time
and historical perspective through the customizable Service Dashboard where
SLA compliance can be monitored at intervals such as the last 24 hours, 7 days
or 31 days. Drilldowns from the Service Dashboard provide insight into service
level details. The Service Dashboard provides a ‘one stop’ management console
for all critical services, and a consolidated view into their overall health and SLA
status.
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Figure 17: Service level compliance is monitored and displayed on the
Services Dashboard

In addition to the various out-of-box service reports provided, Enterprise
Manager’s Information Publisher feature allows the customization of service
reports. Both out-of-box and customizable reports provide flexible reporting
options for executives and administrators.

Summary:

Outlined above were ITIL recommended processes and how the Oracle
Enterprise Manager and Siebel HelpDesk can greatly improve the level of
service they provide by IT operations, as well as increase resource efficiency and
reduce the cost of IT operations. Equally important, adopting the ITIL
framework will enable organizations to align IT and business goals and improve
return on I'T investment.

While ITIL provides basic guidelines on common sets of best practices, the
actual implementation will vary based on the changing needs of the
organization. Oracle Enterprise Manager and Siebel HelpDesk provide the
necessary tools for I'T organizations to implement ITIL best practices by
providing out-of-box capabilities that can be adopted by any organization to
implement a fully integrated I'TIL solution.

Acknowledgements:

Page 24



ITIL® is a Registered Trade Mark, and a Registered Community Trade Mark of
the Office of Government Commerce, and is Registered in the U.S. Patent and
Trademark Office

http: //www.itil.co.uk

Page 25



ORACLE

ITIL Best Practices with Oracle Enterprise Manager 109 and Oracle Siebel HelpDesk
September 2009
Authors: Ana McCollum, Andrew Oppenheim, Melinda Uh land, Sudip Datta, Walter Romanski, Julie Wong, Rob  ert Hogg

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
US.A.

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200
oracle.com

Copyright © 2005, Oracle. All rights reserved.

This document is provided for information purposes only and the
contents hereof are subject to change without notic e.

This document is not warranted to be error-free, no  r subject to any
other warranties or conditions, whether expressed o rally or implied

in law, including implied warranties and conditions of merchantability
or fitness for a particular purpose. We specificall y disclaim any

liability with respect to this document and no cont ractual obligations
are formed either directly or indirectly by this do cument. This document
may not be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without our prior written permission.
Oracle, JD Edwards, and PeopleSoft are registered t  rademarks of
Oracle Corporation and/or its affiliates. Other nam  es may be trademarks
of their respective owners.



