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CodeGuru Reviewer #EIZEIADHE

Code reviews

o . Q
reviewed on Jan 9 View changes

Repository [ Recommendations Pull request id [5 Last updated

src/main/java/scorekeep/UserFactory.java

}

Q

PullRequest-GITHUB-aws-codeguru-profiler-sample-application-1-
31f4a51a604396ad23806190cd9c53c1deec0728

+

+

+ public String randomName() throws IOException {
Details

+

CloseableHttpClient httpclient = HttpClientBuilder.create().build(

PullRequest

onJan 9 Author @

) ) CodeGuru Reviewer susccessfully finshed reviewing the Source code.
Recommendation generated by Amazon CodeGuru Reviewer
20 Jun 2020 06:48:44 PM GMT +0900

THUB-aws-codeguni-pro
6043962023806 190895 3¢ 1 deec0728

Problem
This line of code might contain a resource leak. Resource leaks can cause your
system to slow down or crash.

20 Jun 2020 06:52:32 PM GMT+0900

Q2 Q2 0 2 Q@ @ Q Q

Recommendations (6
Fix
Consider closing the following resource: httpclient. Currently, there are execution
paths that do not contain closure statements, e.g., when exception is thrown by
CloseableHttpClient.execute. Either a) close httpclient in a try-finally block or b)
close the resource by declaring httpclient in a try-with-resources block. o . Ol Oy S et G G ML bl T Al Mgt s i s e By e hegeeOsa

Consider calling get(), checking instead of your current check If the returned object is nul 1, and then wsing that cbject only, without calling get () again

More info
More info
View resource management guidelines at oracle.com (external link). w a0 example on Gitriub (external link)

Reply...

Resolve conversation

Pull Request ADIA> b~ CodeGuru Reviewer > Code Review DiHMIEIE
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CodeGuru Reviewer #12EIA

reviewed on Jan 9 View changes

src/main/java/scorekeep/UserFactory.java

« BHEXFEETA(C(E Problem, Fix, More info —
BEEND FEESECEET B RFa A ¢ i s i) o (L
MDD DOBEEZFEND

e Recommendation generated by Amazon CodeGuru Reviewer
~ | ) 57/93, 3 > 203
« AX> B UWEEMOjiU 7T Ze18 U
/ \ O I J / 3 / Problem
t }E ‘,I{-—‘j- % E/\ ’ /I/ I{} ( \\J g a_ 5 - t t\\ This line of code might contain a resource leak. Resource leaks can cause your
(G- system to slow down or crash.
M
CodeGuru Reviewer MOfEEME) L (CEND
Consider closing the following resource: httpclient. Currently, there are execution
paths that do not contain closure statements, e.g., when exception is thrown by
W N :I‘—\‘ \\\ . . L )
PY I —_— I\ l/ t 1 _ —YD}E rj— %EIE (j: : ? ?\ CloseableHttpClient.execute. Either a) close httpclient in a try-finally block or b)
=0 - \ close the resource by declaring httpclient in a try-with-resources block.
~ ~
>3OV =)L B UNEAPI C“Hy'fﬁﬂ BE More info

View resource management guidelines at oracle.com (external link).

onJan9 Author ® I
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Java Crypto Library Best Practices

Code

import javax.crypto.Cipher;

static final String CIPHER =:"DES";:

public void run() {
cipher = Cipher.getInstance(CIPHER);

}

Recommendation

It looks like your code uses a cipher object with an insecure transformation. To make your
code more secure, use one of the following algorithms with a built-in integrity check:
AES/GCM/NoPadding, or for Java 11 or newer, ChaCha20-Poly1305. Learn more

about javax.crypto.Cipher.getinstance.



https://docs.oracle.com/javase/8/docs/api/javax/crypto/Cipher.html
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Create profiling group

Profiling group details
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Thread main
java.lang.Thread.State: RUNNABLE
com.amazon.profiler.demo.Example.doOne()
com.amazon.profiler.demo.Example.doPlenty()
com.amazon.profiler.demo.Example.main(String[])

Thread main
java.lang.Thread.State: TIMED_WAITING
java.lang.Thread.sleep(long)
com.amazon.profiler.demo.Example.doPlenty()
com.amazon.profiler.demo.Example.main(String[])

Thread main
java.lang.Thread.State: RUNNABLE
com.amazon.profiler.demo.Example.doPlenty()
com.amazon.profiler.demo.Example.main(String[])

Thread main
java.lang.Thread.State: RUNNABLE
com.amazon.profiler.demo.Example.doOne()
com.amazon.profiler.demo.Example.main(String[])

Example.doOne

Example.doOne

Example.doOne

Example.doOne
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Example.doOne

Example.doPlenty

Example.main

ST 1

Thread.sleep
Example.doPlenty

Example.main

S T)LEL: 2

Thread.sleep
Example.doPlenty

Example.main

H>TF)LEL: 3

Thread.sleep
Example.doPlenty

Example.main
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H  RUNNABLE: a minute
NATIVE: a few seconds

5.86% of total time
Estimated active CPU cost: $133 per year

Click frame Right-click frame
)| tozoomin for more options
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{CodeGuru} DemoProfilingGroup-Withissues ) info

’ Heap summary v

B e ———
00:45 00:50 00:55 01:00 01:05 01:10 01:15 01:20

l Total capacity Hide I Used space Hide java.util.LinkedHashMap$Entry X java.lang.UUID X

Object types on heap (3/18) info

Q

Type name Average usage by type

java.util.LinkedHashMap$Entry 127.9 MB -
java.lang.UUID essve [

byte[l 15.7 MB l

PRI 5 R 5 T RIARAE

View demo source code [F ‘ ‘ o Recommendations ‘ ‘ Actions v |

(® Only show selected types

Average number of objects Code type
12.8m Built-in

6.6m Built-in

Primitive
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BRI DIERS

ATSTORIATZE
DAEIERIRR



CodeGuru Profiler #2515

HRFIRICPUVY — X ZEEK(CT DK
IR F) = U THERENSD
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- What/Why: RELS=

- What/Why: A>57<> RMItICED

VNZERBHEEOD X b

« How: B¥ZEAZENVEET D Rt X
> DU D

« Where: XSRETRDEEEG

Excessive debug/trace logging

Why is CodeGuru recommending this change?

Your profile spent 4.83% of the GULT:183) time on frames related to this issue, but we would expect less than 1% of your profile to be spent
on these frames under most circumstances.

The top matched frames were AbstractlLogger.debug .

Estimated cost of executing these frames
$103/year

Description

Your application is spending a lot of CPU on debug and/or trace logging.

¥ Suggested resolution steps
Use debug/trace logging only selectively, and consider disabling debug/trace globally by setting the logging level of your service and your

dependencies to warn or info.

v Where was this found?
Matched function name Portion of profile

org.apache.logging.log4j.spi.AbstractlLogger.debug 4.83 %

matching stacks
In 2 stacks
4.74 % 0.09 %

f5l: OF > JUIBOCPUERAZRNFU\C &R d HESEIA
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BEDOTOT 7 I D0F7—5 LA, CPU

ERAZ Z7z(X wall clock time (WLIBDSEHIRF
) DIEEENAZTNGS. EFEEUTHEL st
I//_I_i_ I\(: Il:ljjj éﬂ% .colorConvert @@EE info

An unexpected amount of wall-clock time was spent on executing [J sun.java2d.cmm.lcms.LOMS. colorConvert

A N © % 9 You can investigate this anomaly by looking for unexpected call patterns in the inspect view. Check if this frame has been called more frequently or if its execution
I I la ZO n /\O)L / \ is taking longer than before.

Time of anomaly Submit feedback
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Yumiko Kanasugi

yumikan@amazon.co.jp
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