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Presentation Disclaimer

"The information provided in this briefing is for general information

purposes only. It does not constitute a commitment on behalf of the United
States Government to provide any of the capabilities, systems or equipment
presented and in no way obligates the United States Government to enter into
any future agreements with regard to the same. The information presented
may not be disseminated without the express consent of the United States
Government. This brief may also contain references to Unite States
Government future plans and projected system capabilities. Mention of these
plans or capabilities in no way guarantees that the U.S. Government will
follow these plans or that any of the associated system capabilities will be

available or releasable to foreign governments."
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Full Spectrum
Cyberspace Operations

Defend the Nation Against Combatant Command
Atte Support
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Mission Statement

. Y
g JFHQ-DODIN exercises commanq and control of DODIN
: operatlons & DCO-IDM globally |Fa rder to synchron&ze the
protecti
projection :

"”%’éaé

UNCLASSIFIED 4



A
oo
‘@

@mbatant Comm

UNCLASSIFIED

(TACON)

Qervice Cyber Componeny

Tactical Control

Secure, Operate & Defend the DODIN
Command and Control Structure
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.y JFHQ-DODIN — The Year in Review
« JFHQ-DODIN established 15 Jan 15

e Accomplishments
— Led 17 named operations for DODIN defense
— Produced 517 DODIN intelligence products

— Assumed Operational Control (OPCON) of DODIN Cyber Protection
Teams (CPTs)

— Assumed control of Command Cyber Readiness Inspection (CCRI)
process

— Participated in 9 exercises and 2 war games
— Began development of first-ever deliberate plan for DODIN defense
— Established JTF in support of Combatant Command mission
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DODIN Defined
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Paradigm Shift within the DoD

Building an “immune system” for the DODIN
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JFHQ-DODIN provides unity of command to enable this new paradigm
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) A Day in the life of the DODIN
8.2M E-Mails Received & - Uk

m Malicious
(Blocked)

m Valid
(Allowed

Through) 3 Sspicious Events

that require further analysis

43K Attempted Intrusions
Detected and Blocked

| Each Year: 3B E-Mails Received, 16 M Attempted Intrusions, 11K Events to be analyzed
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The Big Data Tsunami

- We must transform data into information, then further refine that information into intelligence
- Better automation is critical
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- Takeaway's
 JFHQ-DODIN leverages new command relationships to
synchronize DODIN defense

* Technology-agnostic C2 framework helps us be flexible
and responsive

* \WWe must increase use of automation to solve the “big

data tsunami” problem
— How can industry help?

e Focus on “combined arms” approach to DODIN defense
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