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IPSec Dial Client Installation Guide for Windows 2000 and WinXP

1 Overview

This document gives detailed procedures including captured screen shots for end users to install and
uninstall IPSec Dial Client on their PC. The final section of the document includes the instructions
required to import the customer-specific security policy that contains the VPN connectivity
information. Contact your company’s contact to obtain your SafeNet security policy.

2 System Requirements

Operating system: Juniper NetScreen Version 8.7 build 12 will be used for:
Windows 2000%*
Windows XP*

Disk space: 10 MB

RAM: 64MB for Windows 2000 and Windows XP

Minimum CPU: Pentium 200

Warning:

All other IPSec clients (e.g., Nortel Contivity or Cisco Unity clients) should be
removed prior to installation of the SafeNet client. Any previous versions of SafeNet
should be removed before starting the installation of the new version. Multiple IPSec
clients existing on the same PC may cause serious problems, including system crash.

In the event of a third party personal firewall software is used in the Windows XP
environment instead of the Windows firewall, it is recommended that the Windows
firewall be turned off to avoid a possible conflict. It also allows the proper operation
of the third party personal firewall.

Also after uninstalling the previous version of SafeNet SoftRemote client software the
system must be rebooted. In Windows XP with Service Pack 2, ensure that the
Windows firewall is turned off prior to installing the new release of the SafeNet
SoftRemote client software. Then enable it after the installation completes. This
applies to the case where there is no third party personal firewall enabled or active.

3 Installing the Client

Download and save the “Netscreen Remote VPN Client for Windows 2000 Professional, XP Home
and XP Professional SP2” file to your PC Desktop. The file will be provided to you by your network
contact or may be downloaded from the Internet at the following URL with pop-up enabled:

This self-extracting file contains all the components for installation.



http://www.sprint.com/business/products/products/popup/popupVpnIndex.html
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Step 1: Select “RUN” on the “NetScreenRemote VPNClient_V8[1].7Build_12.exe” icon to execute
the installation process.

Open File - Security Warning

The publisher could not be verified. Are you sure you want to
run this software?

Mame: MetScreenRemoteVYPRNClient ¥8[1]. 7Build_12.exe
Fublisher: Unknown Publisher

Type:  Application
From: C:iDocuments and SettingsiIxs1117\Deskiop

Run Cancel |

Alwayz ask before opening this file

This file does not have a valid digital signature that verifies its
publisher. ‘vou should only run zoftware from publishers pou trust.
Hows can | decide what softwate to wn?
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Step 2: Click on NEXT to continue on the following screen.

TENetScreen-Remote Setup

NetScreen-Remote

NetScreen-Remote Setup El

Esmnn

i . Welcome to the InstallShield Wizard for
g per MetScreen-Hemote

i

1

The InstalShield® WWizard will install NetSereen-Remote on
your computer. To continue, click Mext

Cancel

Type to search =]
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Step 3: When license agreement screen appears, select “YES” to continue.

™ NetScreen-Remote Setup

NetScreen-emote

NetScreen-Remote Setup rzl

HERraEn
&"DTE ; ‘Welcome to the InstallShield Wizard for
e ¢ o NetScreen-Remote

i

W

The InstallShield® ‘wizard will install NetScresn-Remote on
your computer. Ta continue, click Nest.

Cancel

istat | @

Type to search a &L
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Step 4: Select “TYPICAL” in the NetScreen-Remote Setup screen and then select “NEXT”

etScreen-Remote Setup

| etScreen-emote

NetScreen-Remote Setup

Setup Type

Choose the setup type that best suits pour needs.

Click the tppe of Setup you prefer,

most Lusers

users,

i Typical Frogram will be installed with the most common options. Recommended for

" Express Program will be installed with all components supported on this system.

™ Custom “r'ou may choose the options you want to install. Recommended for advanced

1~ Destination Folder
C:AProgram Files\WJunipertMetScreen-Remate

Browse... ! ‘

< Back I Next > I Cancel I

Type to search o &
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Step 5: At the InstallShield Wizard window, click Next.

etScreen-Remote Setup

| NetScre-emote

NetScreen-Remote Setup
Start Copying Files
(@ilduniper

Review seftings before copying files.

Setup has enough information to start copying the program files. If you weant to review or
change any seftings, click Back. If you are sstisfied with the settings, click Mexd to begin
copying files.

Current Settings:

Destinstion Psth: C\Program FilesiuniperitletScreen-Remate: =
Program Falder: MetScreen-Remote

Safehet Vi Adapter: Selected

SafeMet IPSec Component:  Selected. =
Component Library: Selected.

|

= Back I Mext > I Cancel

Type to search
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7% NetScreen-Remote Setup

NetScreen-Remote

It

. @ Installing SafeMet ¥ Adapter. . -
Cancel

—
‘4 Start Gl Document1 - MicroscF... o ) nts and Se... P! en-Rem 2 Type to seaich
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7% NetScreen-Remote Setup

NetScreen-Remote

@ Installing the Deterministic Network Enhancer. ..

Cancel

— I
‘4 Start Gl Document! - Micrasof... | o il ntsandSe.. VRN en-Rem i Type to search [ TE NS
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Step 6: Once Wizard has completed installation of files, the PC will automatically reboot.

TENetScreen-Remote Setup

NetScreen-Remote

NetScreen-Remote Setup

Setup Status

MetScreen-Remote Setup iz performing the requested operations.

Rebooting in 27 seconds...

| 10%

il Document! - o ... - nents and Se ¥ NetScreen- . Type to search
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|
el

Step 7: When PC boots up, the NetScreen IPSec Dial Client icon should appear in the
Windows System Tray. The IPSec Dial Client can be switched on and off by right clicking on the
icon in the System Tray and selecting Activate or Deactivate from the menu. The IPSec Dial Client
should be deactivated until the Security Policy has been imported.

The IPSec Dial Client is now successfully installed.

Security Policy Editor...
Certificate Manager...

Deactivate Security Policy

Reload Security Policy

Disconnect...
Connect...

Log Viewer...
Connection Monitor ...

Add-ons
Help
About MetScreen-Remate

Remave [can

10
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Step 8: In order to access Windows network resources (WINS resolution, file sharing), NetBIOS
protocol may need to be enabled on the NetScreen virtual adaptor. This applies to all Windows
operating systems. For most versions of Windows 2000, go to your “Network and Dial-up
Connections” and select “properties’ on the NetScreen virtual adaptor using right-click button on the
mouse and then select “Networking.” The virtual adaptor might not appear until a VPN connection
is attempted. If installed, check “File and Print Sharing for Microsoft Networks” and “Client
for Microsoft Networks.”

£l Network and Dial-up Connections F R =151%

| Fie Edt vew Favorter Tools Advanced Halp ‘-
J Back - = - T @5earch yFoiders {HHistory ||11}-‘ B X | B

| Address [@1 Metwork and Disl-up Cornections =l o
-3 G, =1 (= =k ]
ot — = .@1 #w 25,
- L ; T L ;"
i Make New Local Area SafeNet Sprint
Network and Dial- Connection  Connection wirbual ...
E I.Ip COI'II'IBCtIOI'IS - SafeNet Virtual Adapter Interl’m:ew “; b llil
Safenet ¥irtual Adapter o Genes I Uptmnsl Securty  Networking I :,ha,-mgl
Interface

Type of dialup server | am caling
|PPP Windows 35/38/NT 4/2000. Irtemet |

Seltings

Type: Dial-up Connectinn

Status: Disconnected

Components checked aie used by this connection:
]~ Internet Protocol [TCP/IP)

A File and Printer Sharing for Microsoft Networks
W, Deterministic Network Enhancer

Ll Cliert for Misioac

Inetall. Urinztall Properties

Description

Allows your computer lo access resources on a Microzaft
network.

Cancel I

\1 object(s) selected
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Highlight “Internet Protocol (TCP/IP)” and select “Propetties.” Then select “Advanced” and you
should see the screen capture depicted on the next page. Select the Tab “WINS” and check the
appropriate boxes shown. Then select OK and exit back out completely.

3] Network and Dial-up Connecti

=] x|
I inteitr) RO ﬁ
J 4 General I
A - G
g Connect using: Internet Protocal (TC llﬁl! J e
% ISR PRO/ITOVE L iy | be | owner |
= Advanced TCP/IP Settin E
/ s 2l

ES Y'ou can get [P settings assigned automatically if your netwark, supparts

Comporents checked are us mas gpapp;aolg:iil;lt.eﬂlgﬁzgvtti;zs}lou rieed to ask your network. administrator for IP Settings | DNS  WINS I (Options |

Client for Microsoft N WINS addresses, in order of use:
ile: and Printer Sharil * Dbtain an IP address automatically
M NelBE Protecal — Use the following IP address: il
¥ Internet Protocal (TC Y :
IF address: I . . ¥
Irstal. Subret magk: I . .
rDesaription—————— | el gfenay | Add. Edi.. Remove |
Transmission Control Protc
s twark prak
o o 220 & Dbtsin DNS server addiess automatically
— @ (e ] et B e eeblres: pE‘E/II—{F‘UELi;lD:ﬁa?D is enabled, it applies ta &l connections for which
[ Show icon in taskbar whe Frefemed DNS I—
e e : : ¥ Enable LMHOSTS loakup |mport LMHOST5 |
Alternate DNS server I . .
% Enable NetBIOS over TCPAP
e " Disable NetBIOS aver TCP/IP
" Lse NetBIOS setting from the DHCP server
0K | Cancel
e
|2 object(s)

12



IPSec Dial Client Installation Guide for Windows 2000 and WinXP

For most versions of Windows XP, go to “Network Connections” and highlight the NetScreen
Virtual Adaptor and select “properties” using the right-click button on the mouse then select the
“Networking” Tab. The virtual adaptor might not appear until a VPN connection is attempted. If
installed, check “File and Print Sharing for Microsoft Networks” and “Client for Microsoft
Networks.”

.EI@I

Advanced

L? /':\ Seatch = Folders v

@, Metwork Connections

Network Tasks

| & Safehet Yirtual [ . r

[8] Create s new % A SafeNet Virtual Adapterinterface Properties
connection B Disconnected — - RS T T

#3 Set up a hame or small | General |

~ office network
Change Windaws |__LAN or High-Speed Interne Type of dialup server | am calling:
Firewall settings

e" Start this connection wd ‘Wireless Metwork

Nat connected

Em Rename this connection Tt Intel(R) PROfwirelz

2 Delete this connection

E:] Change settings of this = This connection uzes the following items:
connection gy T y

3| 05 Packet Scheduler

Other Places 3 O g File and Printer Sharing for Microsoft Netwaorks

g Intel Wireless Connection Agent

[} Control Panel 5 Deterministic Metwork Enhancer B

OQ Iy Network Places
ﬂ My Docurments

:‘ Iy Compuker

Drescription

Transmission Control ProtocolAnteret Protocal. The default
il wide area network, protocal that provides communication
Details across diverse interconnected netwarks
SafeNet Yirtual
AdapterInterface

' start it vt adop. .. [ ato.. o ®)0L
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Highlight “Internet Protocol (TCP/IP)” and select “Properties.” Then select “Advanced” and you
should see the screen capture depicted below. Select the tab “WINS” and check the appropriate

boxes shown. Then select OK and exit back out completely.

=¥ L? /:" Search || Folders v

@, Metwork Connections

Safelet Yirtual
fﬂ Create anew AdapterInterface
connection Disconnected
¥ Setup a home or small

~ office network

Advanced TCP/IP Settings

General | E-Generai i,‘DNS | Wik |

Type of digkup server | am cal | Y'ou can get IP settings assigned autory WINS addresses, in order of use:

supparte this capability. Othenwize, vou
indoves 35/98/MT 4/ adrinigtrator far the appropriate [P sett

(=) Obtain an [P address automaticall

() Use the following IF address: -
i &

+ Intemet Pr Ck
@] Qo5 Packet Schedul If LMHOSTS lookup is enabled, it applies to &ll connections for which
(%) Obtain DS server address autam| TCPAP is enabled.

1,43} File and Printer Shari
g Intel Wireless Cannes {2 Use the fallowing DMS server add Enable LMHOSTS lackup Import LMHOSTS..

nistic Network

MNetBl0S setting

Install.. hlternate DHS serv o

Description

Transmizsion Control Proto ) B
wide area network protoco () Enable MetBI0S over TCRAP

e tiehe e ) Disable NetBIOS aver TOP/P

1 Start B S t ¥irtual ddapt... | =en_Installatio, Type to search ] ’(-
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Step 9: Enable the default route option on the NetScreen virtual adaptor (it should be disabled if the
user needs Split Tunneling option). By checking this option, all traffic is forced to go over the VPN
client. It renders the local LAN resources inaccessible to the user until the VPN session is
disconnected and the policy is de-activated.

To enable the default route on Windows 2000, go to your “Network and Dial-up Connections” and
select “properties” on the SafeNet virtual adaptor using the right-click button on the mouse and
choose “Networking.” The virtual adaptor might not appear until a VPN connection is attempted.
Highlight Internet Protocol (TCP/IP) and select “Properties” and choose the Tab “Advanced.”
Then select the “General” tab and check Use default gateway on remote network.

Advanced TCP/IP Settings il |

Gereral | DS | wins | Opion: |

Thiz checkbox onl appliezs when vou are connected to & local
nebwiotk and & diabup network simultaneously. \when checked, data
that cannat be sent on the local network & fosarded to he dial-up
rebvanirk.

W Usz= defaut gateray aon remotz nebwork

| k. I Caricel

15



IPSec Dial Client Installation Guide for Windows 2000 and WinXP

For most versions of Windows XP, go to your “Network and Dial-up Connections” and select
“properties” on the SafeNet virtual adaptor and choose “Networking.” Highlight Internet Protocol
(TCP/IP) and select “Properties” and choose the Tab “Advanced.” Then select the “General” tab
and check Use default gateway on remote network.

> lj ;‘-‘ Search ||~ Folders v

d,_ Metwork Connections

#| Dial-up
Network Tasks

& creat ﬁ Safemlet Virtual
&| Create anew 3 adapterIntetface
connection _‘—/L Disconnected

% Set up a home or smal

~ office network
" h-Speed Interne)

iternat Protocol (ICRIIP) Bropei Advanced TCP/IP Settings

| Gereral \@D ons ||7Se:urirly| General | General | DNS | WiNS |

Type of diakup server | am cal | You can get IP settings assigned auto This checkbox only applies when you are connected to a local
| supports this capability. Dthensise, you network and a dial-up network simultaneously. ‘when checked, data
| PPP: windows 95/38/NT 4/ administrator for the appropriate IP setti that cannot be sent on the local network. iz fonwarded to the dialup
netwark.

(%) Obtain an [P address automaticall [¥]idze default gateway on remate nefwark:
() Use the fallowing IP address:
FPP link

Use IP header compression
=1 ()05 Packet 5chedul
] g File and Printer Shari (=) Obkain DNS server addiess autom)
B Intel Wireless Conne () Use the following DNS server add

Description

Transmigsion Control Proto
wide area network, pratoco)
across diverse interconnes

B, Safebiet Virtual Adapt,,. | @l an_Instalatio... Type to seaich [EREINC S1 CRw®
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Step 10: Import the NetScreen Security Policy into your VPN client. It contains your VPN-specific
configuration which will establish a secure connection from the PC to your VPN. Obtain the
security policy from your security administrator and follow the steps in the NetScreen Client Policy
Import Guide contained below.

Caution! When not using your connection to the VPN, the session should be properly disconnected

and de-activated. Using “right-click” mouse button on NetScreen icon 3, select “disconnect all”
and then “deactivate security policy”, both in the same menu. If you shut down the PC without
deactivating the policy, the session would stay active and you may not be able to use the Windows
login at the next start up.

4 Verifying and Disabling Windows Firewall

In the client PC, a personal firewall can be active at a time to avoid a possible conflict. In the event
of a third party personal firewall is used instead of the Windows XP firewall, the Windows firewall
should be disabled. It also allows the proper operation of the third party personal firewall. The
following are steps needed to verify to state of the Windows firewall.

Step 1:  Go to Start

Step 2: Select Control Panel from the pop-up menu

Step 3: Click on Security Center

Step 4: If a personal firewall is active, the Security Center shows the following state

17
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¥ Windows Security Center | E| E|

Security Center
Help protect your PC

Security essentials

@) Resources %
Security Cenker helps vou manage your Windows security settings, To help protect vour computer,
make sure the three security essentials are markad ON, IF the settings are not OM, Follow the
= Get the lakest security and virs recommendations, To return ta the Security Center laker, open Control Panel,
infarmation From Microsoft What's new in Windows to help protect my computer?
= Check For the latest updates from
Windows Uipdate @ Firewall © ON | v
= et support for security-related
issles 0
@ Automatic Updates @ ON | ¥
= et help about Security Center
" Changs the way Security Center L Virus Protection © ON | 2

Zonedlarm Security Suite Antivirus reports that it is up to date and virus scanning is on. Ankivirus
software helps pratect your computer against viruses and other security threats, How does
ankivirus software help protect my compuber?

Make: You now have antivirus software that windows can monitar, Click Recommendations to find

ook hiow,
Recommendations. .,

Manage security settings for:

@ Internet Options % Automatic Updates

18
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Step 5: Click on Windows Firewall to verify if it is disabled or not

™= Windows Firewall

General |E:-cu:eptiu:uns Advanced

.
Q(/.«l four PC iz not protected: turn on *Windows Firewall

Windows Firewall helps protect vour computer by preventing unauthonized users
fram gaining access to your computer through the [nternet ar a netwark,

@ () On [recommended]

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

Select thiz when you connect to public nebworks in lezs secune
lozations, such as airports. You will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ (%) Off [not recommended]

Aryoid uzing thiz zetting. Tuming off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Wwhat elze should | know about *windoves Firewall?

[ ] 4 l [ Cancel

It should be turned off if a third party personal firewall is present and active.
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5 Uninstalling the Client

Step 1: Open up the Windows Control Panel by clicking Start = Settings = Control Panel.
Double-click the Add/Remove Programs icon.

B3 Control Panel = =1 3

File Edit “iew Go Fawvortes Help |

*v*v@‘ E%LE.|@|><@

3

<

Eachk Earvand Up Cut Copy Paste Unda Delete  Properties
Address I@ Control Panel LI |
i) A
-
Accessibiliny Add Hew ! Desktop
Optichs Hardware Themes
Control
Panel e L ey D
Drizplay Fants G aming Infrared Internet
Add/Remove O pticns Optiors
Programs i
Sets up programs and @ = o
creates shortcuts, (=]

Microsoft Home

Technical Support

K.evboard Modems Mouze Fultimedia

@
P

ODBC Data Passwords PLC Card Power Printers
Sources [32bit) [PCHCl&) M anagement
® 5 B &£ &
Ean
Fegional Sounds Spztem Telephany Uzers
Settings
1 object(s] selected |Sels up programs and [|—=_,'g] tdy Computer s

20



IPSec Dial Client Installation Guide for Windows 2000 and WinXP

Step 2: For Windows 2000 and Windows XP, the following window is shown. Click on the
Change or Remove icon in the Add/Remove Programs Window, Click to highlight IPSec Dial
Client, and then click on Change/Remove to uninstall.

Currertly installed programs: [ Shaow updates Sort by | Name £

Change or = i
Remove q Microsoft Office 2000 Disc 2 Size  200.00ME |
Programs
q Microsoft Office 2000 Professional Size 155.00MB

|58 Madem Helper Size 2E4MB

i
Add New ™ NetScreen-Remote
Programs

§ To change this pi i _
Add/Remove ChangefRemove

‘Windows i
Components | O NetWaiting Sze  0,85MB

£ PowerDND 5.1 Sz 1.75MB

@’ B cuickset Sze  9.81MB
ek Program |8l search Assist
Access and
Defaults 15! solidConverterPDF Size  29.72MB
£, Sonic DLA
%) sonic Recordiow! Plus
ﬁ! Sonic Update Manager
Sprint Remote Access Dialer
15 URL Assistart
ﬁ'_;’;! windows Installer 3,1 (KBS93803)

e e——————

X
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Step 3: Check the Remove option when the InstallShield Wizard window is displayed, then click Next
to continue the uninstall process.

Currently installed programs:

Change or
Remove 3 200.00ME |
Programs 3 NetScreen-Remote Setup

155, 00ME
Welcome

% = todify. repair, or remove the program. 2.64MB

add Mew i { 24.60ME

HUCE At ‘wielcome to the NetScreen-Hemate Setup Maintenance pragram. This program lets pou madify L, Faret

the current installation. Click one of the aptions below.

gj  Hodly n 7/27/2006

Add/Remove Select new program compaonents to add or select cunrently installed
‘Windows components to remove.

Zomponents

@ @ Reinstall all program components installed by the previous setup,

Set Pragram
Access and
Defaults + Remove 29.72MB

@ Remove all installed components.

Next > | Cancel

§ETORL Assistart
ﬁ! ‘Windows Installer 3.1 (KES93803)

Step 4: Click OK when prompted with the following message to confirm the uninstall.

Confirm stall

Do you want to completely rermove the selected application and all of its components?

Cancel |

Click Yes when prompted with the following message box to completely remove the client. Click
No is you are upgrading to a new version of the SafeNet IPSec Dial Client since you will need to re-
import the security policy.

Urinsztall Security Pohcy

@ Wwhonld you like to deleteﬂﬁecurit_u Palicy?
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Step 5: When the Maintenance Complete window is shown, click Finish to restart the PC and
complete uninstalling the IPSec Dial Client.

[ Show updates Sort by! | Name W

Change or
Remove 5
Programs 3 NetScreen-Remote Setup

Setup Status 155, 00ME

% 2,64MB
™ -

Add Hew 1 24.60ME

HUCE At NetScreen-Hemote Setup is performing the requested operations. Faret

Ej 7127/2006

Add/Remove Rebooting in 14 seconds...
‘Windows
I Components

Set Pragram
Access and
Defaults 29.72MB

Cancel

§ETORL Assistart
ﬁ! ‘Windows Installer 3.1 (KES93803)

e—— P —

Step 6: When the PC boots up, the IPSec Dial Client icon Ii should not appear in the Windows
System Tray. The IPSec Dial client has been removed from the PC.

6 Importing a Policy

In order to connect to your company’s network, you must instruct the IPSec Dial client how to
establish this connection. This information is contained in a policy that is imported into the Dial
Client.

Confirm that the SafeNet SoftRemote IPSec Dial Client is installed on your PC. The IPSec Dial

Client icon (either "7 if it’s activated or i if it’s deactivated) will appear in the Windows System
Tray if the client is installed. If the client has not been installed, refer to the Installation Guide for
Windows 98/NT/2000/XP users.

23
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You will need to obtain a policy from your company’s administrator. The policy file will have the
extension “.spd” (e.g., NewPolicy.spd). Note the directory where you save the policy file (e.g.,
C:\Data, C:\My Documents, or the Windows Desktop).

Before imporﬁr’ﬁ policy, the client needs to be activated. It is already activated if the Dial Client

icon looks like
from the menu.

If it does not, right click on the icon and select Activate Security Policy

Step 1: Double-click on the activated IPSec Dial Client icon ’i located in the Windows System
Tray to open up the IPSec Dial Client’s “Security Policy Editor” window. Choose File from the
Menu Bar and select Import Security Policy.

h . » — =

IPSec Dial Client’lco

‘4 start o &0
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>

Step 2: From the “Import policy from...” window, locate the policy file in the directory where you
saved it (e.g., C:\Data, C:\My Documents, or the Windows Desktop). Highlight the policy file then
click Open to import the policy.

Elduniper S

Metwaork Security Policy

- All Connection - Connection Security

Import Policy From...

Laok in: |\D My Docurnents

3 [ty music

b !@My Pictures
My Recent e eentest
Documents

Desktop

My Documents

My Computer

o
by Metwork File name: ]melscraemtesl
Flaces

Files of type: |security Policy D atabase File [* spd)

ecurity Policy Editar ...

Step 3: Click Yes to confirm selection of the policy and continue the importation process.

Security Policy Editor EZ

Are pou sure you want b import the policy in C:stoolss T esting PolicyhMewPolicy zpd?

Step 4: Click OK to complete the policy importation process. The policy is now loaded into the
IPSec Dial Client.

Security Policy Editor

The policy in C:4toolehT esting PaolicysH ewPalicy. zpd has been successfully imported.

Step 5: Click File on the Menu Bar and select Save Changes to put policy in effect or generate
interesting traffic using a web browser or ping.
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