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NFV and VNFs
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NXP virtualization solutions

KVM

• Linux ® Hypervisor

• Resource Virtualization/oversubscription

• Open source
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KVM/QEMU 
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• KVM/QEMU– open source virtualization technology based 
on the Linux® kernel

• KVM is a Linux kernel module

• QEMU is a user space emulator that uses KVM for 
acceleration

• Run virtual machines alongside Linux applications

• No or minimal OS changes required

• Virtual I/O capabilities

• Direct/pass thru I/O – assign I/O devices to VMs
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Linux Containers

• OS level virtualization / process level virtualization

• Single kernel for host and guests, virtualized userspace 

instances – OS appears isolated

• Low overhead, lightweight, secure partitioning of Linux 

applications into different domains

• Per domain resource utilization control – CPU, memory, I/O 

bandwidth

• Multiple resource instances – namespaces

− Process – process trees

− Network – network stack (netdevs, socket families, FDBs)

• Based on a collection of technologies including kernel 

components (cgroups, namespaces), and user space tools 

(LXC, libvirt, Docker)
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I/O VIRTUALIZATION
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Device Usage in Virtual Environments
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Device Usage in KVM/Linux
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Device Usage in Containers

Drivers

generic iface DPNI DPMAC DPMUX

Netdevs

eth ni veth vlan macvlan bridge

Netns 1 Netns 2

Host C1 C2

• Each container (userspace instance) has a net namespace

− Multiple containers can share the same netns

• Each netdev belongs to a net namespace

• The netdev can be:

− Physical: has an associated HW device or abstraction

− Virtual: entirely SW (veth, vlan, bridge, etc.)

• Virtual netdev overhead is low – differences arise from 

technology specifics

− Bridge: kernel switching

− MACVLAN: MAC level VLAN

− VETH: IP level SW pairs

• Mix and match
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DIRECT ASSIGNMENT
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Introduction to VFIO

• VFIO (Virtual Function IO)

− Linux user space driver 
infrastructure

− Enforces IOMMU protection

• VFIO Provides

− Device access (mmap() device 
MMIO regions)

− IOMMU programming interface

− High performance interrupt 
support

• Bus support
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bus MMIO
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PCI Device Direct Assignment to VM
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DPAA2 Enables Secure Direct Assignment

• Management Complex (MC) is optimized for 
resource assignment to various software 
contexts through Management Complex

 Linux MC bus

 Resource management tool

• IOMMU translation and protection for user-
space (DPDK and QEMU)
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DPAA2 Device Direct Assignment to VM
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DPAA2 Device Pass-through to DPDK in VM
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Platform devices direct assignment
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VIRTIO DETAILS
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Virtual I/O Device

Virtio family of devices

• Found in virtual environments

• By design they look like physical devices

• Use guest standard drivers and discovery mechanisms

• Specification defined by OASIS technical committee

Virtio specification purpose

• Straightforward - use normal bus mechanisms of interrupts and DMA 

• Efficient - rings of descriptors for both input and output, laid out to avoid cache effects

• Standard - makes no assumptions about guest environment beyond supporting MMIO, Channel I/O or PCI bus transports.

• Extensible - devices contain feature bits acknowledged by the guest OS

Virtio device facilities

• Device status field

• Feature bits

• Device Configuration space

• One or more virtqueues

Guest

Host

virtio-

console

virtio-

blk

virtio-

net

virtio-

pci

virtio-
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virtio

transport

virtio back-end driver
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Virtio-net: Vhost back-end in user space
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Virtio-net: DPDK-OVS backend

DPAA Drivers

Hardware

VM

virtio-net Drivers

Networking Stack

Network Application

Kernel

User-space

KVMVFIO

DPDK/ODP

OVS
IF IF

vhost-user DPAA Drivers

Host User-space

Host kernel space



PUBLIC USE23 #NXPFTF

Virtio-net: DPDK in guest using virtio-net
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Virtio-block dataplane
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CONCLUSIONS
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Conclusions

• Efficiency, performance and flexibility in I/O virtualization solutions are important 

ingredients for network function virtualization 

• KVM provides VirtIO and direct assignment offering NFV system designers the 

possibility to choose the best suited solution for their applications.
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