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m3aade Tilsunsudedon Iduudsnesiliszuul§iians Windows 2008 (11S7 Log)

Date: 27 August 2008

Program name:

Epilog for Windows
Description: Send IIS7 log files to Centralized Log Server (logger.ku.ac.th)
Step:

I Fndaldsunsy Epilog for Windows

(GREPR aldan http://ftp.ku.ac.th/pub/syslog-ng/snare/EpilogSetup-1.4.0-MultiArch.exe )

! Setup - Epilog

A* Welcome to the Epilog Setup
LOG FOR WINDOWS Wizard

This will inztall Epilog werzion 1.4.0 on vour computer,

It iz recommended that you cloze all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

e Setup, - Epilog 5 Setup - Epilog

5elect Destination Location Select Start Menu Folder

Where should Epilog be installed?

D Setup will inzstall E pilog inta the following folder.

To continue, click Mext. [f you would ke to select a different falder, click Browse.

| [ Browse...

At least 0.7 MB of free disk space is required

[ < Back ” Mest » ][ Cancel

AANN1N Next >

3

where should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the Following Start Menu folder.

To continue, click Mest. If you would like to select a different folder, click Browse.

| [ Browse...

[ < Back ” Mext > ][ Cancel

AANN1IN Next >

3
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5! Setup - Epilog

5! Setup - Epilog

Remote Control Interface

Ready to Install
‘whould vou like to uze the Epilag Remate Control Interface? Setup is now ready to begin installing E pilog on your computer.

The Epilog Remote Control Interface provides an administrator with access to configure
and maonitar the E pilog agent via a web interface. ‘Withaut this feature, the reqgistry iz the
aonly available method to update the Epilog agent configuration.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

§ i § Destination location:
‘Wiould pou like to enable this feature? Would pou like to pazsword pratect access to the C:\Program Files\E pilog
interface? [HIGHLY Fecommended!]

Start ben folder

() Yes - with password [currently 'snare'] InterSect Aliance

(O ‘Yes - with password, local access only

[ < Back ” Hext » ][ Cancel [ < Back

[ Instal |[ Cancel

AANNLIN Next > ARNNLY Install >

] ]

it Setup - Epilog

it Setup - Epilog

Information

Flease read the following important information before continuing. Re \(?Vomplc?tlng the EDIlOg SetUD
OR WINDOWS Izar

‘when you are ready to continue with Setup, click Mext. Setup has finished installing Epilog on your computer. The

application may be launched by selecting the installed icons

Epilog - Generic text file analysis and forwarding

Click Finizh to exit Setup.
Copyright 1993-2008 InterSect Aliance Pty Ltd

hittpe A intersectaliance. com!

Flease zee the README. TT file for software information
and licence conditions.

a Aﬂl < % a tﬂll . .
ARNTILN Next > L&SAUAIARNTILN Finish
2. gaumbinsdaiudeninduaziliuseraesdayadeninansiasnisdnaiu

Compul Open

Explore

Map Metwark Drive. ..
Disconnect Mebwork Drive,

Create Sharkouk
Delete
Rename

Properties
Inkernce

ULMNA8 Desktop ARNNNATINTlaABYW My Computer > LABNINYEIDY Manage
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ANLNYAWUINHD “Server Manager”
1. ﬂamugﬂ@m Roles > Web Sites (IIS) > Internet Information Services (IIS) Manager

2. AINUNNNA8Le8 “Internet Information Services (IIS) Manager” TipaAnTaLrse > Sites > Default Web

Sites

3. AanlaAau “Logging” ANUEnaafIuaale

E_server Manager M= E
File  Action Wiew Help

L]
= 5 Roles = :
[€&r wmwewsereezy » @ @

=] G’j_Weh Server (115)
@) Lovaing Aens

W) Internet Information Se
=~ Apply

il Features
Diagnostics
offt Configuration

@-H |78

-5 start Page

25 Storage -6 W SULMAGTERA (] | U5 hisFeature to configure how 1S kogs recuests on the Wb server, B Caoo
2} Application Pacls One log file per: Disahle
lh View Log Files. .,
'@' Help
Loa Fie Oriine Help
Format:
[ - Select Fields |
Directary:
[re5iystambriveSlinet publiogsLogFiles Browse
Encoding:

UTF-5 -

Log File Rollover

Select the method that 115 uses to create & new log file,
@ Schedule:

Daily =

© Maximum File size (in bytes):

' Do not create new log files

r Use local time Far File naming and rollover

1] | »
4| | ol | v| [ElFeatures view |, = content view

azilsngurinae Logging phlFunsaAngil
®  One log File per: Site
® [ogFile
O  Format: W3C  UazAANLN “Select Fields”

dll o 2 dl o =3 £ g A [ da,
WWanNIMUAIayanssantn wazlipaniaan field mmvlﬂu
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udnanilu OK
|
| ¥#3C Logging Fields E E3 I

] Crate | date )
| [w#] Tirme § kime )
[w] Client IP Address ( c-ip )
[w] User Mame [ cs-username
[T 3ervice Mame [ s-sitename )
[] server Mame [ s-compukername )
|l Server IP Address ( s-ip
| [w] ZErver Pork { s-park )
[w] Methiod [ cs-method )
[w] URI Skem | cs-uri-stem )
[w] URI Query [ cs-uri-query )
[w] Protocal Skatus | sc-skakus )
[ Protocal Substatus | sc-subskatus )
[] Win32 skatus ( sc-win3z2-skakus )
[ Bytes Sent [ sc-bykes )
[] Bytes Received [ cs-bytes )
[ Tirme Taken [ time-kaken )
[ Protocal Yersion { cs-wersion )
[1 Host { cs-hiosk 3
[w] User Agent [ cs{User-Agent) )
[ Cookie { csiCookie) )
[w] Referer [ cs(Referer) )

(0] 4 I Cancel

O Date
O Time
O Client IP Address
O User Name
O Server IP Address
O Server Port
O Method
O URI Stem
O URI Query
O Protocol Status
O User Agent
0 Referer
O Directory: %SystemDrive%)\inetpub\logs\LogFiles
O Encoding: UTF-8
® [ og File Rollover : Schedule “Daily”
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A7NULNA8 Internet Information Services (IIS) Manager ‘Lﬁmamug “Default Web
Site” WAYANLUYAIULIIND “Manage Web Site” THAANLNYERY Restart

LAZ@aNAINUENAE “Server Manager” WAARNLNY File > Exit

]
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3. UFussAnnnsamdeRenindaesiilsunsy Epilog for Windows

wWindows Lpdate

Frograms . Accessories
. Administrative Tools

Documents . Extras and Upgrades

ct Alliance
Settings

. Maintenance
Search Skartup Restore Remote Access ko Snare for Windows

& Internet Explorer Snare For Windows
el e S 55 windows Contacks

' Run...

Log OFf Administrator. ..

Shut Down, .,

Windows Server 20X8 Enterprise

& Server Manager | & WEsvCL | (& 1157 - Windows Interne

Usuussaaauin Tui bN1$ Start > Programs > InterSect Alliance > Epilog for Windows

ﬁ'lnterSect Alliance - Information Technology Security - Windows Internet Explorer
@’_‘ - |g http:fflocalhost: 6162 fsetlog? D=Modify j g (| ILive Search 2|~

¥
ﬁ? ohe J& Intersect Allance - Information Technology Security ﬁ - B - o= - I-_,;“’Eage » 0 Tools -

Epilog for Windows

INTFeR\ o r

ALLIANGE

Latast Events SNARE Log Configuration

Log Configuration

Networe Confi i . .
T TR The following parameters of the SMARE log inputs may be set:

Remote Control
Configuration

Select the Log Type IMichsoﬂ 15 web server logs jl

Dbjectives Configuration

Log File or Directory |C:\,inetpub\logs\LDgFiles\W3SVC1\,

View Audit Service
Status Log Mame Format:

g u_ex*lo
(optional) Help I = g
Apply the Latest Audit
Configuration - -
Change Configuration FesetForm |
[c] Intersect Alliance Pty Ltd 1999-2008, This site is powered by SHARE for Windows. LI

Done ’_ ’_ l_ ’_ ’_ ’_ ’_ |€|‘_ Local intranet | Protected Mode: Off EA00% - &

° ﬂaﬂ‘ﬁlm‘g} Log Configuration > ﬂaﬂ‘ﬁlﬂu Add

® NUUARIFIN il
Select the Log Type: --> Microsoft IIS web server logs
Log File or Directory --> C:\inetpub\logs\LogFiles\W3SVCI\
Log Name Format: -->u ex*.log

® |a3alan m‘ﬁnﬁﬂqu Change Configuration
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FIIANATALAN ﬂaﬂﬂmlﬁl Apply the Latest Audit Configuration

2 InterSect Alliance - Information Technology Security. - Microsoft Internet Explorer E'E'E'
File Edit ‘“iew Favorites Tools Help i
e Back - > \ﬂ \ELI _;\] /..-\" Search ‘»:1‘\'/ Farvorites 6‘} @ -\_,_;. ﬂ - _] ﬁ i’i
Address @ http:fflocalhost: 6162 fnetwork w Go Links @ -

INTTer) Epilog for Windows
ecTr
ALLIANGE

Latest Events SNARE Network Configuration

Log Configuration

Network Configuration

The following network configuration parameters of the SNARE unit is set to the following
Remote Contbol

values:
Configuration
Objectives Configuration Override detected DMS Mame with: |_ku.ac.th |
View -“S“tdittuse"'ice Destination Snare Server address |1 FANEY | |
Sta 5
Apply the Latest Audit Destination Port
Configuration

Enable SYSLOG Header?
(Use alternate header? [¥])

S¥SLOG Facility
S¥SLOG Priority

[ Change Configuration ” ResetForm ]

& Local intranet

® AANT bN1$ Network Configuration

[ %

v
®  UUAAIGNNT Aall

ﬁﬂ]‘ﬂﬂ Override detected DNS Name with: --> hostname

Destination Snare Server address --> [PAddress Log Server (158.108.5.154)

Destination Port > Port NUUALTIW 514
Enable SYSLOG Header? > AANYN

Use alternate header? --> ﬂaﬂgﬂ

SYSLOG Facility --> 138N Local2
SYSLOG Priority --> 1381 Information

® a3alan ﬂanﬁﬂu Change Configuration

1 v 1
® {afvAATauAD AANTILINY Apply the Latest Audit Configuration
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