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USER:

PASS:

.................

.................

A password manager is a service that remembers your passwords, so you 
don’t have to.

In addition to helping you organize and manage your logins, it makes it easy 
for you to follow best password practices.

WHAT IS A PASSWORD MANAGER?
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LastPass is the leading password manager helping over 7 million users 
worldwide simplify their online life.

LastPass syncs everywhere with support for all browsers, operating systems, 
and mobile devices.

Data is encrypted locally and your key is never shared with LastPass. 256-bit 
AES encryption, one-way salted hashes, and PBKDF2 iterations ensure 
complete security.

WHAT IS LASTPASS?
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Over 17,000 organizations trust LastPass to strengthen company password 
practices, protect against data breaches, and achieve regulatory compliance.

WHY EMPLOYERS CHOOSE LASTPASS
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GETTING STARTED:
ACCEPTING THE INVITE
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A strong master password is key for your security.

Your password should 
include at least 15 
characters combining 
numbers, symbols, and 
letters, without using 
dictionary-based words.

CREATE YOUR MASTER PASSWORD
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Username:

Password:

In-Field Icon Your LastPass Vault

The LastPass Extension

Website 

My LastPass Vault

Sites

Form Fills

Generate

Secure Notes

THE LASTPASS ECOSYSTEM
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Use the LastPass in-field icon to 
save a new login or to select from 
the accounts you’ve already stored.

LASTPASS SAVES AND FILLS LOGINS FOR YOU
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Create secure, unique passwords when registering for a new account or 
updating the password for an old login.

Use the in-field icon to open the 
generator and save the new 
password to your vault.

GENERATE NEW PASSWORDS
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Save time and create a secure form fill profile for simplified 
checkout and registration. 

From the LastPass extension, open Form Fills 
to add or edit profiles. Click the in-field icon 
to select a profile and instantly fill a form.

FILL IN ONLINE FORMS FASTER
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From the LastPass 
browser extension, click 
the Secure Notes menu 
to add notes or edit.

Use Secure Notes to securely save things like WiFi logins, 
membership cards, and PIN codes.

STORE ANYTHING IN SECURE NOTES
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The Security Challenge identifies weak, duplicate, and 
potentially breached passwords.

From the LastPass 
browser extension, 
select Tools and run 
the Security Check.

TAKE THE LASTPASS SECURITY CHALLENGE



CONFIDENTIAL

Add another layer of security to your LastPass account with multifactor 
authentication to protect against keyloggers, phishing, and other threats.

MULTIFACTOR AUTHENTICATION
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Conveniently share access to logins across functional teams with Shared Folders.

Select “Manage Shared Folders” 
in the vault to create, assign, and 
customize permissions to folders.

SHARED LOGINS & FOLDERS
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Enterprise accounts are for company data only. For a more convenient browsing 
experience, you can link your personal account. Your personal data remains private 

and cannot be accessed by your employer.

Open your LastPass vault and 
click ‘Link Account’ in the 
Action menu on the left. Once 
linked, the personal account 
shows as a folder in your vault.

LINKING YOUR PERSONAL ACCOUNT
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Already using a password manager? Importing existing logins into LastPass is easy. 

Open the LastPass extension, 
select Tools, then Import, and 
follow the steps for your 
previous password manager.

IMPORTING LOGINS INTO LASTPASS
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Download the LastPass mobile apps for Android, iOS, and other smartphones to access 
your vault and login to sites. View, edit, add, and fill passwords with the mobile app.

Fill app logins and 
Chrome web logins.

Fill web logins in Safari.

LASTPASS ON THE GO
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Sites

Facebook
fan@lastpass.com

Evernote
fan@lastpass.com

Best Buy
fan@lastpass.com

Launch

Banking and Finance (3) Read Only  • Shared Folder

Apps Assigned to Me (6)

fan@lastpass.comSearch your vault

Pocket
fan@lastpass.com

Amazon
fan@lastpass.com

AirBnB
fan@lastpass.com

Capital One
fan@lastpass.com

Fidelity
fan@lastpass.com

Bank of America
fan@lastpass.com

Sort By: Folder (a-z)
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Secure Notes

Form Fills

Sharing Center

Security Challenge

Emergency Access

Account Settings

More Options

Collapse

95%

1

LastPass Enterprise works behind-the-scenes to authenticate cloud apps.

You can find your cloud app 
logins in the “Apps Assigned 
to Me” folder in your vault.

LOGIN TO CLOUD APPS WITH
LASTPASS SAML
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It is very important that you remember your LastPass master password. If you forget 
your password, there may be a few options available to recover your account. 

Visit LastPass.com/Forgot.php to 
start the account recovery process.

ACCOUNT RECOVERY



Thanks For Using LastPass!


