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Key Outcomes/Objectives

1. Understand how the ‘SAP at Microsoft’ internal 
implementation leverages Telemetry and 
Monitoring across SAP on Azure

2. Learn best practices implementing SAP 
Telemetry and Monitoring on Azure

3. Maximize your SAP on Azure Telemetry 
investment for the future



Agenda

• 'SAP at Microsoft' introduction

• Key challenges we needed to solve

• How we did it with enterprise Telemetry

• Telemetry and Monitoring of the Future



SAP at Microsoft

Finance/Corporate Services: Finance, Controlling, Accounting, Enterprise 

Controlling, Treasury, Project Systems, Financial Services, Real Estate, 

Corporate Finance Management, InHouse Cash Center, Rev Acc & Report

Human Capital Management: Personnel Administration,

Benefits, Organizational Management, Talent Management,

Personnel Time Management, Payroll

Supply Chain Management: Sales and Distribution,

Materials Management, Logistics, Logistics Execution

Add-On: Core Country Version for Central and Eastern Europe

Business Planning & Consolidation

HANA

Convergent Invoicing: Receivables 

Mgmt, Contract Accounting

IS: Telecommunications

Global Trade Services: Compliance 

Management, Customs 

Management

TREX: for Sanction Party List 

Screening

Supply Chain Management: 

Demand Planning, Event 

Management, Supply Network 

Planning, Global ATP Check

Solution Manager: Custom 

Development Management 

Cockpit, Maintenance Optimizer, 

SAP Support Services

Object Event Repository: Secure 

Track and Trace Scenario

Add-On: Auto-Infrastructure ID

BOBJ Data Services 4.2

PI/XI NW 7.3 Process Integration

DUET Enterprise 2.0

Tidal Enterprise Scheduler

BSI Tax Factory

Vertex Sales Tax

Esker Faxing

RealTech

Others
Master Data Gov:

Business Partners

Object Event Repository: Secure 

Track and Trace Scenario

Add-On: Auto-Infrastructure ID
Governance,

Risk & Compliance

Ariba Direct Sourcing

Conv. Charging: 

Direct Billing, 

Rating

Business Planning 

& Consolidation,

BI

Ariba Business Network

Integrated Business PlanningSuccessFactors



SAP Applications at Microsoft – Business View
Shared SAP System ECC

Personnel Admin, Benefits, 

Org Mgt, Talent Mgt, Time 

Mgt, Payroll, Recruiting

Accounting, Controlling, 

Treasury, Project Systems, 

Financial Svcs, Real Estate, 

Corp Finance, In-House Cash, 

Rev Rec, Trade, Customs

Sales and Distribution, 

Materials Mgt, Logistics, 

Logistics Execution, Demand 

Planning, Event Mgt, Supply 

Network Planning

Volume Licensing Bedrock, 

Next Gen VL, OEM, Universal 

Store, Convergent Charging 

& Invoicing, Contract 

Accounting, Rating

Sales and Distribution, 

Finances

Business 

Planning & 

Consolidation 

BPC HANA

Revenue 

Recognition 

RAR

Supply Chain 

Mgmt SCM

SCM Care OER

Global Trade 

Screening GTS

Services Billing 

CC

OEM Services 

OER

Governance, 

Risk and 

Control GRC

Customer 

Project Mgmt 

CPM

Learning & 

Succession 

Success 

Factors 

Integrated 

Business 

Planning IBP

Expense 

Mgmt Concur

Sourcing & 

Dir. Network 

Ariba

Master Data 

Governance 

MDG

Solution 

Manager

SOLMAN

Business 

Objects

BOBJ/DS

Adobe 

Document 

Services

ADS

Duet for CIM

DUET

Customer 

Finance Mgmt

CFM

XI/PI

Shared SAP 

System RMCA

Hybris

High Volume 

Invoices & 

Receivables



SAP ERP by the Numbers

110K
Internal Users
(Mostly Indirect 

Access to SAP)
8K

Named User 

Accounts 96% Non-SAPGUI 

users

SAP Surround 

Strategy

High Quality Enterprise Service Offerings via SAP

17TB
Highly 

compressed 

database 
9M

Up to

Dialog 

Steps/Day
300K

Monitored 

Batch 

Jobs/Month

300M
Up to

Transaction 

steps/Month

99.998%
Raw
SQL/Win

Uptime
0.4 Seconds user 

response time

Enable Modern 

Experiences

Deliver Reliant & Agile 

ERP Platform

Provide Real Time 

Processes

2x System growth 

in past 2 years ≈600 Servers
(100% virtual) 250TB

Compression 

Storage 

Savings

15-30%

yearly
Incident Ticket 

Reduction2x
Transaction 

volume ever 

18-24 months



Key challenges we needed to solve

• A lack of understanding of SAP - considered a ‘black 
box’ at Microsoft

• Talk the same language when measuring End to 
End Business Process health

• Modernize our SAP Telemetry & Monitoring



A

SAP Business Logic

Azure Compute / Storage

Azure Monitor

Aggregate, corelate,
Monitor, Analyze

ADL.Net 
App

SQL
DB

W
eb

 S
er

vi
ce

s

Analysis for 
Office

W
eb

 S
er

vi
ce

s

SAP
Kernel

Basis 
Layer

Networking Networking

Azure Active 
Directory

On Premise 
Hardware

Power App

HANA
DB

Leveraging Application 
Insights, we record End to End 
Telemetry & Monitoring 
events at all levels of the Azure 
stack.

Deep integration within the 
SAP stack, both Business & 
Technical, provides us with full 
End-to-End Transparency.

PowerBI dashboards are built on 
top of AI data, offering true E2E 
KPI reporting and analysis. 

Evolving SAP on Azure – Telemetry & Monitoring



SAP Telemetry and Monitoring Approach

Application

Monitoring/Alerting
“Uses Telemetry to take immediate 

action”

Infrastructure

• System Center Operations Manager

• Azure Monitor

• SAP Cloud monitored in the application 

and business tier.

Business • Azure Monitor

• SAP Solution Manager

• Azure Monitor, Custom SQL, PowerShell

• SAP Solution Manager - Limited

• Azure Monitor (Log Analytics 

Workspace)

• Azure Monitor (Application Insights) -

Ingestion

• SAP Solution Manager

• Z Program

Basis

Functional

• Log Analytics Workspace

• Standard SAP (STAD, ST03n, SM21, etc)

• Azure Monitor

• SAP Solution Manager, Z Programs

• Azure Monitor (Application Insights)

• SAP Solution Manager, Z Programs

Items in Bold are primary and/or future direction

Telemetry
“Transactional metadata“



SAP Platform System Health Dashboard (PowerBI)

Simple Platform 
health checks

Also shows 
system load 
trends by work 
load type

Early MVP



Azure Monitor Logs for HANA

Current State

Allows combining different types 

of telemetry/events into a single 

location

Visibility across different HANA 

instances and technologies

Future Ideas

Ability to leverage machine learning 

for deeper insights into your HANA 

platform and SAP Systems



Using Application Insights for SAP Telemetry

SAP Table

Standard 

SAP

SAP Events

Standard 

SAP

Custom (Z) 

Program

Telemetry Hub

Web 

Service

Application Insights

PowerBI

Common Schema
Unified Telemetry Platform (UTP)

Azure Data Lake

SAP Layer

Microsoft 

Layer

Azure

.Net

PowerBI

Business 

process 

dependent

Custom 

Application

SAP SaaS

SAP 

Solution 

Manager



The Microsoft SAP Telemetry Pipeline
SAP Report, 

Function 
Module

Class: 
ZCL_TELEMETRY_API

Method: 
SEND_TELEMETRY

Class: 
ZCL_TELEMETRY_API

SAP Rest 
Framework

SAP 
Telemetry 

Service
(.Net)

Telemetry 
Event Hub

(Azure Event Hub/.Net)

Collect 
application 

specific 
attributes, 

and 
metrics

application specific 
attributes, and metrics

Sap standard/default
attributes

Format JSON Payload

Transaction 
Raises Workflow 
Event with Key

Event Triggers:

Collect 
Event 

specific 
attributes, 

and 
metrics

Class: 
ZCL_TELEMETRY_API

Method: 
SEND_TELEMETRY

Application 
Insights

(Kusto)

PowerBI



Enabling Enterprise Business Process Telemetry
What is Business Process Telemetry?

Business Process Telemetry captures the critical events of a business transaction as it flows across the application 
landscape.

Why enable Business Process Telemetry?

SAP ORder
Order

Deliver Process Shipment Invoice
External system 

1
External system 

2

Automated Measurements, Statistics, Alerting and Monitoring

Order Failed!



Key Personas

Role What I Need Value I will get

Business User

I need visibility to the status of my business 

transactions as they flow through the MS/SAP 

ecosystem.

I will no longer need to create service tickets to get the 

status of my SAP transaction flow.

Engineering Team

We want to know business process issues 

before it impacts business operations and 

leads to customer satisfaction issues. We need 

end to end visibility of business transactions 

through SAP telemetry data in a common 

consumption format (UTP) with shared keys.

We no longer need to check multiple SAP transactions 

to investigate business process issues. to identify which 

step the business process has failed/stuck. We will 

improve the Mean Time-To-Detect (MTTD) and Mean-

Time-To-Resolve (MTTR) with the right telemetry data 

and avoid business disruption for our customers.

Executives

As an executive I need to ensure our business 

processes are flowing smoothly.  If there are 

critical failures, I need to know before my 

customers or partners.

I will have trust that my business process executes 

seamlessly all the time and errors get proactively 

address with no impact to customers or partners.



Finance (Payments) – PowerBI Dashboard

Payment 
Run

File Received 
by Bank

Payment  
output 
created

Submitted to 
Bank

Payment 
Accept / 
Reject by 

Bank

Upstream 
Service



Order to Cash Business Process (Volume Licensing)
Prior to implementing Telemetry, our partner 
teams had very little visibility to the business 
process, or status of their billing requests in 
SAP

• Now, our partner teams 
can access detailed 
tracking of all their 
transactions as they flow 
across the eco system. 

• Internally, we can now 
automatically detect 
failures and service level 
breaches in near real 
time; as well as track 
volumes and 
performance.

Billing 
Confirmation

Event:
IDOC_RECEIVED

Event:
ORDER/

ORDER CHANGE

Event:
INVOICE

Event:
IDOC Processed

w/Status 

Event:
INVOICE_POSTED

ORDRCONF_CREATE
(Generic OB IDOC 
Create fucntion)

OB Invoice Conf:
Stat 03

 (sent to QFRFC)

INVCON
(Generic OB IDOC 

Create)

OB Invoice Conf:
Stat 12

 (handed off to 
BTS))



Volume Licensing – PowerBI Dashboard



SAP SaaS – Enabling IBP Monitoring via SolMan
Solution Manager Exception Mgmt. – Monitors the exceptions that occur in IBP cloud Services

Interface & connection Monitoring – IBP 



S/4HANA (Future)

• S/4HANA will leverage 
our current solution for 
business process 
monitoring

• Adapt business 
processes for S/4HANA 
greenfield



SAP Telemetry and Monitoring – What next?

• Machine Learning for Predictive 

Analytics

• End to End Alerting

• Telemetry based automation

Azure Event Hub

Stream Analytics

Logic Apps

Machine Learning

Azure Data Lake



SAP on Azure Links and Information

SAP on Azure: Your trusted path to innovation in the cloud

How Microsoft moved its SAP workload to the cloud

Managing Microsoft Azure Express Route

Strategies for Migrating SAP systems to Microsoft Azure

Right-Sizing And Tight-Sizing SAP For Azure

Running SAP Workloads On Azure (Incl. HANA)

Running SAP Apps On The Microsoft Platform

Channel 9 SAP on Azure

SAP HANA on Azure

Channel 9 SAP HANA on Azure

Come and see our Telemetry & Monitoring demo at the Microsoft booth!

https://www.microsoft.com/en-us/itshowcase/sap-on-azure-your-trusted-path-to-innovation-in-the-cloud
https://www.microsoft.com/itshowcase/blog/hello-azure-unpacking-microsoft-moved-sap-workload-cloud/
https://www.microsoft.com/itshowcase/Article/Content/840/Managing-Microsoft-Azure-ExpressRoute-in-a-global-enterprise
https://www.microsoft.com/en-us/itshowcase/strategies-for-migrating-sap-systems-to-microsoft-azure
https://www.microsoft.com/itshowcase/Article/Content/883/Rightsize-and-tightsize-SAP-for-Azure
https://info.microsoft.com/AP-Azure-WBNR-FY17-05May-24-WEBINARRunningSAPworkloadsonAzure327895_02OnDemandRegistration-ForminBody.html
https://blogs.msdn.microsoft.com/saponsqlserver/
https://channel9.msdn.com/Search?term=SAP%20Azure#pubDate=year&ch9Search&lang-en=en
https://azure.microsoft.com/en-us/services/virtual-machines/sap-hana/
https://channel9.msdn.com/Search?term=SAP%20HANA%20Azure#pubDate=year&ch9Search&lang-en=en


About the Speakers

Enda Sullivan
SAP Program Manager, Microsoft
Enda has worked at Microsoft for over 15 years. He is 
currently focused on enabling Microsoft’s digital 
transformation with SAP on Azure for the ‘SAP at 
Microsoft’ internal implementation. He focuses on 
enabling Go-To-Market (GTM) scenarios and showcasing 
customer scenarios from the ‘SAP at Microsoft’ 
implementation, as well as leading the strategic rhythm of 
business with SAP AG and Microsoft executive teams. 
Prior to Microsoft Enda spent 12 years in various SAP lead 
roles across Europe and the US.

Blake Barrow
SAP Architect, Microsoft
Blake started working with SAP as an Analyst and 
Programmer for a major medical company in 1995 and 
has been at Microsoft for the last 13 years. At Microsoft, 
Blake has had various analyst and architecture roles 
supporting our Order to Cash and procurement 
processes for Supply Chain and Volume licensing.

He is currently the architect for the MS-SAP Telemetry 
solution, and Business Analytics.

Aron Stern
SAP Architect, Microsoft
Aron has over 14 years of experience working with 
SAP at Microsoft in technical roles.  He was the 
lead architect for Microsoft’s internal SAP 
migration to Azure and continues to get involved in 
all things Azure related.



Take the Session Survey.

We want to hear from 
you! Be sure to complete 
the session evaluation on 
the SAPPHIRE NOW and 
ASUG Annual Conference 
mobile app.



Access the slides from 2019 ASUG Annual Conference here: 

http://info.asug.com/2019-ac-slides

Presentation Materials

http://info.asug.com/2019-ac-slides


Q&A
For questions after this session, contact us at endas@microsoft.com, 

bbarrow@microsoft.com and aronst@microsoft.com

mailto:endas@microsoft.com
mailto:bbarrow@Microsoft.com
mailto:aronst@microsoft.com


Let’s Be Social.
Stay connected. Share your SAP experiences anytime, anywhere. 

Join the ASUG conversation on social media: @ASUG365 #ASUG


