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Why USB was great Ul
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Why USB Is not great anymore

%
32-Bit CPU

B Encode

the Ducky Script using the cross-platform
open-source duck encoder, or download
a pre-encoded binary from the online
,,,,,,,,,, payload generator.

Carry multiple payloads, each on its
own micro SD card.

BadUSB -
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UM . the ducky on any target Windows, Mac
and Linux machine and watch as your
R covert deployment. payload executes in mere seconds.
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USB enumeration UF

Host Device
SetAddress(n) -

GetDescriptor(Device)

MNF: Kingston, Product: Flash Drive

GetDescriptor(Interface)

Storage

Human Interface
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UJSB device
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USB packet

M

USB_packet(“data”)
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USBFILTER Ul
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usbtables
/0

operation

User Space

Kernel Space

Storage Video
Driver Driver Driver
:'\4 5 /0:
— Host Controller
N—_ __ < e
Rule |_ @ _| usbfilter
DB modules
—— T USB packet ——

| | USB Devices | |
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dlete mediation

Tamperproof

Verifiability Reference Monitor

Granularity

* bxtensipility
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Rule constructions

Process pid,pplid,pgid,uid,euid,gid,egid,comm
b bus#, dev#, port#, If#,devpath,manutacturer,product,serial

Packet type,direction,endpoint,address

LUM name
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Rule consistency

« (General conflict general_conflict(R,,Rp) <

VC; 2% :
(AC > R, A

VWeak conflict

C? 5 R, Avalue(C?) # value(C?))V

(3CY 5 R,A BC? 5 Rp)V
(ACY 5 R\ BC? 5 Ry).

weak_conflict(R,,Rp) <
general_conflict(R,,Rp) N action(R,) = action(Ry).

+ Strong conflict

strong_conflict(R,,Rp) <
general_conflict(R,,Rp) N action(R,) # action(Rp).
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Linux USBFILTER Module (LUM)

e User-c

efinec

extension for USBFILTER

»  <|iInux/usbfilterh>

Rule construction unit

* writing new rules with LUM

Looking into the USB packet

» SCS|I commands, IP packets, HID packets, and etc.

Linux

is user friendly.

It’s just very picky
about who its friends are.
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| UM detect the SCSI write cma
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20 int lbsw filter urb(struct urb *urb)

21 |

22 char opcode;

23

24 /+ Has to be an OUT packet =/

25 if (usb_pipein (urb->pipe))

26 return 0;

27

28 /* Make sure the packet is large enough #*/

29 if (urb->transfer_buffer_ length <= LUM_SCSI_CMD_IDX)
30 return 0;

31

32 /* Make sure the packet 1is not empty #*/

33 if (!urb->transfer buffer)

34 return 0;

35

36 /+ Get the SCSI cmd opcode */

37 opcode = ((char x)urb->transfer buffer) [LUM_SCSI_CMD_1IDX];
38

39 /* Current only handle WRITE 10 for Kingston #/
40 switch (opcode) {

41 case WRITE 10:

472 return 1;

43 default:

44 break;

45

46

47 return O;

48 }
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Overview UF
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« USBFILTER - 27/ kernel source files

* 4 new files, 23 modified files

» Across USB, SCSI, Block, and Networking subsystems
» USBTABLES

- Internal Prolog engine

« 2| rule constructions
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Stop BadUSB attacks

For my keyboard/mouse:

usbtables —a mymouse —-v busnum=1, devnum=4, portnum=2,
devpath=1.2,product="USB Optical Mouse",

manufacturer=P1xArt -k types=1l -t allow
usbtables —a mykeyboard —-v busnum=1, devnum=3,
portnum=1, devpath=1.1,

product="Dell USB Entry Kevyboard",
manufacturer=DELL -k types=1 -t allow

usbtables —a noducky -k types=1 -t drop
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PIn Skype to webcam

For Logitech webcam C310:

Florida Institute of Cyber Security (FICS) Researc h

A IT1

- skype -0 uid=l
B4482A20

001, comm=skype -v
L low
-v seri1al=B4482A20




Stop data extiltration

For any USB storage devices:

usbtables —a nodataexfild
—1 name=block_scsi_write -t drop

Florida Institute of Cyber Security (FICS) Researc h



Just speaker, no microphone

For L ogitech USB head

SEel:

usbtables —a logltech—-headset -v 1fnum=2, product=

"Logltech US.

B Headset", manu:

direction=1 -t drop

"acturer=Logitech -k
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Charge safe

For Nexus 4:

usbtables —a n4-charger -v product="Nexus 4"

For any phone:

usb

Cab.

S

—a Ccha

rger

—V busnum=-

, POT

cnum=4

—t drop

C drop
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Scalability

USBTABLES:

Adding a new rule Avg (ms)
20 Base Rules 5.9
100 Base Rules 5.9

USBFILTER:

Packet filtering
20 Base Rules
100 Base Rules
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I hroughput Ul
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A4 Stock
e o usbfilter|

MB/Second

9K 1K 10K 100K 1M 10M 100M
Mean File Size
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La-te n Cy FLORIDA

Latency (us) 1KB 10KB 100KB 1MB 10MB 100 MB

Stock 97.0 741.7

93.1 99.2 105.95

USBFILTER Q7.7 938.2 99.6 106.3 | 851.5 | 60838.4

Overhead 0.1% 0.1% 0.4% 0.8% 14.8% | 17.6%
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Performance in real world
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| imitations & Future VWork

» |[RQ contexts

* Vendor-specific drivers

* Response-path filtering

»+ Making 1t faster - BPF
»+ More useful LUMSs

- Usabllity - targeting ac
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Conclusion

» USBFILTER
- A USB layer firewall in the Linux kernel

- USBTABLES

» A user-space tool to manage policies/rules

» Controlling USB device behaviors

* Defending against BadUSB attacks

Limiting USB device functionalrties

* Introducing minimum overheac
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Get USBFILTER now:
hitps://aithub.com/daveti/usbiilter

All bugs are introduced by:
root@davejingtian.org

lThanks!
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USB TABLES -h Ul
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—d | ——debug enable debug mode
—c|——config path to configuration file (TBD)
—h|——help display thilis help message
—p | ——dump dump all the rules
—a | ——add add a new rule
—r | ——remove remove an existing rule
—s|——sync synchronize rules with kernel
—e | ——enable enable usbfilter

—qg|——dilisable disable usbfilter
—b | ——behave change the default behavior

—O | ——proc process table rule
—v | ——dev device table rule

-k | ——pkt packet table rule

—1|——1um LUM table rule

-t | ——act table rule action

proc: pid,ppid,pgid,uid,euid,gid, egid, comm

dev: busnum, devnum, portnum, 1fnum, devpath, product,
manufacturer, serial

pkt: types,direction,endpoint, address

lum: name

behavior/action: allow]|drop
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A LUM written by dtrump
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1 /=

2 # 1lbsw — A LUM kernel module

i i/used to block SCSI write command within USB packets 50 static lnt ll’llt lbsw_init (VOld)

5 #include <linux/module.h> 51 {

6 #include <linux/usbfilter.h> . .

7 #include <scsi/scai.hs 52 pr_info ("lbsw: Entering: %s\n", func__ ) ;
8 53 snprintf (lbsw.name, USBFILTER_LUM_ NAME_LEN, "%s", LUM_NAME),;
9 #define LUM NAME "block scsi _write" \ .

10 #define LUM_SCSI_CMD_IDX 15 54 leW.lum_fllter_urb = leW_fllter_urb;
11

12 static struct usbfilter_lum lbsw; 55 , ,

13 static int lum_registered; 56 /* Reglster this lum */

14 - : :

5 57 if (usbfilter_register lum(&lbsw))

16 * Define the filter function 58 pr_err ("lbsw: registering lum failed\n");
17 * Return 1 if this 1is the target packet 59

18 * Otherwise 0 else

19 «/ 60 lum_registered = 1;

20 int 1bsw_filter urb (struct urb =*urb) T

21 | 61

22 char opcode; 62 return O:

23 !

24 /* Has to be an OUT packet x/ 63 }

25 if (usb_pipein (urb->pipe))

26 return 0; 64

27 65 static void @ exit lbsw _exit (void)

28 /* Make sure the packet is large enough */ 66

29 if (urb->transfer_buffer_ length <= LUM_SCSI_CMD_IDX) {

30 return 0; 67 pr_info ("exiting lbsw module\n");

31 T _ ’

32 /* Make sure the packet is not empty #*/ 68 if (lum_reglstered)

33 if (!urb->transfer_buffer) 69 sbfilter der ister 1 (&lb ) .
a4 return 0; u er_dereglster__lum SW)
35 70 }

36 /+ Get the SCSI cmd opcode */ 71

37 opcode = ((char x)urb->transfer buffer) [LUM_SCSI_CMD_IDX];

38 72 module init (lbsw_init);

39 /* Current only handle WRITE 10 for Kingston x/ o : T : ’

41 case WRITE_10: 74

42 return 1;

43 default : 75 MODULE_ LICENSE ("GPL") ;

., T 76 MODULE_DESCRIPTION ("lbsw module") ;

46 77 MODULE_AUTHOR ("dtrump") ;

47 return O;
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Just reaq, seriously

For Kingston USB flash drive:

usbtables —a nodataexfil —-v manu:
—1 name=block_scsi_wrilite —t drop

usbtables —a nodataex

P

—V INallu.

1 d

C

112 —0o0 u1

turer=Kingston

—1 name=block scsi wrilte
usbtables —a nodataex

ﬁ

—V INallu.

_d

C

113 —0 cCo

turer=Kingston

—1 name=block scsi1i wrilte
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"acturer=Kings

d=1001
—t drop
mm=v1m

—t drop

L O



VWhat I1s wrong with USB
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- Unlimrted capabilities

« No authentication

» BadUSB attacks
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