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SAFETY STEPS TO FOLLOW IF
SOMEONE IS THE VICTIM OF
ELECTRICAL SHOCK

SEND FOR HELP AE EDOON AS POSEIBLE

DO NOT TRYTO PULL OR GRAB THE INDIVIDUAL

IF FOESIELE, TURN OF THE ELECTRICAL POWER

IF YOU CARNNOT TVURN OQFF THE ELECTRICAL PUWER,
PULL PUSH,OR LIFT THE FEREDON TDO SAFETY USING
ADEY WOODEN POLE,.A DEY ROPE, OK SOME DTHER
INEULATING MATERIAL

AFTER THE INJURED FERSON IS FREE OF CUNTACT
WITH THE SOVRCE OF ELECTRIC SHOCK, MOQVE THE
PERSOMN A EHORT DISTANCE AVUAY AND
IMMEDIATELY START ARTIFIC |AL RESPIRATION
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Under adverse conditions, the voltage used in this equipment can cause death
or serious Injury. Observe the following safety precautions:

GROUND THE EQUIPMENT

AVOID THE POWER INPUT

0O MOT SERVICE ALOME

USE ONLY ONE HAND

Before connecting primary power cables, connect
the grounding cabie from the ground lug on the
power control box to earth ground, Do not remove
the greunding cable untll the signal cables and
primary power cables have been disconnected and
the generator has been shut down.

Ba careful not to contact the 115 Vac input
connections when installing or servicing the
equipmeant.

Mever wark on the equipmant unless thare iz anather
nerean, faarhy wha is tamillar with, the aperatinn. and
hazards of the equipment and who can administer
first aid.

Whenever possible, use only one hand to service the
egquipment. Keep the other hand away to reduce the
hazard of currant flowing through the vital organs of
the body.
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HEAVY EQUIPMENT

Improperly lifting or carrying heavy equipment c¢an result in sericus injury or

death. Refer to the following weight limits as guidelines:

Handling Function One Parson | Two Person | Two Person

Max. Lift Mazx. Lift Max. Lift
{Mala Onily)

Lift an object from the floor and place it 37 lbs 74 lbs 112 Ibs

on a surface not greater than 5 feet above

tha floor.

Lift an object from the floor and place it 44 lbs 88 Ibs 174 Ibs

on a surface not greater than 3 feet above

the floor.

Carry an object 33 feet or less. 42 |bs 84 Ibs 164 Ibs
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\f‘}/ CAUTION \l"}/
I) THIS EQUIPMENT CONTAINS PARTS ki

AND ASSEMBLIES SENSITIVE TO
DAMAGE BY ELECTROSTATIC DISCHARGE (ESD)L
USE ESD PRECAUTIONARY PROCEDURES
WHEN TOUCHING, REMOVING OR INSERTING
PRINTED CIRCUIT BOARDS.

ESD
CLASS 1

GEMERAL HANDLING PROGCEDURES FOR ESD ITEMS
USE WRIST GROUND STRAPS OR + PERIODICALLY CHECK CONTINUITY

MANUAL GROUNDING PROCEDURES.
KEEF ESD ITEMS IN PROTECTIVE
COVERING WHEN NOT IM USE.
GROUND ALL ELECTRICAL TOOLS

AND RESISTANCE OF GROUNDING
SYSTEM.

USE ONLY METALIZED SOLDER
SUCKERS.

AND TEST EQUIPMENT. HAMNDLE ESD ITEMS ONLY IN

PROTECTED AREAS.
MANUAL GROUNDING PROCEDURES

MAKE CERTAIM EQUIPMENT IS = TOUCH PACKAGE OR REPLACEMENMT

POWERED DOWRN. ESD ITEM TO GROUND BEFORE

TOUCH GROUND PRIOR TO OPENING.

REMOVING ESD ITEMS. « TOUWCH GROUND PRIOR TO
INSERTING REPLAGEMENT ESD
[TEMS.

ESD PROTECTIVE PACKAGING AND LABELING

« COVERING OF ANTI-STATIC MATERIAL WITH AN QUTER
WRAP OF EITHER TYPE 1 ALUMINIZED MATERIAL OR
CONDUCTIVE PLASTIC FILM OR HYBRID LAMINATED
BAGS HAVING AN INTERIOR OF ANTI STATIC MATERIAL
WITH AN QUTER METALIZED LAYER.

- LABEL WITH SENSITIVE ELECTRONIC SYMBOL AND
CAUTION NOTE.



Record of Changes
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Summary of MCS 6.4.4.2 P7 Updates

There have been problems with putting SQL Server software on the BCS,
but the intent is that SQL Server software will be on the BCS. Any
reference to the location of SQL Server has been changed to BCS.

Topics

SIEMEES Impacted
AlS, BCS

e There is now only one type of PASS. There will no longer be references 1-2.1, 1-2.3,
to EZPASS/MCS PASS or AIS PASS. References to EZPASS, MCS 1-2.4,1-2.7,
PASS and AIS PASS will be changed to PASS. 1-7.1, 3-3.1,

3-4.2.6, 3-

e The BCS is a Server machine that will have PASS, C2R and SQL 7.1,3-7.6,

software on it. 3-7.9

MCS System Administration Manual (SAM)

Summary of MCS 6.4.4.3 Updates

status GUI for the time being, until the capability is added to NRTS to
allow the Server Configuration Console to start and stop individual data
providers.

Topics
ClnEngEs Impacted
Server Configuration Console

e There is now the ability to subscribe, publish, add and remove CPOF data | 3-3.4, 3-3.4.7
provider topics.

e The user can now start and stop the NRTS data provider upon 3-3.3
configuration.

 The Server Configuration Console now monitors its connection to NRTS | 3-4.3.1
every 5 seconds and prevents the user from entering data if the
connection goes down.

e NRTS data will not be loaded/configured if the NRTS connection is not 3-4.3
good. The errors reported will better explain what is happening.

e The Start/Stop/Pause buttons have been made inoperable on the server 3-4.9
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Topics
IS Impacted
e There is now an enhanced error and exception logging for the “Test 3-4.3.4
NRTS to PASS Connection” button on the NRTS General page.
MCS System Administration Manual (SAM)
Summary of MCS 6.4.4.3 P1 Updates
Topics
CnEmgeEs Impacted
Server Configuration Console
e There is now the ability to add and remove both Multicast and UDP 3-4.3.4.4

Addresses into the Group Settings for the FBCB2 Injector.

o The GCCS injector now displays the current box's IP address in the TMS 3-3.4.2
Broker address text box if NRTS sends "127.0.0.1" to Server Configuration

Counsel (SCC).

e NRTS is no longer starting as a Service. The executable is running as a 3-3.1
process. Starting MCSServicesStartup will not start NRTS Server Console.

Battle Command Server (BCS)
1-2

e A Battle Command Server overview section was added.
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Chapter 1 Roles and Responsibilities

Chapter 1 Roles and Responsibilities
1-1 Duties and Responsibilities
1-1.1 Overview of Duties and Responsibilities

The Maneuver Control System (MCS) environment is viewed differently depending upon the task
to be performed. For example the role and responsibility of installing and configuring the Unit
Server differs from the role and responsibility of installing and configuring the MCS/BCS Server,
MCS Gateway or MCS Workstation.. The role of a soldier using MCS to view a mission differs
greatly from the role of the administrator configuring the database server. The following will
identify the duties and responsibilities of each of the various members within the MCS
environment.

1-1.2 MAU Duties and Responsibilities

The Mission Application User (MAU) is responsible for utilizing the resources available within
MCS to plan and implement the goals and objectives of the ARMY.

The MAU will utilize messaging to send and receive United States Message Text Format
(USMTF) and Joint Variable Message Format (JVMF) messages.

The MAU will utilize Maps & Overlays to create and view geo-referenced data. This data can be
received from all ABCS systems. Additionally, MCS Maps and Overlays integrated NBC products
from the JWARN system. The Maps & Overlays application uses unit name and roles to
determine user ownership of data. Data not owned by the unit/role cannot be altered by that user.
Commanders, G3 and S3 have additional permission to modify data in order to maintain the COP
when data is not available.

The MAU will utilize the Military Decision Making Process — Assistant (MDMP-A) to support the
planning process. This tool embeds CAPES war gaming engine and MS Office. It can
disseminate plans to a Web server, via E-malil, as a JVMF message and to the PASS Server.
The MAU will utilize the Task Organization Program to create both friendly and hostile units
organizational structure. This tool can be used to create new friendly and hostile units. This unit
data can be sent to the SQL Server MCS-DB, Access MCS-DB, archived to a file, and sent to the
PASS Server. Only users with the role of commander, G3 or S3 can create new units and modify
the unit(s) organizational structure. Other roles can view the task organization.

1-1.3 MAA Duties and Responsibilities

The Mission Application Administrator (MAA) is responsible for configuring the MCS Workstation
and the MCS Gateway for operation. Given a properly configured computer system complete with
the Operating System, Microsoft Office products, virus protection software, and all additional
applications necessary prior to the installation of MCS, the MAA will install the MCS Workstation
software using the MCS installation disks. Once the workstation software has been installed, the
MAA will configure the workstation using the Army C2 Management Console (referred to as
Management Console herein).

NOTE

On the Server and MCS Gateway, the Management Console is specifically referred to as
the Client Auto Setup Console. On the MCS Workstation, the Management Console is
specifically referred to as the Army C2 Management Console.

The MAA will perform basic configuration troubleshooting using the available resources of MCS.
These resources include the MCS release notes, available log files, on-line help system, and the
troubleshooting section of the Management Console.

The following diagram identifies the MCS Workstation and the MCS Gateway system assets.
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Figure 1-1 Workstation and Gateway assets
1-1.4 SA Duties and Responsibilities

The System Administrator (SA) is responsible for installing the base Operating System
and necessary Common Off The Shelf (COTS) software onto the Server, Gateway and
Workstation systems. The Server requires SQL Server 2000 to host the MCS database.
The Windows Domain Login is used to authenticate users. The Server utilizes the
Windows Server 2003 Operating System. The MCS Gateway and the MCS Workstation
utilize the Windows XP Professional Operating System. Additionally, the entire Microsoft
Office Suite of applications needs to be installed and configured onto each of the MCS
systems (i.e., MS WORD, Power Point, Excel, Outlook, and Access).

Upon completion of configuring the Operating System and COTS, the System
Administrator will install and configure the Server computer system.

1.

3. The following diagram identifies the Server system assets:
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Figure 1-2 Server Assets

1-1.5 Server Administrator Duties and Responsibilities

The Server Administrator is responsible for installing and configuring the Unit Server. The Unit
Server provides critical services at CORPS and DIV to meet the needs of MCS. Unit Servers are
located at CORPS and DIV. Typically there are three sets of servers for each CORPS/DIV that
are allocated to the Main, TAC and Rear. Other TOCs access these servers via a TCP/IP
connection obtained using unit owned communication assets. The unit server utilizes the
Windows Server 2003 operating system.

Maintenance and backup plans are setup by the Server Administrator and typically occur every
hour. The backup file is placed on another machine in the network. Additionally, backup data is to
be archived to external media.

These services must be configured on the Unit Server before MCS is installed.

e Active Directory with Domain Login accounts and Policy Management
e Virus Protection Software

e System Management Services (SMS)

e Network Services; DNS, DHCP

e  Microsoft's Exchange Server 2000

e Internet Information Services (IIS)

The following diagram identifies the Unit Server Assets.
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Unit Server Assets
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Figure 1-3 Unit Server Assets

Windows Server 2003 Time Synchronization Server and client are used. These services use
Network Time Protocol (NPT). Server time is synced with GCCS-A. MCS Gateways and
Workstations sync their time with the Server.

1-2 Battle Command Server Overview

The Battle Command Server (BCS) is a MCS system that is fielded to units with Army Battle
Command System (ABCS) 6.4 requirements. BCS consolidates the services of the MCS Server,
MCS Gateway and PASS Server, and provides backward compatibility to legacy ABCS 6.3d
capabilities.

The BCS compacts the service of three separately fielded components at Brigade and Division
Echelons: MCS Server, MCS Gateway, and the PASS Server.

e MCS Server located at Division level units.
=  PASS failover mechanism
= Data Hub for all MCS Clients
e MCS Gateway located in Battalion and Brigades.
=  Primary PASS engine for Battalion level units
=  Secondary PASS engine for Brigade level units
e PASS Server located at Division and Brigade level units.
=  Primary PASS engine for Brigade and Division

= Primary Time, C2R server for all units
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BCS is fielded to all Brigade and Division Echelons, while MCS Gateway continues to be fielded

to Battalion for PASS services.
BCS supports the following services:

e Command and Control Personal Computer (C2PC)

e  Publish and Subscribe Services (PASS)

e Near Real Time Server (NRTS)

e Database Management Utility

e Command and Control Registry (C2R)

e  Multilateral Interoperability Program (MIP)

e Advanced Field Artillery Tactical Data System (AFATDS) AXE Client

e SA Data Flow from Multicast
1-3 MCS Data Flow

1-3.1 Description of General Data Flow

The Maneuver Control System (MCS) acts as a conduit for all information affecting the battlefield,
gathering intelligence and other data from systems and sensors across the battle space. MCS
integrates this data and shares it among all systems in a Common Operating Picture (COP) that
is recognizable to commanders at all levels. The MCS system exchanges this information with
two other key Army Battle Command System (ABCS), the Global Command and Control System
- Army (GCCS-A) and the Force XXI Battle Command Brigade and Below (FBCB2) to provide a

continuous battle picture across all force echelons.

BAS Mon — Time Sensitive ) Meignaaélmg
AFATDS
AMDWS TACWEER
FBCE: Overlays
ete.
A XML
PASS — MRTS —» MCS
=4 no Cammaon AL T w
Wessaging Ishroker Injection
S
USTFAYMF MDR erver
Cutlaak / |

MCs S0L DB

Figure 1-4 General Data Flow
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There are many external forms of digitized information available to the commander which must be
integrated into MCS. To integrate the various forms of information, the following components are
available:

e Command and Control Personal Computer (C2PC)

e  Publish and Subscribe Services (PASS)

e Near Real Time Server (NRTS)

e Database Management Utility

e Command and Control Registry (C2R)

e  Multilateral Interoperability Program (MIP)

e Advanced Field Artillery Tactical Data System (AFATDS) AXE Client
e  SA Data Flow from Multicast

e Time Sync
1-3.2 Command and Control Personal Computer (C2PC)

Command and Control Personal Computer (C2PC) is a Windows-based client software
application designed to facilitate military command and control functions by improving situational
awareness (SA) and to enhance operational and tactical decisions. When connected to a
network, C2PC exchanges position tactical track data with UNIX based Tactical Data Base
Management (TDBM) Systems such as Tactical Combat Operations (TCO) system, Intelligence
Analysis System (IAS), and Global Command and Control System (GCCS) and provides a
complete geographically based situational awareness capability including the capability to display
the GCCS Common Operational Picture (COP) data.

C2PC is composed of two distinct components - the C2PC Gateway, and the C2PC Client. These
components can reside on the same computer or on different computers. The C2PC Gateway
interfaces with a UNIX-based TDBM host computer. The Gateway also receives track updates
from the clients and forwards them back to the TDBM server. See the C2PC Gateway overview
and information flow below.

| 5\‘?5
Multicast i !

MCS Cliants MZE Jdients
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Figure 1-5 C2PC Overview
1-3.3 PASS

PASS is an information routing system which delivers data from publishers to subscribers.
Publishers publish data to a topic without knowledge of which subscribers are subscribing to that
topic. Subscribers subscribe to information topics without knowledge of which publishers are
publishing information to that topic.
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Figure 1-6 PASS
1-3.4 Near Real Time Server (NRTS)

The Near Real Time Server (NRTS), receives data from Battlefield Automated System (BAS),
processes and disseminates the information to the Live Feed Clients running on MCS. The NRTS
System Administrator section of this document describes the setup, configuration and startup
procedures for NRTS System Administrators. In brief, that section details how to connect the
NRTS with data providers and how to ensure the MCS clients are able to receive the NRTS feed.
The Near Real Time Server information flows via the following path:

With

[ NEAR REAL TIME SERVER (NRTS) ’
HRTS CONSOLE GUI|

L PROVIDERS ‘
AMDWS AFATDS FEBCEZ etc.)

MCS

Figure 1-7 NRTS Information Path
1-3.5 Database Management Utility

The Database Management Utility allows the system administrator to maintain data consistency
between two or more SQL Servers. Replication can be configured by altering the replication
interval, enabling or disabling replication, and adding or removing SQL Servers to the Group of
available SQL Replication Servers. The SQL Server Group consists of Publishers and
Subscribers. There can exist only one Publisher in the group at a time, the remaining members
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act as Subscribers. The Publisher will replicate its SQL data onto the Subscribers at regular
intervals as configured. Group member roles can also be configured. At any time, an
Administrator can alter the role of a Publisher making that SQL Server a Subscriber, then alter
the role of a Subscriber to becoming the new Publisher.

1-3.6 Command and Control Registry (C2R)

Either the Server Computer or the Battle Command Server (BCS) hosts the Command and
Control Registry (C2R). Included with the C2R server installation is the C2R Planner application
which is used to create and edit the C2R organizational data, as well as to create certain files that
are required for proper operation of the MCS messaging software.

1-3.7 Multilateral Interoperability Program (MIP)

The MCS MIP Gateway capability is designed to support coalition force operations. When US
forces are working in close proximity of other national forces in a command, support, or proximity
relationship, those units are required to interoperate. NATO, US Joint, and Army doctrine provide
guidance on communications and liaison responsibilities.

The Multilateral Interoperability Program (MIP) component consists of the two essential
components: The mapping engine (“Mapper”) and the MIP Gateway. The Mapper ensures proper
formatting between incoming and outgoing data. It is also the PASS interface and requires the
SQL Server to operate, and the MIP Gateway is installed on a dual-LAN card machine so that it is
connected to both the Army TOC and the Coalition Forces networks. Normally installed on two
separate machines, the MIP Gateway can be installed on the Mapper machine if that machine
has both SQL Server and dual LAN connections. At the present time the Mapper runs on
Windows Server 2000, and the MIP Gateway runs under Windows 2000 Professional. The figure
below shows an overview of the MIP Gateway and mapping engine configured on a single server.

" Coalition Forces
Matwork

LAH CARD 2

3 SOL Server

Figure 1-8 MIP Gateway and Mapping Engine
1-3.8 AFATDS AXE Client

The Advanced Field Artillery Tactical Data System (AFATDS) AXE Client allows MCS to receive
AFATDS data such as fire support, units and battlefield geometries.
1-3.9 SA Data Flow from Multicast

Situational Awareness (SA) Data Flow from Multicast allows FBCB2 data to be received via a
multicast group. The information received includes reports of units and platforms, observed
position reports, bridges, minefields and obstacles.
1-3.10 Time Sync
Time Sync is a software program that synchronizes time throughout the servers.

NOTE

The SQL Server is the software application that runs on the MCS database (MCS_DB). The
SQL Server can reside on the Battle Command Server hardware, or on a separate database

20



Chapter 1 Roles and Responsibilities

server. Server Setup installations can automatically restore the SQL Server MCS_DB if the
SQL Server is running on the BCS. Your Systems Administrator will know the TOC
requirements at the time the system is being built.

1-4 Assistance and Problem Reporting
1-4.1 Reporting Errors or Making Suggestions Regarding the SAM

You can help improve this manual. If you find any mistakes, or if you know of a way to improve
the procedures, please let us know. We’d prefer that you submit your recommended changes
electronically, either by e-mail (AMSEL-LC-LEO-PUBS-CHG@maill.monmouth.army.mil) or
online (http://edm.monmouth.army.mil/pubs/2028.html).

Alternatively, you may mail or fax your letter, DA Form 2028 (Recommended Changes to
Publications and Blank Forms) to: Commander, US Army Communications-Electronics Command
and Fort Monmouth, ATTN: AMSEL-LC-LEO-E-ED, Fort Monmouth, NJ 07703-5006. The fax
number is 732-532-3421, DSN 992-3421. In any case, we will send you a reply.

1-4.2 Reporting Equipment Improvement Recommendations (EIR)

If your equipment needs improvement, let us know. Send us an EIR. You, the user, are the only
one who can tell us what you don't like about your equipment. Let us know why you don't like the
design or performance. Put it on an SF 368 (Product Quality Deficiency Report). Mail it to:
Commander, US Army Communications-Electronics Command and Fort Monmouth, ATTN:
AMSEL-LC-LEO-D-CS-CFO, Fort Monmouth, New Jersey 07703-5006. We'll send you a reply.
1-4.3 MCS Technical Support

The technical support department at the Communications-Electronics Command (CECOM)
Software Engineering Center (SEC) would like to provide detailed and accurate answers to all of
your questions. In order to do so, our representatives will need the following information:

e The version of the MCS software. This can be determined by right-clicking on the
classification banner. Select About Classification Banner from the pop up menu to display
the Version ID.

e The system information for the computer you are using, including the make and model of
the machine, the operating system version, the amount of memory, and system
resources.

e The version and service packs/releases, of the following Microsoft products: Windows,
Office, and Internet Explorer.

e Please provide a detailed description of the problem. Describe any error messages
exactly as they appear. In addition, please list the steps and conditions that led to the
problem.

Description Phone, Address

Phone Mon-Fri 0800-1700
CST
Phone (24 hours)

Com: 254-532-8321 EXT 4079
Com: (254) 644-7273

E-mail bruce.thoms@us.army.mil
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Mail

Bruce Thoms
MCS 6.4 Lead

53rd and North Ave, CTSF, Trailer 15

Fort Hood, Tx. 76544

1-5 Modes of Operation in MCS

MCS 6.4 has three modes of operation:

1. MCS Workstation: This is the standard MCS Client. Most MCS laptops will be
configured in this mode. It provides all functionality for the basic MCS user.

2. MCS Gateway: This mode includes everything in the MCS Workstation, plus the ability
to serve as a provider on the C2PC Gateway network. Note that all MCS Workstations
have the ability to exchange data using the C2PC/GCCS-A network, but the MCS
Gateway configuration includes the Gateway manager software, allowing this machine to
function as a ‘hub’ on the Gateway. The MCS Gateway also hosts the PASS server, the
Near Real Time Server (NRTS) and the Alerts server for TOCs without PASS, and to

facilitate CONOPS.

3. Server: This mode includes everything in the MCS Workstation and the MCS Gateway,
plus the Microsoft SQL-Server database and the Message Data Replicator (MDR).

1-6 Conventions

1-6.1 Description of Conventions

Conventions are methods of describing procedures using familiar terms. They are designed to
standardize procedures for all system functions. Computer industry standard conventions are
used as much as possible. The table shown below includes the conventions used in this

document.

It should also be noted that whenever pronouns or other references denoting gender appear in
this document, they refer to both male and female users unless otherwise indicated.
Table 1: Manual Style Conventions

CONVENTION/TECHNIQUE/TERM | TEXT TYPEFACE DESCRIPTION
1. Messages and Text:
Computer-generated text used in . Computer-generated text (file

) Arial names, directories, and error
narrative text. h '

messages) is in Arial type face.

2. User Inputs:
a. Commands, for example: From Indicates a command, or an action
the System Main Menu, select Boldface '

the....

that the user must perform.
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Commands appear in boldface
with objects in italics. In the

b. Object of Commands. For example, select is the command,

example: From the System Main ltalics and Applications is the object.

Menu, select the Applications Even though this is computer-

button. generated text, when used as the
object of a command, it will appear
in italics.

Single character keys (letters,
Italics numbers, punctuation marks, or
individual symbols) are in italics.

c. Single Character Keys: W, M, 8,
9,.,;, & and #.

Multi-character keys (initial cap
words) are shown as labeled on
Italics inside angle brackets the keyboard, and enclosed and
italic in angle brackets as shown:
<Enter>, <F2>, and <Shift>.

d. Multi-Character Keys: <Enter>,
<F2>, and <Shift>.

3. Accelerator Keys (Hot Keys or Short-Cut Menu Selection Keys):

<F1> through <F10> are multi-
character keys as defined in 2(d), Italics inside angle brackets
and are also function keys.

The function keys, <F1> through
<F10>, are the top row of keys.

The <ALT> keys are located on
Italics inside angle brackets both sides or on one or the other
side of the space bar.

Extend character keys, otherwise
known as the <ALT> keys.

Function Keys <F3> through <F5>
and <F7> through <F10> are used
Italics inside angle brackets with the <ALT> key. These keys
are known as the accelerator
keys, hot keys, or short-cut keys.

Press the <ALT> key and the <F5>
key to restore.

The <Shift> keys located on both
sides of the keyboard used in
conjunction with the left click,
allow multiple sequential selection
of Overlays, Symbol Sets, and
objects.

Press the <Shift> key and the left

mouse or track-ball button. Italics inside angle brackets

The <Control> key located on the
left sides of the keyboard used in
conjunction with the left click,
allow multiple un-sequential
selection of Overlays, Symbol
Sets, and objects.

Press the <Control> key and the

left mouse or track-ball button. Italics inside angle brackets
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Right-click the mouse or track ball
button on an object.

Boldface

Used to open object pop-up
menus.

4. Mnemonic Keys:

Mnemonic keys are generally the
letter key that relate to the first or
underlined letter of a displayed
menu option.

Italic single characters

Mnemonics are generally the first
letter of a displayed menu option,
and are shown with underscores.
For example, to select the Restore
menu option using a Mnemonic
keying process, press the <R> key
and then the <Enter> key.

5. Text Selection:

highlight, select, or click

Boldface

To highlight, select, or click means
to place the cursor on an option or
field and, unless otherwise noted,
press the left mouse button once
and then release it.

double-click

Boldface

To double-click means to place
the cursor on an option or field,
press the left mouse button twice
in rapid succession, and then
release it.

1-6.2 System Messages

System messages are presented in Courier New, upper case, italic and centered on the page, as

shown in the following example:

THIS PROGRAM HAS PERFORMED AN ILLEGAL OPERATION AND WILL BE TERMINATED.

1-6.3 Other Highlighting

In addition to the examples shown above, italics are used to highlight some other items in this
manual. Italic type is used to highlight buttons on windows, as in the following example:

1. Click on OK to confirm your selection.

Italic type is also used for names of windows, menus, and fields (areas on a window in
which you enter text). The following examples show the use of italic type in this manual.

2. Set the clearance from the Security Officer window.

3. Select the Exit option from the File menu.

4. Enter the password in the New Password field.

1-7 Typical MCS Desktop Configuration
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The typical MCS desktop has five important features, which are shown below:
e  Start Menu - Start menu for applications, setup, and documents.
e Classification Banner - Displays classification, received alerts, user and time information.
e Task Bar - Displays a list of open applications.
e Desktop Area - Displays of MCS Applications.

e Shortcut Icons - Quick access to applications, utilities and documents.

Desidop Area Classification Banner :
g " T .L“u.m wameemer[2OLDEENOVE L
C e BN o 6 EP Adders: 12700001 Local: 21712 34F Ko 03
s | URH: 1700373 HHour Mot selactad,

o] (86D 0 T\ | Emeasumice.| e e [sgossr ) TLABBEDL o
1 Tosk Bar :

Start Memw ortcut lcons

Classification
Banner —

Shorlculs =

Desidop = |

Start Menu

Iﬂmuu:m

Task Bar —

Figure 1-9 Typical MCS Desktop
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Task Bar

The Task Bar is a Windows operating system area that is used to display a list of open
applications, documents and utilities. Information on how to add or delete items from the Task Bar
is available from Windows Help.

Classification Banner

The Classification Banner is one of the tools in the MCS Application Suite. It is displayed on the
Desktop Area and consists of the: MCS Logo, shortcuts, Classification Banner, Unread Message
Count, User Information and Time

Information.

Host Mame: mes-tians-lzc-hhe-3-cpr ZLILLE 0 13432 JUL DS
IP Ausdress: 148.34.145.36 Locat 01 02438 JULDS
URM: SE2040 HHHour: Mot salectad.
T elbomaths B declbrmathn.
| Hosl Mame: wancouver | ZULLI 18 20367 NOW 03
o el IP Addeess: 127.0.0.1 Local: 1915368 NOV 3
| LUAK: 1700373 | H-Hour: Moj ssiected

¢ MGCS Lege Shercut Glassification Banner & Unread Masaage Count Usar Infermation Tima Information

Figure 1-10 MCS Classification Banner

Desktop Area
The desktop area is used to display the MCS Application Suite graphical user interfaces (GUI).

1-8 Starting the MCS Management Console
MCS Management Console is started from the Windows Start menu:
1. Select Start from the Windows Start menu.
2. Select Programs from the list.
3. Select BCS from the list of programs.
4. Select Administration from the list.
5

Select Management Console from the list. The Army C2 Management Console window
opens.

1-9 Help
1-9.1 Accessing Help

To open Help, click Help on the window menu bar (or press the F1 key) and the help window
opens. Navigate to the desired topic by using the Table of Contents, Index, or Search function.
1-9.2 Table of Contents

1. Click on a closed book icon to expand and view topics.

2. Click on the desired topic to open.
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Figure 1-11 Help Table of Contents

1-9.3 Index

1.
2.

Click the Index tab to open the Help Index.

the topics beginning with the typed letter(s).

3.
window will open. You can also choose from

E? Management Consol

Hide

& 2

Back Forward

—=H

Prirt

Scroll down the list, or type the first letter(s) of the desired topic. The Index will jump to

Click on the topic. If there is more than one topic related to the selection, a multiple topic

subtopics listed below the main topic.

=10l x|

Contents  Index |§earch|

Type in the kepword ta find:

[Pass

PA5SS, Configure

Flanning Config, Configure 'web Server Set

Rename a Data Source

Securty 5ettings
Change

Select a Data Source

|
[
Dizplay |

Figure 1-12 Help Index

1-9.4 Search

1.

Click the Search Tab to search the database for a specific topic.
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2. Enter the desired word(s) in the Type in the keyword to find: field, and then click the List
Topics button. All topics related to the word(s) will appear in the left lower panel.

g Management Console -0 x|

=
Hide Back Forward  Print

Enntentsl Index  Search |

Tupe in the kepword ta find:

[Pass

Ligt Topics |

Select Topic ko display:

Configuring PASS
YWigwing and Changing Server Connections

Dizplay |

Figure 1-13 Help Search
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Chapter 2 Install MCS Software

2-1 Install MCS Workstation

2-1.1 Prepare for MCS Workstation Installation

2

1. Review the Release Notes to obtain information regarding changes/known problems in
the installation procedures

2. Review these installation instructions.
Log on as administrator.

4. Verify that MCS is not currently installed on the workstation. If MCS is installed, the Hard
Drive must be reimaged to include baseline software requirements only. However, a
patch is installed over existing software. Do not install MCS 6.4.4.3 on a computer that
has another version of MCS software installed.

5. Review and collect the configuration parameters identified in the MCS Configuration
Preparation Check List section. See your System Administrator for site specific details.

6. Ensure the installation disks are from the same version set and that all 5 disks (MCS
Gold, #1a, #1b, #1c, #1d and #2) are present.

7. Prerequisites: All Microsoft and other commercial software must be installed and
configured prior to MCS Installation. Prior to installation see the Release Notes for
details.

-1.2 Install MCS Workstation

The purpose of this chapter is to provide detailed instructions on installing MCS workstation
software on a workstation.

NOTE

The default installation directory for MCS is “D:\MCS”. This can be changed if needed
during the disk #2 installation procedure.

NOTE

If possible, install and configure an MCS Gateway or Server before installing software on
the Workstations, so that the AutoSetup Utility can be used.

Required MCS workstation installation CDs for Release 6.4.4.3 are: MCS Gold, #1a, #1b,
#1c, #1d, and #2. Refer to the Release Notes for all subsequent patch installation
procedures.

Install all programs as an Administrator of the local system.
Accept all software licenses.
Select the “Complete” Installation.

Install all programs to the recommended directories unless directed otherwise by the System
Administrator.

Follow any instructions displayed during the installation.

2-1.2.1 MCS Workstation Installation Procedures - MCS Gold CD

1. Insert the MCS Gold CD into the CD drive.
2. Inthe Windows Explorer, navigate to the Setup.exe file on the CD.
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Double-click Setup. Several messages appear and an Installation Finished window
opens.

Select Restart your computer now.

Remove the CD.

Log back on to the computer (or the domain).
NOTE

After the Gold CD is installed, the Administrator password for the workstation will be
changed to match the Administrator password for the domain. Other accounts with

Administrator privileges are not affected.

2-1.2.2 MCS Workstation Installation Procedures - CD #1a

1.
2.
3.

Insert the MCS Installation CD #1a into the computer CD drive.

From Windows Explorer, navigate to Setup.exe on the CD.

Double-click Setup. The MCS Install window opens and the installation begins.
NOTE

If .NET Framework is not part of the operating system, a message box will display to install
it. Click ‘Yes’ to install. At the completion of the .NET installation, rerun ‘Setup.exe’ to

10.

11.

12.

13.
14.

continue the installation process.
The ArcGIS Desktop Setup window opens. Select Next.

Another ArcGIS Desktop Setup window opens. Accept the License Agreement and
select Next again.

In the next ArcGIS Desktop Setup window, choose Setup the License Manager Later,
and then select Next.

Another ArcGIS Desktop Setup window appears. Choose to set up the ArcEditor, and
then select Next.

Choose a Complete installation and select Next. Software installation begins.

The next two windows ask you to select installation directories for ArgGIS and Python. In
both cases, accept the default directories and select Next.

Another ArcGIS Desktop Setup window appears. Check your settings and select Next
again.

Select Finish.

The ArcGIS Setup Additional Installation Components window opens. None of these
components are required. Ensure that none of the Additional Installation Components
are checked, and select OK.

Ensure that Restart your Computer is selected, and select Finish.

After restarting, log in to the computer. Remove CD #1a from the drive.

2-1.2.3 MCS Workstation Installation Procedures - CD #1b
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2
3.
4

Insert the MCS Installation CD #1b into the computer CD drive.
From Windows Explorer, navigate to Setup.exe on the CD.
Double-click Setup. The MCS Install window opens and the installation begins.

Follow the instructions on the screen (if any) until the message Installation is complete!
appears.
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Select Restart your computer option button and then click Finish. The workstation
restarts.

After restarting, log in to the computer.
Remove the CD.

2-1.2.4 MCS Workstation Installation Procedures - CD #1c

1
2
3.
4

Insert the MCS Installation CD #1c into the computer CD drive.
From Windows Explorer, navigate to Setup.exe on the CD.
Double-click Setup. The MCS Install window opens and installation begins.

When the Installation Finished message appears, you may continue and install CD #2
without rebooting first. Select Do not restart my computer and then Finished.

2-1.2.5 MCS Workstation Installation Procedures — CD #1d

1
2
3.
4

Insert the MCS Installation CD #1d into the computer CD drive.
From Windows Explorer, navigate to Setup.exe on the CD.
Double-click Setup. The MCS Install window opens and installation begins.

When the Installation Finished message appears, you may continue and install CD #2
without rebooting first. Select Do not restart my computer and then Finished.

2-1.2.6 MCS Workstation Installation Procedures - CD #2

1.
2.
3.

Insert MCS Installation CD #2 into the computer.
From Windows Explorer, navigate to the Setup.exe on the CD.

Double-click Setup.exe. The MCS Setup Destination Folder window opens. The default
installation directory is D:\MCS. Change this, if necessary, then select Next. The MCS
Setup Select Installation Type window opens.

NOTE

If prompted to install the .NET software, select the Yes option.
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Figure 2-1 MCS Setup Window for Workstation — Select Installation Type

If a Typical or Complete installation is desired, select the appropriate installation type on
the screen above and click Next. The MCS Install window then opens and this message
appears: “MCS Client Disk 2 installation is complete!”

Remove Disk #2 from the cd drive. The MCS Workstation installation is now complete.
Refer to “Configure MCS” for information about running the Management Console.

2-2 Install MCS Gateway

2-2.1 Prepare for MCS Gateway Installation

1.
2.

2-2.2

Read the Release Notes.

Review and collect the necessary configuration parameters identified in the MCS Setup
Select Installation Type window.

Ensure the installation disks are from the same version set, and the MCS Gold, MCS #3,
and C2PC disks are present.

Review the Installation Security and Troubleshooting Notes document in the <drive
letter>:\MCS\Documents\Admin\Installation Security and Troubleshooting Notes.
Perform the necessary post installation steps.

Install MCS Gateway Software

Prerequisites: All appropriate Microsoft and other commercial software must be installed and
configured prior to Application Installation and Configuration. Additionally, if MCS software is
installed on the Gateway, it must be removed before re-installing the software.

In order to install the Netscape Directory Services, the computer must belong to a Domain. Be
sure that your domain membership has been properly configured before attempting to install the
Gateway software.
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Required MCS gateway installation CDs for Release 6.4.4.3 are: MCS Gold and #3. Refer to
the Release Notes for all subsequent patch installation procedures.

e Install all programs as an Administrator of the local system.
e Accept all software licenses.
e  Select the “Typical” Installation.

e During installation, depending on your computer’s configuration, you may be asked to accept
software licenses (always accept) or to select a type of install for external products like Java
(always select Typical). Install all programs to the recommended default directories unless
directed otherwise by the System Administrator. For external products, accept all default
options. Anything that's important to MCS will be changed later.

e Follow any instructions displayed during the installation.

e Ifinstalling MCS over a network, the folder containing the files MUST be mapped to a drive
letter. MCS will not install correctly unless the files are read from a folder or drive with a drive
letter assigned.

2-2.2.1 MCS Gateway Installation Procedures - CD’'s MCS Gold and #3

1. When building version 6.4.4.3 MCS Gateway, complete the procedures for installing the
MCS Gold CD located at “MCS Workstation Installation Procedures - MCS Gold CD.”
Restart your computer and install CD #3.

2-2.2.2 MCS Gateway Installation Procedures - CD #3

1. Insert MCS Install CD #3 into the computer.
2. From Windows Explorer, navigate to the Setup.exe on the CD.
3. Double-click Setup.exe and the InstallShield Wizard opens.

NOTE
If .NET Framework is not part of the operating system, a message box will display to install
it. Click ‘Yes’ to install. At the completion of the .NET installation, rerun ‘Setup.exe’ to
continue the installation process.

Once the installation starts, the MCS Setup Select Installation Type window opens.

The Typical installation option is the default.

4
5

6. Select the Complete option to install all components.

7. Use the Custom option to choose which options to install and which options not to.
8. The Release Notes recommend using the complete option.

9

When the Installation Finished window opens select Restart Your Computer and click
Finish.

2-2.2.3 MCS Gateway Installation Procedures - C2PC 6.1.0

1. Insert MCS Install CD C2PC 6.1.0 into the CD drive.

2. From Windows Explorer, navigate to the C2PC directory and run Setup.exe on the CD.
3. Double-click Setup.exe and the InstallShield Wizard opens.
4

Once the installation starts, select the appropriate information during the Wizard Setup
process.

33



SAM

7.
8.

Except all license agreements and follow the instructions on the screen (if any) and
refer to the Release Notes regarding any issues encountered.

When the C2PC Installation Completed window opens select Restart Your Computer
and click Finish.

After restarting, log in to the computer having Administrator privileges.

Remove the CD.

2-2.2.4 MCS Gateway Installation Procedures — C2PC 6.1.0 P1

1
2
3.
4

7.
8.

Insert MCS Install CD C2PC 6.1.0 P1 into the CD drive.
From Windows Explorer, navigate to the directory and run Setup.exe on the CD.
Double-click Setup.exe and the InstallShield Wizard opens.

Once the installation starts, select the appropriate information during the Wizard Setup
process.

Except all license agreements and follow the instructions on the screen (if any) and
refer to the Release Notes regarding any issues encountered.

When the C2PC Installation Completed window opens, select Restart Your Computer
and click Finish.

After restarting, log in to the computer having Administrator privileges.

Remove the CD.

2-2.2.5 MCS Gateway Installation Procedures — C2PC 6.1.0 P2
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4

Insert MCS Install CD C2PC 6.1.0 P2 into the CD drive.
From Windows Explorer, navigate to the directory and run Setup.exe on the CD.
Double-click Setup.exe and the InstallShield Wizard opens.

Once the installation starts, select the appropriate information during the Wizard Setup
process.

Except all license agreements and follow the instructions on the screen (if any) and
refer to the Release Notes regarding any issues encountered.

Manually configure Server Files and NRTS (i.e., confirm or set configuration items as
needed).

e Configure the computer server functions via the Server Configuration Console.
Refer to Chapter 3, Configure MCS for more information about configuration
procedures.

e Configure the computer MCS settings via the Client AutoSetup Console. Note that
the server and gateway does not have OrgID configuration options. This is no longer
required on Servers and Gateways.

e Ensure the AutoSetup Utility is running once the system is configured.
e Run MCSServer Startup from the desktop shortcut.

When the installation is complete, install required Firewall software. Refer to the
Security Administrator for installing Symantec Firewall.
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Chapter 3 Configure MCS
3-1 Configure Workstations and Gateways Overview

CAUTION

The MCS Release Notes contain known issues and suggested workarounds. Follow the
Release Notes when configuring MCS.

NOTE

It is recommended that the MCS Gateway or Server be configured before Workstations.
Workstations will use the AutoSetup Utility to obtain their configuration information from
the Gateway or Server.

This chapter provides detailed instructions for configuring MCS Workstations and Gateways.

The Army C2 Management Console is the tool used to configure an MCS Workstation. The
Management Console is used to configure data connections and user roles for the various MCS
applications, and to select an AutoSetup server. The AutoSetup Utility simplifies setup for MCS
Workstations by letting them get their settings from a Server or Gateway.

Both the Army C2 Management Console and the Server Configuration Console are used to
configure an MCS Gateway. Both are described in this chapter. Additional configuration
instructions are provided for NRTS and PASS.

3-2 Determine/Adjust MCS Network Settings

The computer's Windows networking settings will be different, depending on whether the TOC
LAN does, or does not, use DNS (Domain Name Service) and/or DHCP (Dynamic Host
Configuration Protocol).

1. Determine (by consulting the System Administrator) whether the TOC network uses
DHCP.

2. Obtain (by consulting the System Administrator) the hostname (if any) and (if DHCP is
not being used) IP address for the MCS system being configured and any PASS Servers
present in the TOC).

Determine (by consulting the System Administrator) whether the TOC LAN uses DNS.
4. Open the Network Connections Window (Start, Settings, Network Connections).

There may be several connections shown. The connection to the TOC LAN should be
Active. Right-Click on the Active connection and select Properties.

o

Open the Properties window for Internet Protocol (TCP/IP).

~

Adjust the settings:
e If DNS is being used:
a. Add the IP of the DNS Server to the Primary DNS area.
b. Close the TCP/IP and Network Adapter Card Properties windows.

c. Pingthe PASS Server and the system being configured by Computer Name. If a
reply is not received, correct the settings.

e If DNS is not being used:

a. Remove any entry in the Primary DNS area.
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b. Open the C:\Windows\System32\drivers\etc\Hosts file.

c. Add the IP and Computer Name for the PASS Server (if present) and your
system.

d. Save and close the file.
e |f DHCP is being used:

a. Select Obtain an IP Address Automatically.
e If DHCP is not being used:

a. Select Use the Following IP Address.

b. Enter the IP address, Subnet Mask, and Default Gateway you received from the
System Administrator for this computer.

3-3 Configure MCS Gateway
3-3.1 Configure MCS Gateway Machine

Prerequisites: All required Microsoft and other commercial software and MCS software must be
installed prior to MCS Gateway configuration. Additionally, the MCS Gateway must be connected
to the TOC network.

Before attempting to configure a Gateway machine:

1. Determine (by consulting the System Administrator) whether the TOC network uses
DHCP.

2. Obtain (by consulting the System Administrator) the hostname (if any) and (if DHCP is
not being used) IP address for the MCS system being configured and any PASS Servers
present in the TOC.

3. Read the release notes. The release notes are located on Installation Disk 2, in the top-
level directory (<drive-letter>:\Release Notes.doc). If the MCS Configuration Preparation
Check List was not completed prior to Gateway installation, complete it now before
attempting the MCS Gateway configuration.

This section provides detailed instruction for configuring MCSServicesStartup, PASS and the
Near Real-Time Server (NRTS) using the Server Configuration Console. Refer to the appropriate
installation/configuration documents for the components not covered here.

NOTE

Starting MCSServicesStarup will not start the NRTS Server Console. NRTS is no longer
starting as a service. The executable runs as a process.

1. From the desktop select Start, select Programs, BCS, Server Config Console. The
Server Configuration Console will open after a brief splash screen.

2. Select an option from the tree on the left of the window. The settings for that service are
displayed.

Verify or enter the configuration settings for the item.

4. Click the Configure button after completing the configuration settings to configure the
item. Unless Configure is pressed, the changes you have made to configuration will not
take effect.

NOTE
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Before closing the Server Configuration Console, ensure that the settings are saved by
clicking the Configure button.

NOTE

When any Configure button is clicked in the Server Configuration Console, an icon for the
MCSServerStartup program appears on the Microsoft Windows desktop.
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Figure 3-1 Server Configuration Console

3-3.2 Configure PASS Server

1. Inthe Server Configuration Console, select Publish and Subscribe Service (PASS). The
Publish and Subscribe Services PASS Settings configuration area appears on the right

side of the window.

39



SAM

i server Configuration Console

Help | Exkt

Publich snd Subsonba Servons [PASE] Seitngs

Publich ard Subscobe Services [FRSS)
= Mear Feal Tima Server (NRTS) The PASS Serves aliowrs for data to be shared vath many other spsters. PASS can nn on

S Irncorming £ aba [ & Seves of G ateway cosmpuler
Lowwes Echiedons [FECBZ)
Hagher Echelons [GECS]
AFATDS Data Prerader

5 PASS Senver Seltngs
AMDWS Data Provider
HSAS Dats Provder ¥ RunPASS on thiz Senves HTTFS Pt 7443
NATS Dl Provider . St
CPOF Diata Provider W Peasist PASS Data o diek HTTE Port I
= Duigoing Data [ha)
Lomiet Echelons [FBCEZ) Lizex Authersication Pacamesters
Haghaet E chesions: [GCCS)
PASS [+ Aeqee Authentication
Command ard Confinl PL [C2PC) Gatevay
Tine Senvet Corfiguahon
Clygsdficabon Configuration T Diornesrt |I-J-:,uhcqt
Sarve Shatup Dptions
Shatug PASS Read Gioup: |F‘-5.SSFHE~.0-£|-:-.1}

PASS Wite Group: |P§-99WHEGMI.-|:|

Figure 3-2 Server Configuration Console - Publish and Subscribe Services Selected

2. If the Gateway will run the MCS PASS Server, check the Run PASS on this Server
checkbox. Otherwise, confirm that the checkbox is not checked, and proceed to the
next configuration feature.

3. Verify the port number in the HTTPS Port: field. Normally, the default value does not
need to be changed.

NOTE

Performance is improved if PASS Data is not saved to disk. However, it may be advisable
for PASS to save its data to disk to facilitate CONOPS.

4. |If persistence is required, check the Persist PASS Data to disk checkbox.

5. User Authentication will normally be required. Obtain the necessary information from
the System Administrator, and enter it.

6. Click the Configure button to save the PASS Server settings.

7. If any changes have been made to PASS settings, restart PASS in order to apply them.
3-3.3 Configure NRTS

1. From the Server Configuration Console, select Near Real Time Server (NRTS). The
Configure NRTS Server configuration area appears on the right side of the window.
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Figure 3-3 Server Configuration Console - Near Real Time Server (NRTS)

NOTE

Use the Start and Stop NRTS button to start and stop the NRTS data provider upon

2.

9.

configuration.

In the NRTS Network Settings area, change the port numbers NRTS uses if necessary.
Normally, there is no need to change these from the defaults unless there is a port

conflict.

Change the address in the IP Address field if necessary. Normally, there is no need to
change the default address unless there is a conflict.

The Time to Live option identifies the number of network hops allowed before a packet is
dropped from the network. Verify the Time to Live setting or change it as desired.

Click the Configure button to save the NRTS settings.

If you have changed any NRTS settings, restart NRTS to apply them.

If NRTS will connect to PASS, check the Connect NRTS to PASS checkbox in the
NRTS to PASS Network Settings area. Verify the default values in the HTTPS Port, IP
Address, User Name and Password fields for correctness. If necessary, change the
values in these fields.

Use the Get Role button to locate the assigned messaging role, i.e., MMCS-CP-HQ-CP-

4-MP.

Click the Configure button to save the NRTS to PASS settings.

10. Click the Test PASS Connection button to confirm that your settings are correct.

3-3.4 Configure Incoming Data
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The Incoming Data configuration for NRTS in the Server Configuration Console includes:
e Lower Echelons (FBCB2)

e Higher Echelons (GCCS)

e AFATDS Data Provider

e AMDWS Data Provider

e ASAS Data Provider

e NRTS Data Provider

e CPOF Data Provider
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Figure 3-4 Server Configuration Console - Incoming Data (from)

3-3.4.1 Lower Echelons - FBCB2

If the lower echelons are equipped with FBCB2, NRTS will listen to their data. It must be
determined whether the FBCB2 feed will come from the PASS or whether the NRTS will listen
directly to the FBCB2 Multicast groups.

NRTS needs to know which PASS topics to listen to for FBCB2 data. PASS topic categories that
FBCB?2 is publishing to must be selected.
NOTE

The topic names include ‘wildcards’. This means you do not have to pick every single
topic individually. So, for example, if you check off “POS-RPT:FBCB2*", the NRTS will
listen to every topic that starts with POS-RPT:FBCB2.
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1. Select the Lower Echelons (FBCB2) branch of the Incoming Data (from) feature in the
Server Configuration Console. The FBCB2 Incoming Data Settings configuration pane
appears on the right side of the window.

2. Click on the appropriate radio button in the Receive FBCB2 data from area of the pane.
The area below the radio button selections changes accordingly.

3. For the selected configuration area displayed, select the information to be shown.
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Figure 3-5 Server Configuration Console - Lower Echelons (FBCB2)

3-3.4.2 Higher Echelons - GCCS

NRTS can receive joint data from GCCS-A, and broadcast this data to the MCS Workstations. It
must be determined whether the NRTS will receive GCCS-A information via PASS or whether it

will listen to the C2PC Gateway.

If PASS is selected, NRTS needs to know which PASS server to listen to for GCCS-A data.
Select the topic categories to add to the Live Feed.

NOTE

The topic names include ‘wildcards’. This means you do not have to pick every single
topic individually. So, for example, if you check off “POS-RPT:GCCS-A*", the NRTS will
listen to every topic that starts with POS-RPT:GCCS-A.

1. Select the Higher Echelons branch of the Incoming Data feature in the Server
Configuration Console. The GCCS Incoming Data Settings configuration options appear

on the right side of the window.

2. Click on the appropriate radio button in the Receive GCCS data from area of the pane.
The area below changes accordingly.

3. The port used by NRTS to receive GCCS (joint) data can be changed. Only modify this
number if directed to do so by the System Administrator.
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NOTE

The GCCS injector now displays the current box’s IP address in the TMS Broker address
text box if NRTS sends 127.0.0.1 to the Server Configuration Console.

4. Click Configure to save the Higher Echelons (GCCS) settings.
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Figure 3-6 Server Configuration Console - Higher Echelons (GCCS)

3-3.4.3 AFATDS Data Provider

NRTS can receive AFATDS data either directly from AFATDS (using the AFATDS client, AXE) or

from PASS.
If receiving data from AXE, NRTS needs to know the IP address of the AFATDS Client. A valid

account, password, and classification level must be provided by the AFATDS operator.
NOTE

Some AFATDS workstations have two IP addresses. Make sure you are using the correct
one for the AXE (it will be the same one that EMP clients use).

1. Select the AFATDS Data Provider branch of Incoming Data in the Server Configuration
Console. The AFATDS Incoming Data Settings configuration pane appears on the right
side of the window.

2. Select the appropriate choice in the AFATDS Incoming Data Settings area of the pane.
The area below changes accordingly.

3. For each configuration area, select the data to show.
4. Click the Configure button to save the AFATDS Data Provider settings.
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Figure 3-7 Server Configuration Console - AFATDS Data Provider

3-3.4.4 AMDWS Data Provider

1. Select AMDWS Data Provider from the Server Configuration Console's Incoming Data
(from) branch.

2. Determine and select whether the AMDWS feed will come from the PASS or whether
the NRTS will listen directly to the AMDWS Client, or whether NRTS will receive no
AMDWS data at all.

If AMDWS data comes from PASS, NRTS needs to know which PASS topics to listen to
for AMDWS data.

3. Select the PASS topic categories for AMDWS to publish.
NOTE

The topic names include ‘wildcards’. This means you do not have to pick every single
topic individually. So, for example, if you check off “AIR-TRK:AMDPCS*”, the NRTS will
listen to every topic that starts with AIR-TRK:AMDPCS.

If NRTS will not be receiving AMDWS data from the PASS, connect to the AMDWS client
directly using the procedure in the following steps.

1. For example, select the AMDWS Data Provider branch of Incoming Data (from) in the
Server Configuration Console. The Air Defense (AMDWS) configuration pane appears on
the right side of the window.

2. Click on the appropriate radio button in the AMDWS Incoming Data Settings area of the
pane. The area below changes accordingly.
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3. For the selected configuration area displayed, select the necessary data to be shown.
4. Click Configure to save the AMDWS settings.
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Figure 3-8 Server Configuration Console - AMDWS Data Provider

3-3.4.5 ASAS Data Provider

ASAS publishes the Correlated Enemy to PASS. Additional topics may also be published by
ASAS. Selecting PASS will configure NRTS to receive the ASAS data from PASS. NRTS will then
multicast the data to the MCS Workstations.

1. Select the ASAS Data Provider branch of Incoming Data in the Server Configuration
Console. The AFATDS Incoming Data Settings configuration pane appears on the right
side of the window.

2. Select the appropriate settings from those listed in the figure below.

3. Click the Configure button to save the Correlated Enemy (ASAS) settings.
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Figure 3-9 Server Configuration Console - ASAS Data Provider

3-3.4.6 NRTS Data Provider
Select the NRTS Provider branch of Incoming Data in the Server Configuration Console.

1.
The NRTS Incoming Data Settings configuration pane appears on the right side of the
window.

2. Use the Add and Remove buttons to add or remove remote handlers as required.

3. Click the Configure button to save the NRTS settings.
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Figure 3-10 Server Configuration Console - NRTS Data Provider

3-3.4.7 CPOF Data Provider
Select the CPOF Provider branch of Incoming Data in the Server Configuration Console.

1.
The CPOF Incoming Data Settings configuration pane appears on the right side of the
window.

2. Use the Add Subscription and Remove Subscription buttons to add or remove CPOF

data from PASS as required.
3. Click the Configure button to save the CPOF settings.
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Figure 3-11 Server Configuration Console - CPOF Data Provider
3-3.5 Outgoing Data

Outgoing Data configuration in the Server Configuration Console includes:
e Lower Echelons - FBCB2

e Higher Echelons - GCCS

e PASS

3-3.5.1 Lower Echelons - FBCB2

You may want the NRTS to inject Live Feed data into the FBCB2 multicast groups.

1. Select the Lower Echelons (FBCB2) branch of Outgoing Data (to) in the Server
Configuration Console. FBCB2 Outgoing Data Settings configuration options appear on
the right side of the window.

2. Check the appropriate checkboxes in the Type of objects to inject into FBCB2 area to
what data types to inject.

3. Messages sent to FBCB2 systems need a Unit Reference Number as the sender. You
can use either the same URN used for military messaging on your system, or another
one that you enter here. Either:

e Check the Use Messaging URN checkbox, or
o Enter your URN in the Originating URN field in the Messaging Settings area.

E

Complete the Multicast Group Settings with the guidance of your System Administrator.

o

Complete the UDP Settings with the guidance of your System Administrator.
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6. Click the Configure button to save the Lower Echelons (FBCB2) settings.
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Figure 3-12 Server Configuration Console - Outgoing Data Lower Echelons (FBCB2)
3-3.5.2 Higher Echelons - GCCS

The Near Real Time Server can inject information into the C2PC Gateway, feeding data into
GCCS to make it available to higher echelons. The Higher Echelons (GCCS) configuration
controls what information is sent to the Gateway.

1. Select the Higher Echelons (GCCS) branch of Outgoing Data in the Server
Configuration Console. The GCCS Outgoing Data Settings configuration appears on the
right side of the window.

2. Click the appropriate checkboxes to select the types of data to send to higher echelons.

3. Modify TMS Broker Settings to connect to the C2PC Gateway. You can get the
required settings from your System Administrator.

4. Click Configure to save the Higher Echelons (GCCS) settings.
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Figure 3-13 Server Configuration Console - Outgoing Data Higher Echelons (GCCS)
3-3.5.3 PASS
By default all Live Feed data is published to PASS so that non-MCS systems in the TOC have
access to it.
NOTE

The Unit Identification becomes part of the topic name in PASS (for example POS-
RPT:MCS:US/ARMY/DMAIN/10TH MTN). The Unit Identification may be changed based on
the PASS naming convention SOP.

1. Select the PASS branch of Outgoing Data in the Server Configuration Console. PASS
configuration appears on the right side of the window.

2. Check the appropriate checkboxes in the PASS Outgoing Data Settings area of the
pane to select the type of data to inject.

w

You can choose to publish particular topics to be published to PASS.

B

Click Configure to save the PASS settings.
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Figure 3-14 Server Configuration Console - Outgoing Data (to) PASS

3-3.6 Command and Control PC (C2PC) Gateway

C2PC is configured on the MCS Gateway using the Army C2 Management Console, exactly as it

is for an MCS Workstation.
1. Select Command and Control PC (C2PC) in the Server Configuration Console. The
C2PC General Settings information appears on the right side of the window.

2. Make changes in the C2PC General Settings section, as appropriate for your location.

3. Click Configure to save the Command and Control PC (C2PC) settings.
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Figure 3-15 Server Configuration Console - Command and Control PC (C2PC) Gateway
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3-3.7 Time Server Configuration

1.

Configuration Settings information appears on the right side of the window.

so by your System Administrator.

Check the Enable Time Synchronization on this computer checkbox, if instructed to do

Client. Then, enter the IP address of the server in the Server IP Address field.

Click Configure to save the Time Server Configuration settings.

Select Time Server Configuration in the Server Configuration Console. The Time Server

Checking the Enable Time Synchronization on this computer checkbox, makes the Time
Sync Role radio buttons available. Select the appropriate role: Server, Slave Server or
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Figure 3-16 Server Configuration Console - Time Server Configuration

3-3.8 Classification Configuration

1. Select Classification Configuration in the Server Configuration Console. The
Classification Config information appears on the right side of the window.

2. Enter the Level Settings, if instructed to do so by your System Administrator.

3. Click Configure to save the Classification Config settings.
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Figure 3-17 Server Configuration Console - Classification Configuration

3-3.9 Server Setup Options
NOTE:

The startup options here control only the listed services. Other MCS-related software
(such as MIP and SQL Server) must be configured separately.

=

Select Server Startup Options feature in the Server Configuration Console. Server
Startup Options appear on the right side of the window.

2. Inthe Server Startup Options area, check the first checkbox if you want MCS services to
start automatically. Check the second checkbox if you want an icon for the startup
program to appear on the Windows Desktop.

3. Inthe Automatic Startup Selection area, click the checkbox for each service you choose
to start automatically.

4. Click Configure to save the Server Startup Options settings.
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Figure 3-18 Server Configuration Console - Set Server Startup Options

3-3.10 Status of Server Functions

1. Select Status in the Server Configuration Console. The Server Interfaces list appears on
the right side of the window.
NOTE

If NRTS or PASS is already running, you will need to restart them before any changes
made in the Server Configuration Console take effect and are shown in the Server
Interfaces listing.

NOTE

The Start, Pause and Stop buttons have temporarily been disabled on the Server Status
screen. Functionality will be restored once NRTS is enabled to allow the Server
Configuration Console to start and stop individual data providers.

2. Confirm that required server functions are working.
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Figure 3-19 Server Configuration Console - Status

3-4 Additional MCS Gateway Configuration Tools
3-4.1 Install PASS Certificates

To connect to a PASS Server from any machine, the appropriate certificates must be installed on
the connecting machine. Certificates from a PASS Server can be obtained either from a CD or
another source. The truststore.jks is a file that contains certificates and should be found in the
<drive letter>:\MCS\shared\certificates directory. This is the truststore that should be used for all
Java tools that reference the PASS Server.

For all other applications to work properly with the PASS Server, the certificate from the PASS
Server, as well as the DoD certificate, need to be installed.

NOTE

Get the IP Address and exact directory location of where the certificates are stored on the
PASS Server, or another medium (for example CD) that contains the certificate from the
System Administrator.

3-4.1.1 Installing PASS Certificates

1. Using Internet Explorer, navigate to the address of the PASS Server. Ensure the port
number is included at the end of the address (e.g., https://1.2.3.4:<port#>). A warning
window opens.

2. Click OK. A Security Alert window opens.
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3. Click the View Certificate button. A Certificate window will open.

2

General | Detals | Certification Path |

Certificate Information

This certificate is intended for the following purpose(s)
=2 16.840.1.101.2.1.11.5
2 16.6840.1.101.2.1.11.9
=2, 16.840,1,101,2.1.11.10
# 0l appkcation policies

Issuved bo:  DOD CLASS 3 CA-F

Issued by: DoD CLASS 3 Rook CA

Valid from 6/4/2003 bo &6/2[2009

[ |

Figure 3-20 Certificate Window

4. Select the Install Certificate button. Another Certificates window opens.
5. Inthe second Certificates window, select OK. The certificates are now installed.

6. If the certificate is contained on other media, copy the certificate to the <drive
letter>:\MCS\shared\certificates directory.

3-4.1.2 Installing the Personal Information Exchange Certificate

The Personal Information Exchange certificate is installed using the Certificate Import Wizard.
The following steps and figures will describe how to install the Personal Information Exchange
certificates onto MCS system to allow access to the PASS services.

NOTE

Contact your PASS Administrator for a copy of the Personal Information Exchange file and
the password for the private key.

1. Locate the appropriate certificate on your MCS System. Double-click the certificate to
start the Certificate Import Wizard.
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Certificate Imporkt Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lists from wour disk to a
cettificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
wsed ko prokect data or to establish secure nebwork,
conneckions. & certificate store is the systemn area where
certificates are kept,

To conkinue, click ek,

< Bach: I Mext = I Cancel

Figure 3-21 Certificate Import Wizard

2. Click the Next button, the File to Import window opens.

%

Fil= to Innport
Spacify the file you wank bo import.

Browse, ..

Mote: More: than one certificate can be stored in & singhs file in the Following Formats:
Personal Information Exchange= PKCS #12 (. PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)
Microsoft Serialized Cartificate Store (.55T)

< Back | Hext > | Cancel ]

Figure 3-22 Certificate Import wizard screen

3. Specify the name of the certificate you want to import. Click Next to continue, the

Password window will open.
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Certificate Import Wizard fi— x|

Passwiord
To madntain security, the privabe bey was probected with a password.

Type the password for the private key,
Password:

[ Enable strong privabe key protection. You will be prompted every tima the
private key is usad by an apphcation if you enable this option,

[ Mark this ke a5 expartable, This vl slow you ta back up or transport your
keys at alater time.

-:Bad-tll'lm-ct}lta'uud

Figure 3-23 Password entry window

4. Click Next to continue, the Certificate Store window opens.

Certificate Inport Wizard =]

Certificate Store
Certificate stores are system areas whers certificates are kept.

‘Windows can sutomatically celact 5 certificate shore, or you can spedfy & location for
= Automaticalby select the certificate store based on the type of certificate
™ Place o certificates in the Follwing store

< Back. Mext > Cancel

Figure 3-24 Certificate Store window

5. Select Automatically select the certificate store based on the type of certificate. Click
Next to continue. The setting you selected will be displayed.
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Certificate Import Wizard

= X

Completing the Certificate Import
Wizard

ou have successhully complebed the Certificate Impost
wizard,

You have specified the Following sattings:

Certificate Store Selected  Automatically determined by L
Contant PF

File Name DoAPASS_C~118155VR2.p12
1 | ¥

<pack [ Fesh | cocel |

Figure 3-25 Certificate setting

6. Click the Finish button to complete the import. A message displays indicating that the
import was successful.

Figure 3-26 Certificate import successful window
3-4.1.3 Installing DoD Certificates for PASS

1. In Windows Explorer, navigate to the <drive letter>:\MCS\shared\certificates directory.

2. Right-click on the “dod class 3 ca-7.cer” certificate and select Install Certificate. This
will open the Certificate Import Wizard.
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Certificate Import Wizard %]

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
ks, and certificste revacation ksts from your disk to &
certificabe store,

& certificate, which is bsued by a certification suthory, is
& confirmation of vour identity and containg information
used bo probéct data or bo establish secure nebwork
connections. & certificate store ks the system area whens
certificabes are kept,

To continue, dick Mext,

I Mext > I Camced

Figure 3-27 Certificate Import Wizard Welcome Screen

3. Click Next. The Certificate Import Wizard window opens.

FER—— -

Certificate Inmport Wizard

Certificate Store
Certficate stores are syshem sreas whera certificsbes are kept.

‘Windowes can automatically select a certificate store, o you can specify a kocation For
= M ﬂl}' . l:he.:utim_ : th?‘w& -:;Fca&i
(" Place all certificates in the Following store

< Back Hext > Cancel

Figure 3-28 Certificate Import Wizard Window

4. Click Next. The Completing the Certificate Import Wizard window opens.
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Certificate Inmpork Wizard x|

Completing the Certificate Import
Iﬂi! Wizard
Youi have suctessfuly completad the Cartificabe Import
wizard.
Yious have spacifiad the following settings:
Certificate Store Selected  Automatically determined by ¢
Contenk Certificabe
| | ]

qﬁad;|m5h|cm|

Figure 3-29 Completing the Certificate Import Wizard Window

5. Click on Finish. The Certificate Import Wizard confirmation window opens. Click OK.
6. Perform Steps 2-5 for the “dod class 3 root ca.cer” certificate as well.

3-4.2 Manually Starting the PASS Server

1. Click on the Start button, then select Programs, BCS, Start PASS.

é Intiernet o iy
] <FC L] 2R Corfigi T
] et =] o e o
] ) COE Hescaps Proosse il [ 3 Plarver
o ¥ sl aton B
St Frogr am Bcest a =
Doef ity ) Mcifer vl B Cherk ukosetup Coraoke
4 - ) Moozt 0ffce Pl cstabace Mansgemant Ukity
15 Explodes
‘!--- E 00 Frinte inbermet Frinting ‘Y Doty
B s ot corn] @ S o 5
3 0 Sun OHE Howsage Qumas 3.0, 1 ] .5|:'| L (Frmi] Dok nbuawnon Ly
G} Wircdoves Meda Pl [B Aciobe Fuader 6.0 5] Mt Conmsie
B \ibertet Explirer F] was aden
Iﬂ Hereaatt Cefon Worl wil M Explorer L} PAsS Explorer
-J'I WOr— Fo Cubiok Expreds ¥ Server Cordig Corvals
g BRSNS ASGR AR
) Wirsdows Mexia Player F] swppsss

Log OFf | shie Dgen
sort (B

Figure 3-30 PASS Start or Stop

3-4.3 Manually Stopping the PASS Server

1. Click on the Start button, then select Programs, BCS, Stop PASS. See the above
figure.

3-4.4 Configure the PASS Server using the PASS Administration Console
NOTE
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The PASS Administration window opens automatically when a Server or Gateway that is
running PASS is started. Step 1 should be followed if the program must be restarted.

1. Click on the Start button, then select Programs, BCS, PASS Admin.

2. Inthe Pass Administration window, select the Login tab.

=10/ xi

-Server Parameters from Config tcl

HTTPPort [B588  MTTPS Pont [réds Context [PASS
Admin Parameters

Username: [PASS Admin Pnsswmtl

Stalug -
Mot Connecled
_town |

Figure 3-31 PASS Administration Window

3. Click Login on the Login tab. The status changes to Connected, and the frame around it
turns green.

NOTE
Closing the PASS Administration window does not stop the PASS Server.
3-4.5 Topics Tab

1. Click on the Topics tab. The Topics view is presented. The left pane lists topics, and the
right pane lists the contents of the selected topics.

-l

Logn Topics | Subseriptions | Forwarding | Contig | Loge |

GetTopes | CresteTopic |  DeleteTopic | GetCache | Deletetem | SavetoFie

Eems in Cache: I

Figure 3-32 Pass Administration —Topics Tab
3-4.5.1 Get Topic List

1. To get alist of the currently available topics, click the Get Topics button and the list of
available topics will be displayed in the left pane.
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i PASS Admiinistration =10} %
Logn Topics | Subscriptions | Forwarding | Conig | Logs |
“Gettoes || CresteTopic | DeteTope | Getcahe | pesterem | saverorie |
HijentServerfunning Eemz in Cache: I_

Figure 3-33 PASS Administration - Available Topics
3-4.5.2 Create a Topic

1. To create atopic, click the Create Topic button. The Create Topics window opens.
[Birass asvinistestion =lolx
Login Tomkcs | Subscriptions | Forwarding | Cortig | Logs |

et Topics ] Create Topic ] Dedate Topic ] Gt Cache | Dehate Rem | Save o Fia
CEET— sfpncese [
Topic Name: [tco

Topic Desc:  [Topic Descrigtion
Refractable =
Crpen Publish Mode: A” :

Figure 3-34 PASS Administration - Create Topics

Enter the name of the topic in the Topic Name area.
Optionally, describe the topic in the Topic Desc. area.
If Retractable is checked, you will have the option of retracting (removing) the topic later.

If Open Publish Mode is checked, this enables any BFA to publish to the topic. Without
this option set, BFAs can subscribe to the topic but are restricted from publishing to the
topic.

a > wDn

NOTE
See the unit SOP for Topic naming conventions.
For example:
e  Topic with no subtopics - GRAPHICS:MCS:US/ARMY/3CORPS

e  Topic with one (1) subtopic named SUBTOPIC1 -
GRAPHICS/SUBTOPIC1:MCS:US/ARMY/3CORPS

e  Topic with one (1) subtopic named SUBTOPICL that itself has a subtopic named
SUBTOPIC1A - GRAPHICS/SUBTOPIC1/SUBTOPIC1A:MCS:US/ARMY/3CORPS

3-4.5.3 View Contents of a Topic

1. To view the contents of a topic, select the topic. Click the Get Cache button. The topic
contents are displayed in the right side of the window.
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&P.ﬁﬁﬁ Administration : .'I.I_njﬂ
Login Topics | Subscritions | Forwarding | Conig| Logs |

Gt Toplcs ] Minpbl Dielete Topic I Disete Rer | mmm'

e i Cache: E

rtv.mmvi T

Figure 3-35 PASS Administration - Get Cache

3-4.6 Subscriptions Tab

1. From the PASS Administration window, click on the Subscriptions tab to see who is
subscribed to a topic.

P PASS Administration .ulm.ﬂ

Login | Topics Subscriptions | Forwarding | connig| Logs |

Figure 3-36 PASS Administration - Subscriptions Tab

3-4.6.1 Get Subscriptions

1. Click the Get Subscriptions button. The current subscriptions to the PASS Server are
listed in the subscription field.

[ pASS Administration =10i x|

Logn | Topics Subscriptons | Farwarding| Conti | Logs |

Topic: AlertiCreatehiewslert  Subscriberlrmesuser  ReturnAddresshitpc 69,254 185 S BR3P ASSSubscriber 2

Figure 3-37 PASS Administration - Get Subscriptions

3-4.6.2 Unsubscribe

1. Highlight a subscription and click the Unsubscribe button to terminate a client’s
subscription to that topic.

% PASS Administration =101 %

Login | Topics Subscriptions | Forwarding | contig | Logs |

Get Subscriptions | |[ Unswscrive |
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Figure 3-38 PASS Administration - Unsubscribe

3-4.7 Forwarding Tab

Topics available on one PASS Server can be forwarded to another PASS server using the
Forwarding Tab.

1. Enter the IP Address, the Port number, Username and Password, of the PASS server
that will be receiving data.

2. Add the topics to be forwarded from the local PASS to the remote PASS. Select the
topic(s) you want to forward from the Local PASS list, then click the --> button. To
remove a topic from the list to be forwarded, select it and click.

3. When you have completed your list of topics to be forwarded, click the Mirror Remote
button.

o

Login | Topics | Subscriptions Forwarding | cantig | Logs |

Remote PASS P | Port  [T443
A [ Remobe Ussmane:
Gat Topcs | I
Remots Password |
Mirror Remobe
Lopyl PADS Eamoly PACS ForwardngTopics
et/ AlertSarverRunning
AlertCreateblear Aot
Il _AECH MCS: Y
POS-RPT:MCS
e
W
Fop

Figure 3-39 PASS Forwarding tab
3-4.8 Config Tab

The PASS Administration Window's Config Tab allows the user to control the PASS server's
ports, memory usage, area of interest, and the JAAS Authentication settings.

The Java Authentication and Authorization Service (JAAS) is a set of application development
tools that enable services to authenticate and enforce access controls upon users. This section of
the Config tab determines whether PASS users are authenticated before being allowed to use the
server, and which method of authentication is used.

The PASS Administration Configuration options are shown.
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B pass Administration o =] 1

Login | Topics | Subscriptions | Forwardng Contig | Logs |

e JAAS Authertication

Poste Mughertication:  [faise
i e Mo jLoaPLogn
s ress PASS Read Group,  [PASSResdGroup
Memary aind AOH PASSVWEe Groug:  [PASSVhiteGroup
Datastors Vahue: pemary HE o fpassAdnin
Tapic Cache Size 20000000 HT Domair focamost
Totsl Topc Cache Size:  [150000000 LDAP Host focainast
Subscriber Queus Sie;  [5000 LDAP Port: frs0
Force Pubish ACt frate= LDAPBasa DAt [do=did dosarmy de=smid de=mil

Figure 3-40 PASS Administration Configuration Tab

3-4.8.1 PASS Authentication

NT Logins are supported in the Config Tab of the PASS Administration application. The following
procedure describes the local user and the associated groups necessary to enable NT
authentication.

3.4.8.1.1 Local Users and Groups

NT Login requires the user to be a member of the PASSReadGroup and the PASSWriteGroup.
Both of these groups must exist before attempting to authenticate using NTLogin in PASS. For
full details of creating groups and users within the Microsoft environment, see the Computer
Management documentation available in the Microsoft Management Console Help. The following
steps will help to guide you through this process.

1. Open the Start Menu, then select Settings, Control Panel, Administrative Tools,
Computer Management.

2. Select Local Users and Groupfolder. Select Groups folder. Create two new groups:
PASSReadGroup and PASSWriteGroup.

3. Select the Users folder, create a new user. Enter a user name and password (example:
mcsuser, mcsuser).

4. Inthe new user's Properties window, add the new user to both of the newly created
groups.

3.4.8.1.2 PASS NT Login Authentication

1. To enable NT authentication, open the PASS Administration application. Click the
Config Tab of the PASS Administration application. The PASS Administration window will
appear.
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B pASS Administration 4=

Login | Topics | Subscriptions | Forwardng  Confiy | Logs |

: QAR5 Authentcation

Partz Mutherticationc  [true
HEE foocs Mochue: {NTLogin
HITPS: 7443

PASS Read Groupy  |PASSReadGroup

AR PASS Wirite Group:  [PASSWHteGroup
o ooy PASS Admir: [passAdmn
Tapic Cache Size: 20000000 T Domely jarear_wst
Total Topic Cache Size: (150000000 LDAF Host: Jocahast
Subscriber Queue Size;  [S000 LDAP Port 350
Force Publish ACE Jtase LDAPBase DM [domdid domarmy,doesmi desml

Figure 3-41 PASS NT Authentication
The JAAS area controls how the PASS server authenticates users.
1. For Authentication, enter true.
2. Set Module to NTLogin.

3. Don't change PASS Read and Write Group as shown in the figure above unless directed
to do so by the System Administrator.

4. Enter the NT Domain, either the network name of the Gateway or the localhost.
5. Click the Save button to save your settings.
6. To apply your changes to PASS, you must Stop and Restart PASS. The next time you

try to login to PASS, you will be need to enter the username and password for the user
account you created. To stop and restart the PASS server, see Section 3-4.2 .

3-4.9 Logs Tab

The Logs tab contains the files that show PASS subscription activity. There are two log files
available for viewing: the PASS Log and Audit Logs.
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SI=TEY

Login | Togics | Subscriptions | Forwarding | Config Logs |

=[2005=-01-05 13:44:16,871] Added Subacriber - ID:mcsuser Topic:AIR-TRE:AMDPCS®
=[2005=01=-05 13:44:16,951] Added Subacriber - ID:mcsuser Topic:POS-BPT:AMDPCS®
~[2005-01-05 13:44:17,101] Added Subszcriber - ID:mcauser Toplc:ENEMY-5IT:ASAST

Figure 3-42 PASS Administration Logs Tab
3-4.10 Configure Near Real-Time Server (NRTS)

The NRTS Server Console is the main interface to NRTS. The console provides the means for
configuring Data Providers for NRTS, as well as Injectors.

3-4.10.1 Starting the NRTS Server Console

NOTE

The NRTS Server Console starts automatically when an MCS Gateway or Workstation is
started. Follow the instructions below to restart it if it has been closed.

1. In Windows Explorer, navigate to the bin directory in the NRTS folder located in the
MCS installation directory; click on the bin folder to open it.

2. Double-click the server_console.bat file to launch NRTS Server Console. The NRTS
Server Console Window opens.
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% NRTS Server Console

AT Sarver Connsclion. 2005-10-13T21 0N T

Conmecied 1o F Address 14834 1378 L T Sop NRTS Chesr Full Fichars |
(Dada Providers

a5 Dot Prowider =]

[145] Sk /[0] Fncenvesd 4 [0} Dbeted ¢ 1] Deconficted /0] @uewsd /1] Ful Piture -
Data Provider Stahus | cotects Recetved

PASS Dube Provwider FOTE-10-1 3T -0 00T

Descripon

Figure 3-43 NRTS Server Console
NOTE

The Server Configuration Console monitors its connection to NRTS every 5 seconds.
Monitoring this connection prevents data from being entered if the connection goes down.

3-4.10.2 NRTS Server Console User Interface

Upon starting the NRTS Server Console Window, the GUI is displayed with all of the message
counters (received, deconflicted, queued, and full picture) reset to zero and the sent counter is
setto 1.

“NRT Server Connection: 2004-12-31T14:34:552

Connecad to P Addrass: 148 34 137 42
Data Providers
|5 Data Provider -

[1] Sert {[0] recarved / [0] Deconthcted /(0] Guewsd £ [0] Ful Pichurs
Diats Provider | statuss | copects

Figure 3-44 NRTS Message Counters

The top part of NRTS Server Console displays the following buttons.

Comifigurs._ .. | Stop NRTS | =a L | Clear Full Picture

Figure 3-45 NRTS Buttons

e Configure - allows user to verify or enter new IP Address from where the NRTS is running.

e Stop NRTS - allows user to stop server. Once NRTS is stopped, this button becomes Start
NRTS.
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e Edit - allows user to edit the NRTS properties file but only for local. By default, this button is
disabled.

e Clear Full Picture - allows user to clear all NRTS obijects in the Full Picture.

The middle part of NRTS server console window contains a Data Provider table and several

buttons used to manage data providers and NRTS.
& NRTS Server Console E'EHEI

WRT Sarver Conneclion. 2005-10-13T20EN.I

Coriectied o B Adde {453 137 Conigne | Slop HRTS Clond Full Piclurs ]
Dals Providers
!ns-; Dastis Proveicer ! [ Ztart Brate Provider
[145] Sk J (0] Recoived § |0 Debebed £ ] Dotorifbcted | |0] Guesd ! |0] Full Paguns -]
Diata Provvider j'-Sﬂm..u ]Cﬁmls_ Fecetved
PSS Disba Provwider 137 4
=
i v J
Decscriplan
Condiuration Manaoss | Raplayar | Full Pichure Evplores |
Clogw | Help About

Figure 3-46 NRTS Data Provider Table

o Data Providers drop down menu - includes all available data providers.
e  Start Data Provider - allows user to start each data provider when selected.

e  Stop / Start (dual functions) - allows user to stop the selected Data Provider. Stop becomes
Start when a stopped Data Provider is selected.

e Pause/ Resume (dual functions) - allows user to pause the selected Data Provider. Pause
becomes Resume when a paused Data Provider is selected.

Request Full Picture - is disabled for all Data Providers but GCCS, NRTS, and PASS.

At the bottom of the NRTS server console window are several buttons used to manage NRTS,
and a description area, which describes the data provider which is selected.

[ contwotionwenoger 1| meptayer.. | Fus icure Explorer..

Figure 3-47 Buttons Used to Manage NRTS

e Configuration Manager - used to configure NRTS server, Injection server, and PASS
connection.

o Replayer - allows a recorded exercise to be replayed at various speeds.
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e  Full Picture Explorer -opens the Full Picture window to view the received NRT Objects.
e Close - to close the NRTS server console window.
e Help - to launch the Quick User Guide.
e About - to open the NRTS version information window.
NOTE

If you close NRTS Server Console without stopping NRTS first, the NRTS Server Console
window will be closed and the NRTS application will still be running in the background.

3-4.10.3 Configuring NRTS

Once you have started the NRTS Server Configuration window as described above, follow the
steps below to properly configure NRTS.

1. From the Server Console window, click on the Configure button. The Configure IP
Address window opens.

Configure TP Address x|

-:\'?.) Pleace enber an IP Address:
fia2 34 13742
i

Figure 3-48 NRTS Configure IP Address

2. Verify or enter the IP address of the NRTS Server.
3. Click OK. The Configure IP Address window closes.

3-4.10.4 Configuration Manager

1. Fromthe NRTS Server Console window, click on the Configuration Manager button to
configure the data providers. The Configuration Manager window opens.

|_Cm_1'mu!m_h4wuw___ Replayer .. Full Picture Explorer..

Figure 3-49 NRTS Server Console - Configuration Manager Selected
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& NRTS Configuration Manager

HATE Sarver Settings
Uipdabe Groug: E-Z; " -Il. .-CT . .]-Iia. Updale Port F-T;F- ¥ BrosdCast Evend
Paciet Size; (2400 Full Picture ot [T79 Packet TIL: 20
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LAMACRE: Dt Frorvides
T
e AFATIS Dot Frovider Port. o000 AFATDS Server Port. (5230
FOOE Db Pronvicker HATS wil MH‘IMHMHMAFA!US
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Figure 3-50 Configuration Manager (Near Real-Time Server Tab)

The NRTS Configuration Manager window contains four tabs:
o Near Real-Time Server

e Injection Server

e PASS Configuration

e Leader Association

The following buttons are located at the bottom of this window:

e Apply - when this button is clicked, all changes made to NRTS settings in this window take
effect

¢ Close - to close the NRTS Configuration Manager window
e Import - allows user to load a backup configuration file to replace the current settings

e Export - allow user to save the current setting into a file for backup.
3.4.10.4.1 Near Real-Time Server Tab

The Near Real-Time Server tab contains the NRTS Server Settings.
Mear Real-Tme Server | ingection | PASS Configurstion | Leader association |
“NRTS Server Seftings
Updste Group 225 . 0 . 0 . 100 Up-mmhm ¥ BroadCast Everd

Packed Size: I;il].'.l Full Picture: Port: Ii’?ﬁ Packet TTL: IE‘
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Figure 3-51 NRTS Server tab

The top area, NRTS Server Settings, is used to configure the NRTS server. Setting the values in
these fields configures the NRTS Server for operation.

e Full Picture Port -Port receiving data. If the default value is not correct, enter the desired port
number.

Packet Size - This field sets the size of outgoing packets. The packet size needs to be
acceptable by all network cards. A common packet size used is 2400. Enter the correct size.

e Packet TTL - The time to live determines the distance, or number of hops the NRTS
broadcast can be sent. Leave default value.

e Broadcast Event - When checked will broadcast NRTS.

e NRT_HOME - Used to identify the NRTS install folder, normally located at: <drive
letter>:\MCS\NRTS.

e Update Group - IP address used by NRTS to send Multicast messages. Enter the
appropriate Update Group IP address.

Update Port - Port update multicast is performed on.
NOTE

All the above settings are determined by the System Administrator.

Tab functions:
o Data Providers - sets up ports and addresses for data providers

e Handlers - inject or send data to various servers
3.4.10.4.2 Data Providers Tab and Description Area

This area provides the ability to select Data Providers, and configure them. Generally you will
accept the defaults provided and no change will be needed. If you are instructed to alter a specific
setting the following information will guide you through this process.

1. To configure AFATDS Data Provider, highlight it in the Data Providers tab list.

TR e AFATDS Data Provider
ANV Data Provider 3

SA Date Provides AFATDS Data Provider Port [3000  AFATDS Server Port: IE-?EHII
IGOCS Diata Provider WRTS will show the follwing info from AFATDS:

PASS Dala Provider Data Types:

MRTS Data Provider

¥ Lt

¥ GEOMETRY

¥ TARGET

¥ AF_SUPPORT_REGUEST

Figure 3-52 Data Provider Configuration - AFATADS
2. Verify the AFATDS Data Provider Port and AFATDS Server Port are correct.
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3. If the default port numbers are not correct, enter the correct data.

4. Select (by clicking the checkbox) the information that you would like to receive in the
Data Type area.

5. Click Apply to make any changes take effect. A confirmation window opens. Click Yes.
AMDWS Data Provider

1. To configure AMDWS Data Provider, highlight it in the Data Providers tab list.

e A Alr Breather (AB}. [5050 Tactical Bakstic Miszies (TBMY foos1 Mot foosz
IGOCS Data Provider NRTS will shaw the following info Trom AMDWS:
PASS Data Provider Data Type:
HRTS Daba Provider
[ BIRCRAFT
[+ MESSILE
[+ MORTAR

Figure 3-53 Configuration Manager - AMDWS Data Provider

2. Enter the Air Breather (AB) and Tactical Ballistic Missiles (TBM) port numbers, which
can be obtained from the AMDWS web page. The URL for this page (and other
configuration information) can be obtained from the System Administrator.

3. Select the information that you would like to receive in the Data Type area.

4. Click Apply to make any changes take effect. A confirmation window opens. Click Yes.
SA Data Provider

1. To configure the SA Data Provider, highlight it in the Data Providers tab list.
2. For the SA Data Provider, enter the multicast addresses FBCB2 uses.

3. Use the Add button to add a new Multicast address. A new line is opened in the

Multicast Address frame). Enter the necessary data in the appropriate fields of the new
line.

4. Toremove a SA Data Provider address, highlight the address for removal and click
the Remove button. The address is removed from the Multicast Address frame.

5. Select (by clicking the appropriate checkboxes in the Data Type area) the information
that you would like to receive.

6. Click Apply to accept the changes. A confirmation window opens. Click Yes.

AF ATDE Data Provicer 54 Data Provider

AMDAE Dala Provider | wulticast Address

=4 Data Prowvider Mukicast Group ]
LTS Dot Provvicler

et )
PASS Data Provider 225.0 .0 .63 8512 .
MRTS Data Provider 225 . d » 0 . B3 Bs2 R I

225.0 .0 .84 g5z

Figure 3-54 Configuration Manager - SA Data Provider
GCCS Data Provider
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1. To configure the GCCS Data Provider, select it in the Data Providers tab. The Data
Provider is highlighted, and the configuration window appears.

AFATDS Data Provider [ GOCS Dada Provider
AMDVWE Dafa Prowvider |- TMS Broker Port

54 Data Provider
This port recetves data from TMS Broker, 7795

S Deata Provider

:;f:g::::ﬁ NRTS wil show the folowing info from GCCS:
Dats Source: GOCS Dote Type: | GOCS Batthe Dimensions:
[+ FECEZ2 ¥ AFATDS [~ BCS3 ¥ LedT_PLATFORM || ¥ NAVY
I+ coos F avowsur [ BFT I~ TEMS [+ GROUND
[ mTS ¥ ORGANMC LK [+ SPECIAL_OPERATION_FORCES

[+ CTHER (AIR, SPACE, LINKNCWH)

Figure 3-55 Configuration Manager Window - Configure GCCS Data Provider

2. Verify or enter the TMS Broker port number.

3. Select the information that you would like to receive in the Data Source, GCCS Data
Type, and GCCS Battle Dimensions panes located just below the TMS Broker Port field.

4. Click Apply to accept the changes.

PASS Data Provider

1. To configure the PASS Data Provider, select it in the Data Providers tab. The Data
Provider is highlighted, and the configuration window for the Data Provider appears.

Data Providers | Handers |
AF ATDS Diala Provider | PASS Daba Provider

AHOWS Dats Provider | - Avadable Topic Subscriphion Topic
54 Data Provider
IGOCS Data Provider Refresh I Mew Topic... I Rosmnone I
FASS Diafa Provider - - I I
hRTS Diala Brovvidar Subscriplion Topics Doda Source
R AR-TRIC AMDPCS® AMDWS
¥ EMEMY-SIT:ASASE ATAS
¥ POS.RPT-AMDPCE* AMOWVELINT
. l W SA-SENSORS: AMD* AMDWSLINT
¥ SASWEAPONS: AMD AMOWSLINT

Figure 3-56 NRTS Configuration Manager - Configure PASS Data Provider
2. If connected to PASS, click the Refresh button to see all topics. If the PASS connection
fails, an error message will display. Otherwise, the available topics will be displayed. If no
topics are available, nothing happens.
NOTE
PASS must be configured before topics will appear in the Available Topics column.
3. To add a PASS topic to the NRTS feed, click on the topic in the Available Topics, then

click the > button. Repeat this step as needed to add all the required topics to the
Subscription Topic listing.

4. Click Apply to accept the changes. A confirmation window opens. Click Yes.
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NRTS Data Provider
1. To configure the NRTS Data Provider, select it in the Data Providers tab. The NRTS
Data Provider is highlighted, and the configuration window appears.

Data Providers | Hancers |
[8FATDS Data Provider | NRTS Daka Provider

AIDAE Dot Provider NRTS Port: I_??gﬁ Add | R |
(=4, Dalla Prowicier
GOCS Dot Provider Name | Address | Pot | Possiie vames |
PASS Dats Provider
17 . 204 . 4 7796 Diafla Fiter

REMOTE_HANOLER_ 1 | 166 .

Figure 3-57 Configuration Manager - Add NRTS Data Provider
NOTE
A NRTS data provider can pull data from several NRTS servers.

2. If connecting to a remote NRTS server, verify the NRTS Port, Name, Address and
Possible Values fields.

3. If necessary, use the Add button to add a new NRTS Data Provider. A new line is
opened in the NRTS Data Provider area.

Double-click on the Name area and type a name for the new Data Provider. Enter the
IP Address and Port number for it as well.

Click on the words Data Filter ... in the Possible Values area to select what data will be
fed from the remote NRTS to this one. The NRTS Data Provider window opens.
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& NRTS Data Provider =10] x|
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I EFT Data Provider
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I Live Feed Provider (v. 5.3)
™ MCS Data Provices

™ WS Data Provider
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_Remove_|
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Figure 3-58 NRTS Data Provider Window

6. Select the Data Providers you wish to feed from the remote NRTS into the server you're

configuring.

7. Optionally, create one or more Data Provider Areas of Interest by clicking the Add
button, and selecting the corners of the AOI.

8. Click OK.

9. Toremove a NRTS Data Provider, highlight the provider and click the Remove button.
The provider is removed from the NRTS Data Provider area.

10. Click Apply to accept changes. A confirmation window opens. Click Yes.
3.4.10.4.3 Configure Handlers

The Handler tab has the settings for communicating with the Injection server.
1. Click the Handlers tab. The tab is displayed.
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Dot Providers  Handers

e et | iniection Feed Hander

FASS BP Handisr - Eneabile Injection Flag
¥ Enaible Irjection

Figure 3-59 Handlers Tab

2. For each handler, confirm that the values present are correct. Your System
Administrator will supply you with the correct data.

3.4.10.4.4 Injection Tab

The Injection tab controls the sending of data from this Near Real Time Server to other NRT

Servers. It contains two (2) areas:
e Injection - Contains Injection Port and Object Types to Injectors.

e Injectors - used to configure the listed injectors.

&-HRTS Configuration Manager .nlﬂ.lﬁi
Near Reai-Time Server | Fiection | PASS Configuration | Leader Association |
~Inpacticn
Injection Port [7799
Object Type To Inectors
OBECTS TYPES FECE? Injector GOCS Injector | PASS Injector |
UNT L] 4 | ~ -
TARGET Li [ | [+
SPOT u r | Li
PLATFORM L v | ~
(OBSTACLE = L | W
hec_aLerT 2 r ! 2 1=l
“Inpaciors
[occs miecter [ GCCS Injactor-
{FECE njectar
S TMES Broker Address: 148 . 34 . 145 . 34 Port [T754
| “HRTS will sencl the fellewing infa te GCCS: |
“Data Source: il
¥ AFATOS ¥ AMENFSLMT ¥ Bes3
F coALMION ¥ mcs ~ sa
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Figure 3-60 Configuration Manager - Injector Server Tab

1. To select an object for injection, click the box under the injector type column in the row
of the object type. A checkmark appears in the box). For example, to inject platform
information using the PASS Injector, check the checkbox below the PASS Injector
column in the PLATFORM row.

Near Real-Time Server Iniection | pASS Configurstion |

Ingacticn
Injection Port 7799
Obiect Type To injaclors
OBECTS TYPES FECE2 Injactor GOCS Injector PASS Infector |
BT [ I+ [+ [
PLATFORM | (=3 i e
CESTACLE [ I o |
GECHETRY L. L i L4

Figure 3-61 Injector Server Tab - Object Type To Injectors

2. Uncheck boxes to deselect objects for injection.

3. Configure the Injectors that will be injected using the bottom portion of the window.

GCCS Injector

a. To have NRTS inject data into GCCS, select GCCS. The GCCS Injector settings
appear.
Infeclors
GOCS Injector [REmEIL Sy
FECE2 Injector ;
e TMS Broker Address: 145 . 34 . 137 . 34 Pot [7794
MRTS will send the folowing info to GCCS:
Data Source;
I aratos I | amosinaT [ Bcss
[ coALMION [ Mcs I =a
Figure 3-62 Injector Server Tab — GCCS Injector Settings
b. Enter the IP address and port number of the TMS Broker.
c. Select the Data Sources to inject into GCCS. Click on the checkbox for each Data

Source you will be injecting into GCCS.

FBCB2 Injector

a.

To have NRTS inject back into the FBCB2 data stream, click on FBCB2. The
FBCB2 Injection Multicast Addresses appears. Select the Data Sources to inject into
GCCS. Click on the checkbox for each Data Source you will be injecting into GCCS.

Enter the URN of the machine that is running NRTS into the Originating URN field.

Under the VMF Message Header Type, select the type of message format that is
currently in use. However if unsure, it should generally be: MIL_STD_ 2045 47001C.

Insert the multicast IP addresses and port information in the Multicast Group and
Multicast Port fields
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Injectors
ECSWW FECER becter
Orignating RN fo Injection Multicast TTL: 52

IPASS Injector
VM Message Header Type | Muticast Group | Wulicast Port |  Acd |
ML-STD-2045-47001 B | #|8-0 L5 .88 esid |
MIL-STD-2045-47001 C 225.0 .1 .90 |gsi2
hI_-ST.Du_?Ill.E-d?EIJHI [2zs.0 .1 .93 -3512 -
ST esz00tc | 225.0 1 .92 e

Figure 3-63 Injector Server Tab - FBCB2 Injector

PASS Injector

a. Toinject data from NRTS into PASS, select PASS Injector. The Pass Injector
settings appear.

[Injectors

!Eg irpactor | FASS injector

| FECER injfector | ~Toplcs

' Topic | PuskshTopass |  obectType | Possilevaues |
POS-RPTMCSBCSIUSIARMY) | = LT Dk Sources |
POS-RPTMCSBF T USIARMY S = LT Dats Sources
PO RPT. MCSIAMODWS UISTARMY T = LT Ciala Sources
POS.RPTMCSMPUSIARMYI [ ™ Data Sources
IPOS RPTMCSIAMOWSLINT-USIARM..| ¥ LhaT Data Sources
POSRPT-MCSIAFATDS USIARMY] [ LeaT Dota Sources
POS-RPTMCSIGOCS A USIARMY = :uur _-Dl!n Sources., Ll

Figure 3-64 Injector Server Tab — PASS Injector

b. The Topic column shows a list of PASS topics that NRTS can inject new information
into. To inject data into one of them, confirm that the Publish to PASS checkbox for
that topic is checked, then click on the words Data Sources under Possible Values,
and be sure the appropriate checkbox is checked.

c. To disable injecting a particular type of data into PASS, uncheck the Publish to
PASS checkbox for that topic.

d. Click Apply to make changes effective. A confirmation window opens. Click Yes.
3.4.10.4.5 PASS Configuration Tab

The PASS Configuration tab is used to configure the NRTS connection to a PASS server.
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Figure 3-65 PASS Configuration Tab

3.4.10.4.6 PASS Connection Configuration

To configure the PASS connection:
1. Inthe PASS IP field, verify or enter the IP address of the PASS Servers.
2. Verify or enter the Port number to be used for the PASS Servers.
3. Verify or enter the user name.
4. Verify or enter user password.
5

Connection Protocol - Click the down-arrow, and select the appropriate protocol (either
non-secured HTTP, or secured HTTPS).

Enter the port number the subscriber is listening to.

o

Click the Trust Store button to verify or enter the Trust Store location. The default
location of the trust store is <drive letter>:\MCS\NRTS\bin\data\truststore.

8. Enter the Trust Store password if necessary.

9. Click the Test PASS Connection button to confirm the settings are corrected. If PASS is
connected and the settings were correct, the PASS Connection Status window opens,
displaying a confirmation message.

EETT—

\::l) Test PASS Connection is Sucoessiul

H
i
Found 2 dvalsble Topics: ;
W-AEXCH MCS: USIARMY S i
POS-RPT-MCS USIARMY! i

i

SO

Figure 3-66 Pass Connection Status

NOTE
The number of available topics (above) will vary.
10. Click OK. The PASS Connection Status window closes.
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11. Onthe PASS Configuration tab, click Apply to save the configuration settings. A

confirmation window opens. Click Yes. The Confirmation window closes. Close the
Configuration Manager window to return to the NRTS Server Console window.

3-4.10.5 Managing Connections and Data Providers

This section provides the user with the minimum necessary information to successfully execute
the NRTS software. The NRTS Server Console is used to start and stop connections and data
providers.

NOTE

NRTS must be running in order to start a data provider.

3.4.10.5.1 Starting-Up Connections & Data Providers

1.

To start the Near Real Time Server, from the Server Console, click on the Start NRTS
button. The text of the message in the NRT Server Connection area turns green,
indicating the server is started. The Start NRTS button turns into a Stop NRTS button.

NRT Server Conneclion: 2004-11-24T1T.45M L
Conneécled to P Address: 148.34.137 56 Configure... Start NRTS | Ecid... |

Figure 3-67 NRT Server Start

To start Data Providers, click the down-arrow in the Data Providers box. A drop-down
list of Data Providers appears. Select a Data Provider.

e

[ NRT Server Connection: 2004-12-08T1536: 31 L

Connecied to @ Address: 182168011

PASS Data Provider

[1] Sert /(0] recerved / (0] Deconfbcted 1 [0] Gueusd £[0] Ful
Dista Provvider Status |

GOCE Diata Provwider E;’
ILECTION Dada Provvider ﬁ“ IS0
ANDVYE Date Provider “%;..-: 120871933162
PASES Data Provider ﬁ" 04-12-08 15
SA Data Provider ,f" r
AFATDS Data Provicers $°

Click the Start Data Provider button. The data provider Running Man icon appears in the
large pane below.

Start Data Provider

FRSant S IO rscarvnel 0N Dearantic e £ G L U P T e e

4,
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Figure 3-69 Start Data Provider

Select all necessary data providers, clicking the Start Data Provider button for each to
start the data provider. A Running man icon appears for each.
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[ MR TS Server Console

[HRT Server Connection: J004-12-08T134321 2
Connecied to P Address: 182.168.0.11

: Data Providers

:FASS Diata Prosider _‘J

[1] Sent /(0] recetved f [0] Deconmicted f[0] Guesd ; [0] Ful
Diata Provider | status |

PASS Dota Pravider
SA Data Provices

AFATDS Dada Provwider

Figure 3-70 NRTS Server Console - Data Providers Started

5.  When you select a Data Provider. Its status appears in the Description frame. A
Running Man with a red exclamation point indicates an error. A Running Man icon
without the exclamation point indicates the Data Provider is running.

3.4.10.5.2 Stopping Connections and Data Providers

1. To stop the NRT Server Connection, click the Stop NRTS button. A confirmation
window appears. Click Yes. The NRT Server Connection text turns red, indicating the
server is being stopped, and the Stop NRTS button becomes the Start NRTS button.

NRT Server Connsction: 2005-01-05T19:300422

Error connecling to P Address: 148 .34 137 44 Configure. ..

Figure 3-71 NRT Server Frame - Stopping NRTS

2. To stop a Data Provider, select the Data Provider. Click the Stop button. A Stop icon is
placed over the Running Man icon.

Data Frovider |
GOCS Data Provider

54 Dala Provider
AFATDE Dats Pronader

Figure 3-72 Select Data Provider - Stop

Dater Prowider Sl
GLCS Data Provider

S Data Provider _
AFATOS Data Provider  Jewruns

85



SAM

Figure 3-73 Data Provider Stopped

3. To pause a Data Provider, select the data provider and click on the Pause button. A
pause symbol is placed over the Running Man icon and the Pause button turns into a
Resume button. Click the Resume button to re-start it.

Data Provider | Status
GLCE Data Providar @ 4111571
PASS Data Provvider f" I

AFATDS Data Provicer

Figure 3-74 Data Provider Paused

3.4.10.5.3 Leader Association Tab

The Leadership Association tab is used to mark certain platforms as having a leadership role, and
to mark command posts. Once associated using this window, a platform’'s symbol on the map is
changed.

NOTE

MCS receives its platform information from systems. The information entered into the
Leadership Association tab is used to change the way MCS displays platform information
it receives from another BAS, for instance FBCB2.

1. To mark a platform as having a leadership role, first click on the Leader Association tab
of the NRTS Configuration Manager.

i

Near Reai-Tine Server | Injection | PASS Configuration. Leader Aszociation |

Sort Platform By: Assocations:
" URM 1 Mame A | Remove |
Plattorm | Unt | Echelon | Leadsr Name | ema..|
£

Figure 3-75 NRTS Leadership Association Tab

2. Click in the blank space under Platform. A drop-down list of platforms appears. Select
the platform you want to mark as associated with a leader. You can list the platforms
either sorted by URN, or by Name.
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Figure 3-76 Select Platform

3. Click in the Unit blank space. This also turns into a drop-down list of unit types. Select
the appropriate unit type.

Link
El Adenripinateng (AL
=) Ackvinistrative (ADNE)
[l morirerireron coms
Adminisiratios Finanos

Adgraregiriadied Finands Corps

l Admaresiratnes Frence Theater
IE Adraresirative JAG Corps

F=] aministrativs Ja Treaer

[=] aamirestrative dudge Asvocats Gem

Figure 3-77 Select Unit Type
4. Click in the Echelon blank, and select the echelon of the unit being commanded.

5. Optionally, click in the Leader Name area and replace the default text with the name or
other designator of the leader.

6. If the Platform being associated is a Command Post/HQ, check the Cmd Post checkbox.

TEANMICREW =agnal Unit Radio Uni Rel

B 516011 - ave-momsEvac-... [ amor SQUAD SGT DESALLE 0 |

Figure 3-78 Leadership Association Set

7. Click Apply to make your changes take effect. If the Platform you've worked on is in the
current Live Feed, you will see its icon in Maps and Overlays change from a platform icon
to a leader icon. (The delay before a visible change will depend on NRTS and Live Feed
settings.)

RETRANS3.B.15TR ()

Figure 3-79 Symbol Before Association
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Signal Unit Radio Uit Rely @

Figure 3-80 Leader Associated Platform

8. To associate another unit, click the Add button, and another row is added to the table.
Follow steps 1-7. Repeat as necessary.

9. Toremove an association, click anywhere in that line of the table and click the Remove
button.

3-4.10.6 Help for the NRTS Server Console

1. Click the Help button to display the Quick User’s Guide for the Near Real Time Server
(NRTS).

3-4.10.7 Closing the Server Console Window

1. Click the Close button.

2. As stated before, this will close the Server Console window only. This will not stop
NRTS.

3-4.10.8 Stopping NRTS
1. Click the Stop NRTS button.

2. Click Yes on the confirmation window.

3. The NRTS application is stopped. Click the Close button to close the window.
3-4.11 Configure Outlook
Contact the Exchange Server administrator for information on configuring Outlook.

1. Obtain the Outlook configuration information from the Exchange Server Administrator.

NOTE

Microsoft Outlook 2003 requires the host name of the Exchange Server and the Mailbox
name.

2. Launch Outlook. The Outlook Startup Wizard starts.

3. Complete Wizard with information provided by the Exchange Server Administrator.

3-5 Workstation Configuration
3-5.1 Prerequisites for Workstation Configuration

Prerequisites: All required Microsoft and other commercial software, and the MCS software must
be installed prior to MCS application configuration.

Before starting to configure MCS Workstations, perform the following checklist to ensure you are
properly prepared.

. Review Release Notes.
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¢[00 IMPORTANT: If the required configuration parameters (see MCS Configuration Preparation
Check List) were not obtained from the System Administrator at the beginning of workstation
installation, obtain them now before attempting to proceed with configuration.

e Review the Installation Security and Troubleshooting Notes document in the <drive
letter>:\MCS\Documents\Admin\ directory. Perform the necessary post installation steps.

e  Prior to starting the Army C2 Management Console to configure MCS, exit all MCS
applications.

3-5.2 Army C2 Management Console
The Army C2 Management Console is used to configure a machine to operate as an MCS
Workstation, MCS Gateway, or Server.

1. From the Start menu, select Programs, MCS, Administration, and Management
Console. The Army C2 Management Console opens.

NOTE

The Army C2 Management Console opens automatically when the computer is restarted
after installing CD# 2.

B finy £ Mgt Console =100

Console  Data Sourcs  Help

40 % x & @ & .

[
Corfigee Al Corfigue Hew Test Diofto Setup Pk Lint

T OUPSEENEE O tce
#i #y Dala Sousce Config =L -
A Ong D Coniig &j w
o8 Hasad (ki MCS-Server  MOY_SYSTEM
v Gateway Confg
% PASS Conly
f'_ . Parning Conifig
"“. Secuniy Cong
% TrcubleShooter
... Timn Conbg
Y Logiene IrtDuasowce | EedBetDoaSowcn |
=
_Praperies | Outpit |
Feady [DaeaSouce Doty Sousce Conisg

Figure 3-81 Default Army C2 Management Console (Partial)

The default Management Console is divided into four areas: Menu Bar, Toolbar, Treeview and
Settings.
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The Menu Bar and Toolbar vary (as does the appearance of the window) depending upon which
item in the Treeview is selected for configuration.

The default Menu Bar consists of three items: Console, Data Source and Help.

The default Toolbar consists of the following control icons.

e Configure All - Applies all settings that have been changed in the Management Console.

Configure - Applies any specific settings that have been changed in the Management
Console.

¢ New - Creates a new data source.
o Delete - Deletes an existing data source.
e Test - Tests connectivity to an existing data source.

o Do Auto Setup - Once an Auto Setup server has been chosen, Do Auto Setup instructs your
system to use the settings supplied by the Auto Setup Utility.

Refresh List - Adds all available Auto Setup servers to the Server List.

e  Server List - Used to pick one an Auto Setup server for this system.

The Treeview lists the various settings that can be configured, as well as the Management
Console Log Viewer and the Troubleshooter function. The default Treeview is shown in Figure 3-
81.

The Settings area shows the settings for whichever MCS item is selected in the Treeview.

3-5.3 Configure Data Source

Data Sources are connections to the MCS database, which MCS systems use to store and share
data such as overlays, tables of organization, and unit information. The database is stored both
on the MCS Workstation, and on the Server.

For workstations, the Data Sources will normally be configured automatically by the Auto Setup
Utility. Configuration for MCS Gateways and Servers must be done manually.

1. From the Treeview in the Management Console window, select Data Source Config.
The Management Console window displays data source configuration settings.
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Figure 3-82 Data Source Selected

The Management Console Menu shows three functions: Console, Data Source and Help.
The Management Console toolbar shows icons for Configure, Wizard, New, Delete and
Test. Other features include the Select Data Source area and two tabs: Properties and
Output.

e The Select Data Source area shows icons for available data sources. It also contains buttons
for testing the data source and locating the best data source. The properties of the selected
data source are displayed in the Properties tab.

e The Treeview lists the available data sources.
e  The Output tab shows the output of any processes (such as Test Data Source) run from the
Data Source Config screen.

3-5.3.1 Adding a New Data Source

After the initial configuration, if the desired data source is not present in the Management Console
window, it can be added through the Data Source selection on the Menu Bar.

NOTE

Usually, Data Source configuration will be handled by the AutoSetup Utility for MCS
Workstations. This procedure can be used if the AutoSetup Utility is not available, to
connect to servers not configured by the AutoSetup Utility, and for Servers and Gateways
acting as AutoSetup Servers.

1. Launch the Army C2 Management Console from the desktop Start menu, selecting
Programs, MCS, Administration, Management Console.

2. Select Data Source from the menu bar. The Data Source drop-down menu opens.

3. Select New from the drop-down menu. The New Data Source window opens.
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Figure 3-83 New Data Source

4. Select a SQL Server template if the database is on the Battle Command Server. Select
the Access template if the database is on the local hard drive.

5. Enter a name for the new Data Source and click OK. The New Data Source window
closes. The new data source appears in the Management Console window and the
Properties tab for the data source appears at the bottom of the screen.

6. In the Properties tab, enter the Data Source details, the Database Settings and the
Server Settings for the new data source.

7. Click on any of the Properties to display additional information about the property in the
gray area at the bottom of the Properties tab.

NOTE

Some of the properties apply only to one of the Database Templates. DataSource Location
applies only to Access (local) databases. The Server Settings area applies only to SQL
Server databases.
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Figure 3-84 Add New Data Source Properties Tab
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8. Select DataSourceLocation (for a database on your hard drive) or ServerlPAddress (for
a database on a server Enter the correct information. This information should be
obtained from the System Administrator.

9. For databases on servers, select DatabasePwd. An ellipsis ("...") button appears to the
right. Click the ellipsis to open the Password Editor window.

A=

OdbcDatabase MCS_DB
SchemaDefiniion MCS_DB

B Seives S elling

D atabaszed lsaid ame

DatabazePwd
| The pazsword for the database  Llsually, this does not apphy for Access data sources.

Propatties | Outpt |
Drata Source: MCS_DB[5.4] | i
p

Figure 3-85 Password Editor
10. Enter a password. Click OK. The Password Editor closes.

11. To configure the datasource for the workstation (save the changes you have made)
click either the Configure icon on the toolbar, or Console on the menu bar. If the menu
bar Console function is used, a drop-down menu appears. Click Configure on the
Console drop-down menu. The status bar displays the progress of the configuration, as
well as a Configuration Complete message when finished.

12. To view details of the data source configuration, click the Output tab of the Management
Console window.

3-5.3.2 Finding Best Data Source

When multiple data sources are present, the Find Best Data Source button in the Data Source
Configuration window can be used to determine the optimum data source. The Find Best Data
Source tests only connections to Servers (not to the local MCS database on the same computer).

Test DataSouce | Find Best Dala Souece |

Figure 3-86 Find Best Data Source
1. Click the Find Best Data Source button. The best data source is displayed in the Output
tab.

3-5.3.3 Deleting a Data Source

A data source can be deleted through the Delete selection of the Data Source menu or through
the Delete icon on the toolbar.

1. Inthe Army C2 Management Console Treeview or in the Select Data Source area,
select the data source to be deleted.

2. Click on the Delete icon on the toolbar. A confirmation window appears.

3. Click on OK. The data source is deleted.
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Figure 3-87 Delete Data Source

3-5.4 Configure Org ID

The user’s Organization ID determines ownership of folders (groups of overlays), overlays and
task organizations.

These Folder and Overlay Ownership Rules apply:

G3 and CDR can edit all overlays

S3 can edit an overlay if the overlay owner is the same unit

A user can take ownership of an overlay owned by the same Battlefield Functional Area
Only an ENGR can draw or modify engineering symbols on an overlay

Only CHEM can send certain JWARN messages

The following rule applies to Task Organizations:

Only G3, S3 and CDR can re-task an organization

To identify your Org ID:
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Figure 3-88 Org ID Configuration

Open the list of Data Sources by clicking the down-arrow in the TO Datasource field.
Select the appropriate TO DataSource.

NOTE

At least one Data Source must be configured before selecting an Org ID.

Open the list of Tables of Organization by clicking the down-arrow in the TO Name
field. Select the appropriate TO name. The selected Unit will appear in the My Unit field.

Open the list of Ownership Roles by clicking the down-arrow in the My Ownership Role
field. Select the appropriate ownership role.

Open the list of Services by clicking the down-arrow of the Service field. Select the
appropriate Service.

Open the list of countries by clicking the down-arrow of the Country field. Select the
appropriate country.

Enter the first few characters of the unit name in the My Unit field to locate a unit in the
Table of Organization. Select Go (located to the right of the My Unit field). The My Unit
field will scroll to the first unit whose name starts with the characters you typed. Select
the appropriate unit from the listing.

Click the Locate Saved Unit in Task Org... button to return the Org ID configuration to
the last configure settings.
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9. Click Configure on the toolbar and the status bar will show the progress of the
configuration and then will display Configuration Complete when finished.

10. After configuration is complete, verify that the Currently Saved Parameters are correct.
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My U C1BN 221N
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Service Py
Counizy: s

Locste sewed Ll in T ask Oeg |

Figure 3-89 Org ID After Configuration

11. After a Unit and Role have been selected, you can scroll the listing to that unit at any
time. Press the Locate saved Unit in Task Org button to locate the saved unit in the list.

3-5.5 Configure Messaging

NOTE

If configuring a Server or Gateway, skip this section. Messaging cannot be configured on a
Server or Gateway.

In order to acquire information and quickly exchange it between appropriate battlefield
commanders, shooters, supporters, etc., roles have been assigned attributes which uniquely

identify them. The Army C2 Management Console allows a user to assign the appropriate role to
the MCS Workstation.

The list of message roles can be found either on the MCS Workstation, or on the C2R server.
Role information is stored in a file called hostlist.txt and the hostlist.txt file can be imported from

either source.
3-5.5.1 Import Message Roles From a File on the MCS Workstation:
1. Click on Messaging Config under the Management Console item in the Treeview in the

left pane and then select Messaging from the Management Console menu bar. The
Messaging drop-down menu appears.
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Figure 3-90 Messaging Drop-Down List

2. From the Messaging drop-down, select Import Hostlist. The Import Hostlist File window
opens.
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Figure 3-91 Import Hostlist File Window

3. Select the hostlist.txt file and click Open. The hostlist file is displayed in the Messaging
Role area of the Messaging Config screen.

—Mezzagng Configurabon
Messaging Role ?Aﬂiﬁ-ﬁﬂ'iﬂ:‘Tﬂl}l'lHl}'l-&DEd-IB 4510457

Role | uRN | Long Hostnasme
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MMCS-CP-HO-CPA-ZF3EN 510844 MMC5-CP-HOQ-CP-A-239-EM BDOE1.ID4 ARMY
MMCS-CP-HO-CPE-Z53EN S10837 MMCS-CP-HO-CP-B-235-EN BDET 1D ARMY
MMCS-CP-HO-CP-L-233EN 510830 MMCS-CP-HO-CP-C-299-EN. BDE1.ID4 ARMY
MMCS-535EC-TOC-233EN 510800 MMCS-S3SEC-TOC-299EN.BDE ID4.ARMY
MMCS-51-54-SEC-CTCP-293-EM 5i0EEz MMC5-51-54-5ECCTCP-233-EM BDEVID 44
MMCS1-535EC-TOC-233EN 510671 MMC51-535EC-TOC-295-EM BDE1.ID 4 ARM
MMCS1-53-TOC-1-BH-Z24N 5105 MMCS1-53TOC-EN-22:IN BDE T ID4 ARM.
MMCS-G2CMD-CIC-TOC-1-BH-224M 51052 MMCS-GACMD CIC-TOC1-8M-22- 1M BDEN.IC
MMCS-53-TOC-1-BH-224N 510544 MMCS5-53-TOC-1-BM-22- M. BDE.ID4 ARMY,

Figure 3-92 Messaging Configuration (Host List File) -2

3-5.5.2 Import Messaging Roles From a Hostlist File on the C2R Server

1. From the Messaging drop-down, select Import Hostlist From C2R Server, as shown in.
The file MCS\Messaging\C2RHostlist.txt file is imported from the C2R Server.
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Figure 3-93 Import Hostlist from C2R Server

3-5.5.3 Download Config Files From Server

1. From the Messaging drop-down, select Download Config Files from Server (see above).
The Download Messaging Files window opens.

2. Inthe Download Messaging Files window, enter the FTP Server Hostname or IP
Address, the User Name, and associated Password (if any).

Download Messaging Files

i~ FTP Paramaters
FTF Server Hostname or IP Address: Uzet Name; Paszword
i~ Sedected Files To Downlosd
Nams I From Remote: I ToLocat
[+ Hosthst datarC5_BootdataZhostist bt dAMOCS\Messagng hostist bt
[#] Multicazt Groups datahgtes\Measthdat ahconhighCONFIG DAT d\MECS M ezsagingCommS erver's
[ FRCE2 TCP URN: datagtes\Tcomm\udatalconfig\FBCE2 DAT dAMCS\Messaging\CommS erver
[¥] FECE2 URMNAP Lookup datawgtes\ComCrmp\datahconighTCP_URN_DAT dAMCS\Messaging\CommS arver',
1] |

Figure 3-94 Download Messaging Files
3. Click the checkbox to select or deselect a file for download.
4. Click Download and the download process starts.
5. Click the Close button to close the window. The Messaging Roles are displayed.
NOTE

All columns can be sorted. Click on the Name column heading to sort the Messaging
Roles by Name.
6. Select the desired role from the list.

7. To configure the role for the workstation, click the Configure icon on the toolbar. The
status bar displays the progress of the configuration, as well as a Configuration Complete

message when finished.

3-5.5.4 CMP Options
From the Messaging drop-down list, select CMP Options. The CMP Options window
displays.

1.
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Figure 3-95 CMP Options

2. Select the Message Standard from the drop-down list.

Cmp Options

Figure 3-96 CMP Options — Message Standard
3. Click OK to save your setting.

3-5.5.5 Use Local Files for Role Selection

1. From the Messaging drop-down list, select Use Local Files for Role Selection.

Figure 3-97 Use C2R for Role Selection

2. The list of roles in the Messaging Configuration area disappears and is replaced by C2R
Settings.

Figure 3-98 C2R Role Selection Settings
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3. Enter the C2R Server IP Address in the space provided. Click the Connect to C2R
button.

4. Select Use the following DNS Server Address, or take the default option to Obtain the
DNS Server Address Automatically.

o

Select the Domain, Unit, and Role.

o

To configure the Messaging Role for the workstation, click the Configure icon on the
toolbar. The status bar displays the progress of the configuration, as well as a
Configuration Complete message when finished.

3-5.6 Gateway Config
The Gateway Config option in the Treeview of the Management Console is used to configure the
workstation’s connection to NRTS and to C2PC Gateway (used to connect to GCCS-A).

NOTE

Workstations will normally configure gateways using the AutoSetup Utility. Use the
Management Console to configure gateways on Servers and MCS Gateways.

1. From Treeview, select Gateway Config. The Management Console window displays
gateway configuration options.

HRT Senver

HATS IP Addiess: TEP Post TCP Ingaction Par:
(1.2 .9 4 7733 e

HRTS MCast IP Address: LIDF Post: Max MCast Pkt Sze:
¥ 2

|&5.0 .0 100 7757 24100 T
C2PC Gateway

Gateway IP Addess: TCP/UDP Part:

[127.0 .0 1 27

Subnet Mask: Mudti-bered TCRAIDP Poit

[25 2550 .0 2702

Mulicast IP Address: Mulicast TCP/UDP Port:
|2 - 2703

[~ Usze P Multicas

Passwoed;

|
Use Dol Vahses

Figure 3-99 Management Console Window - Gateway Config
2. Verify or enter the correct settings in the NRT Server area.
3. Verify or enter the correct settings in the C2PC Gateway area.

4. From the Management Console toolbar, select the Configure icon to configure the
connections to the gateways. Site-specific information must be obtained from your
System Administrator.

3-5.7 Configure PASS

PASS is an information routing system that delivers data from publishers to subscribers.
Publishers publish data to a particular topic without knowledge of which subscribers are
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subscribing to this topic. Subscribers subscribe to topics without knowledge of which publishers
are publishing information to that topic.

NOTE

Workstations will normally configure PASS using the AutoSetup Utility. Use the
Management Console to configure PASS on Servers and MCS Gateways.

NOTE

A Battle Command Server is the primary PASS Server in a TOC, if one is present. If no
Battle Command Server is available, a Server or Gateway can be use used as the PASS
Server.

1. From Treeview, select PASS Config. The Management Console window shows PASS
configuration settings.

;:E.‘;Arm\f C2 Management Console =101 x|
Console Help _
Conhgue &1 Configure [ Ao Sebi

&
= @@ Management Console [~ PASS Clent Configuration
+ o Data Source Conig
T Org 1D Config PASS Server P Adde [148.34 137 .34
i Messagng Config
i"‘“ Gatewsy Config PASS 551 Port [raaz
B FA55 Conhg
&) Planning Corfig U ser Mame: e
WY Secunty Conhg
TeoudbleS haoler Uzer Passwornd |-< .
v, Tirme Config
= % LogViewer Press Connect to lest if pous PASS Servers
parsmelers e comect Cormecl
1~ Local Area Metwork [LAM] Settings
LAN Settings allows pou to st the advanced =
settings tequired for your network Lebl v
| Ry [Fiizhed getting list of Task Orge for datasource: MCS-Seaver
| 4

Figure 3-100 PASS Config

2. Enter the following data after obtaining site-specific information from your System
Administrator:

e PASS Server IP Address
e Pass SSL Port
e User Name
e User Password
3. Click the LAN Settings button. The Advanced window opens.
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4. If connecting to a secure socket server, check the Use SSL Authentication box.
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Figure 3-101 PASS LAN Settings Advanced Window

If your connection to the PASS Server is through a proxy server, enter the necessary
information in the Proxy Server section. Your System Administrator can tell you whether
to use this and what values to enter.

6. Click the OK button to close the Advanced window.

o

7. Click the Connect button to validate the connection to the PASS server. A Connection
OK message appears in the Army C2 Management Console window's Status Bar.

8. Click the Configure button. The workstation connection to the PASS server is now
configured.

3-5.8 Planning Configuration

The Planning Config item configures MCS to connect to a web server, which is used to distribute
plans.

1. From Treeview, select Planning Config. The Management Console window displays
options for Web Server connection.

Planning Coriig

Wb Server Selting:

‘Web Server: ||j-m

Drectont  [MDMPAN
Lizes D |.5d'nn
Passwoid: |
Test Connechion |

Figure 3-102 Planning Config
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Enter the correct values for the Web Server (either IP address or domain name),
Directory on the server used to store plans, and a valid User ID and Password required to

use the server.

Click the Test Connection button. If connection fails, confirm that the correct settings
were used, and that the Web Server is up and available.

Click the Configure button on the Toolbar to put the new settings in effect.

3-5.9 Configure Security

Following the security policy by adjusting the settings in the Security Access area will help to
ensure that information on the system being configured, and on the network, remains secure.

1.

2.

From Treeview, select Security Config. The Management Console window displays
security configuration options.

Check the Path checkbox to set the security level for each of the security settings shown
in the Security Access area. Green indicates that all users have full security control; Red
indicates that only administrators have control. You can obtain the correct settings from

your System Administrator.

Secuily Access
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O CwIND e sy Dirgehes
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E HEEY_LDCAL_MACHIME\SOFTWARE Sy Registy Key
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Figure 3-103 Security Access

Under Set Classification Level, in the System Classification drop-down list, use the
down-arrow to set the appropriate classification level. The text in the Banner
Classification Label Text field is updated to reflect the changed classification.

NOTE

For MCS Workstations, the Classification Level is normally set using the AutoSetup Utility.
The instructions above would apply to Servers, Gateways, and Workstations unable to use

AutoSetup (such as those not on a TOC network).
NOTE

If the Classification Level needs to be increased, obtain the approval of your chain of

command.
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4. From the Management Console toolbar, select the Configure icon to configure the
Security settings.

3-5.10 Time Configuration

There are three different roles for time synchronization:
e A Client receives its system time over the network from a time server.
e A Server allows other computers to sync their computer time setting with it.

e A Slave Server does both of these functions. It receives its time from another Time Sync
Server, and allows other computers to sync to it.

1. Inthe Time Sync Settings area, select a Time Sync Role. Normally a MCS Workstation
is a Client. MCS Gateways and Servers can be any of the roles — consult your System
Administrator or unit SOP.

Time Sync Seltings
: o Time Sync Risle:
Enat erver IP Sddrecs: o
¥ Time 148,34 137 .1 hork
Spnc T Senver
= Slave Sarver

Figure 3-104 Time Sync Settings

2. Verify the address in the Server IP Address box. The address should be the server
providing the time to the workstation. If not correct, enter the correct IP address.

3. Select (check) the Enable Time Sync checkbox to synchronize this computer’s clock
with the server.

4. From the Management Console toolbar, select the Configure icon to configure the Time
Sync Settings.
After completing the configuration, close the Management Console by clicking the Close button
at the top right of the window, or clicking the Console menu and choosing Exit.
NOTE

For MCS Workstations, the Time Sync Server is normally set using the AutoSetup Utility.
The instructions above would apply to Servers, Gateways, and Workstations unable to use
AutoSetup (such as those not on a TOC network).

3-6 Additional Army C2 Management Console Functions
3-6.1 Org ID Config-Adding and Deleting Ownership Roles

Ownership roles can be added or deleted by using the Add/Delete button on the Org ID Config
area.
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Figure 3-105 Organization ID Configuration Area - Add/Delete Button
3-6.1.1 Add a New Role

1. To add a new ownership role, click the Add/Delete button. The Add/Delete Roles
window opens.

Add Delete Roles

Cunerd Rokes =
ADA

AFATDS

AMDNWS

ARTILLERY —
ASAS
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CHEM
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DTS

R

Figure 3-106 Add/Delete Roles Window

2. Toadd a new role to the list in the My Ownership Role list in the ORG ID pane, enter
the role name in the New Role field of the Add/Delete Roles window.

3. Click the Add button. The new role is added to the list.

3-6.1.2 Delete Roles
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1. Todelete arole, click the Add/Delete button. The Add/Delete Roles window opens (see
Figure 3-105).

2. Select the role in the Current Roles pane.

3. Click Delete. The role is removed from the list.

4. Click OK to close the window.
3-6.2 Messaging Troubleshooting
The Army C2 Management Console Messaging Config selection includes a troubleshooting tool
used to identify messaging failures.

1. Select Messaging Config from the Treeview. Select Messaging from the menu bar. The
Messaging menu opens.

2. From the Messaging menu, select Troubleshoot Message Services as shown. The Test
Messaging Services window opens.

o Armvy C2 Management Console

Import Hostlst. ..
i Import Hostlst from C2R Server,..
Troubleshoo: Messags Sarvices

=@ M M options
7 LUse C2R For Fiole Selection

Figure 3-107 Troubleshoot Message Services

3. Click the Test button in the Test Message Services window to continue.

4. Toview the test log, select the View Test Log button. The test log opens for viewing.

Test Message Services (M51) =10] x|

Status: irtiaiizng. .. Press Test o continue...
MCS X Versaon... View Test Log
View Late M31 Log
Woew Ealy M5 1 Log
M35 Abous

Figure 3-108 Test Messaging Services
5. Toview the Late MS1 Log, select the Late MS1 Log button. The log opens for viewing.
6. To start the Message Services Troubleshooting test, click the Test button.
7. Click the Exit button to terminate the Test Messaging Services application.
3-6.3 CMP Options
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The Common Message Processor can use one of ten message standards. The message
standard which is appropriate varies for each site; refer to site SOP for details.

1. From the Messaging drop-down, click CMP Options.

™ Army C2 Management Console

Console | Messaging Help

Import Hostlst ...
Import Hostlist From C2R Server..,

Configmn  Download Config Files from Server

Message Standand

Softwase_Block_1 =l
Jorrd-F4

Sedtware_Block_1
Uigntf 2002

T

Figure 3-109 Messaging - CMP Options

2. Click the down-arrow to display the list of CMP Options and select the message
standard to be used.

3. Click the OK button to close the CMP Options window.

4. From the Management Console toolbar, select the Configure icon to configure
Messaging.

3-6.4 AutoSetup Utility

MCS AutoSetup is the fastest, easiest way to configure a MCS Workstation to communicate with
a Server. AutoSetup automatically detects AutoSetup Servers on the network and reads settings
from them to configure the client system's Data Source, NRTS, PASS, security, and some other

settings. The AutoSetup Utility also enables the MAA to change settings for all clients on a LAN
in one operation (for instance, to fail over if a PASS server goes off-line).

NOTE

In order to configure an MCS Workstation using AutoSetup, a Server or MCS Gateway
must be configured and operational on the TOC LAN.

1. From the Management Console menu bar, select the correct server from the Server List

drop-down list.
% * Server List

L
DosfutoSetup  Refresh List MGl

Figure 3-110 Server Drop-Down List
NOTE

The System Administrator will define which AutoSetup Server should be used.
2. Click the Do Auto Setup button.
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3. A Confirm Auto Setup window opens. Click Yes to accept the new settings. The
workstation is now connected to the AutoSetup Server.

=
"'-n, WARNING
- You are about bo changs the settings

on all of your pluging using parameters
retrieved from the selected server.
Are you sure you want bo continue?

Yes e |

Figure 3-111 Confirm Auto Setup Window

3-7 PASS Failover
3-7.1 Introduction to PASS Failover

Each TOC will be provided with two Battle Command Servers. Each Battle Command Server will
run MCS PASS. If one server goes down, PASS failover can be achieved by pointing all PASS
clients to the second server. Systems administrators must prepare both machines in advance
with the following:

e Common PASS authentication groups (PASSReadGroup, PASSWriteGroup, MCS, ASAS.

e Common PASS users in each group - usually extracted from the ASCIS address book.

If each BCS is joined to the same Active Directory domain, these users and groups can be set in
Active Directory Users and Computers.

Unplanned PASS Server Failure assumptions:

e When PASS experiences an unplanned failure, an alternate PASS is available in the TOC or
ALOC.

e All BASs must republish data to the secondary PASS server.

e PASS to PASS Server Failover will be refined based on unit needs and organization.

e  Two PASSs will be available in Theater, Corps Main and Div Main.

When PASS is configured (personalized) the configuration includes specific activities that must
be performed to set up the PASS for a failover.

In the event of a planned or unplanned PASS failure once the configuration has been performed,
follow the procedures in the Unplanned Failover Procedures section (below).

NOTE:

Each BAS must develop switchover procedures to available PASS Servers (for example
BCS3 checks for server to be up and directs its users accordingly). Primary PASS services
that can be used by BASs are: CMP, GTCS, C2R, Alerts, TSAPR, and PASS.

3-7.2 Unplanned Failover Procedures
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ISYSCON operator notices primary PASS failure on ISYSCON display, or BAS operators
notice primary PASS services fail.

The G6/S6 gives verbal to TOC to initiate switch to secondary PASS.

The G6/S6 is responsible for communicating the secondary PASS IP address to the
BASs for redirection purposes.

The Commander of that unit rolls over to the identified secondary PASS server.

Once the rollover has taken place PASS PUB/SUB service will be handled by the
secondary PASS until further notification by the G6/S6.

BAS Publishers recreate topics and republish data that has not expired. BAS
Subscribers re-subscribe to their topics. All data must be republished by the BASs once
connected to the secondary PASS.

Optional: Roll Back To PASS Server (Primary PASS)

The Commander of that unit replaces the PASS with the secondary Golden Brick. This
brick is already personalized and ready for use.

Upon bringing up the secondary Golden Brick, the G6/S6 will then recover the GSALT
data from the back up file.

The Commander will then verbally notify the BASs to roll back to the original PASS after
coming back on line, if necessary. There is the option for the Commander to keep the
BASSs on the secondary PASS if the situation warrants.

Planned PASS Server Failure

The G6/S6 gives a verbal to TOC that the primary PASS Server is going down in 30
minutes (minimum warning time) and for each BAS to initiate switch to alternate
secondary PASS.

The G6/S6 provides the secondary PASS Server IP address to all BASs.
The secondary PASS server is configured to be an active server.
Notify the BFAs verbally to roll to the secondary PASS.

BASs stop interfacing to the primary PASS #1 and switch to alternate secondary PASS
in an orderly manner. This includes configuration for PASS and C2R Services.

Publishers recreate topics and republish data that has not expired. Subscribers re-
subscribe to their topics.

The primary PASS server is placed off line.
BAS Reconfigure to Alternate PASS Server

The following procedures are provided as information only and are used by the BASs to connect
to the secondary PASS server.

Reconfigure to Resolve Loss of PASS Connectivity.

e A BFA can redirect common software products (C2R, TSAPR, COE Alerts, CMP, GTCS) to
use a different PASS Server by updating the server IP in the C2R Configuration GUI.

o Enter the IP address of the secondary PASS server in the Server field, then click the Query
C2R button.

e Click the Apply button then close the application.
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Alternatively, a BFA may choose to create its own configuration tool that calls the C2R PASS
location configuration API. This will reconfigure Alerts and TSAPR (Time Synchronization and
Position Reporting) to point to the new location. APIs are provided for applications to locate the
servers. An alert will be generated for notification to use the new PASS server.

NOTE:

Each BAS must republish all Topics and Items to secondary PASS server.

3-7.6 Course Of Action (COA) For TOC BFAs in Unplanned PASS Failure

1.

The recommended COA if there is a total PASS server failure.

Revert back to the standard Military Messaging.
Direct BFAs to connect to MCS in TOC.

Impacts of PASS Becoming Unavailable

Assumptions:

BFAs were connected with a PASS server to allow initial data to be retrieved.

Rebooting the PASS server was not successful.

BFA coordination is required such that all BFA machines move to the same new PASS
server back-up together.

The majority of ABCS 6.4 will operate as described but there are exceptions.
UTR

1.

2.

3.

4,

Messages will still get to prior destinations via Unicast if the multicast groups have
changed.

The PASS server is not required for FBCB2 to reconfigure properly.

ABCS Military Message transmission

No impact on transmission. Messages are sent BAS to BAS or BAS to multi BASs.
For message transmission, C2R on the PASS server is used for configuration and
URN lookups.

Address Resolution

Any PASS server in the brigade can be used to obtain multicast data and any PASS
server to obtain unicast data.

If no PASS server is available, cached multicast groups will still work for destinations
within the brigade that have not been effected by a UTR.

PASS

Still have messaging and local BAS systems as COP backups.

3-7.7 Detection of PASS Server Failure
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1.

Loss of PASS server connectivity.

It is up to the client applications to recognize the loss of the PASS server.

PASS Publishers will detect the loss when they try to publish and get an error
condition back.



2.
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= PASS Subscribers subscribe to topics with a "time to live" value set. Once this time
has passed the subscriber will re-subscribe to PASS. If the PASS server is not
available then the client application will get an error condition back.

= C2R API users will get an error condition back.
Human Factors
=  CMP GUI users will see an error on the message transmission.

= The user may notice that updates have stopped for some data.

3-7.8 PASS Server Capabilities

1.

2.

3.

Publication and Subscription Services (PASS)
=  Support Information Exchanges
= Common Input/Output for Disparate Sources
=  SA Over IP XML Translation and to Publish (PASS)
WAN Services
= Ensure Efficient Use of Bandwidth for Data Distribution
Master Address Book (C2 Registry)
=  Single Source for Email, Military Messaging, & Web URL
a. COE Alerts
b. Time Synchronization and TOC Position Reporting
c. Communications Server and Message Parser
d

Military Messaging and Automatic Processing of Situation Awareness Messages
in accordance with published BAS Threads

3-7.9 Additional PASS Failover Procedural information

Initial Conditions/Assumptions

1.

These procedures are for the PASS functionality to failover from one server to another.
BCS supplies functionality in addition to PASS that these procedures do not address.

These procedures are an operator/sysadmin initiated manual process. Failover is not an
automatic process; see Initial Conditions/Assumptions 3 & 4 below.

There are two situations when a PASS failover should be performed: planned and
unplanned. In the unplanned situation, the primary PASS node may or may not be
operational; however, these procedures are not based on any actions being performed
on the machine once it has failed, and so they apply to all situations.

The PASS machine that fails will be referred to as the primary or original PASS node;
the machine to which the PASS functionality will be moved will be referred to as the
secondary or backup PASS node. These procedures cover all of these combinations.

If the PASS node encounters connection failures to either publishing or subscribing
clients, it will disconnect the offending clients. If the PASS node encounters a "slow"
subscriber, it will cancel the subscription and send an unsubscribe message back to the
client. Clients should be written to properly handle these situations. If these situations
occur repeatedly, the operator/sysadmin/S6 should be notified so that they can initiate
the appropriate remedial action, which may be to perform these procedures.
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6.

10.

11.

No specific method of identifying when the PASS node has failed exists. Upon initial
startup, if a client cannot connect to the PASS node, then clearly something is wrong with
the PASS node or the network. However, a subscriber cannot tell just from the lack of
messages from a PASS node whether the PASS has failed or that a publisher is not
publishing. All subscribers may periodically send a PASS command such as "subscribe"
or "sync"; no response would indicate that the PASS node had failed; the
operator/sysadmin/S6 should be notified so that they can initiate these procedures, when
appropriate.

These procedures assume that another PASS node exists within the TOC to be used as
a backup system.

It is assumed that there will be in place a way to keep the primary and secondary (i.e.,
original and backup) systems in sync with identical user logins and passwords. Refer to
the "Set Up the Backup PASS Node" section below for help in performing this function.
This procedure must be followed so that all user logins and passwords are on every
PASS machine before the failover event; otherwise none of the remaining procedures will
work.

Each client system (i.e., BAS) must have the ability to change the IP address for its
PASS node. In some cases, this may require a BAS system reboot which may be
operationally unacceptable; in such cases it is up to the BAS to resolve this issue.

It is assumed that all PASS nodes will be configured to use the same Port # for secure
communications.

There has been no determination of how to decide when to return from the failover
configuration to the original configuration. This question must be worked.

Set Up the Backup PASS Node:
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1.

If PASS authentication is turned off, skip to Step 5 (PASS Administration tool). Export
the PASS node's user/password store into LDIF file format.

a. Under the Windows 2003 Server operating system, click Start, then Programs,
Netscape Server Products, and Netscape Console 6.x.

b. Log on as the Administrator, and give the appropriate password as assigned during
installation. Do not change the contents of the Administration URL text box. Click
OK.

c. Navigate down the tree. As you single-click on the desired entry; the next lower
level will be displayed.

d. A series of function tabs will appear. Click on Export Databases.
e. To Export User/Passwords, select Subtree, and then click Browse.

f.  Navigate down the tree. As you single-click on the desired entry, the next lower
level will be displayed.

g. Atthe prompt, enter the LDIF file name. Enter the desired filename, click OK, then
OK, and finally, Close.
Email or transfer via floppy or other media the exported LDIF file to the PASS node.

Import the user/password stored into the PASS backup node using the LDIFImporter
tool.

a. Run d:\bcs\LDIFImporter\bin\runLDIFImporter.bat.
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LOAP Host: | locathost Port: | 390 Diractory Manager Password:

Ease Db de=did de=arry dc =il o=l

e

(=1} |

b. Enter the local machine's Netscape Directory Server (NDS) Directory Manager

Figure 3-112 LDIF Importer Window

Password, the port that NDS is running on, and the base DN for the machine (domain

name in NDS format). (On a default installation of NDS on MCS Gateway the

password is mcsuser123, the default port is 390, and Base DN is
dc=4id,dc=army,dc=smil,dc=mil.)

Figure 3-113 Open LDIF File Window

c. Click the Browse button to locate the PASS exported LDIF file on the local machine.
‘& Open LDIF File &
Lookin % C-DISK (C) v 2 @3
I_‘_}) L] sdien 3 TEW '
[ C2RPlanner 1) Wit
My Recert | | Documents and Setings £ WINDOWS
Documents | |6 privers () WUTeenp
— (188 = ABCS-aissvr kit
10 mSIGHT [} devicatable log
Deskiop 1 j2sk1.4.2_03 [l CVDPATH.TXT
Sames (B pretsjs
: T = sprictes bm
.--‘? 152 vl [E] sreritst e
My Documents | ) Metscape = st
e MviDia, = ws1e
£ 153 oracie = winstipsP1
g’ | passpartv.1.1.2
My Computer | Palches and Updates
g 153 Program Files
o File meame: | ABCS-gissvr Idit :
pucss | lscitpe: s Cosneshed O e ]
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114

d.

f.

After opening the LDIF file, select the username/passwords you want to import into
the local Netscape Directory Server and click on Import.
£ AIS LDIF Importer v1.01 ==
LDAP Host  lacalhost Port | 390 | Dieclory Manager Password | FrEfTREsEes
Base DN de=did dosarmy do=smil dosmil
GGOCS-GI0PS1-G3-OPS-HHC-3-CPS Beie
GGOCE-GE-STAFF-EP-CELL-HHCAD
WMICS1-GE-STAFF-BP-CELL-HHCAD
QAIS-GI0PST-G3-0PS-HHC-3-CPS
OIS GE-STAFF-IP-CELL-HHC-4I0
TTAISGI-3.CAY
VMET S W -OFF-G3-PLANS-HHCSCPS | et
Figure 3-114 LDIF Directory Manager Information Window
If done correctly, you should see a message like the following:
Info
':\j-') 7 impoart{s) completed successfully.
Figure 3-115 LDIF Confirmation Information Window
Close the LDIFImporter tool after successfully completing the import process.

4. Set up the PASS read/write groups through Netscape Directory Server console.

a.
b.

o

Click on Start, All Programs, Netscape Server Products, then Netscape Console 6.x.

Log on as admin. (On default MCS gateway install, NDS admin password is
"mcsuser123")

Click on the Users and Groups tab.

Click on Search with no entered parameters. The imported roles from the previous
step are displayed.
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(B Netscape Console

L]

s Accourting Managers

dhg HF Managers

&s QA Managers

ds PO Managers

& GGCCS-GI0PS1-G3-0PSH... GGOCS-GI0PS1-63-0P5-HHC-3

& GGLCS-GE-STAFF-WP-CELL-... GGCCS-GE-STAFFIP-CELL-HHC..
& WBCS1-GE.STAFF-NP.CELL.. . MMCS1.GE-STAFFIP.CELL-HHC
& OAISGIOPS1.G3.0PEHHC, ., OAIS.GIOFS] 03 0PSHHC-3.C .
& QAIS-GE-STAFF-IP-CELL-H.. OQAIS-GE-STAFFIP-CELL-HHC-4I0
& TTAE-G3-3CAY TTAIS-GI-3-CAY

& WIHETSWN-OFF-G3-PLANS. .. VlMETS-Wi-OFF-G3-PLANS-HH .

Edt.. Deiste |  Create? |

Total obiects found: 15

Figure 3-116 Directory Server Console

e. If PASSWriteGroup does not exist, you must create it. If PASSWriteGroup does
exist, skip to Step e-iv.

i. Click on Create then Group.

T B A T T T T e
op bl Of the Lisers and Groupstres)

[ o cancel | Hop |

Figure 3-117 Select Organization Unit

i. Leave Base DN highlighted and click on OK.
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B Create Group

&. Create Group

Members Group Name: | PASSIWreGroup

Languages Description:  [Foles authorized to perform all PASS commans|

* Indicabes a required field

ok | _cancel |  he |

Figure 3-118 Create Group Window

iii. Type “PASSWriteGroup” in the Group Name field and type “Roles authorized to
perform all PASS commands” in the Description field.

iv. Click on Members on the left content pane and then, click on Add, and the
Search users and groups window will be displayed as shown.
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M

&, Create Group
_

sticGrow | pynamicGrowp | Certticates Grovp |
Languages

Marnber Mairs | Member Liser £

Semrch |Users =]

for | | searcn |

Figure 3-120 Search Users and Groups Window
v. Click on Search with no parameters.
vi. Select the usernames you want added to the PASSWriteGroup.

vii. Click on OK and the Static Group Members window will be displayed.
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e crony

[}

&, Create Group

Stic Group | Dynemic Growp |  Cestificates Group |

o GeCCS-GI0OPST-G3-0PS-HHC-3-CPS GGLCS-GI0PE] -G3-0PS-HHC-3-CPS
& GHOCS-GB-STAFF-EIP-CELL-HHCAID GGLCS-GE-STAFF-IP-CELL-HHCAID

& MMCS]-GE-STAFF-IP-CELL-HHCAD MMICE1 -GE-5TAFF-BP-CELL -HHCAID
& QAIE-GI0PET-GI-OPS-HHC-3-CPS QAIZ-GIOPE) -GI-0OPS-HHC-3-CPS
& OAIE-GE-STAFF-EP-CELL-HHC-4ID QAIS - GE-STAFF-AP-CELL-HHC-4D

Figure 3-121 Static Group Members
f.  If MCS group does not exist, follow Steps e-i through e-vi for MCS instead of
PASSWriteGroup, adding in only roles that have write access to MCS topics.
g. Close Netscape Console.
5. On the backup PASS node, start or, if already started, select PASS Administration tool.
a. Select the Forwarding tab.
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& PAsS Administration
Login | Topics | Subscriptions  Forwarding | config | Logs |

Remote PASS P | Port [T443

- [E——
Get Topics AIS Remole Lizername.
Remofa Pazsword |

Logal PASS Ramote PASS Forvarding Topics

Figure 3-122 PASS Forwarding

b. Enter the remote IP address of the primary PASS node.
c. Enter the remote port of the primary PASS node. (Default is 7443 for SSL.)

i. Enter an authorized username/password for access to the primary node.

d. Inthe PASS Administration window, click on Get Topics.
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& PSS Administration

Login | Topics | Susscrptions. Forwardn | contiy | Logs |

Remole PASS P [146.34.8.2 Port [7443

A5 P Remote Username:  [STAFF-8P-CELL-HHCSD

Remote Password: i*“"’“

Locs PASS Ramote PASS Forwarding Topics

ASAS-LUSIAR
(RS ..:J ﬂm

Figure 3-123 Get PASS Topics

e. Then click on Mirror Remote. This gets all topics from the original PASS node,
creates duplicates of them on the backup node as open topics, syncs any previously
cached items in each topic, and creates subscriptions to the original PASS node
topics. Any data entered on the original PASS node will now be mirrored (i.e.
duplicated) on the backup node. If at any time new topics are added to the original
node or the System Administrator wishes to re-sync the two PASS nodes, click on
Mirror Remote.
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b PASS Administration

Login | Topics | Sutscrigtions Forwarding | config | Logs |

Remote PASS I [148.3482 Port:

A5 F Remote Username:  [STAFF-IP-CELL-HHCAID

|Ta43

Femote Password |’* LLLLL L

Locl PASS
TASKH.ORGBCEIUSIARM -
TASK-ORG:BCEIUSIARM
POS-RPT. GOCS- A LISIARN
POS-RPT:GOCS- A LISIARN
TestTopic

GRAFHICS AF ATDS LIS IaF
GRAFHICS GOCE- A LSIAF
POS-RPT:-BCS3 USIARMY S
OPORD BCS 3 LUS/ARMY D
OPORDBCS LIS ARMY D
COMEAT-PWR BCS3USIA
TARGET AFATDS.FAFATE

poy )
|"'_'liL Tars h:fnﬁﬁ

ACC TAIS S RMY D
COMBAT-PWRBCEILISA
COMBAT-PWRBCSIUSIA
Dresconfictedbhes: A%

i ENEMY -S1T: ASA5L LISIAF
7 ENEMY -SIT. ASAS-LLISIAF
GEQ-REF:MCSUSARMYY

GRAPHICS AFATDSFAFA
GRAPHICS AFATDS LISIAF
GRAPHICE ASAS-LUSIAR
CGRAPHICE ASAL.LUISIAR

e =]
f‘_'ﬂ'.ﬂﬂ'hl" FN"Q‘JIIQI.:.QE

remote)POS-RPT.GLCS- A LISIARMY
remobe POS-RPT: GCCS- A LISIARMY
i remobe) Tesi Topic --= (local)Test Topd
remote)GRAPHICS: AF ATDE: LIS ARN
remote)GRAPHICS GOCS-AUSIARM
]:rerrﬂcPGG-RPT BCSFUSTARMY AD-
trtmem BCE3 LI'Eu'J!al'-."M"r'l:l-wﬂ

o gt R B0 KSR D A
¥

[
o |

Ercwﬂ&]'hﬁl{-m BCSTUSIARMY!

Figure 3-124 PASS Mirror Remote

6. If any new users/passwords are added or changed on the original PASS node, they must
also be added to the backup node, or Steps 1-4 must be re-run to get the changes from

the primary to the backup.

If the Original PASS Node Goes Down (follow Steps 7-8):

7. Clients and publishers must change to point to the backup PASS node's IP address.

8. All clients must re-subscribe to the topics in which they are interested, and do a "Sync" to
these topics in order to obtain any data published since the original node went down and
their subsequent re-subscription.

When the Original PASS Node Comes Back Up (follow Steps 9-12):

9. If the user/passwords no longer exist on the original PASS node, or they have changed,
they must be manually added into the original node.

10. Clients and publishers must change to point to the original PASS node's IP address.

11. All clients must re-subscribe to the topics in which they are interested, and do a "Sync" to
these topics in order to obtain any data published since their switch.

3-8 MCS Auto Setup Utility

3-8.1

Introduction to the MCS AutoSetup Utility

The AutoSetup Utility simplifies the administration of MCS Workstations by letting them read most
of their configuration information from a Server or Gateway. This means that setup of a
connected Workstation does not include selecting and configuring datasources, NRTS, PASS,
Time Server and Planning Server settings, saving the administrator’s time. It also allows the
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administrator to change settings for all connected workstations from a single central location,
without visiting each Workstation.

The utility consists of a tree view listing the DataSources, NRTS, PASS, and other options for
Debugging and Instant Messaging. When an item is selected in the tree view, the right pane of
the window changes to reflect the options and information associated with the selected item. For
example, in Figure 3-125, the General item is selected and the right hand pane reflects the
General View listing the introduction, legend, and status.

General View

The Introduction area describes the AutoSetup Utility.

e The Legend describes the color codes used to identify the status of each server, database,
etc.

e The Status area is a color coded table indicating the availability of a service. Green indicates
a connection, yellow indicates a successful ping (without a successful data connection),
orange indicates that the connection is currently being automatically tested, blue indicates
that the program is waiting for a response and red indicates a broken connection.

e The Update Status button makes the AutoSetup Utility re-check the status of all server

connections.
ey
Fila
R

Conhgues Introduction Chatuz

The autosstup utity iz an
ﬁ;“?g crces ;m-mm kool uzed bo Seivers

osdcast configuiation Server

PASS changes lo client Mear Real Time Server
Dltiyer computers either sCross o

the network of on the host, PASS Server
Debug MW' Plarining Sever
Instant Meszaging HRTS, FASS, Time Server Time Senver

& Planning Server

sattings. =[ATASOURCES -

—Legend S-SRVl
Conrected
Firwg Suceesshd
“Wating for Data
_ NotCanvectsd
W siting Uipdate Statuz
|Ready msm !Hu'rFaiurw Mode E.Suw ) 5 Rurinarg |

Figure 3-125 AutoSetup Utility General

3-8.2 Starting the MCS AutoSetup Utility

The MCS AutoSetup Utility can be started from the Windows Start menu.

1. Click Start, Programs, MCS, Administration, AutoSetup Utility. When the AutoSetup
Utility is started, an AutoSetup icon appears in the system tray. From the icon in the
system tray, the AutoSetup Utility window can be opened or the user can exit the utility.

&

Figure 3-126 AutoSetup Utility System Tray Icon
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3-8.3 Using the AutoSetup Utility

Each of the settings available within the AutoSetup Utility is described here. To better understand
the values associated with each, refer to the configuration checklist.

The appearance of the AutoSetup Utility is the same for both client and server. The difference is
that on the AutoSetup Server, many of the settings can be changed, where the client only

receives them. All settings not directly set in the AutoSetup Server Utility are set using the Battle
Command Server or Gateway's Army C2 Management Console.

Configure

The MCS AutoSetup Configure screen displays the Configuration parameters available. See the
figure below. Underlined parameters can be set using the AutoSetup Client.

e  Multicast Address: The IP address used for multicasting.

e  Multicast Port: The port numbers associated with the multicast IP address.

o Broadcast Server: The Hostname of the server performing the broadcast for service request.

e  Default button: Used to reset the Multicast Address to the default

o  Apply button: Used to apply the user settings

e Communication Status: The AutoSetup Utility regularly tests its ability to communicate with
the AutoSetup Server. It waits Test Interval seconds between tests.

Update Status: Used to apply the communication interval setting.

Fail Over: Not implemented at this time.

icix]
Fia
G
irieal
MulhCact
DataSouces Addiess: } 25002 el I
HRATS ; = e I
PASS Put: [ 3 fonl
E:::g Broadcast Server g
Inztant Meszagng ] j ____________J
Comemunicaticns Status
Testintervat 60 =] Seclsl Update
Fail Dyer
F J LI alter [ ﬂ Mirds): of Bad Comimes.
[Resdy Mcs NonFadoverMode  |Giotewsy |8 Rurning

Figure 3-127 AutoSetup Utility Configure

DataSources

The MCS AutoSetup DataSources screen displays the DataSource settings available. The
following list identifies each of the available options displayed on the screen.
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DataSource: List of available MCS databases (including both SQL Server and Access
databases).

Database: The name of the database associated with the selected Data Source.
Hostname: The Hostname of the Server.
IP_Address: The IP Address of the Server.

Test button: Used to test whether a Data Source is up and running, and can be connected
to.

Provider: Type of data base being provided, SQL or ACCESS.

server_type name: SQL Instance name.

Source Name: Not implemented at this time.

Username: SQL Server User Name required for authentication.

- cs mutosenputity 15134
File
General DataSoices
Configuee
DataSouces DataSource | Database IHCS_DB
AL mcs-sarver | : T
PASS MY SYSTEM HostM ame: MCE-S8Tver
Oitirer IP_Addrass: ild-ﬁgd\ﬁ?..?d
Debug iy I—
Instant Messaging Provides; SOLOLEDH
sErvel_type name: IEOL_‘SE'R'-"EH
Sourcal ame: I
11 |L1 Ll sername: lm"“ﬁ
Test
|Ready [EST——— iﬁwﬁduwkluda EISHIW :8 Runrang

Figure 3-128 AutoSetup Utility DataSources Window

NRTS Primary Server

The MCS AutoSetup NRTS screen displays the NRTS parameters available. The following list
identifies each of the available options displayed on the screen.

Host IP Address: IP Address of the NRTS data provider.

Full Picture Port: Port number associated with the NRTS data provider.

MultiCast Address: The multicast IP address used by NRTS to broadcast messages.

Injection Port: Port number used to inject data into other BFA's.
Update Port: Port number used to update NRTS data.
Default button: Used to reset the Primary NRTS setting.

Test button: Used to verify connectivity between the client and the NRTS server.
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e  Apply button: saves and activates changes made to NRTS settings.

+ MCS AutoSetup Litility o] %]
General ["HRT3
Configure — Puimary
DiataS o
HHHFMH HostIPAddess: [148341372  ImectonPot [7733
PASS Full Picturs Port: [7708 Uipdate Port: IW—
Oitoes MuiCast
Debug i 225000100 e =t
Irstant Mestsging :
[~ Secondany :
HostIF Addres=: [127 0011 IniectionPot [7739
Fud Picture Pod: [7758 UpdatePott  [F737
M utiCast
| Address: EEES 00100 5 | — |
- - _ towy |
[Ready MCSGeorge | NonFadoverMode  [Gatewoy |3 Rurning

Figure 3-129 AutoSetup Utility NRTS Window
PASS

The MCS AutoSetup PASS screen displays the PASS parameters available. The following list
identifies each of the available options displayed on the screen.

PASS Primary Server

Host IP_Address: IP Address of the PASS server.

e HTTP non secure Port: Port number used to communicate with a PASS server using a non-
secure channel.

e HTTPS secure Port: Used to communicate with a PASS server if encryption is in use.

e PASS Authentication checkbox: Select this box to use Secure Socket Layer (HTTPS),
encrypting all communications.

o Default button: Used to reset the PASS settings.

e Test button: Used to verify the settings for a PASS server.
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Figure 3-130 AutoSetup Utility PASS Window
Other
The MCS AutoSetup Other screen displays the settings not included in the other categories. The
following list identifies each of the available options displayed on the screen.

e Time Server IP: IP Address of the Network Time Server, normally the Unit Server or the
PASS Server.

e Web Server: URL of the Unit's Web Server, normally the Unit Server.

e  Security Classification: Drop down list, offering Unclassified, Confidential, or Secret.

e  Security Banner Label: The text here will be displayed in the Classification Banner as the
system's Classification Level.

e Apply buttons: Use to allow the user to apply the associated selected values.

o Default buttons: Used to reset the associated setting.
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. MCS AutoSetup Utility o I .
- Other
) - Time Server |
DataSouices Time ServerIP:  [145.34137.2 )
NRTS Defast |
PASS
Debug Twebs
Instant Messaging URL: I _"-Fﬂ';_l
Defat
Classiicatiorc  [Unclassiied =] oy |
BannesLabal  [Unclassified Drefauh
[ ! :
Fready |Iﬂ:3-ﬁuuw {NonFailover Mode | Gateway |i Running

Figure 3-131 AutoSetup Utility Other Window
Debug

The MCS AutoSetup Debug screen displays the various debug tabs. The following list identifies
each of the available options displayed on the screen. "Messages" for all these options means
messages sent from one AutoSetup Utility program to another AutoSetup Utility on a different
computer. The Debug functions are intended for use by the System Administrator in identifying
problems.

e Sent Messages Tab: Displays the raw text message sent.

o Received Messages Tab: Displays the raw text message received.

e Log Tab: Displays a log of received, connected, and various status messages.
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Figure 3-132 AutoSetup Utility Debug Window
Instant Messaging
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The MCS AutoSetup Instant Messaging window allows for instant communication between MCS
Users. The top portion of the Instant Messaging pane displays the most recent messages
transmitted between MCS Users. See the figure below for the location of each of these features.

1. Enter text in the lower pane of the Instant Messaging window.

2. Click the Send button to broadcast a message to anyone viewing the MCS AutoSetup
Utility on their MCS system.

; MCS AutaSetup Utility =100 %

Fie

Genesal EAE Mg #

Conhgure
DataSmaces
HRTS

PASS

[1]i,5-8

Debug

Ingtant Metzagng

T it ot bisek:
Dspdons pour Teamnl]

_Seﬁdl

[Ready MCSGeorge  MonFaloves Mods  [Gatewsy | 3 Running

Figure 3-133 AutoSetup Utility Instant Messaging Window

3-9 Internet Relay Chat
3-9.1 Introduction to Internet Relay Chat

Internet Relay Chat (IRC) is a communications tool which allows people to communicate in real-
time, sending and receiving text messages.

IRC gained international fame during the Gulf War in 1991, where updates from around the world
came across the wire, and most IRC users who were online at the time gathered on a single
channel to hear these reports. IRC had similar uses during the coup against Boris Yeltsin in
September 1993, where IRC users from Moscow were giving live reports about the unstable
situation there.

3-9.2 Installation of Internet Relay Chat

The IRC application can be installed on the Server, Gateway, or Client system. To install the IRC
client onto your MCS system, follow the steps below.

1. Open the Windows Explorer and locate the folder <drive letter>:\MCS\Installation
Programs\IRC Install.
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Figure 3-134 Locate IRC Installation Application

2. Double-click the installation program file “XIRC1084.exe”, to start the installation
application. The installation script will start as shown below.

x

Welcome!

Thés nstallation program wall mstal XIRCOMN 1.084.

Press thie Nest button bo start the mstallabion. You can press
the Cancel button now if pou do not want o install GRCOM
1,084 &t this lime,

Figure 3-135 IRC Install Wizard — Welcome

3. Click Next to continue. The Select Destination Directory screen will be displayed.
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=
Select Destination Directory
Pleate salect the diectony whare XGRCOM 1.084 files aie bo be
instaled.

"Frea Digk Space After Inatall™ i bazad on wour cusrsrt
selection of fles tainstall A negative number indicates that
there iz nol enough disk space to install the application to the

speciiad dimve.

| C:\Progiam Files\*RCON Biowse.. |
Custert Free Disk Space: 15414904 &
Frae Disk Space After Instal 15412837k

P

Figure 3-136 IRC Install Wizard - Select Destination Directory

4. Unless otherwise instructed by your Unit SOP, do not change the default installation
path. Verify there is sufficient disk space to perform the installation as described in the

Select Destination Directory screen. Click Next to continue, the Backup Replace Files
screen is displayed.

KiRCON 1,084 Installation

Backup Replaced Files?

This nstallation program can create backup copies of all files
replaced durng the mnstallabion. Do you want io create
backups of the repiaced hiles?

0 Yo
" Ng

<Bock |[ Wets | Concel |

Figure 3-137 IRC Install Wizard - Backup Replaced Files

5. Once you have chosen whether or not to save the replaced files, click the Next button to
continue. The Select Backup Directory screen will be displayed if you have chosen to

back up replaced files. Otherwise, the Ready to Install screen will appear — go to Step
7.
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Select Backup Directory

Pleass select the duectony where the replaced fles will be
coped

| C-\Progeam Files RCON\BACELP Bowse.. |

P

Figure 3-138 IRC Install Wizard - Select Backup Directory

6. Click the Browse button and locate the directory where you would like to install the IRC
software. Unless instructed otherwise by your Unit SOP, use the default path. Click the
Next button to continue, the Ready to Install screen will be displayed.

- F3)

Ready to Install!

“'ou are now teady bo install GRCOM 1.084.

Press the Mext buthon bo begin the nstallaton of the Back.
butbon 1o reenter b mnstallabon nfomation

< Back Hew 5 Concel |
Figure 3-139 IRC Install Wizard - Ready to Install

7. Configuration is complete and you are ready to being the installation. Click the Next
button to begin the installation, or the Back button to alter the configuration settings you
have previously entered. When the Next button is clicked, a progress screen will be
displayed, followed by the Installation Complete screen.
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Installation Completed!

The wstallation of XACON 1.084 haz been successhily
completed.

Prass the Finich button bo et this installation:

& Bk I Eﬁ' I [.:_.-.-:.c. I

Figure 3-140 IRC Install Wizard - Installation Completed

8. The IRC has been successfully installed. Click the Finish button to close the Installation
Wizard.

3-9.3 Configuring Internet Relay Chat
3-9.3.1 XIRCON Readme File

It is recommended that you look at the XIRCON Readme file before using IRC. To view the file,
from the Windows task bar, click Start, Programs, XIRCON, Readme. The Readme file will be
displayed using the Notepad.

3-9.3.2 XIRCON

XIRCON can now connect to an IRC server. Contact your System Administrator for information
on available IRC servers. For each server, you will need its network name and hostname.

The following steps describe how to configure the IRC Client.

1. From the Windows Task Bar, click Start, Programs, XIRCON, XIRCON. XIRCON starts.

Exrcov oo TR

server Jooks Window Help
A 0D E | > 28 BROB
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Figure 3-141 XIRCON

2. To connect the application to an IRC Server, click Server, Connect in the menu bar. The
XIRCON Connect window opens.

Figure 3-142 XIRCON Menu Bar

2(x)
Servers
C i Te [Right-clhick to edi servers)
I =
Hick Narre: Altemate Mick M ama:
| |
Uzar Name: Desceiption:
I |
¥ | Cpert ey Windaw [~ [revishie Uer Mode
I Use SOCES Brosy
[ ok | coce |

Figure 3-143 XIRCON Connect Window

3. To add a server to the list in this window, right-click in the Servers area and select
Add. The Add Server window opens.
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Figure 3-144 XIRCON Add Server Window
4. Enter the information supplied by your Unit System Administrator, then click OK.

5. For additional information about the XIRCON application for IRC visit www.xircon.com.
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4-1 Resources for Troubleshooting MCS Software

4-1.1 Introduction to Resources for Troubleshooting MCS Software

CAUTION
Workstations and Gateways must be rebooted every 24 hours.

Servers must be rebooted every 72 hours.

The following resources are available when troubleshooting the MCS software:

MCS release notes.
Online help is available with each of the MCS applications.

Log files for each of the software applications.

In addition to these resources, the MCS Management Console contains a built in troubleshooting
utility. This utility can be used to perform the following tasks:

Reinstall MCS Path

Re-register the COM components (RegArmy)

Perform minor registry repairs (RegClean)

Remove each instance of a specified component (RegPurge)
Utility for testing messaging connectivity

Utility for testing C2R connectivity

Terms

TTL (Time To Live) - tells a network router if the packet has been in the network too long and
should be discarded. Each router that receives a packet subtracts one from the count in the
TTL field. When the count reaches zero, the router detecting it discards the packet.

HTTP (HyperText Transfer Protocol) — HTTP is the set of rules for transferring files on the
internet. HTTP is an application protocol that runs on top of the TCP/IP suite of protocols.

SSL (Secure Sockets Layer) - SSL is a commonly-used protocol for managing the security of
a message transmission on the Internet. The “sockets” part of the term refers to the sockets
method of passing data back and forth between a client and a server program in a network or
between program layers in the same computer. SSL uses the public-and-private key
encryption system.

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) — HTTPS is a Web protocol
developed by Netscape that encrypts and decrypts user requests as well as the data that is
returned by the Web server. HTTPS is really just the use of Netscape's Secure Socket Layer
(SSL) as a sublayer under its regular HTTP application layering.

4-1.2 Release Notes

The Release Notes included with MCS provide the user with valuable last minute information
which may not have been included in the final MCS documentation. The content of the release
notes varies from release to release, however, the following information is normally available.

e A brief introduction to describe the information included in the release notes.
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e The Release History, listing the date of each release, a short description to identify the
purpose of the release, and a numeric value indicating the version of each release.

e Installation instructions which describe the steps necessary to install the release. A full
release will be installed on all MCS systems (Workstation, Gateway, Server) computers. A
patch release will identify which MCS systems are effected by the patch release.

4-1.3 Online Help

MCS includes online help to assist the user with operating and supporting MCS. Each of the
applications available in MCS provides the user with online help to assist using the program.
Online help is an interactive application, which allows you to locate valuable application
information through a variety of methods (i.e. Help by Contents, Index, and Search by Keyword).
The following steps describe how to access online help from within the Management Console.

1. From the Management Console, click Help on the menu bar. A Help drop-down menu
opens.

Sl [0 x|

ﬂgnrmy CZ Management Euns:i__:i_l

Console | Help

Management Console Help F1
E About Management Console

Corfigure Al Configure |

Figure 4-1 Management Console Help down-arrow Menu

2. Click Management Console Help. The MCS Management Console Help opens.

§" Management Console Help =l0l=]
€ & = &

Hds  EBack Fomped  Print

Coonterits | ipoes | earch| |

Uz Managemant Lont
31 Intmduction o the bans

ﬂ'.'_ The Haragenent Como

Management Console

Using Help

Figure 4-2 Management Console Help
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There are three tabs on the Management Console Help screen: Contents, Index and Search.

H e = &

Hide Back Forward  Print

Contents | [ndes I Eearchl

Intraduction to the Managerment Console
R The Management Conzole

Figure 4-3 Management Console Help Tabs
e To locate information by topic, select the Contents tab.
e To locate information by index, select the Index tab.
e Tolocate information by keyword, select the Search tab.

4-1.4 Log File

Log files provide important information, which can be used to locate and identify a failure during
installation or the operation of the MCS Software.

The Army C2 Management Console provides two ways to view log files:

e View Log File option on the Console menu
e Log Viewer in the Management Console treeview.

To view a log file using the View Log File option, follow these steps:

1. Select Console from the Management Console menu bar. The Console drop-down

menu opens.
9 army C2 Management Co

Console  Data Source Help

Configure Al

Configure

Reinitialize Current Plugin
iew Log Fils. ..

Auto Sefup... [

Exit

Figure 4-4 Management Console down-arrow Menu

2. Select View Log File from the Console drop-down menu. The Management Console log
file is displayed in an Internet Explorer window.

3. Use the scroll bars on the side and bottom of the window to move through the entire log
file.
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<7uml wersion="1.0" encoding="utf-3" =

- <LogEntries:
- zLogEntry Date="1/5/2005" Time="3:56:22" Clazs="Logltils"

Module="ctor" Typa="Info" Debuglevel="1"=
<Msg=Log Created.</Msg>

=/LogEntry=
- <LogEntry Date="1/5/2005" Time="3:56:22" Class="frmContainer"

Module="ctor" Type="Info" DebugLeveal="1">
zMsg=Constructing Container...</Msg=
</LogEntry >
- =LogEntry Date="1/3/2005" Time="3:56:23" Class="frmContainar" =
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1]
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Figure 4-5 View Log File
To exit the log file viewer, click the X in the upper right corner of the window, or select
Close from the File drop-down menu.
To view log files through the Management Console Explorer Log View, follow the steps

4.

below:
CAUTION

Never open more than one (1) instance of the DAS Viewer
In the treeview area, click Log Viewer. Icons for each of the log files appear in the pane

5.
on the right side and in the treeview.
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ﬂgnrmr C2 Management Console
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Figure 4-6 Management Console Log Viewer

The following files may be available depending on system usage:

e Data Transaction Viewer or Data Acquisition System (DAS)

e  MDMPA configuration
e MDMP Log configuration

e Management Console configuration

e Messaging Data Services configuration

e Message Wrapper

e  Query Manager

6. Select the desired log file from the treeview area or double-click the desired icon from
the right side area. The log file opens in a new window. A section of a log file is shown.
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B Lo Created LogUtils ctor 61672004 125420
Bl Constructng Container frmContamer  |ctor 61612004 [12:54.20
B E:cting constructor. fmContainer |ctor 6162004 (125420
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IRl Regstering McsLight type bb.. | InstallUtils RegsterComponents |6/16/2004 |12:54:20
BBl Getiing gobal vaniables InstallUtls GetGlobalVars 61672004 (125421
-ulu![CS Install Dir- ¢\mos\ InstallUtils GetGlobalVars 61162004 [12:54:21
BBERl cosching for Plugln 3OML fles..  Plug Ins FindPluglns 61612004 (125421
Bl . dcng found phugns Phg_Ins  FndPluglns |6n16r2004 125422
BBl Data Source Config Plug Ins FindPluglns 61672004 125422
BRIl Gateway Config Plug Ins FindPluglns 61672004 [1254 22}

Figure 4-7 Management Console Log View Sample

In addition to viewing the Management Console log files, additional log files are available and can
be viewed using the Microsoft Notepad application. Below are a few samples of additional log
files available for viewing:

C:\Mcslinstall.log
C:\McsMessaging.msi.log
C:\taskorg.log
C:\VLSTrack.msi.log

C:\MCS\Classification Banner\Banner.log

4-2 Management Console Troubleshooting Utility

4-2.

1 Introduction to Management Console Troubleshooting Utility

The MCS Management Console Troubleshooting Utility provides a variety of tools to assist in
locating and correcting problems within MCS.

The following steps describe how to execute each of the troubleshooting tools available within the
MCS Troubleshooter Utility.

140

CAUTION

These troubleshooting utilities should be used with care by experienced system
administrators.

1. From the MCS Management Console, select the TroubleShooter icon in the left side
area. The TroubleShooter Selections appear in the treeview area of the MCS

Management Console.
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Figure 4-8 Troubleshooter icon

The Troubleshooter Selections window consists of four tabs: System Utils, Messaging Utils,
Registry Utils, and Network Utils. Each of the tabs contain one or more tasks used to troubleshoot
MCS.

e  The System Utils tab contains the Fix MCS Path utility.

e The Messaging Utils tab contains utilities for testing messaging and C2R: the MS1 utility
tests messaging connectivity and the WS1 utility tests C2R connectivity.

e The Registry Utils tab contains three utilities: RegArmy, RegClean, and RegPurge.
e  The Network Utils tab provides a couple of tests to determine if the network is operational.
4-2.2 System Utils

To correct problems with the MCS path, follow these steps:

4-2.2.1 Fix MCS Path

1. Click the Fix MCS Path button on the System Utils tab. The Output window displays the
results of running the Fix MCS Path utility.

T e e i el P
S Lol | Wi L | Py Ll | P, i |

TebmPah | Farstel s Fan

Figure 4-9 System Utils — Fix MCS Path Output
4-2.3 Message Utils

The Messaging Utils tab contains two utilities for testing messaging:

e MSL1 - the messaging utility for testing messaging connectivity.
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e WSI - the messaging utility for testing C2R connectivity.
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Figure 4-10 Messaging Utils Tab
4-2.3.1 MS1 Messaging Utility

The MS1 button launches the test of messaging connectivity. Follow these steps to run MS1
messaging utility:

1. To test messaging connectivity, click the MS1 button. The Test Message Services
window opens.

Test Message Services (M51) N = |EI|5|

Status: lnibializing... Press Test to continue...

Wiew Test Log

Yiew Late M5 Log

Yiew Early M5 Log

k51 About

E uit

Figure 4-11 Test Message Services Window

2. Click the Test button in the Test Message Services window. The test results are
displayed in the Status area.

3.  When testing is completed, click the Exit button to close the Test Message Services
window.

4-2.3.2 WS1 Button
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1. Totest C2R connectivity, use the WS1 button on the Messaging Utils tab.
2. Click the WS1 button in the Messaging Utils tab and the C2R utility window is

displayed.

C2R / WinSock Services (W51)

L iobie |

Test C2R
Connection
C2A Server [P
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BFA:
Get Roles By BFA I

=10 x|
Status:
Fm‘mhum Object instaation... W51 Log
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W1 instanbiabed ORI
Testing Wl interface. . Test"W5s1 Log
Wzl nterface looks OK!
Clone...
Mw/odking... Configue
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C2R Config DGR
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Figure 4-12 C2R Connectivity Test

3. Click the Exit button to close the WS1 utility

4-2.4 Registry Utils

To run one of the three registry utilities, follow these steps:

1. To run registry utilities, click the Registry Utils Tab in the TroubleShooter Selections
area. The Registry Utils tab opens.
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Figure 4-13 TroubleShooter Selections - Registry Utils Tab

4-2.4.1 RegArmy Button

1. Tore-register the COM components of MCS, click the RegArmy button. The utility is
launched. The results of the RegArmy utility are displayed in the command window.
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Figure 4-14 RegArmy Utility Output Display
4-2.4.2 RegClean Button

1. To run the Microsoft RegClean program, click the RegClean button on the Registry
Utils tab. The RegClean window opens.
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Figure 4-15 Microsoft RegClean Window - Clean in Process
Once the utility is completed, click the Exit button of the RegClean window. The

5 T ,
RegClean window closes.
Windows Hegizby Analsiz and Corection

ReqClean is finished!
It has waitien changes to the registy fo comect the srors &
faurd. Click Exit to end RegClean.

Please report all bugs, suggestions and comments (o
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The RegClean Team

I FovEsrors | Exit

Figure 4-16 Microsoft RegClean Window - Clean Finished

4-2.4.3 RegPurge Button
To run the RegPurge utility, click the RegPurge button. The Registry Cleaner window

1.
opens.
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Figure 4-17 Registry Cleaner Window

To completely remove every instance of a selected component of MCS, click the Purge

Select the component(s) to remove, and click the Add button. The component(s) is

added to the Purge Components list. Continue selecting components, if desired.

4. When all components have been selected, click the Purge button.

5. Click the X in the upper right corner to close the RegClean program.

4-2.5 Network Utils

To run the Network Utilities, click the Network Utils tab. The Network Utils tab contains two

utilities.
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Figure 4-18 Network Utils Tab

4-2.5.1 Ping Button

1. Click the by IP Address, or by HostName radio button, and enter the IP address or
hostname accordingly for the machine you wish to ping.

2. Click the Ping button. Ping is performed, and the results are displayed in the Output box.
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Figure 4-19 Network Utils Tab - Ping Results

4-2.5.2 Net View Button

The Net View button launches a utility that lists the servers associated with a particular MCS
workstation.

1. Click the Net View button. The Net View process is launched and the results of the Net
View process are displayed in the Output pane.
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Figure 4-20 Net View

4-3 MCS Software Troubleshooting Scenarios

4-3.1 Troubleshooting the MCS Installation

If an error occurs during the installation of MCS, perform the following steps:

1.

N o g bk~ D

Record the error message. If the error has instructions. (i.e.: GSD did not install please
install GSD after installation completes), follow these instructions.

Verify the user has Local Administrator Rights.

Verify the computer meets all the prerequisites. (i.e.: Hard Drive Space).

Complete the current install and, then, reinstall MCS.

If the error re-occurs or a new error occurs, check the CD for dirt or scratches.

Clean the CD or use a known working CD.

If unable to correct the fault, contact the S6/G6.

4-3.2 Troubleshoot Lost Connection

In the event of losing network connectivity, the following steps will provide guidance in locating
the failure:

N o g w0 DN PR

Record the error. If the error has instructions, follow these instructions.

Verify the LAN cable is connected at the computer and at the HUB/Switch.

Verify that there are no breaks or worn spots on the cable.

Connect or replace cable as needed.

Verify the IP address and port settings to the server are correct.

If necessary, correct IP address and port settings.

If unable to correct the fault, contact the S6/G6.

4-3.3 Troubleshooting Lost Files

1.
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2. Click Pictures, music, or video or Documents (word processing, spreadsheet, etc.),
depending on the type of file you want to find.

3. Click the appropriate search criteria, type all, or part of the name of the file (if you know
it), and then click Search.

A wildcard character is a keyboard character such as an asterisk (*) or a question mark
(?) that is used to represent one or more characters when you are searching for files:

Asterisk (*)

Use the asterisk as a substitute for zero or more characters. If you are looking for a
file that you know starts with "OPORD" but you cannot remember the rest of the file

name, type the following:

OPORD*

This locates all files of any file type that begin with "OPORD" including OPORD
Eagle.txt, OPORD Eagle.doc, and OPORD Fox.doc. To narrow the search to a
specific type of file, type:

OPORD*.doc

This locates all files that begin with "OPORD" but have the file name extension .doc,
such as OPORD Eagle.doc and OPORD Fox.doc.

Question mark (?)

Use the question mark as a substitute for a single character in a name. For example,
if you type OPORD ?o0x.doc, you will locate the file OPORD Fox.doc or OPORD
Box.doc but not OPORD Eagle.doc.

3. Ifunable to locate the file, copy the file from another MCS Workstation.

4-3.4 Troubleshoot Broken Maps & Overlay Bookmark

A broken link in the Maps & Overlay bookmark will cause the loss of map data to the MAU. The
following steps will provide guidance in locating this type of failure:

1. Verify the map bookmark is being applied correctly.
Open Map Manager and verify the bookmark still exists.

3. Verify that the Map associated with the bookmark is linked to Map Manager. Relink to
all required maps if needed.

4. Verify the map is available on the hard drive. Copy maps to hard drive and relink map
as needed.

5. If unable to correct the fault, contact the S6/G6.
4-3.5 Troubleshoot Lost UTO Using the TO Tool

A missing UTO using the TO Tool can be corrected by the following:

1. Verify proper data source is selected. If data source has changed, open the desired
UTO.

2. Ifthe UTO is still not available, provide UTO though the server or other media source.
3. Ifthe UTO is still not available, import UTO.
4. If unable to correct the fault, contact the S6/G6.

4-3.6 Troubleshoot UTO Not Displaying When Selected from the Tools Menu in MDMP-A
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Verify UTO is listed on the Products tab.

2. Verify UTO has been added using the Identify friendly forces/troops available Essential
Process Step.

Verify UTO is available using Troubleshoot Lost UTO using the TO Tool procedures.
Add UTO using Identify friendly forces/troops available Essential Process Step.

Click Tools from the Menu bar, then select Task Organization. The UTO should appear
on the MDMP-A.

6. If unable to correct the fault, contact the S6/G6.

4-3.7 Troubleshoot MCS Messaging Unable to Send Message

Verify message has been completed properly.
Verify Multicast and UniCast are started. Start Multicast and UniCast as needed.
Verify network connectivity.

Send a message.

o~ w N

If unable to correct the fault, contact the S6/G6.

4-3.8 Troubleshoot Unable to Receive Live Feed data

Verify Auto Update is turned on and Live Feed is selected.
Verify Live Feed providers are checked on the Live Feed tab.
Verify Units and or Geometries are checked within the providers.
Verify network connection.

Confirm Live Feed options are correct.

Verify IP address and Port settings are correct in the Management Console.

N o o bk~ DR

If unable to correct the fault, contact the S6/G6.

4-3.9 Troubleshoot EOB displaying wrong Mission Specialty symbols on TO Tool

1. Select the Unit and open Unit Properties.
2. Verify Mission Specialty. Correct as needed. Click OK.
3. Open Unit Properties and verify the change.
4. If unable to correct the fault, contact the S6/G6.
4-4 Query Database Using the Search Engine Tool from Desktop

4-4.1 Description of Search Engine Tool

The Search Engine provides the user with the capability to query and analyze the contents of
the MCS database. The Search Engine supports the MCS mission by enabling the user to:
e Search and view database content identified by operator specified criteria.

e Create and save the specified criteria as an MCS filter which can be used to display map
feature geometries, friendly units, and/or enemy units on an overlay.

4-4.2 Search Engine Menu Bar and Toolbar

1. From the Start menu, click Programs, MCS, Administration, then choose Search
Engine. The Search Engine window opens.
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Figure 4-21 Search Engine Window

The functions of the Search Engine Menu Bar are: File, Tools, Window and Help.
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Figure 4-22 Search Engine Menu Bar

The functions of the Search Engine Toolbar are:

e View Type Selection Icon - Used to select the SQL, Advanced, or Wizard views.

e Run Query Icon - When selected runs a query from the query window.

e  Find Form Button Icon - Opens Unit Filter Wizard window.

e Toolbar Options Icon - From the Custom option opens the Customize window used to modify

the toolbar.

e  Customize Window - Used to customize the toolbar.

These functions are:
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Figure 4-23 Search Engine Toolbar
4-4.3 Create a Filter with Wizard

Filter Wizards are Graphical User Interface (GUI) windows used to create and customize unit
filters. The Search Engine provides two Wizards, the Correlated Hostile Unit Filter, and the
Friendly Unit Filter wizard. Wizards can create and customize friendly and hostile filters.

1. From the Search Engine’s toolbar, click the View Type Selection icon down-arrow and

Wizard View .
™ Search Engine
i Ele Tools Window Help

=R

| sl view e

5

a

==l L]
=

&€ Advanced View

Figure 4-24 Wizard View Icon

2. In Request Explorer, from the Create MCS Filter branch, double-click on the desired

filter icon (i.e., friendly or correlated hostile icons). The Unit Filter Wizard opens adjacent
to Request Explorer.
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Figure 4-25 Request Explorer: Friendly Unit Icon Selected

3. Select the overall criteria for the filter. These choices determine the flow of the wizard.

4. Click Next. The next criteria window opens.
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Figure 4-26 Echelon Window

NOTE

Criteria windows will vary depending on the overall criteria selected.

5. Click Find Now or, from the menu bar, click the Run Query icon. Results are displayed
in the bottom area of the window (see above figure).

6. Click Next. The next criteria window opens.

7. Select the Affiliation(s). A check mark appears in the associated box(es).
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Figure 4-27 Affiliation Window

8. Click Next to continue without executing the query; or click Find Now or the Run Query
icon on the toolbar to run the query.

9. Click Next. The Description of your Filter window opens.
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Figure 4-28 Description Of Your Filter Window
10. In the Overview of Filter: area, verify the criteria.

11. If a change (i.e., add, deletion) of a criterion is necessary, click Back until the Welcome
to the Unit Filter Wizard window opens, and make the necessary change. Click Next to
return to the Description of your Filter window.

12. Click Finish. The Filter Name window opens.
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Figure 4-29 Filter Name Window
13. Enter a name and remarks for the filter in the associated box(es).

14. Click Save. The Filter Name window closes and the new filter appears under the THIS
SESSION’S NEW FILTERS branch of Request Explorer.

#. Search Engine

File Tools Window Help

=R

-

Request Explorer

EHgR Available Data Sources
+-3 MCS-SERVER
-3 MY_SYSTEM
- ADMIN
¢ CREATE MCS FILTER
|—® CORRELATED HOSTILE UMIT FILTER
—[=] FRIEMDLY UMIT FILTER
s 1L TERS CUHREMTLY M DATABASE
SF THIS SESSI0M'S HEW FILTER
l— TraininghdizsionFilter

157



SAM

Figure 4-30 New Filter Saved

NOTE

The Save As feature in the File menu may also be used to save a filter. This feature only
allows the user to save the file to the client’s database. It cannot be saved outside of a
database, such as in a directory on the local hard drive.

15. To refresh the filter, right-click on the filter icon, and from the menu, select Refresh. The
filter is moved to the FILTERS CURRENTLY IN DATABASE branch.
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Figure 4-31 Filter Refreshed
4-4.4 Modify a Filter with Wizard

NOTE

Currently, if afilter on an AOIl is edited, the editor will display the lower left and upper right
coordinates instead of the upper left and lower right coordinates.

1. From the toolbar, click the View Type Selection icon drop-down arrow, and then, select
Wizard View.
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Figure 4-32 Wizard View Icon

2. From Request Explorer, in the FILTERS CURRENTLY IN DATABASE branch, select
the desired filter.

3. Right-click the filter icon and, from the menu, select Edit. The Unit Filter Wizard opens.
4. Repeat Steps in “Create a Filter with Wizard”.

4-4.5 Describe an Advanced View Filter
The Advanced View capability has been provided to enable the user to view specific data from
the database in a tabular format. The criteria used to limit the scope of the displayed results is

defined by the user based upon mission needs, (i.e., organization types, obstacles, data/time
stamps, etc.).

The features of the Search Engine window in Advanced View are as follows.
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Figure 4-33 Advanced View Features

1. Field - The Field button activates a drop-down list, which enables the operator to select
criteria components. The criteria components are a function of the queryf/filter selected in
the Look for list. Selection of a Field from the list causes the field name to appear in the
Field field. The appropriate Conditions for the Field are placed in the Condition drop-
down. The appropriate Values for the Field are placed in the Value drop-down.

2. Condition - The Condition button activates a drop-down list. Conditions are: In,
Between, IS, Like, Greater Than, Less Than). Conditions qualify the relationship
between Value and Field components. The content of this drop-down is a function of
Field.

3. Value - The Value button activates a drop-down list, consisting of the possible Values for
the selected Field.

4. Join - The And/Or button allows the operator to join or exclude criteria.
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5. Add/Update Button - The Add button is the fifth feature of the MCS Advanced View
window. This button adds the filter criteria to the Find items that match these area. When
the button changes to Update (during modifying a statement parameter), it effects the
modified parameter.

6. Left Parenthesis -The Left Parenthesis bounds the beginning of a statement phrase.

Find Items that match these area - This feature allows the dynamic filter criteria to be
displayed, grouped, and prioritized.
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Figure 4-34 Find Iltems That Match These Frames

This area consists of six fields that are used to manipulate the dynamic filter criteria:

o Left Parenthesis - used for grouping and joining criteria.

Field - identifies the criteria selected from the database.

Relationship - identifies the relationship used to compare the field to the specified
operator.

Value - depicts the data compared to the field.

Right Parenthesis - used for grouping and joining criteria.
e Join - concatenates the dynamic filter criteria and joins individual criteria into a filter.

This area also has horizontal and vertical slide bars that allow the user to pan the entire area.

8. Right Parenthesis - Bounds the end of a statement phrase.

9. Query Results Table - As a queryf/filter is executed, the results are displayed in tabular
format in this window. The column headings are based on the database and fields
selected for the queryf/filter. The contents of the display can be sorted by clicking on the
column headings. This window has horizontal and vertical slide bars that allow the user to
pan the entire window.
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Figure 4-35 Results Display & Status Bar

10. Status Bar - The last feature of the Advanced View Search Engine window displays
information about the number of records returned upon the execution of a queryf/filter.
The Status Bar is used to display information and error messages that arise from the
creation or processing of a query/filter. Warning Messages are informative in nature and
do not require operator intervention. Warning Messages are displayed in the left panel of
the Status Bar. In addition to being written to an Error Log, Error Messages are posted in
the left panel of the Status Bar.

4-4.6 Create a Filter in Advanced View

A filter is used to correlate dynamic feature and unit data for display in an overlay. The filter
contains the operator-specified criteria that encapsulates what data is retrieved from the
database. The types of filters currently definable include friendly and correlated enemy units.

1. From the Search Engine’s toolbar, click the View Type Selection icon down-arrow and
Advanced View.

2. From Request Explorer, in the CREATE MCS FILTER branch, double-click on the
desired filter icon. The advanced Unit Filter window opens.
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Figure 4-36 Request Explorer: Friendly Unit Filter Selected

From the Field box, select a field value.

From the Condition box, select a condition.

From the Value box, select a value.

From the Join box, select a parameter.

Click Add.

If additional query statements need to be added to the filter, repeat Steps 2 through 6.
NOTE

The AND conjunction combines statements together in a query. All conditions joined by
the AND statement must be met to show in the filter.

© N o 0o bk~ w

The OR conjunction does not combine statements. All conditions joined by the OR
statement will be shown in the filter whether or not they met any other statements listed in
the query.
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Queries can be deleted if no longer needed:

1. To delete a query statement, right-click on the statement, and from the menu, select
Delete.

2. Torun or execute a query, follow these steps:

NOTE

The query may be executed at any time to display its output. This assists the user in
fine tuning the filter.

1. From the menu bar, click Tools, then choose Execute, or click the Run Query icon on
the toolbar. Results are displayed in the bottom area of the window.

To save a query, follow these steps.

1. From the menu bar, click File then choose Save. The Save window opens.
2. Enter a name in the associated box.

3. Click Save. The Save window closes and the filter is saved in the THIS SESSION'’S
NEW FILTERS branch of Request Explorer.

Filters may be refreshed from time to time. Follow these instructions:

1. To refresh the filter, right-click on the filter icon, and from the menu, select Refresh.
The filter is moved to the FILTERS CURRENTLY IN DATABASE branch.

4-4.7 Modify a Filter in Advanced View

NOTE

Currently, if afilter on an AOIl is edited, the editor will display the lower left and upper right
coordinates instead of the upper left and lower right coordinates.

1. Ensure the Advanced View is selected in the toolbar.

2. From Request Explorer, in the FILTERS CURRENTLY IN DATABASE branch, double-
click on the desired filter icon. The advanced Unit Filter window opens.

3. Select the statement to modify. The statement is highlighted.
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Figure 4-37 Statement Selected for Modification
4. Modify the parameters as necessary from the associated boxes.
5. Click Update. The filter is modified.
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Execute the query after modifications to review the results.
From the menu bar, click File then choose either Save, or Save As.

If Save As is selected, the Save As window opens.

© © N o

Enter a name in the associated box.

10. Click Save. The Save As window closes and the filter is saved in the THIS SESSION’S
NEW FILTERS branch of Request Explorer.

4-5 Data Transaction (or DAS) Viewer
4-5.1 Introduction to Data Transaction (or DAS) Viewer

NOTE
Never open more than one (1) instance of the DAS Viewer.

The DAS Viewer, or Data Transaction Viewer, allows you to identify the following information:
view queries pending execution, state of executed queries, default data source, list of any errors,
and lists each query executed. This window is intended for debugging or system administrative
support. You can search for data by the Datasource or Application views.

The DAS Viewer monitors and logs query information between the MCS applications and both the
Access Database and the SQL Database. This information can be used to help identify failures
logged by the DAS Viewer. During troubleshooting, it is helpful to collect the logged information
and include any failures in the problem report. This will assist in locating the cause of a failure.
The following diagram presents a simplified overview of the DAS.

Maps & Overlays

Figure 4-38 Data Acquisition System (DAS)

4-5.2 Starting the Data Transaction Viewer
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1. From the desktop Start Menu, select Programs, MCS, Administration, Data Transaction
Viewer:

Figure 4-39 Starting the Data Transaction View

4-5.3 Starting the DAS Viewer from the Search Engine

1. From the Search Engine Menu Bar, click Tools. A drop-down list appears.

1ol x|

File |Tools | Window  Help

} Ezemcuke F5

SO0 SO Wiew »

m’ Query Wizard ChElHG

Das Viewer Chel+D

Figure 4-40 Search Engine Tools down-arrow menu

2. From the drop-down list, select the DAS Viewer. The DAS Viewer opens.
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Figure 4-41 DAS Viewer

3. Click File in the menu bar to display the list of files you can open and close. The
complete list is shown.
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CONTAIMER _ARMYCZ, S¥SMGT. AUTOSETUR, LIB. LG

AUTOSETUPUTILITY _MRTCLIEMTLIE_MULTICASTCLIEMTLIE. LG
AUTOSETUPUTILITY _ARMYCZ, SYSMGT, AUTOSETUR, LIE_MULTICASTCLIEMTLIE, LOG
AUTOSETUPUTILITY _ARMYCZ.SYSMGT, AUTOSETILR, LIE, LG
AUTOSETUPUTILITY. LG

Close

Figure 4-42 File menu item

4. Click View in the menu bar to switch between Application, Datasource, both, or none.
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]DAS Yiewer

File W

By Application
@ By Dratasource
% Eath

__ L Mone

=101 x|

Figure 4-43 View menu item

5. Click the Application View button on the bottom left side pane of the DAS Viewer.

6. Expand the DEFAULT item in the treeview, then double-click MY_SYSTEM under the
DEFAULT option. The right side pane displays the DAS Query Information for

MY_SYSTEM.

JDAS Yiewer - [DEFAULT.

B8 Fl= view Logwindow

MY_SYS5T EH.DﬁE.lDE]
Options

=181
=18] x|

Application View

2 x|

DAS Queny Infomnation |

& AUTOSETURUTILITY

Mumbser Status

DTG DataRequest

- AUTOSETURUTILITY_ARMYC2 ——T_I' ~~~~~ OKAY

& AUTOSETUPUTILITY_NRTCLIENT

CONTAINER_ARMYCZ
DAs

o8 &8-@

DEFAULT
-~ MCSSERVER
MY_SYSTEM
GACINSTALL
MGTCOMSOLE
MSGIMGDATASERVICES
OUERYMANAGER

RN R

LIMENOWN
- MAPS & OVERLAYS

4| I

i Datazource Vi S Application ‘.ﬁ...l

DASCOMMECTLOGFILE 2486

12/27/2004 11:22 | GET DB VERSIO | selec

SYSTEMUTILS143209652 Mumbes : 1
SYSTEM_EVENT_MAMAGER_ALIT Doate/Tirme of Transaction ;. 12/27/2004 11:22.38 AM

Shatus : OFAY

SOL : select ™ from Version

|

DataRequest Mame . GET DB VERSION

Figure 4-44 MY_SYSTEM DAS Query Information

7. Click the Application View, expand the Maps & Overlays item in the treeview. From the
Application View, click MCS-SERVER (Hostname) under the MAPS & OVERLAYS item
in the left hand pane of the DAS Viewer. The right hand pane displays the DAS Query

Information.
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i |DAS Viewer - [MAPS & OVERLAYS.MCS-SERVER.DAS.LOG] ] =18 xi
=181 %]
Application View DAS Query Information |
® AUTOSETUFUTILITY Number Stalus 0TG DalaRequest

£ AUTOSETURLITILTY. ABrE2 1 OKAY 12/27/2004 2.30:4| GET LIST OF FIL | Selec

B AUTOSETUPUTILITY _MRTCLIEMT -
& CONTAINER_ARMYC2 2 OEay 127272004 2300 GETLISTOFFIL | Sele

& DAS

#- DASCOMMECTLOGFILE2486
+- DEFALLT
H
)

GACINSTALL

MGTCONSOLE
- MSGINGDATASERVICES
4 DUERYMANAGER 4 i
- SYSTEMUTILS 143208652
=+ SYSTEM_EVEMNT_MAMAGER_ALIT
# UNENOWN Mumber - 1
= MAPS & OVERLAYS Digte/Time of Tranzaction : 12/27/2004 2:30:47 P

MCS-SERVER Statug : OKAY
DataRequest Mame : GET LIST OF FILTERS
SOL : Select Filters.”, Fiter_Type_Code Label az Filter_Type Text fiam Filters,
Filter_Type_Code WHERE Fiters Filter_Type Cd=
Filter_Type_Code Filter_Type_ Cdénd [[[Fiters Owrer_Mame =T 1 BN 22 IN'
AMD Filters. Owner_Role = 'S6') OR(Filkers. Ong_Permizsion_Cd 1= "N0' AND

il—’ LI Filters. Owner_Mame = 'C 1 BN 22 IM7) OR (Filters. Default_Pemmission_Cd |= MO

“x Datasouce Vi Bl Apphcation Vi R |

Figure 4-45 Maps & Overlays DAS Query Information

8. To view one of the available log files, double-click the LOG option below the log of
interest (i.e. DAS, GACINSTALL, MAPSAPPLICATION,MGTCONSOLE,
QUERYMANAGER, SYSTEMUTILS145085720) appears.

9. Click Log Window in the menu bar. The Log Window options are displayed.

L §DAS ¥iewer - [MAPS & OVERLAYS.

Fil=  Wiew | Log ‘Window Options

Application 'iew =T REY S
Read Changes
-- ALTOSETU
-- ALTOSETU
-- COMTAIMER_ARMYCZ
-- Das
-- DASCOMMECTLOGFILE2438
- MFF&ITT

Close

Figure 4-46 Log Window menu item

10. Click Options in the menu bar. The Options drop-down list is displayed.
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EJDAS Yiewer - [MAPS & OWERLAYS.MCS-SERVER.DA

File Wiew Log'window | Options

Application iew lear Lag Farm
- AUTOSETUPUTILITY ]

- AUTOSETUPLITILITY AR e Filz
- AUTOSETUPUTILITY_NRTCLIENT

- COMTAIMER_ARMYC2
Fl TAS

Figure 4-47 Options menu item
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5-1 Perform Before Operations Preventative Maintenance Checks/Services

1. Unpack system components.

2. Conduct an inventory of system components.

3. Visually inspect all cables and connectors for the following:

Burns
Broken
Frayed
Loose

Missing components

4. Inspect all hardware for the following:

Cracks
Deformation

Loose attachment hardware

5. Assemble system components

CAUTION

Do not set equipment on damp or wet floor.

Place laptop at desired operating location
Ensure that the operating location is as close to power source as needed
Install Removable Hard Disk Drive (RHDD), if required

Install battery, if required
NOTE

On some MCS Workstation models a fully discharged battery will not charge.

CAUTION
If the cover is not attached properly, the battery may fall out while the

computer is being carried.

Connect AC power adapter with cord, if required
Connect LAN (RJ-45) connector

Connect external mouse, if available

6. Check all connections to ensure that all are securely attached

7. ldentify deficiencies, if present

Take specified operator corrective actions as directed by the TM

Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750
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e  Submit completed DA Form 2404 or 5988E to appropriate maintenance authority

5-2 Apply Power to the System
NOTE

Operator will perform step 1 or 2 to apply power to the system, not both.

1. Ensure that system is properly ventilated by:
e Checking and ensuring all system ventilation ports are free of any obstruction
e Checking that the operating location provides for adequate ventilation

2. Initialize system using AC Power:

o Ensure that AC Power cord is attached to the Automated Information System, if
present

e Ensure that the AC power cord is plugged into an uninterrupted power supply or
surge protected power strip

e Press the power switch until the power indicator illuminates, then release
NOTE

On the Panasonic CF-72 MCS Workstation and earlier models the power switch is located
on the far right side of the computer as you face it. Slide the Power Switch toward the rear
of computer until power indicator illuminates, then release.

CAUTION

After confirming that the power indicator has turned on, do not touch the power switch
until setup has started. Failure to observe this caution may result in damage to the hard
drive.

e Observe that the opening boot screen appears, memory is checked, and the Begin
Logon dialog box displays

3. ldentify system irregularities, if any, during boot-up
e Take specified operator corrective actions as directed by the TM

e Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

e  Submit completed DA Form 2404 or 5988E to appropriate maintenance authority
4. Initialize system using Battery Power:
e Ensure that a battery is installed in the MCS Workstation
e  Press the power switch until the power indicator illuminates, then release
NOTE

On the Panasonic CF-72 and earlier models the power switch is located on the far right
side of the computer as you face it. Slide the Power Switch toward the rear of computer
until power indicator illuminates, then release.

CAUTION
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After confirming that the power indicator has turned on, do not touch the power switch
until setup has started. Failure to observe this caution may result in damage to the hard
drive.

e Observe that the opening boot screen appears, memory is checked, and the Begin
Logon dialog box displays

5. Identify system irregularities, if any, during boot-up

Take specified operator corrective actions as directed by the TM

Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

Submit completed DA Form 2404 or 5988E to appropriate maintenance authority

Select OK on DOD security message to bring up the Logon to Window dialog box
6. Log on to the system

e Enter User name:

e Enter Password:

e Select the Domain: from the pull down menu by clicking on the down-arrow next to
the Domain: box

e Click OK.
7. Observe that the Windows Operating System desktop displays
NOTE
Log on per unit SOP, either as administrator or specific user name.

5-3 Perform During Operations Preventative Maintenance Checks and Services

NOTE

For optimum performance, reboot the MCS workstations and gateways every 24 hours and
the servers every 72 hours.

1. Periodically check the system's computer processing unit cooling fan to ensure that it is
operating properly.

2. Periodically check the Windows OS System Tray to assess the status of the battery.
o Determine if the battery is charging or is charged if the system is on AC Power
NOTE

If the battery is being charged by the system a plug icon will appear in the system tray.
Placing your mouse over the icon will cause a dialog box to display showing the
percentage charge of the battery.

o Determine if the battery has enough power to sustain operations of the system if the
system is on battery power

3. Observe any error messages or unusual actions by the system or application.
4. Perform routine system maintenance.
5. Periodically scan the system for viruses.

e Open the system's antivirus application

e Check to ensure that the antivirus program is using the latest virus definition file
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NOTE
The S6 section can provide you with this information.

e Ensure that all scheduled scans in the Scan History were completed without error

Scan all removable media, from any source not known to be safe, the first time it is
inserted into
the system

e Report any virus infections to the S6 section immediately
e Close the antivirus program
6. Clean the system surfaces.
NOTE

A soft dry cloth should be used to clean the system. For areas that require more cleaning
use detergent diluted with water applied to a piece of gauze or soft cloth that has been
thoroughly dry.

CAUTION

Do not use benzene or thinner, or disinfectant-type alcohol on these components:

e Clean Display and Touch pad with soft towel

e Clean other surface areas

e Clean keyboard and CD drives with compressed air

e Clean compact disc drive with commercial CD cleaner (monthly or as necessary)
7. ldentify deficiencies, if present.

e Take specified operator corrective actions as directed by the TM

e Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

e  Submit completed DA Form 2404 or 5988E to appropriate maintenance authority

The following table identifies additional tasks specific to MCS and the frequency each task is to
be performed
Table 1: MCS PMCS

Task Frequency Current Settings

1. Verify Network Cable is seated in Network

Adapter Card/Slot. Daily

2. Turn On Power Daily

3. MCS Synchronizes Time with the Active
Directory, make sure both Active Directory and
PASS are Synchronized

4. Start C2 Management Console
a. Verify Data Source See Note (at bottom)
b. Verify Org ID
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c. Verify NRTS

d. Verify Pass

e. Verify Messaging C2R

f. Verify Security Level

g. Verify/Configure Time Server
(Active Directory IP)

5. Start Message Log
a. Clean out all messages that are not

needed.
6. Conduct Normal Operations Daily
7. Backup all data Site dependent
8. Defrag Hard Drive Weekly
9. Re-Boot System every 24 hours Daily

10. Shut down and re-start the C2PC Gateway J Every 4 - 6 Hours

11. Shut down and re-start the TMS Broker Every 4 - 6 Hours

12. Update Statistics within the Database

Management System (DBMS) Periodically

NOTE: The C2 Management Console should only be run during the following
circumstances.

+ After Initial Installation of Software.
« If you have been told to re-role your system i.e., from CDR to S3.
e If you have been told to change Pass Nodes.
 If you have been told to change C2R Roles

5-4 Perform Pre-Shut Down After Operations Preventative Maintenance
Checks/Services

1. Save all data.
2. Close all applications.
NOTE
Operator should be at the Windows desktop at this point.
NOTE

This search displays all zip files on your system. You probably will not want to delete all of
them. Be especially sure before selecting all files to delete.

3. Cleanup old files on the system.

e Right-click on Start and select Explore. Wait for Windows Explorer to open
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4.

Remove old zip files by:

Click on the Search button on the Standard Buttons toolbar

Enter "*.zip" in the Search for files or folders named: text box
Select Local Hard drives in the Look in: pull down menu

Click on the Search Now button and wait for the search to complete

Hold down the Ctrl key and use the mouse to left click select each of the zip files
that you wish to delete or if you wish to delete all of the zip files click on Edit on the
menu bar and select Select All

NOTE

This search displays all zip files on your system. You probably will not want to delete all of

5.

them. Be especially sure before selecting all files to delete.

Remove files that begin with a tilde (~) as follows:

NOTE

Ensure that all application programs, such as word-processing, spreadsheet, and graphics
programs, are closed first since the temporary file that you are viewing in these
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applications sometimes uses atilde (~).
Enter "~**" in the Search for files or folders named: text box
Select Local Hard drives in the Look in: pull down menu
Click on the Search Now button and wait for the search to complete
Click on Edit on the menu bar and select Select All

Click on File on the menu bar and select Delete

Remove chk files as follows:

Enter "*.chk" in the "Search for files or folders named:" text box
Select Local Hard drives in the Look in: pull down menu

Click on the Search Now button and wait for the search to complete
Click on Edit on the menu bar and select Select All

Click on File on the menu bar and select Delete

Delete temporary files using the Disk Cleanup utility

Click on the Folders button on the Standard Buttons toolbar in Windows Explorer

Right-click on Local Disk (C) and select Properties. Wait for the Volume (?)
Properties tool to open

Select the Disk Cleanup button on the General tab. Wait for the Disk Cleanup utility
to open

Click on the check box next to each of the type of temporary files that you wish to
purge
Click on the OK button

Click on the Yes button on the Disk Cleanup for Local Disk (C) dialog box. Wait for
the Disk Cleanup utility to finish purging all selected file types

Back-up critical user files from the system.
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CAUTION

Ensure that any removable media (disk, CD, or tape) used to perform the Back-up is
appropriately marked and handled based on the classification level of the material backed
up onit.

e Right-click on Local Disk (C) and select Properties. Wait for the Volume (?)
Properties tool to open

e Select the Backup Now button on the Tools tab. Wait for the Backup utility to open
e  Select the Backup tab
e  Select the volumes and/or folders to be backed up

NOTE

Sub directories can be selected by expanding (clicking on the "+" sign next to the volume)
the volume in the "Tree" window or clicking on the volume and selecting the desired
folders in the "Folder" window.

e Click on the Browse button next to the Backup Media or File Name: box in the lower
left corner of the Backup utility window

e Navigate to the desired volume and folder in the Open window. Select the backup
file to be used or name a new backup file in the File Name: box

e Click the Open button on the Open window
e Select the Start Backup button on the lower right corner of the Backup utility window

o Enter a description of the backup in the Backup Description text box or accept the
default description in the Backup Job Information window

e Select the Append this backup to the media or Replace the data on the media with
this backup option button in the If the media already contains backups: box

o Enter a description of the backup in the If the media is overwritten, use this label to
identify the media: text box or accept the default description

e Select the Advanced button
e Select Verify data after backup check box in the Advanced Backup Options window
e  Select the OK button
e  Select the Start Backup button on the Backup Job Information window
e Observe for error messages during the backup process
NOTE

If an error occurs, contact your MAA for assistance.

Select Close on the Backup Progress dialog box
NOTE

You can view, print, or save a copy of the backup status report by selecting the Report
button on the Backup Progress dialog box. It is recommended that you print out the report
if an error occurs during the backup process.

e Click on Job on the menu bar and select Exit in the Backup utility window.
9. Defragment the system's storage volume or volumes as follows.
NOTE
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This step is only necessary if after analysis the system recommends that you defragment
your volume.

e Right-click on Local Disk (C) and select Properties. Wait for the Volume (?)
Properties tool to open

e Select the Defragment Now button on the Tools tab. Wait for the Disk Defragment
utility to open.

e Select the volume to be analyzed

e Click on the Analyze button. Wait for the Analysis Complete dialog box to display

e If the Analysis Complete dialog box recommends that the volume be de-fragmented
or you wish to defragment the volume, click on the Defragment button. Watch to
ensure that the de-fragmentation process starts

CAUTION

Ensure that the volume has at least 15% free space before starting the de-fragmentation
process.

NOTE

You can view, print, or save a copy of the analysis report by selecting the View Report
button on the Analysis Complete dialog box.

NOTE

It is recommended that all applications be shut down before beginning the de-
fragmentation process.
Having applications open will significantly slow down the process.

NOTE

The de-fragmentation process can, depending on the size of the volume, take several
hours to complete. Keep this in mind before starting the process.

e Select Close once the De-fragmentation Complete dialog box appears
NOTE

You can view, print, or save a copy of the analysis report by selecting the "View Report
button on the Defragmentation Complete dialog box.

o Close the Disk De-fragmentation utility by clicking on the close icon (X) in the upper
right corner of the title bar or right-clicking on the title bar and selecting Close

e Repeat the tasks in step 9 above for each volume. Check the integrity of all storage
volume(s)

e Right-click on the volume that needs to be checked (A, C, etc.) and select
Properties. Wait for the Volume (?) Properties tool to open

NOTE

Always select the volume with the Windows OS directory last as a restart of the computer
is probably necessary.

e Select the Check Now button on the Tools tab. Wait of the Check Disk utility to open
e Select both Check disk options and click on the Start button

e Select Yes if the Checking Disk dialog box message: The disk check could not be
performed because exclusive access to the drive could not be obtained. Do you want
to schedule this disk check to occur the next time you restart the computer?
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e Select OK on the Disk Properties window

e Select OK when the Checking Disk (?:/) dialog box appears

e Click on the OK button to close the Volume (?) Properties tool

e Repeat the above steps for each volume
10. Restart the computer as follows:

e Click on Start and select Shut Down

e Select Restart from the pull down menu

e Select OK

e  Wait for the Microsoft Windows to restart

e Observe the startup procedure to ensure that no file or disk errors are identified
11. Identify any deficiencies, if present.

e Take specified operator corrective actions as directed by the TM

e Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

e  Submit completed DA Form 2404 or 5988E to appropriate maintenance authority
5-5 Perform Shut Down of the MCS Workstation and Gateway

Remove all removable media discs from the system.

Select the Windows Start button.

Select Shut Down from the start menu.

Select Shut down from the pull down menu on the Shut Down Windows dialog box.
Select the OK button.

o > NP

NOTE

You should observe the Shut Down Windows dialog menu close, all opened menus and
icons close, and the computer system's screen blank out.

6. Look for any error messages or unusual actions by the system during the shut down
process.

7. ldentify deficiencies, if present.
e Take specified operator corrective actions as directed by the TM

e Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

e  Submit a completed DA Form 2404 or 5988E to appropriate maintenance authority
5-6 Perform Post-Shut Down After Operations PMCS

1. Perform routine system maintenance.
2. Clean the system surfaces.
NOTE

A soft dry cloth should be used to clean the system. For areas that require more cleaning
use detergent diluted with water applied to a piece of gauze or soft cloth that has been
thoroughly wrung.
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CAUTION
Do not use benzene, thinner or disinfectant-type alcohol.
e Clean the Display
e Clean the Touch pad
e Clean other surface areas
e Clean the keyboard and CD drives with compressed air
e Clean the compact disc drive with commercial CD cleaner (monthly or as necessary)
3. Disassemble system components.
CAUTION
Do not set equipment on a damp or wet floor during the disassembly process.
e Remove the Removable Hard Disk Drive (RHDD), if required
CAUTION
The Mission Application Administrator (MAA) should be contacted to install the RHDD.
e Install the battery, if required
NOTE

On some MCS models a fully discharged battery will not charge when installed in the
system. A fully discharged battery should be charged using the battery charger before
reinstalling in the computer.

CAUTION

If the cover is not attached properly, the battery may fall out while the computer is being
carried.

e Disconnect the AC power adapter with cord, if required
e Disconnect the LAN (RJ-45) connector, if required
o Disconnect the external mouse, if available

4. Visually inspect cables and connectors for the following:

e Burns
e Broken
e Frayed
e Loose

e  Missing components
5. Inspect all hardware for the following:

e Cracks

o Deformation

e Loose attachment hardware
6. Conduct an inventory of system components
7. ldentify deficiencies, if present.

e Take specified operator corrective actions as directed by the TM
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e Complete the applicable blocks on a DA Form 2404 or 5988E IAW DA Pam 738-
750

e  Submit completed DA Form 2404 or 5988E to appropriate maintenance authority

5-7 Shut Down and Re-Start Both C2PC and TMS Broker

The TMS Broker looses connection with the C2PC Gateway. To remedy this condition the MAA is
required to stop and start both the TMS Broker and the C2PC Gateway Services. The following
steps describe how to perform this required operation. With this release of the MCS product, this

action is required every 4 to 6 hours to prevent the loss of connection or if the COP is being
cleaned.

1. Stop the TMS Broker.
2. Stop the C2PC Gateway Manager.
3. Start the C2PC Gateway Manager.
4. Start the TMS Broker.
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6-1 MCS Database Restore

6-1.1 MCS Database Restore Procedure

After completing the software installation of the Server, the MCS database needs to be restored.

The following steps describe the procedure necessary to configure the initial MCS Database.

1.

N o o b~ D

Start the Enterprise Manager by selecting Start, Programs, Microsoft SQL Server,

Enterprise Manager.
Expand Microsoft SQL Servers.
Expand SQL Server Group.

Expand your server group (e.g., D_ REAR_SVR (Windows NT)).

Right-click on Databases.
Select All Tasks.

Select Restore Database. The Restore Database window appears.

'Tii SOL Server Enterprise Manager - [Console RootiMicr -|0O] x|

E%] File  Action  Wew Tools  Window  Help

===

« 5| a@E2EBE| 2]k

NB A

|- Consaole Root

Microsoft SOL Servers 1 Ikem

El--ﬁ SOL Serwver Group
- {Gly DREAR (Windows NT)

oy

Mew Database. ..

i

SOL Server
Garoup

--l:l Daka
Cl Mang Backup Database. ..
Cl Repli : Restore Database. ..
D Secy Wew wWindow From Here Attach Database...
#-{1 Supp
: Refresh
-1 Meta Import Data, ..

Help Export Data...

Copy Database Wizard. .,

Figure 6-1 Start Enterprise Manager
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8.
9.

182

Restore database

General | Optiohs |

Bestore az database:

Restare: %' [Database " Filegroups or files " From device

— Parameters

Show backups of databaze; Imaster

Lef Lo

First backup to restore: I

™| Paint in time restare; | |

Restare |Tj,l|:ue |BackupSetDate |Size |Hest|:ure Fram |Backup Set Mame |

1] | R
Eroperties |

k. I Cancel | Help

Figure 6-2 Restore Database General Tab

Enter “mcs_db” in the Restore as database text field.

Select the Restore From device option button. The Restore Database window.
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Restore database b x|

Feneral | Optiohs |

Bestare az database: IMES_DE j
Restare " Database " Eilegroups or files
— Parameters
Devices:

Select Devices.. |
Bachup number: |1 YWiew Contents.,..
* Restore backup set

= Database - completes
" Databage - differential
" Tranzaction log

" File or filegroup

" Read backup zet infarmatian and add ta backup histary

k. I Cancel Help

Figure 6-3 Restore Database from device window

10. Accept other default settings.

11. Select the Select Devices button. The Choose Restore Devices window opens.
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Choose Restore Devices ﬁl

YWhen the backup iz restored, 5 0L Server will atternpt bo restore from the
devices listed below.

Backup zet; |[L|nknu:uwn]
Restare frarm: o kac " Tape
Dew:e Hame | | Add... I
| Ed |
| Bemoye I
| B emose Gl I

tedia verfication option

[ Only restore from media with the: fallowing name:

fdedia name:

| k. I Cancel

Figure 6-4 Choose Restore Devices Window

12. From the Choose Restore Devices window, select the Disk option button.

13. Click the Add button. The Choose Restore Destination window opens.

Choose Restore Destination il

Select the file name or backup device to uze for the restore
=) operation, Backup devices can be created for files that you
uze frequentiy.

" File name:

|D:amcsa5haredmataa |

" Backup device:

| ¥
] I Cancel |

Figure 6-5 Choose Restore Destination Window

14. From the Choose Restore Destination window, select the File name option button.
NOTE
In this window do Not select the OK Button at this time.

15. Click the “...” button. The Backup Device Location (Local) window opens.
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Backup Device Location - DREAR ]

=7 Shared

- Certificates

- Contralz

SRS Dt

E]..D Mezeng

----- ~&irTracks FOT

..... ~AUHI FOT

----- “InztallationFants. FOT
----- “PowerBarz FOT
----- ~“SinglePaint. FOT
----- ~“SpecialCZHO.FOT
----- ~UnitFontz. FOT

----- SirT racks. nf

----- AirTracks, 4z

----- ascdb.mdb

----- ALUHI |
File name: I
Selected file; D:AMCShSharedhD atah,

x|

Figure 6-6 Backup Device Location Window

From Backup Device Location window, navigate to the <drive letter>\MCS \ Shared \

Data folder.
Select the Sgl_mcs_db file.

Click OK. The Backup Device Location window closes, and the path and file name

appear in the Choose Restore Destination window.

From the Choose Restore Destination window, verify that the file name is correct.

Click OK.

From the Choose Restore Devices window, verify that the file name is correct.
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Choose Restore Devices

YWhen the

backup iz restared, SOL Server will atterpt to restore fram the

devices lizted below.

Backup zet; [ b o)
Restore from: * Disk £ Tape
Device name |

D:AMCSAS haredDatabSgl_mecs_db

Edit
Bemave
R emowe All
tedia werfication option
[ Orly restare fram media with the fallawing name;
tedia nanme:
[k Cancel

Figure 6-7 Choose Restore Devices Window

22. Select OK. The Restore Database window appears.
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Restnre datahase x|

eneral I Oplionz |

Fiestore az database: Imcs_u:ll:u LI
Rastore: " Databaze £ Filegroups o fil=s & Fram device
— Parameters
Devices; D:AMCSAShared\Data\Sgl_mes_db

Backup number: |1 Wiew Contents. .
* Restore backup set

e [Database - complete
" Databage - differential

i Transaction log

™ File or flegroup

" Feadbackup set information and add to backup history

()4 Cancel Help

Figure 6-8 Restore Database Window - Devices Selected
23. From the Restore Database window, verify information is correct.
24. Click OK. The Restore Progress window appears.
NOTE

At first the Restore Progress window progress bar appears as though nothing is being
accomplished. After a pause, the progress bar will show progress as data is being passed
into the database.

Restore Progress X|

SCL Server iz currently in the process of restonng the
backup zet

R estaring: File 1

Progress: ENEEENNNNEENNNEENENDE

Figure 6-9 Restore Progress Window
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25. When the restore process is finished, the SQL Server Enterprise Manager confirmation
window appears.

I50L Server Enterprise Manager EI

1 J Restore of database ‘'mes_db' completed successfully,

Figure 6-10 SQL Server Enterprise Manager Confirmation Window

26. Click OK.
27. The MCS database is now restored.

6-1.2 Creating a New User

Now that the MCS database is restored, a user must be created to use the database.

NOTE
For SQL database replication, a mcsuser account (login & password) MUST be present.

1. From the SQL Server Enterprise Manager window, verify mcsuser does not exist in the
Logins Name area. If mcsuser exists, delete it.

2. Select Security and right-click on Logins. A pop-up menu appears.

i SOL Server Enterprise Manager - [Console RoobMicro: _ O] x|
E%] File Action Wew Tools  wWindow  Help ;lilil
¢=-P||><IE'|I§|%E NE B LG

CI Console Rook || Logins 4 Items
=] Microsoft SCL Servers W 2 |

£ SQL Server Group 8 BLILTIN| Administratars
mcsguy

=iy DREAR (Windows WT)
[#-_] Databases =

{:l Data Transformation Service sa

-] Management Hasde

-] Replication

El{:l Security
ca MWew Login, .,
¥ Lir yiew b
ﬁ RE  Mew Window from Here
[+]-- Suooo
al Refresh | _hl
| Expork List. .. |
Help

Figure 6-11 SQL Server Enterprise Manager Window
3. Click on New Login. The SQL Server Login Properties window opens.
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SOL Server Login Properties - New Login

Authentication

 windows Suthentication

[Mamait: j

Secunty azcezs

£ Grant access

{ Deny aceess

¥ SOL Server Authentication

EERETE

Pazsword:

Defaultz
Specify the defaulk language and databaze for thiz login.

Databaze:

Language: I <Defaulty j

0k, I Cancel | Help |

Figure 6-12 SQL Server Login Properties Window - General Tab

From the General tab, enter the SQL Login User name (“mcsuser”) in the Name field.

From the General tab, select the SQL Server Authentication option button and enter the
associated password.

6. Inthe Database box, click the down arrow. A drop-down list of databases appears.
7. From the list, select MCS_DB.

8. Click the down-arrow in the Language box. A list of languages appears.

9. From the list, select <Default>.

10. Select the Server Roles tab in the SQL Server Login Properties window.
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SQL Server Login Properties - New Login ﬂ
Genera 'J atabaze Access I

Server Roles
% Server rolez are uzed to grant server-wide secunty privileges to a
login.

tem &dminiztrators

1% Security Administrators
1% Server Administratars
1% Setup Administrators
1% Process Administrators -
1% Disk Administrators

1% Database Creators |

— D escription

Can perform any activity in the SOL Server installation.

Properties |

| E I Cancel | Help |

Figure 6-13 SQL Server Login Properties Window - Server Roles Tab

11. From the Server Roles tab check System Administrators (see the figure above)

12. Select the Database Access tab.
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SQL Server Login Properties - New Login il

Gereral I Server Foles Databaze Access )
o

Specify which databazes cah be acceszed by thiz login.

Fermit  |Databaze |User -
@ MCS_ DB mosuzer

O M arthwind

1B master

OB model

B madb (o]
= I -]

D atabaze roles for 'MCS_DEY

Permit in Databaze Fole

public
1€ db_owner
1 € db_accessadmin
1€ db_securityadmin
1€ db ddladmin =l

Properties |

2k, I Cancel | Help |

Figure 6-14 SQL Server Login Properties Window - Database Access Tab
13. From the Database Access tab, select MCS_DB in the upper frame.

14. From the lower frame, Database Roles for MCS_DB, select public.

15. Select OK. The Confirm Password window appears.

Confirm Password 2=l

[Hd paszword; I

Confirmn new pazsword:

Ixxxxxxx

aF. I Cancel

Figure 6-15 Confirm Password Window

16. Enter the account password in the Confirm new password box.
17. Click OK. The account login and password are now set for database use.
18. Close the SQL Server Enterprise Manager.

6-2 Message Data Replicator (MDR)

6-2.1 Introduction to Message Data Replicator (MDR)

191



SAM

The MCS Message Data Replicator (MDR) application can be used to process incoming USMTF
and JUNIT messages into the database. Typically it is used on the units SQL Server box. The
SQL Server MCS_DB functions as a central database server for MCS machines.

6-2.2 Set Up the MCS Lookup Table

The MDR uses the MCS_Lookup.mdb access database to translate between values received
from the message and the data source MCS_DB. To ensure that consistent values are used
between the MDR and the MCS_DB this database needs to link in one of the MCS_DB tables.
Link in the table Org_Symbol_Code from the SQL Server MCS_DB into this database. Call this
linked table ORG_SYMBOL_CODE.

To link tables from the SQL Server MCS_DB to the MCS_Lookup.mdb follow these steps:

NOTE

Copy the <drive-letter>:/MCS/Shared/Data/MCS_Lookup.mdb file from the MCS
Workstation System onto the Server System into the same folder if the MCS_Lookup.mdb
file does not exist on the Server System.

1. InWindows Explore, navigate to the <drive-letter>:/MCS /Shared/Data folder.

2. Double-click on the MCS_Lookup.mdb file. The Microsoft Office Access window opens.
Click Yes. Depending on the level of security, you may experience security warnings of
the file being opened. You can safely ignore both of the security warnings as shown here
by clicking Open. The MCS_Lookup:Database window opens.

x
Security Warning: Unsafe expressions are not blocked.

To black unsafe sxpressons, Mcrosoft Jat 4.0 Service Pack § or later most be installed. To get the latest verson of
! ": et 4.0, oo bo Rt [iwincdovesupdate, microsoft. com.

‘TAMCS SharedDataliCS_Lookup. mdb' may not be safe to open if & contains expressions that wers intended to
hearm seour computer. Do you want bo open this file?

HidsHelp << | OpeninHelp window |

|Mi[:r|:|5nft Jet 4.0 Service Pack B or later must be installed to block unsafe expressions without
affecting commaon functionality,

Thie latest Microsoft Jet 4.0 service pack is available from Windows Update,

To block unsafe expressions, see the About Microsoft Jet Expression Service sandbox mode
Help topic, which is availabla from the link at the bottorm of this topic. |

Figure 6-16 Microsoft Office Access Window
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Security Yarning il

Cpening "DuMCS SharediDataiMCS_ Lookup, mdb"

This file may nok be safe if it contains code that was intended to harm ywour
compuker,
Do wou wank ko apen this File or cancel the operationy?

s Cancel Qper More Info

Figure 6-17 Security Warning Window

Select Tables, then right-click on a white space and select Link Tables. A Link window
opens.

Create bable in Design view
Create bable by using wizarg
Create table by entering da
Echelon_Codes

Link to SQL MCSDE ORG_SY

i3  PReports

SwrnbolCodes
*@] Pages YMF_Caunkey
7 Macros WMF_Echelon
WMF_Entitiesk4
WMo YMF_EntitiesRS
T YMF _SubEntitiesks
G Favailtes WMF_SubEntitiesRS

Ooooo oo E oo s E

WMMF_Symbol_DimensionF.4

F
b

Figure 6-18 MCS_Lookup: Database Window
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Yiew ]
Arrange Icons ]
=‘-; Impart...

%3 Link Tahbles. ..

el
“F. |

i'g Relationships...

ﬂ Yisual Basic Editar

Figure 6-19 Pop-Up Window - Link Tables

4. Inthe Link window that opens, set Files of type: to ODBC Databases. A Select Data
Source window opens.

=]
Look in: Iur_‘l My Diocuments j @ - (X '-Q, X T B

2 EﬁMy eBooks

My Recent
Docurments

+ Tools =

(i ] File: pame: - Uil |
MMy MNekwork, I J —

Places Files of Eype!  IMicrosoft OFfice Access (%, mdb;* mda;* mde) - | Cancel i
HTML Docurments (*,heml;* . bkm) -] -
Outlook(y

Paradox (*.db)

1atabases U
Figure 6-20 Link Window

5. Select the Machine Data Source tab in the Select Data Source Window. Locate the

SQL Server you want to link to, select this server and click OK. The SQL Server Login
window is displayed.
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Select Data Source N ﬂﬂ

File Data Source  Machine Data Source |

D ata Source Mame | Type | Description
converter Syztem
dBASE Files IJzer
drear-guy System  drear-guy
E el Files I zer
LocalServer System
System
MCE-ZEryer Swztem  mos-server
M5 Access: Databaze I zer

Mew. ..

& Machine D'ata Source iz zpecific to thiz machine, and cannat be zhared.
"Uzer' data zources are specific to a user on thiz machine. "Spstem’ data
gources can be uzed by all uzers on thiz machine, or by a system-wide service.

k. I Cancel Help

Figure 6-21 MDR Select Data Source Window

selected. The Link Tables window will then be displayed.
Diata Source; darnain_file_source. dzn Ok

[T Usze Trusted Connection Cancel

Login 10 Imcsuser Help

Trlet]

Pazzword: I’"‘“’”‘"] Options »»

Figure 6-22 MDR to SQL Server Authentication Window

7. Inthe Link Tables window locate and select the dbo.Org_Symbol_Code.

Select the Use Trusted Connection or enter the appropriate Login ID and Password as
shown in the SQL Server Login window below. Click OK to connect to the SQL Server
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Link Tables el |
Tables |

dba. Crg_fssoc ;I (8] 4 I
dbo. Org_fssoc_Tvpe_Code
dbio, Org_Combat_Effectiveness_Code e |
dbo. Org_Headquarters_Task_Force_Code
dbio, Org_Opl_Reinforcement_Code
dbo, Qrg_Cpl_Status Select Al |
dbio, Org_Rediness_Condition_Code

- Deseleck Al |
dbio, org_view
dbo. Cverlay_Additional_Data

dbo, Crg Service Code
dbio, Overlay_Twpe Code LI [ save password

‘dbo, Org Symbol Code

Figure 6-23 Link Tables Window

8. Select the Save password check box and click OK. The table is now linked and named
dbo_Org_Symbol_Code.

9. Rename the linked table to Org_Symbol_Code by right-clicking on the
dbo_Org_Symbol_Code; select Rename and make the necessary change.

Cbjects Create table in Design view
E]  Tables Create kable by using wizarg
Ej Queties Create table by entering da
= F : W Cpen
B E e =] Echelon_Codes g =P
48 Reports = symbolCodes & Design view
%5 Pages =] WMF_Country = PErint
7 Macros ] WMF_Echelan 4, Print Preview
1 WMF_EntitiesR4
- Zuk
Modul g Cut
W Modes 1 WMF_EntitissRS
. =3 Copy
Groups 1 WMF_SubErkitiesR
£ Save As
&l Favorites || — VMF_SubEritiesR
1 ¥MF_Symbol_Dime Expart...
Send To r
|
Add to Group b
Create Shorkcut...
>< Delete
1 Rename

ﬁ" Properties

Cbject Dependencies. .
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Figure 6-24 Rename the Linked Table

6-2.3 Creating a New Data Source

A Data Source is an access point to a remote database. Many applications use configured Data
Sources to connect with remote databases. The following steps outline the procedure required to
create a new data source.

1. Start the Microsoft Access Data Base Utility as in previous section (Set Up the MCS
Lookup Table).

2. Open the Select Data Source window.

Select Data Source 2=

File D ata Source Bk achine Data 5ource I

Look jr; IData Sources j

@ drnair_file_zource. sk

@ drear.dsn

DSMH Mame: ddnmair‘ J Hew. .

Select the file data zource that dezcribes the driver that you wizh to connect ba.
Y'ou can uze any file data source that refers b an ODBC diiver which is installed
ar paur machine.

k. I Cancel Help

Figure 6-25 Select Data Source Window

3. Select the File Data Source tab as shown above.

4. Enter a new data source name into the DSN Name field. In this sample exercise we
have entered the DSN Name of “domain.”

5. Click the New button. The Create New Data Source window opens.
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Create New Data Source El

Select a driver far which pou want to zet up a data source.

H ame I W :I
Microzoft FoxPro WP Diriver [*.dbf] 1.
Microzoft JDEBC far Oracle
Microzaft Paradax Drver [F.db ]
Microzoft Parados-Treiber [*.db |
Microzoft Test Driver [tk * cav]
Microsaft Test-Treiber [*.tit; * cav]
Microzoft Visual FoxPro Dhiver
Microzoft Wizual FoxPro-Teiber

o Ernsrn i et i i R

-

gdvamed...l
4 Back I Mest = I Cancel |

Figure 6-26 Create New Data Source Window

6. From the Create New Data Source window, select SQL Server.
7. Click Next.

8. Enter the filename you want to save the data source under.

Create New Data Source . x|

Typa tha narma of tha file data zource pou want to zava
thiz connection to. O, find the location to sawve to by
clicking Browsze.

‘ domain_file_source Browse. .. |

< Back I Mest > I Cancel

Figure 6-27 Create New Data Source

9. Click Next to see a summary window.
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Create Mew Data Source

3|

Yhhen vou click Finish, you wil create the data sowce

which you have just configured, The driver may prompt wou
for more nformation,

File Data Sounce =]
Filename: domain_fle source
Divver: SOL Server

Figure 6-28 Create a New Data Source to SQL Server Window

10. If the information is correct click Finish The Create a New Data Source to SQL Server
window opens. Otherwise click Back.

11. Using the Server field pull-down, select the SQL Server you wish to connect with. This

may take a second while the computer looks for available SQL Servers. In the example
below we have selected the DREAR server.

Create a New Data Source to SOL Server x

T hiz wizard wall kelp you create an ODBC data source that you can use to
connect to SAL Server,

Mame: [rlr':'lF:E"- file saurce

How do pou want to describe the data sounce?

Description: |S ample Exercise

Ywhhich SOL Server do you want to connect ta?

Server: j

[ Fiish | Mew> |  Cancel Help

Figure 6-29 New Data Source to SQL Server

12. To access the SQL Server, you will be prompted for authentication, enter the login ID
and password of the SQL Server you are connecting to.
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Create a New Data Source to SOL Server El

Howy should SEL Server werify the authenticily of the login D7

£ With Windows NT authertication using the netwark login 1D

o 'With SOL Server authentication using a login 1D and password
entered by the uzer.

To change the netwark ibrary uzed to communicate with SEL Sereer,
click Cliznt Configuratiar.

Client Configuratior...

Connect to SEL Server to obtan default sethings for the
[¢ Lomn L Servertac
additiotial configuration options.,

Login ID: Imcsuser

:xxxxx:1

Pazsword: |

< Back I Mest » I Cancel Help

Figure 6-30 SQL Server Authentication Login ID and Password

13. The Create a New Data Source to SQL Server window is displayed.

Create a New Data Source to S0L Server il

[ iChange the default database bod

|MCS_DE ]

l [T Attach database filename:

= Ereate temporary stored procedures for prepared S0HL statements
arid drop the stored pracedures:

€& Onlywhen pou disconnect,

wiheninou dizconnest and &z approprate while you are
contected.

W Use AMS| quoted identifiers.
W Usze aMS| nullz, paddings and warnings.

= |Tze the falover SHL Server if the primary SEL Server & nok
awvailable;

< Back I Hest > I Cancel Help

Figure 6-31 New Data Source to SQL Server ANSI parameters

14. Click Next to continue creating a new data source to the SQL Server, the following
window is displayed.
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Create a New Data Source to SOL Server B ﬂ

[T iChange the language of SOL Serer system messages tod

| Englsh =l

[T Use strang encryption for data

¥ Peiform translation for character data

Uze regional zettings when autputting currency, numbers, dates and
L himes.

[T Save long running queries to the log file:

IE:'\DEIELIME”1 hadminiztrator D45 ocal SettingzhT Browse.. |
Long query time [milliseconds]: |3|:||:||:||:|

[~ Log ODBC driver statiztics to the log file:

IE:'&DEIELIME’W badririztrator | D45Local SettingshT Browse,., |
< Back I Finizh I Cancel | Help |

Figure 6-32 New Data Source to SQL Server translation parameters

15. Click Finish. A summary window appears. Click OK

ODEBC Microsoft SOL Server Setup El

& new ODBEC data source will be created with the following
configuration;

Mizrozaft SOL Server ODBC Drver Wersion 03.85.1022 ;I

Data Source Hame: dmain_file_zource

[ata Source Description: Sample E=ercige
Server MCS-SERVER

D atabaze: [Default]

Language; [Default]

Tranzlate Character Data: Yes

Log Long Running Queres: Mo

Lag Driver Statistics: Hd

Uze Integrated Security: Mo

Llze Regional Settingz: Mo

Frepared Statementz Option; Drop temparary procedures ok
dizconnect

LIze Failover Server: Mo

Uze AMSI Quoted Identifiers: Yes

Lize AMSI Mull, Paddings and “Warnings: Yes
[ ata Encyption: Mo

L2

Test Data Source. .. I k. | Eanu:ell

Figure 6-33 ODBC Microsoft SQL Server Setup Window - Summary
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16. From the ODBC Microsoft SQL Server Setup window click the Test Data Source button.
The test results are displayed.

SQL Server ODBC Data Source Test El

— Test Resultz

Microsoft SEL Server ODBC Driver Yersion 03.85.1022 ﬂ
Running connectivity bests.

Attempting connection

Connection established

Werfuing option settings

Dizconnecting from server

TESTS COMPLETED SUCCESSFULLY!

Figure 6-34 SQL Server ODBC Data Source Test results
17. Click the OK button to close the Data Source Test window.
18. Click the OK button to close the SQL Server Setup window.
6-2.4 Startup MDR

1. In Windows Explore, navigate to the MDR folder in the MCS Installation directory.

2. Double-click the MDR.exe to start the MDR. The Message Data Replicator window
opens. MDR establishes a connection to an Outlook email account on the local machine.
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File

%4 Message Data Replicator =170 =]
Help
MDA Inlroduciian “MOR Intaduction
g;r::éﬁ:izg Messaging Data Replicate Manager
= Reception Product Developer
B Transmission Ldvanced Ballespace Solubons Diectorste
Mezsage Log CECOM, SEC
Fr. Monmauth, Mew Jerzep 07703
Product M anages
Pdi Maneuwwver Contial Syelems
PED C35, PW ATCCS
Fi. Monmouth, Mes Jersep 07703
 Time lgfl foa

MNaut trangmizzion n; OFF chem Slahus Sa DR I

Figure 6-35 Message Data Replicator Window

s Message Data Replicator = =] ]

Eim

Help
MO Inboduction DataSources —
Cuirent Status
& datazource i & cannechon bo e databaze. Datawal be ztored to both the
& Eeception ::rlll:nrgg.i and Backup data sowces. Transmeszions will only wse the Primane data
¥ Transmizzion :
Message Log )
Primay Datazourca =] Test Frimary |
7 Enatle Piocessmng to Priman DetaBowce
Backup Datazowce [ E‘ Test Backup |
7| Enable Fiocessng to Backr FABGUIGE
[~ Tiene left fce
Hext trargmizsan in OFF
[ Cument Status P I
Figure 6-36 Message Data Replicator Window - DataSources Selected
3. Select DataSources in the left pane.
4. Inthe Primary Datasource drop-down menu select the data source you want to use as

your primary connection.
5. In the Backup Datasource drop-down menu select your backup data source.

Click the Test Primary button to verify that you have connection to your databases. If the
button turns green, you have good database connectivity. If the button is red, there is no
database connectivity.

7. Click the Test Backup button to verify that you have connection to your backup
database.
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6-2.5 MDR Reception Options

1. From the Message Data Replicator window, select Reception.
2. In the Reception area of the window, select the Process incoming emails option.
NOTE

If you want to delete emails after they are processed, select the Delete emails after
processing check box.

® o Message Dota Replicator =11 x|
fie  Help

MDA Inroduchion
Cuerd Sealus
DataScuces
2 Resaption
Mestage:
JUnd Ogbons
JUnit Ewclusion Fieting
ACD
Eromy Unt Dplions:
® Tesngmesgon [T Copy pioces

L | coeef oy b ety J

Tirme lefl fiox

Head rsnamigson i OFF ]m
Figure 6-37 Reception Item - Process Incoming Emails Selected
3. Under Reception, select Messages.

s Message Data Replicator ;Jgﬂ

Eie  Hep

MDA Inlroduchon —Messages —

Cuirent Shalus Check. a message b process

DrataSounzes
= Recephon

1 [5303) ENEMY INTERDP
1 [F75E]4IR CONTROL ORDER
JUnk Dphans o
JUnik Excluzion Fiterig 1 [5B0F FRIEMDLY UNIT POSITION UFDATES
ACO
Enermy Uret Optionz
F Transmizsion

Mestage Log

[~ Time lefi fioe
et bansmission i OFF [idie: & awe Optin I
=] e

Figure 6-38 Message Data Replicator window - Messages to Process Selected

4. Select the check marks for the types of messages that you want to process.
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5. Under Reception, input the required information for Junit Options, Junit Exclusion

Filtering, and ACO.

6. Under Reception, select Enemy Unit Options.

* s Message Data Replicator

= I [l £
Ein  Help
MO Inkoduchon Encers it i
Cumerd SEatus
DataSoucet
= Retepbon
Medsages
P Fulf F
Unk Dgtions [ H::ﬁltmh ul Rled [deleling curent
JUnd Ewclusion Filsdrg

6 Hmumu@

Tiro left foe

Heod snsresson i OFF

ll* Save Dpbore

Figure 6-39 Message Data Replicator Window - Enemy Unit Options Selected

7. The Process Each Full Red check box will delete the old red picture prior to a new S309
message being processed. Adjust the variable for time between full red pictures.

6-2.6 MDR Transmission Options
6-2.6.1 Filter Addressing Option

1. Under Transmission, select Filter Addressing.

s Message Data Replicator

] S
Elle  Help

MOR Introducton Filber Addessing
Cumrent Status Address Message Fiker
DataSources :
[= Reception ] I ﬂ I j [
Tﬁfyﬁms Address | Message Type | Filies Name |
JUrit Exclusion Fikering
ACD
Eresrg Unit Ophians
[= Trargmission
Filter Addieszing
Meszage Header Aefresh List [ Aemove I Add
Message Log

—Time ledt for

Nest ranemission ik OFF

Save Oplions

Figure 6-40 Message Data Replicator Window - Transmission Filter Addressing Selected
Add an Address
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1. Foreach Addressee, enter the email address, select the message type, and select the
filter if appropriate, then click Add.

2. Repeat for each addressee.

3. Click Save Options to save the settings.

Refresh Address List

1. Click Refresh List button. Address list refreshes with latest changes.

Remove an Address

1. Select the address and then click Remove.
2. Repeat for each addressee.
3. Click Save Options to save the settings.

6-2.7 Message Header Option

1. Under Transmission, select Message Header. Add your required information.

%ils Message Data Replicator = = [m] 1|
Eie Help
MDA Inlroduction ~Message Headers
Cuirent Stalus :
DalaSouces Transmession Standard 1993 =
B Hacenton —Hlizsion 10 - MANDAT ORY —[Comm Header - MANDATORY . ———
Meszsages "
JUnk Opbans I+ IExhcien Code Mams Clazs -
JUnik Exclugion Fikering li e lﬁ
A0 _
Enemy Uit Opbion: € Operalicn Frecedence =

B Transmizsion
Filer dddieszing

Mezzage Header
Mezzage Lo

Tirne left fee

Mext hiansmisson i OFF [idie I
Save Ophon:

Figure 6-41 Message Data Replicator Window - Transmission Message Header
Option Selected

Select either Transmission Standard USMTF 1993, 2000, or 2004.

If real units are being used, set the Mission ID to Operation. If this is only an exercise
set this to Exercise.

w N

4. Select a classification from the Class drop down, select Information or Action from the
Info or Action drop- down, and select either Routine, Immediate, Priority, or Flash from
the Precedence drop-down.

5. Click the Save Options button to commit changes.

6. Close the Message Data Replicator window. MDR is now configured and started.

6-3 Database Management Utility
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Introduction to Database Management Utility Tool

The Database Management Utility tool is used to help assist the System Administrator in
performing database maintenance, setting up replication, synchronizing servers, and viewing the
replication status.

6-3.2 Replicator Environmental Checklist

The following SQL Server Replicator environmental checklist of information should be verified
before starting the Database Management Utility:

1.

Verify Hostname Resolution.

Verify that each server participating in replication can ping the other servers using the
servers hostname. If a server cannot be pinged by host name, then the server is not
registered with the Exchange Server. If you are unable to register, then you will need to
hard code the hostname and IP in the .../etc/hosts file

Verify Server Date/Time.

Verify all the servers participating in replication are in the same time zone and are set to
the same time

Verify SQL server Timeout Setting.

The following needs to be modified to allow SQL server time to connect to other servers.
If the network connection is slow, SQL Server will timeout thinking the server is not
reachable. The following steps will change the timeout setting and waits until a
connection has been established:

a. Open SQL Server Enterprise Manager.
b. Click on SQL Server Group to highlight.
c. Click on Options.
d

In the SQL Server Enterprise Manager Properties window, click the Advanced
Tab.

Under Connection Settings, change the Login time-out = 60

bl 0]

Click OK to close the window.
Verify SQL Server Processes Running as Administrator.

For replication to function correctly, the following SQL server processes need to be
modified to run using the Admin account. The following are the steps to make that
modification:

a. Open services: Start, Programs, Administrative Tools, Services.
b. Right-click on MSSQLSERVER process and chose Properties.
Click on the Log On tab.

Choose This account.

Click the Browse button.

-~ o o 0

Click on the Administrator User and click OK.

In the MSSQLSERVER Properties window, Enter the Password/Confirm
Password for the Admin.

Q

=

Click OK to close the window.
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5.

6.
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i. Repeat the above steps for the SQLSERVERAGENT process as well.

j-  Right-click the SQLSERVERAGENT process and choose stop.

k. Right-click the MSSQLSERVET process and choose restart.

. Right-click the SQLSERVERAGENT process and choose start.
Register SQL Server as the hostname

Verify that the registration for the database server is not registered as local. Replication
will not work if the server is not registered as the host name of the server where the
database resides. If it is defined as local remove the registration and reregister as the
server name:

Remove the local Server Registration:
a. Right-click on the local server and choose Delete SQL Server Registration.
b. Click Yes for are you sure.
Register a Server:
a. Right-click on SQL Server Group.
b. Click on New SQL Server Registration.
c. Click Next.
d

Under Available Servers, type the host name of the server you want to register
and click Add.

Click Next.

Choose SQL Server Login information. and click Next.

b ()]

g. Enter the login / password (mcsuser/mcsuser) and click Next.
h. Click Next in the Select SQL Server Group window.
i. Click Finish.
j.  Click Close to close the screen.

Verify Database Registration Name.

Verify within the database that the server name matches the host name for the server.
This will cause problems with replication if they are different. The following steps will
verify:

Verify SQL server Database Server name:

a. Open SQL Server Query Analyzer (Start, Programs, Microsoft SQL Server,
Query Analyzer).

b. Inthe Connectto SQL Server window:

e Choose your server from the dropdown list of database servers.
e Choose SQL Server authentication and enter the username/ password.
e Click OK

i. Inthe window type the following and then press F5:\. Select
@ @servername.
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ii. If the name returned is the same name as the hostname of the server,
then you are good to go.

ii. If the name returned does NOT match the hostname, then you will need
to change the SQL server database server name.

Delete the SQL server Database Server name:

a.

In the window type the following, press F5 and write down the server name:
select @@servername.

Clear the above statement from the window, type the following and press F5.
sp_dropserver ‘the-db-server-name-from-above’

Stop and start the database

Clear the above statement from the window, type the following and press F5:
select @ @servername

If the database server name is NULL, then continue to add the correct database
server name.

If it is still not NULL, then do the above again.

Add the SQL server Database Server name:

a.

o

o

Clear the above statement from the window, type the following, and press F5
sp_addserver ‘the-host-name-of-the-server’, LOCAL

Stop and Start the Database/Agent.

Clear the above statement from the window, type the following and press F5
select @ @servername

If the database server name is the same name as your host name, you are good
to go. If the database server name is still NULL, then do the above again.

7. Register all SQL Servers to Participate in Replication.

On the servers that will be participating in replication, you need to register all the servers
that will participate in replication. The following are the steps register servers within the

database:

a. Right-click on SQL Server Group.

b. Click on New SQL Server Registration.
Click Next.

d. Under Available Servers, type the host name of the server you want to register
and click Add. Keep adding until all the servers that will participate in replication
are added.

e. Click Next.

f.  Choose SQL Server Login information and click Next.

g. Enter the login / password and click Next.

h. Click Next in the Select SQL Server Group window.

Click Finish.

Click Close to close the screen.
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6-3.3 Starting the Database Management Utility

1. Select Start, Programs, MCS, Administration, Database Management. The Database
Management Utility is displayed.

ii. database Management Ukility I ]

File Replication DB Maintenance Help

| Synchrunizatiunl SOL Server Netwu:urkl Replication Statusl Debugl

Database Management
Utility

Cloze |

Ready 4

Figure 6-42 Database Management Utility
6-3.4 File Menu Item
The File menu item gives the user information about the database servers and access to the
Replication log files. There are two main log files associated with the Database Replication; DB
Maintenance Error Log and the DTS Log. The DB Maintenance Error Log displays the error

messages that are generated by the Database Management Utility. The DTS Log shows
information about the data that is transferred each time Replication is run.

1. Click the File option in the Database Management Utility window, the drop down list of
available options is displayed.

2. Click the Open Log option to view the available logs.
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i Database Management Ukility _ 10| x|
File Replication DB Maintenance Help

Cipen Log DB Mainkenance Error Log R
lic:ation Statusl Del:uugl

Truncate Log b DTS Log
Clear Log r
View DE Users

Check Servers Status

Refresh Database Management
Exit Utility

Il

Cloze |

Ready .

Figure 6-43 Database Management Utility Logs
6-3.4.1 Open Log Files

The user has the option to view either the DB Maintenance Error Log File or the DTS Log File by
selecting Open Log.

6-3.4.2 Truncate Log Files

Over time, the DB Maintenance Error Log File or the DTS Log files will grow in size. Truncate Log
will reduce the size of the logs to 1 megabyte leaving the latest information in the file.

6-3.4.3 Clear Log Files

By selecting Clear Log, the user will be able to delete all the information in either the DB
Maintenance Error Log File or the DTS Log File.

6-3.4.4 View DB Users

Information about the database users can be seen by selecting, View DB Users. The User Form
is displayed.
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ifi. Database Management Ukility =10} x|

File Replication OB Maintenance Help

Open Log a5 | S0L Server Network | Reploaton Stetus | Debug]
Truncate Log p pHen e el e eplication status | Debug
Clear Log 3

View DB Users

Database Management
Utility

Cloze |

Ready i

Figure 6-44 Database Management Utility Window - View DB USers Selected
-0/ x|

I1zers Froperties

|mcs§u§ - Mame: mesuser
Default Databaze: MCS_DE
zge i Default Language: Englizh

BLILTIMN Administrators Bl Server Roles
- Databasze Access

Cloze |
Y

Figure 6-45 User Form

6-3.4.5 Check Server Status

There are a number of parameters that need to be configured for Database Replication. The user
can view some of the server parameters prior to setting up Replication from Check Server Status.

From the File button in the menu bar, select Check Servers Status. Select a server that will be

the Publisher and check the boxes for the servers that will be Subscribers. When the user clicks

on the Get SQL Server Status button, information on the server settings will be returned. The
information will allow the user to determine if the servers are able to participate in Replication.
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i} Database Management Ukility =101 =]
IE Replication DB Maintenance Help
Open Log 3
Truncake Log 3
Clear Log »

Lo I SOEL Server Metwork I Rephcation Status I Debug I

View DB Lsers

Check Servers Status

Database Management
Utility

Cloze |

Ready i

Figure 6-46 File Drop-Down Menu - Check Servers Status Selected

il Check Setup Replication Server Status ] 1O x|

r Select SOL Server Replication Subzcnber(z]
| (] DREAR

Servers can be added or removed in the
SCL Server Metwork tab.

et SOL Server Statuz |

SCL Server Replication Status

Server | niversal Server Time .. | Current Server Timel Fing Infarmation I SOL Server .-’-'-.gentl SOL

1| | _*l

]9 | Cancel |

Figure 6-47 Check Setup Replication Server Status

The following information will be returned as a result of pressing the Get SQL Server Status
button.

Server: The name of the server
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Universal Server Time (UTC): The time in GMT. All the servers should have the same UTC
time. If not exact, they should be very close.

Current Server Time: The server time in the time zone that is set in Date and Time
Properties. The date-time should all be the same or close for all

servers in Replication.

Ping Information: This returns information about a ping from the Publisher to each
Subscriber. All packets that are sent should be received and the

average time should not be more than a couple of seconds.

SQL Server Agent: Returns if the SQL Server Agent is running. This needs to be

running for Replication to function. It can be started remotely with

the SQL Server Service Manager.

SQL Server Name: Returns the SQL Server servername. The name must be the same as the
Server name. It cannot be "Local" or greater than 14 characters.

Version of SQL Server: Returns the version of SQL Server on each server.
MCSSQLSERVER & SQLSERVERAGENT: This returns the owner of these two processes. The
owner must have server administrator privileges.

MCSUSER Exists: This will check and see if the user MCSUSER exists in the MCS
database and it will return the name of the MCS database.

6-3.5 Replication Menu

The Replication menu allows the user to configure, modify, remove and manage Replication.

i. Database Management Ukility =101 %]
Fil= | Replication DB Maintenance  Help

Configure Replication

R e Server Netwu:urkl Replication Statusl Dehugl

Cleanup Subscribers

Fause Replication
Fesume Replication

Cleanup Replicating Tables Database Mana g ement
Utility

Cloze |

Ready A

Figure 6-48 Replication Menu Item

6-3.5.1 Configure Replication

This allows the user to setup or change Database Replication. The user will select a server to be
the Publisher and then select the other servers that will be participating in Replication as
Subscribers. The time interval that Replication runs is then set. Any data changes made to the
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publishing server will be sent to the subscribing servers when Replication runs. Changes made to
the data in the database on a subscriber will be sent to the publisher when Replication runs and
when Replication runs again the changes will be sent to the other subscribers. See the Select
Publishers & Subscribers window.

if. Select Publishers & Sub: x|

Servers:

Publisher Subscriber

[~ " DREA&R

Replicate every |1|:| 3: minLkes

] | Cancel |

Figure 6-49 Select Publishers & Subscribers

6-3.5.2 Remove Replication

To stop Replication select Remove Replication. This will stop Replication by removing all the
Replication processes on all the servers that are configured for Replication. This should be done
before the network between the serves is disconnected or servers go offline.

6-3.5.3 Cleanup Subscribers

If a server is having trouble connecting to the Subscribers through the Replication subscriptions,
there may be a problem with the subscriptions. Cleanup Subscribers will remove the subscription
and redefine the Subscribers subscriptions. Once this has been completed, Replication should
function normally.

6-3.5.4 Pause Replication:

If the network bandwidth is needed for another reason, and the user would like to temporarily
suspend the flow of replicated data over the network, select Pause Replication. This will gueue
up all the database changes on each of the servers. When Replication is resumed, the data will
be replicated to the other servers defined in Replication.

6-3.5.5 Resume Replication

This will resume database Replication and all changes that were queued up in the database while
Replication was paused will be replicated to the other servers defined in Replication.

6-3.5.6 Clean Up Replicating Tables

This will remove all unneeded data from the Replication tables to improve performance.

6-3.5.7 DB Maintenance Menu
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The DB Maintenance menu item gives the user the ability to perform some basic database tasks.

1. Click the DB Maintenance item in the Menu Bar, the drop down menu appears.

ii. Database Management Ukility =101 x|
File PReplication | DE Maintenance  Help

IIpdake Skatiskics

| etk I Replication Status I Diebug I

Backup Database
Restore Database
Shrink Database

[elete Database Data

Database Management
Utility

Claze |

Ready b

Figure 6-50 DB Maintenance Drop Down Menu list
6-3.5.8 Update Statistics

The Database Management System (DBMS) keeps statistics about the data in the database
tables. It uses these statistics to determine the best way to run a query to maximize performance.
Over time, as data is added and deleted, the statistics may become obsolete. This may slow the
performance of the database. When Update Statistics is selected, this information is updated to
reflect the current data in the database. It is recommended that Update Statistics is run
periodically. This will keep this information current and should improve performance.

6-3.5.9 Backup Database

If the user wants to save a copy of the database on the server he can select Backup Database. It
will save the database to a file that can be restored on this server or another server.

NOTE

The user should not back up a database that is involved in Replication. A database
involved in Replication is altered for Replication and may not function properly when
restored.

6-3.5.10 Restore Database

If the user has a backup copy of a database, selecting Restore Database will restore it.

NOTE
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A database involved in Replication cannot be restored. Remove that server from
Replication prior to restoring the database.

6-3.5.11 Shrink Database

All transactions made against the database are logged in the database. This information is used
to restore the database from a catastrophic failure. This logging takes up hard drive space and is
not automatically returned to the operating system when the data is no longer needed. The user
can return this space to the operating system by selecting Shrink Database.

NOTE

The user should backup the database prior to running Shrink Database since the
transaction logs will be purged and data may be lost if there is a database failure.

6-3.6 Synchronizing Database Data Tab

The user can synchronize some of the MCS data between servers from the Synchronize tab.

ii. Database Management Ukility =101 x|
File Replication DE Maintenance Help
Irtraduction 1500 ServerNetwnrkl Replication Statusl Del:uugl
5 .
EIYETS s
Source Target I_ e
olders
[ " DREAR :
[ Owverlays ¢ Graphics
[ Filters
[ Org Groups
— Type
{” Feplace Data * Update Data
Synchronize Data
Close |
I
IFIead_l,l o

Figure 6-51 Synchronization Tab
6-3.6.1 Synchronizing data between 2 or more servers

1. Select the servers: In the Server pane, select which server is going to supply the data
(Source) and which servers are going to receive the data (Target).

2. Select the data: In the Objects box, select the objects to synchronize.

3. Select the synchronization type: The user will then select the type of data transfer,
Replace Data or Update Data.
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e Replace Data: This will remove all existing data in the Target database(s) for the
objects selected and then the data from the Source database will be inserted into the
Target database(s).

e Update Data: If the user doesn't want to remove the existing data on the Target
database(s), select Update Data. This will insert any new data and update the
existing data with the data from the Source database.

4. Click the Synchronize Button: When the user has completed choosing the options, click
the Synchronize Data button. A popup progress window will show the progress of the
synchronization and let the user know when synchronization has completed.

6-3.7 The SQL Server Network Tab

The network of servers that can participate in Database Replication or data synchronization, are
identified here. The user can also setup the server to check connectivity to the other servers that
are involved in Replication.

ifi.Database Management Utility 10| x|

File BEeplication DB Maintenance Help

Intru:uduu:tiu:unl Synchronization | SHL Server Hetwork I R eplication Statusl Del:uugi

select SHL Server Group ISI]L Server Graoup j

—Add/Remove Servers —PFing Froperties
Avallable Servers Current Servers ™ Enable Ping
I i =BTVl | Status | Ping servers every I3 3: ity
DMAIN << | | DREAR
MCS-S3SEC-TOL
MCS-SERVER I |ttt Wser Audibly
4 | l _PI Matify uzer after |1  failures

Cloze |

Feady 4

Figure 6-52 SQL Server Network Tab
6-3.7.1 Network of Current Servers

Only the servers listed in the Current Servers list can be included in Replication. The user can
add a server by either typing the name in the Available Servers box or selecting one from the list
then clicking the add button (">>"). To remove a server, select it in the Current Servers list and
click the remove button ("<<").

6-3.7.2 Ping Properties

The user can be notified that the server has lost connectivity to other servers. If the Enable Ping
box is checked, the application will check if the servers in Replication can be reached over the
network (i.e. ping-able). This will ping all the subscribers periodically. The user can set how often
to ping the servers by setting the interval in the Ping Properties. In environments where there
could be inconsistent radio communication links, the user may not be able to consistently ping the
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other servers. They can set the, "Notify user after", setting so the user will not be notified until
there are a number of consecutive failures. If a server comes back on line, the count will reset
back to zero. If a server cannot be pinged, a window will pop up identifying the server that cannot
be reached. If the Notify User Audibly is checked, then a voice will tell the user to check the
network.

6-3.7.3 Database Replication Status Tab

The Replication Status tab displays information about the current Replication scheme and
performance.

i} Database Management Utility — | ==

File Replication DB Maintenance Help

I Del:uugl
Publisher — Replication Statistics
| | Last Cycle
_ | Time | Fiecords Moved |
Subszcribers Last Cycle
Owver Lazt = Cocles
| Time | Fecords Moved |
; ] o Fastest
™| Automatically B ecanfigure Feplication e
after |1 =4 Ping failures Slowest
[T | Cleanup tables even IE 3: hours
Cloze |
Ready -

Figure 6-53 Database Replication Status Tab
6-3.7.4 Publishers & Subscribers

Displayed in the Publisher window is the server that is the Publisher in the Database Replication
network. All the Subscriber servers are listed in the Subscriber window.

6-3.7.5 Replication Statistics
This information is provided to the user to show the Replication process time and how much data
was replicated. This information will be helpful in determining the Replication interval time that is

set in the Configure Replication item from Replication on the menu. The Replication interval time
should be greater than the time it takes for Replication to run.

6-3.7.6 Automatically Reconfigure Replication

This functionality is currently not implemented.

6-3.7.7 Cleanup Unused Replication Table Data

This functionality is currently not implemented.
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6-3.8 Debug Tab

The Debug tab displays any error and informational messages generated by database
Replication.

i Database Management Ukility -0l x|

File Replication DE Maintenance Help

Intru:u:luu:tiu:unl Synu:hru:unizatiu:unl SOL ServerNetwurkI Feplication Status |

Time I Tupe | Statement |
2rH2005 1., Ping Firg &l servers
2rae00s 1., Ping Firg 21l servers
2rH200s 1. Ping Fing All servers
2ra2ans ... Ping Firg 2l servers
252005 1., Ping Fing &l servers
Clear |
Cloze |
Feady b

Figure 6-54 Debug Tab
6-3.8.1 Clear button

The Clear button will clear the display in the Debug Tab.

6-4 Configure Multilateral Interoperability Program (MIP)

MIP is located on Disk 2 of the MCS Installation CD’s. You can launch the MIP installer directly
from Disk 2. Double click the MPG.msi file located in the MIP folder of Disk 2. Follow the on
screen instructions to complete the installation. To configure the MIP Server and Gateway, review
the MIP_Installation.doc manual located on Disk 2 in the MIP folder.

To build a Multilateral Interoperability Protocol Server or Gateway, refer to the MIP
Installation/configuration instructions, “Installing a Multilateral Interoperability Protocol (MIP)
Server/Gateway”. The MIP documentation is located in the MIP folder <drive letter>\MCS\MIP
once MIP has been installed.

6-5 Track Management System (TMS) Broker
6-5.1 Overview of Track Management System (TMS) Broker

NOTE

Before continuing verify that C2PC has been installed and configured. See the MCS
Release Notes for C2PC installation instructions.
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The TMS Broker provides an interface between the Near Real Time Server (NRTS) via the GCCS
Data Provider and the Command and Control PC (C2PC) via the C2PC Gateway. The TMS
Broker will send NRTS all tracks (Units, Platforms, Organic Links, and TBMS) it receives from the
Gateway. Additionally, the TMS Broker will inject tracks (Units and Platforms) to the Gateway that
it receives from NRTS. The data exchange between NRTS and the TMS Broker is based upon
NRTS configuration settings (Administrator).

6-5.2 TMS Broker Menu Options

The TMS Broker does not require any user interaction to receive and inject tracks. The Broker is
started automatically in the Windows tray.

Figure 6-55 TMS broker system tray icon

Hovering your mouse over the TMS Broker system tray icon will quickly display the status of the
TMS Broker.

T3 Broker is Stopped
« md . 11:51 AM

Figure 6-56 TMS Broker stopped

TS Broker is Started

Figure 6-57 TMS Broker started

The user may select the following menu items via a right-click context menu.

View Log

Resume Broker
Pause Broker

Send Full Pickure
Stop and Exit

Figure 6-58 TMS Broker icon context menu

View Log

Displays logging information and the number of tracks updates and deletes received. The user
may Reset the update (Upd) and Delete (Del) numbers via the Reset button. Additionally, the log
may be Paused, Cleared and Closed via button selections. Closing the Log Window does not
stop the TMS Broker from continuing to log information. It closes the log view from the user.

Pause Broker
Pauses the TMS Broker, preventing it from processing tracks from NRTS and/or C2PC Gateway.

Resume Broker
Resumes normal TMS Broker operation.
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Send Full Picture

Forces the TMS Broker to send all C2PC tracks (via C2PC Gateway) to NRTS. This option
should be used if the user believes NRTS and C2PC may have become out-of-sync due to LAN
failure or similar. It is important to note that the full picture is automatically sent to NRTS
whenever the GCCS Data Provider is started.

Stop and Exit
Stops the TMS Broker and EXxits.

Manually starting the TMS Broker Application
The TMS Broker application is started automatically when the MCS Services Startup application
is launched.

In the event a user exits the TMS Broker from the system tray icon; you will be required to reboot
your system or manually startup the TMS Broker.

1. To start the TMS Broker, locate the application using the Windows Explorer window.
The application is located in the following path:

MCS-Installed-Directory\DataBrokers\TmsBroker\TMSBroker.exe

2. Double-click the TMSBroker.exe icon, the Login screen is displayed. Starting the
TMSBroker will add the TMSBroker icon to the system tray. Additionally, the C2PC
Gateway Login screen will be displayed.

3. Select the Server you need to connect with and enter the appropriate password. Click
OK to connect to the appropriate C2PC server and to close the Login window, the Visual
Connection Display window is displayed.

Gateway Login . x|

Connecting To:

Ilzer name:

Pazzword: I

| 0k, I Cancel

Figure 6-59 C2PC Gateway Login Window
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Figure 6-60 C2PC Visual Connection Display
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Chapter 7 Troubleshooting Scenarios
7-1 Fault #1: Cannot View AFATDS Target Information in Live Feed

Information for Scenario Briefing:
The MCS Gateway is properly configured to use AFATDS AXE.

The MCS Gateway NRTS Server Console shows Targets received from AFATDS.

Fault Symptoms:
The MCS Workstation Maps & Overlays application shows AFATDS Units and Graphics, but no
targets.

Fault Solution:
MAU:

1. Check with AFATDS operator to ensure targets are present.
2. Check with MAA to ensure NRTS is receiving AFATDS Target information.

3. Open Maps & Overlays, Tools, Options, Live Feed, AFATDS to ensure AFATDS Targets
are selected for display.

4. Right click on AFATDS in the Maps & Overlay Mission Explorer, Live Feed and select
Request All.

5. If AFATDS Targets are available, they will display in a short time (approximately 2
minutes).

1. Check with AFATDS operator to ensure the AFATDS AXE is connected to the AFATDS.
If not, stop and start the AFATDS AXE.

2. Check the NRTS Server Console to ensure the AFATDS Targets are present in the Data
Providers drop-down list. If not, ask the AFATDS operator to generate a target to ensure
AFATDS AXE and the NRTS AFATDS Data Provider displays Targets.

3. Check the MCS Workstation to ensure the AFATDS Targets display on Live Feed.
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Figure 7-1 MAU Fault #1: Cannot View AFATDS Target Information in Live Feed
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Figure 7-2 MAA Fault #1: Cannot View AFATDS Target Information in Live Feed
7-2 Fault #2: Cannot connect to the SQL Database

Information for Scenario Briefing:
The MCS Workstation C2 Management Console shows the system is configured to the Server IP
Address and SQL Username.

Fault Symptoms:

When the MAU attempts to use the SQL Database in Task Organization or Maps & Overlays,
Task Organization shows no TOs available on the SQL Server, Maps & Overlays returns the error
message “There was an error creating the overlay on the SQL Server, Please check the
database connection.”

Fault Solution:
MAU:
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1.
MAA:

=

Contact the MCS MAA.

Open the C2 Management Console, select the SQL Server Data Connection and click
Test Connection. Note what part of the test connection fails.

If the test returned a problem with the Network, notify the S6 that a possible connectivity
issue exists.

Enter the correct IP Address, Database User, Database User Password, and SQL
Server hostname. Ensuring that the CAPS Lock is off.

Select the SQL Server Data Connection and click Test Connection. If the test fails,
contact the SQL Server Administrator to ensure the Username and Password are correct
on the SQL Server.

Use the C2 Management Console to test the SQL Server data connection. If successful,
notify the MAU. If not, notify the S6/G6 for MCS Tech support.
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Figure 7-3 MAA Fault #2: Cannot Connect to the SQL Database

7-3 Fault #3: Cannot send messages using MCS Messaging

Information for Scenario Briefing:

The MAU has attempted to send messages to distant stations and received a CANTPRO in the

GTCS Receive Log.

Fault Symptoms:

The MCS Workstation receives a CANTPRO “Addressee Unknown” when a message is sent to a

distant station. The message does not arrive at the distant station.

Fault Solution:
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Send a test Loopback message to the MCS Workstation.

Send a test message to a known operational distant station. If message fails, contact the
MAA.

Close the Message Log (if open).

Open the C2 Management Console and select Messaging Config branch in the tree (Left
Pane).

If Messaging Config area shows a listing of local files, use the Messaging pull-down
menu in the menu bar, and select Use C2R for Role Selection.

Enter the correct IP Address for the C2R Server (Local PASS Server IP Address) and
click Connect to C2R.

Select the correct Domain, Unit, and Role for the MCS Workstation.

Click the C2 Management Console Configure button. The MCS Workstation will
populate the messaging files with the correct information.

Close the C2 Management Console.
Start MCS Messaging.

Send a test message to a known operational distant station. If successful, notify the
MAU to continue mission.

If a CANTPRO message is received in the GTCS Receive Log, notify the S6/G6 for
MCS Tech support.
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Figure 7-5 MAA Fault #3: Cannot Send Messages Using MCS Messaging

7-4 Fault #4: Cannot send messages using Microsoft Outlook

Information for Scenario Briefing:
The MCS MAU attempts to send an email message using Outlook and the distant station does
not receive the message. Microsoft Outlook was previously configured to an Exchange Server.

Fault Symptoms:
Microsoft Outlook returns the error “Cannot contact the Exchange Server.”
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Fault Solution:

MAU:
1.
2.

10.

MAA:

Close Microsoft Outlook.

Open the Mail Preferences in the Windows Control Panel (Start, Settings, Control Panel,
Mail).

Click the E-mail Accounts button to open the E-mail Accounts Wizard.

Ensure the radio button for View or Change existing e-mail accounts is selected and
click Next.

Select the appropriate e-mail account and click the Change button.

Ensure the Exchange Server name and user name are correct and click the Check
Name button. The user name should become underlined. If not, contact the MAA.

Click the More Settings button. Set the Server Time-out to 180 seconds from the default
of 30 seconds.

Click OK, Next, and Finish to close the E-mail Accounts Wizard.
Click Close to close the Mail Setup window.

Attempt to send an e-mail message to the local MCS and a distant station with a delivery
receipt. If the attempt fails, contact the MAA.

Contact the S6/G6 to confirm the Exchange Server hostname and domain.

In Mail Setup, edit the Exchange Server name to reflect the fully qualified domain name
of the Exchange Server.

Click the Check Name button. The user name should become underlined. If not, contact
the S6/G6 for possible network connectivity issues
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Figure 7-7 MAA Fault #4: Cannot Send Messages Using Microsoft Outlook

7-5 Fault #5: Cannot receive any Live Feed Information

Information for Scenario Briefing:

The MCS Gateway is properly configured and receiving Live Feed into the NRTS. Maps &
Overlays are running on the MCS Workstation. The AFATDS, Blue, and Red Feeds are selected
on the Maps & Overlays Live Feed tab.

Fault Symptoms:
No objects are visible under the Live Feed tab of Maps & Overlays Mission Explorer. All of the
Live Feed categories are selected in the Mission Explorer.

Fault Solution:
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Open the Options window for Maps & Overlays (Tools, Options) and ensure that the
applicable Live Feed options are selected. Close the Options window.

Right-click on one of the Live Feed categories in the Mission Explorer and select
Request All.

In a short time (approximately 2 minutes), objects should appear in the applicable Live
Feed categories. If not, contact the MAA.

Close Maps & Overlays on the MCS Workstation.
Open the MCS Workstation C2 Management Console.
Select Gateway Config and ensure the IP Address and Port settings match the NRTS.

Select Security Config and ensure the IP Address of the Time Sync server matches that
of the MCS Gateway.

Click the C2 Management Console Configure button. When configuration is complete,
close the C2 Management Console.

Open Maps & Overlays and select the appropriate mission.
Select the Live Feed tab in Mission Explorer and turn on Blue Feed.

In a short time (approximately 2 minutes), a “+” will appear next to Blue Feed. Expand
Blue Feed and ensure units and platforms populate the folders.

If units and platforms do not appear, right-click on Blue Feed and select Request All. If
units and platforms do not appear within five minutes, close Maps & Overlays and re-
boot the MCS Workstation.

After re-boot, check Maps & Overlays Live Feed. If no success, contact the S6/G6 for
MCS Tech support.
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Figure 7-9 MAA Fault #5: Cannot Receive Any Live Feed Information
7-6 Fault #6: Cannot Connect to PASS

Information for Scenario Briefing:

The MCS was previously used in a different TOC, and cannot connect to the PASS in the current

TOC.

Fault Symptoms:
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The MCS cannot connect to the PASS using the C2 Management Console or NRTS PASS
Configuration. The error message returned is “PASS threw an exception. Connection Failed.”
MCS applications return various errors when the PASS connection fails.

Fault Solution:

MAU:
1.

> oA wN

=

N

Open Maps & Overlays.

Select Tools, Options to open the Options window.
Select PASS, Publishing and click the Verify button.
If the PASS connection fails, contact the MAA.

Open the Management Console and ensure the settings for PASS are correct.

Ensure the certificates are installed on the MCS. Navigate to the
D:\MCS\Shared\Certificates folder.

Right-click on each certificate in the folder and install the certificates using the default
options and locations.

Open Internet Explorer and in the Address box enter https://{IP ADDRESS OF PASS
SERVER}:7443 and press Enter. A window will appear. Click the View Certificate button.

The Certificate window will appear, click the Install Certificate button and use the default
choices to install the PASS Server certificate.

Contact the PASS operator for the correct IP Address and ports.

Open the C2 Management Console, select PASS Config, and ensure the settings are
correct. Pay special attention to the password to ensure it is in the correct case.

Click the connect button to check connectivity to the PASS Server. If successful inform
the MAU to continue mission.

If the PASS Server connection fails, contact the S6/G6 for MCS Tech support.
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Figure 7-11 MAA Fault #6: Cannot Connect to PASS
7-7 Fault #7: Cannot Publish to PASS

Information for Scenario Briefing:

The MAU attempts to export overlay(s) to the PASS Server from the Maps & Overlays
application. Upon clicking Export to PASS, the “Cannot connect to the selected PASS Server.
Please re-start the selected PASS Server or select another one* error message appears.

Fault Symptoms:
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Cannot connect to the PASS Server through the MCS applications.

Fault Solution:
MAU:

1. Open Maps & Overlays.

2. Select Tools, Options to open the Options window.
3. Select PASS, Publishing and click the Verify button.
4. If the PASS connection fails, contact the MAA.
5
A

Open the C2 Management Console and ensure the settings for the PASS are correct.

1. Contact the S6/G6 to check network connectivity and settings for the PASS Server.
2. Close any open MCS applications.
3

Open the C2 Management Console, select PASS Config and ensure the settings are
correct.

4. Click Connect, if an error message returns stating “PASS threw an exception”, follow
the steps to install the DOD and PASS certificates on the MCS.

5. After installing the certificates, click Connect.
6. If PASS connection fails, check to ensure PASS is running.
7. Ifthe PASS connection continues to fail when checking with C2 Management Console,

contact the S6/G6 for MCS Tech support.
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Contact kAL

Figure 7-12 MAU Fault #7: Cannot Publish to PASS
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Figure 7-13 MAA Fault #7: Cannot Publish to PASS
7-8 Fault #8: Cannot Subscribe to PASS

Information for Scenario Briefing:

The MCS Gateway NRTS is used to subscribe to the PASS Server for various BFA data. The
NRTS and PASS Data Provider are running.

Fault Symptoms:
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NRTS Server Console and PASS Data Provider are running (Green) with no items
shown next to PASS Data Provider.

NRTS Server Console and PASS Data Provider are running, but PASS Data Provider is
red, with exclamation point shown.

Fault Solution:

MAU:

Fault is on MCS Gateway, MAU has no tasks.

MAA:
1.
2.
3.

10.

11.
12.

13.

14.

Open the NRTS Configuration Manager and select the PASS Configuration tab.
Ensure the PASS Server configuration is correct.

Click the Test PASS Connection button and observe the results. If other BFAs have
published to the PASS, their topics will appear in the PASS Connection Status window. If
not, the “Test PASS Connection is Failed!“ error is returned with the result listed in the
window.

If the connection fails, contact the MAA that is affiliated with PASS to check the status.

If BFA topics are listed, click OK on the PASS Status window and select the Near Real-
Time Server tab.

Select the PASS Data Provider in the left pane; the Subscription box in the right pane
will display the current topic subscriptions. If NRTS has not been properly configured, the
Subscription box will display a large number of default topics.

If default topics exist, select the topics (check the corresponding box) and click the
Remove button.

When the Subscription box is devoid of topics, click the Refresh button. After a short
time (approximately 3 minutes), the currently available PASS topics will display in the
Available Topic box.

Select the appropriate topic(s) and click the Right Arrow button to move the topic to the
Subscription Topic box.

When all appropriate topics are listed in the Subscription Topic box, click the Apply
button and Yes to the prompt to overwrite NRTS Properties.

Click the Close button to close the Configuration Manager button.

Highlight the PASS Data Provider and click the Stop button. When the PASS Data
Provider shows a Stop sign, click the Start button to re-start the Data Provider.

The PASS Data Provider will show a running status (Green) and numbers of objects
received should display.

If no objects appear in the NRTS Server Console window, contact the S6/G6 to
determine the status of published items on the PASS.
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Figure 7-14 MAA Fault #8: Cannot Subscribe to PASS

7-9 Fault #9: Cannot connect to AFATDS using AFATDS AXE

Information for Scenario Briefing:

The MCS Gateway is properly configured to the appropriate AFATDS system. The AFATDS Feed

has stopped.
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Fault Symptoms:
The console window for AFATDS AXE shows a failure to connect to the AFATDS.

Fault Solution:
MAU:
The fault is on MCS Gateway. The MAU has no tasks.

MAA:
1. Check the AFATDS AXE console window to determine the cause of the failure.

2. Contact the AFATDS operator to determine the correct IP Address, Username, and
Password.

Open the Server Config Console and select the Incoming Data and Fires from the tree.
Enter the correct information for the MCS user on the AFATDS.

Click Configure, and then Exit when complete.

o 0 M w

Click on the X in the upper right corner of the AFATDS AXE console window to stop
AFATDS AXE.

Open Windows Explorer and navigate to D:\MCS\AFATDS.axe.
8. Double-click on AXE.exe to start the AFATDS AXE.

~

9. Monitor the AFATDS AXE console window to ensure the AFATDS AXE connects to the
appropriate AFATDS system.

10. After a short time (approximately 3 minutes), AFATDS objects should appear next to the
AFATDS Data Provider in the NRTS Server Console.

11. If AFATDS objects do not appear, contact the S6/G6 for MCS Tech support.
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7-10 Fault #10: Cannot receive SA information

248

Contact
SRR




Chapter 7 Troubleshooting Scenarios

Information for Scenario Briefing:

The MCS Gateway NRTS is running and receiving data from the PASS Data Provider. FBCB2
displays a number of platforms and units.

Fault Symptoms:

The NRTS Server Console shows no objects listed for the SA Data Provider.

Fault Solution:

MAU:

This is a MCS Gateway fault. The MAU has no tasks.

MAA:
1.
2.

© ® N o g~ W

Open the NRTS Configuration Manager.

Select the SA Data Provider in the left pane. The Multicast Address box will display the
current SA Multicast Groups and Multicast Ports

Contact the S6/G6 to obtain the correct Multicast Groups/Ports for the TOC.
Edit the SA Multicast Addresses to reflect the correct Multicast Groups/Ports.
When complete, click Apply and Yes to overwrite the NRTS Properties.
Close the Configuration Manager window.

Select the SA Data Provider and click Stop.

Start the SA Data Provider.

The SA Data Provider should list objects after a short time (approximately 5 minutes), if
not, contact the S6/G6 for MCS Tech support.
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Figure 7-16 MAA Fault #10: Cannot Receive SA Information
7-11 Fault #11: No Network Connectivity

Information for Scenario Briefing:
The MCS is configured to a distant SQL Data Source.

Fault Symptoms:
The MCS cannot connect to any system.
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Fault Solution:
MAU:

1.

n

> s> w

w N

10.

Open Maps & Overlays.

Select Tools, Options to open the Options window.
Select PASS, Publishing, and click the Verify button.
If the PASS connection fails, contact the MAA.

Open the Local Area Connection Status window and click the Properties button.
Highlight Internet Protocol (TCP/IP) in the window and click the Properties button.

Contact the S6/G6 to ensure the network settings are correct and edit the settings if
required.

Close the Local Area Connection Properties and Local Area Connection Status
windows.

Open the C2 Management Console and select Data Source Config. Select the SQL
Server Data source.

Click either the Test button from the C2 Management Console toolbar, or the Test Data
Source button.

If the network connection to the server is poor or non-existent, trace the LAN cable to
the Hub/Switch.

Ensure the Hub/Switch displays a link light for the MCS.
If no link light is present, exchange the LAN cable.

If no link light is present after the cable exchange, notify the S6/G6 for MCS Tech
support
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Figure 7-18 MAA Fault #11: No Network Connectivity

7-12 Fault #12: Cannot connect to Exchange Server using Microsoft Outlook

Information for Scenario Briefing:
The MCS workstation is connected across the LAN to the PASS Server and SQL Server.

Fault Symptoms:
After starting, Outlook returns error: Incorrect username or password.

Fault Solution:
MAU:

1. Close Outlook.

2. Contact the S6/G6 and confirm the Exchange Server hosthame, username and
password.
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8.
MAA:

Open the Mail Settings from the Windows Control Panel and click the E-mail Accounts
button.

Select the user option button for View or Change Existing E-mail Accounts and click
Next.

Select the appropriate e-mail account and click the Change button.

Verify the Exchange Server hostname and username are correct and click the Check
Name button. The user name is underlined.

If a window appears prompting for the username and password, enter the correct
information and click OK.

If the username is not underlined, contact the S6/G6 for MCS Tech support.

No task for MAA unless the fault occurs on the MCS Gateway
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Figure 7-19 MAU Fault #12 Cannot Connect to Exchange Server Using Microsoft Outlook

7-13 Fault #13: System will not boot (start)
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Information for Scenario Briefing:
The MCS system was shutdown prior to shift change.

Fault Symptoms:

1. The MCS workstation displays the error messages “Operating System Not Found.”
2. The MCS workstation displays the error messages "NTLDR Missing.”

3. The MCS workstation starts with an operating system other than Windows XP
Professional.

Fault Solution:
MAU:

1. Check the CD-ROM drive to ensure no media present.

2. Ifthe CD-ROM drove is empty, restart the system using either the Crtl-Atl-Del keys or
the power button.

3. Ifthe system fails start, contact the MAA.

1. Restart the system if halted with error.

2. Press F2 to enter the system setup at Panasonic screen. The Setup Utility will display.
3. Use the arrow keys to navigate to Boot options.

4. Ensure the boot order is: CS-ROM Drive, Hard Disk Drive, LAN, Floppy Drive.

5. Press F10 to save and exit the Setup Utility.

6

If the system starts to Windows XP Professional and MCS, inform the MAU to continue
the mission.

~

If the system fails to start, contact the S6/G6
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7-14 Fault #14: Create New Task Organization (TO) is unavailable in the
Application

Information for Scenario Briefing:
The MCS Workstation is properly configured to the PASS and SQL Servers.

Fault Symptoms:
When the Task Organization application is opened, the Create New menu option and the toolbar
icon are grayed out.

Fault Solution:
MAU:

1. Contact the MAA.
MAA:
1. Close all MCS applications.
2. Open the C2 Management Console and select Org ID Config.

3. Ensure that the My Ownership Role reflects CDR, G3 or S3, and that the correct unit is
selected.

Click the C2 Management Console Configure button.
Close the C2 Management Console.

Open Regedit.

Select HKEY_LOCAL_MACHINE\SOFTWARE\Army\MCS.

Ensure the My Ownership Role, selected and configured using the C2 Management
Console, is reflected in the Org_Role key (i.e. S3).

9. Ifthe Role is incorrect, notify the S6/G6 for MCS Tech support.

© N o g &

10. If the Role is correct, close Regedit.

11. Open the Task Organization application. The Create New menu option and toolbar icon
are available for use. If not, contact the S6/G6 for MCS Tech support.

Zontact kA A

:

Figure 7-22 MAU Fault #14: Create New Task Organization is Unavailable in the
Task Organization Application
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Figure 7-23 MAA Fault #14: Create Task Organization is Unavailable in Task
Organization Application

7-15 Fault #15: MDMP Assistant Fails To Post to Unit Web Server

Information for Scenario Briefing:
The MCS Workstation is configured and has network connectivity.

Fault Symptoms:
The error “Publish to PASS Server could not post plan data to web server. Please make sure FTP
settings are correct” or “Transfer failed. Please make sure FTP settings are correct” is returned.

Fault Solution:

MAU:
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Contact the MAA.

Contact the S6/G6 to obtain the correct web server IP Address, folder, username, and
password.

Open the C2 Management Console and select Planning Config.
Ensure that the FTP (Web server) settings are correct.

Click the C2 Management Console Configure button.

Close the C2 Management Console and start the MDMP Assistant.
If successful, inform MAU to continue the mission.

If post to unit website fails, contact the S6/G6 for MCS Tech support

Zontact MAA

|

Figure 7-24 MAU Fault #15: MDMP Assistant Fails to Post to Unit Web Server
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Figure 7-25 MAA Fault #15;: MDMP Assistant Fails to Post to Web Server
7-16 Fault #16: System attempts to synchronize time to 1.2.3.4 and fails

Information for Scenario Briefing:
The MCS Workstation is properly configured for the LAN.

Fault Symptoms:
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The MCS workstation or gateway displays a significantly different time from other BFA systems in
the TOC.

Fault Solution:

MAU:
1. Inform the MAA that the time is not correct.
MAA:
1. Close all MCS applications.
2.  Open the C2 Management Console and select Time Config.
3. Enter the IP Address of the appropriate time server, usually the PASS Server.
4. Click the C2 Management Console Configure button.
5. Observe the system time in the bottom right of the screen.
6. Che_ck the time against the Time Server time. If correct, inform the MAU to continue the
mission.
7. If the time sync fails, contact the S6/G6 for MCS Tech support.

Contact A A

:

Figure 7-26 MAU Fault #16: System Attempts to Synchronize Time to 1.2.3.4 and Fails
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Figure 7-27 MAA Fault #16: System Attempts to Synchronize Time to 1.2.3.4 and Fails

7-17 Fault #17: JAVA error “Windows cannot find Javaw...”when attempting to
start AFATDS

Information for Scenario Briefing:

The MCS Workstation was re-started prior to shift change and on start up displayed multiple
JAVA errors.

Fault Symptoms:

MCS displays multiple JAVA errors similar to “Windows cannot find Javaw...” and all applications
that use JAVA are inoperable.

Fault Solution:
MAU:

1. Contact the MAA.
MAA:
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Close all MCS applications on the affected workstation.

2. Open Windows Explorer and navigate to C:\Program Files\Java\j2re1.4.1_05\bin.
Ensure the jave.exe and javaw.exe files exist.

3. If the java files or directories do not exist, open Windows Control Panel, Add or Remove
Programs, to check the Java 2 Runtime installation.

4. If Java 2 Runtime is shown, highlight the Java 2 Runtime Environment and click the
Change/Remove button.

Click OK to confirm the file deletion.
Insert the MCS Installation CD 2 (CD 1a) or 4 of 5 (CD 2) into the CD-ROM drive.
Using Windows Explorer, navigate to the JRE141 folder on the CD-ROM.

© N o u

Double-click j2re-1_4 1 05-windows-i586.exe and use the typical settings to install the
Java 2 Runtime Environment.

9. When J2RE installation is complete, reboot MCS.

10. Upon restart, check the functionality of the MCS applications. If successful, inform the
MAU to continue the mission.

11. If JAVA errors continue to appear, contact the S6/G6 for MCS Tech support.

Contact MAA

!

Figure 7-28 MAU Fault #17: System Displays Java Error “Windows cannot find javaw...”
When Attempting to Start AFATDS
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Figure 7-29 MAA Fault #17: System Displays Java Error, “Windows cannot find Javaw...”
When Starting AFATDS.AXE

7-18 Fault #18: Maps missing from Map Manager, but available on the Hard Disk
Drive

Information for Scenario Briefing:
The MCS workstation is properly configured for the TOC

Fault Symptoms:

266



Chapter 7 Troubleshooting Scenarios

Upon opening a Maps & Overlays Mission, the map background is gray and no maps are
available with a right-click on the map area.

Fault Solution:

MAU:

1.

Open Windows Explorer and navigate to the location of the maps (D:\Maps or
D:\Emaps).

Check to ensure that sub-folders exist and that map files exist in the sub-folders (i.e.
0000v1r3.on2, etc....). If sub-folders or files do not exist, contact the MAA.

Open Maps & Overlays if closed.

Open the Map Manager, if maps are not listed in the left pane, Maps; click the Find
Maps icon in the toolbar.

Navigate in the Browse window for Folder area to the map folder location.

Select the folder and click OK. The Map Manager will read in the maps. The process of
reading maps can take an extended period, depending on the number of maps on the
system.

Once the process is complete, maps are shown in the left pane and shaded areas are
shown in the right pane of the Map Manager.

If no maps or shaded areas appeatr, or if the process takes a very long time
(approximately 30 minutes contact the MAA.

If notified by the MAU that a map folder does not exist on the MCS, use the Map CD-
ROMs to load maps in the appropriate sub-folders in D:\Maps or D:\Emaps.

Utilize the Map Manager to read in the appropriate maps.

When complete, use Maps & Overlays to ensure maps are available to the MAU. Inform
the MAU to continue mission.

If maps fail to load into the Map Manager or the hard drive, notify the S6/G6 for MCS
Tech support.
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Figure 7-30 MAU Fault #18: Maps are Missing from Map Manager, But are Available on
the System Hard Drive
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Figure 7-31 MAA Fault #18: Maps are Missing from Map Manager, But Available on the
System Hard Drive

7-19 Fault #19: System Network Interface is disabled

Information for Scenario Briefing:
The MCS is properly configured for the TOC.

Fault Symptoms:
The MAU is unable to connect to any external data source.

Fault Solution:
MAU:

1. Open Maps & Overlays.

2. Select Tools, Options to open the Options window.
3. Select PASS, Publishing, and click the Verify button.
4. |If the PASS connection fails, contact the MAA.
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MAA:

o g A~ w N PE
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Close all open applications.

Use the Windows Control Panel, Network Connections to enable the Network Interface.
Open the C2 Management Console and select Data Source Config.

Select the external SQL Server Data Source and click the Test Data Source button.

If the network connection is good, inform the MAU to continue mission.

If the network connection fails, troubleshoot the system LAN cabling and contact the

S6/G6 for MCS Tech support.
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Figure 7-32 MAU Fault #19: System Network Interface is Disabled
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Figure 7-33 MAA Fault #19: System Network Interface is Disabled
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7-20 Fault #20: Cannot receive Live Feed from C2PC/GCCS-A

Information for Scenario Briefing:
The MCS Gateway is properly configured to the TOC LAN.

Fault Symptoms:
The NRTS GCCS Data Provider displays zero objects received when viewed in the NRTS Server
Console.

Fault Solution:
MAU:
This is a MCS Gateway fault. The MAU has no tasks.

MAA:
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1.

10.

11.
12.
13.
14.

15.

16.

17.

Contact the C2PC/GCCS-A operator to obtain the correct IP Address, username, and
password for the MCS Gateway.

Open the C2PC Gateway Manager and select the C2PC Gateway Options (Tools,
Options).

The Master Password should be blank, click OK to open the C2PC Gateway Options.
Select the Data Source tab.

Select the appropriate Data Source. The connection to the distant C2PC or MCS
Gateway utilizes the Gateway-to-Gateway data source.

The Gateway-to-Gateway parameters are display in the bottom pane. Highlight the data
source and click Edit.

Ensure the Gateway Host IP, Type, Type Address, and Gateway Host Name are correct
for the distant C2PC/MCS Gateway.

If no Gateway Host is present, click the Add button.
Enter the correct Gateway Host IP Address and Subnet Mask.

Click the Resolve button. If the DNS Server can resolve the C2PC/MCS Gateway IP
Address, the Host Name will populate, if not unknown will populate the Host Name box.

Click the Add button then click the Apply button to submit the changes.
Click the OK button and the Gateway Options window will close.
Observe the C2PC Gateway Manager, Gateway Status box.

If the connection is correct, the status will list Connected and the host name of the
C2PC/MCS Gateway. If the Status switches from Connecting to Not Connected, contact
the S6/G6 for MCS Tech support.

Once the C2PC Gateway is connected to the distant station, right-click the TMS Broker
icon in the system tray and select Send Full Picture. Enter the appropriate user name
and password if prompted.

Observe the NRTS Server Console, GCCS Data Provider to ensure the Data Provider
processes incoming messages

The NRTS GCCS Data Provider should display objects in a short time (approximately 3
minutes), if not, contact the S6/G6 for MCS Tech support.



Chapter 7 Troubleshooting Scenarios

Highlight the data

source and click Chserve the
Edit. C2PC Gateway
ﬂ — — | Manager and

Gateway Status
b
GetlP ad dressd, Werify Gatewsy Host
LISl NEm e an P, Type, Type
Eggagjgggg”l Address and Gateway Iz Gateway
- Host Mame are correct status
oneratar for C 2PCMCS. "Connecte d?
Open C2PC
GETSE\T-E; f‘-ég';?:gﬂr. Right-click the Th S
ele _ Braker icon; Seled
Gateway Options. = Gatewnay Send Full Picture.
Present?
Enter uzar name
¢ and passnord .
The Magter )
Passward should Click the Add button.

be blank. Click OK
to openthe C2PC

&re incoming es
i messages —
Gateway Options. e
select the Data Enter the Gatewsay
ource tab. Host IP Address and
Subnet Mask.
L Click Resalve. Cortact S6/GE.
v —r
Zelect a data
source. (C2PC o Click &dd, then, dick
MCS Gateway use Applyto subm it
Gatewayto change s.
Gatenay)

4 o=

Click Ok to dosethe
Gateway Options
sdndd ovy

Figure 7-34 MAA Fault #20: Cannot Receive Live Feed from C2PC/GCCS-A
7-21 Fault #21: Cannot Import Overlay file (.xml) from ASAS-L

Information for Scenario Briefing:
The MCS Workstation is properly configured for the TOC.
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Fault Symptoms:

No objects are available in the imported ASAS-L overlay.

Fault Solution:

MAU:

274

Save the ASAS-L overlay file to a location on the hard drive for the MAA.
Inform the MAA.

Open Windows Explorer and navigate to the location of the saved ASAS-L overlay.

Double-click on the overlay.xml file to open with the default application, Internet
Explorer.

Check the contents of the ASAS-L overlay.xml to ensure the following words do not
exist: ELT Only. Use Find to check for ELT.

If the words ELT Only exist in the overlay.xml file, the overlay was not exported to MCS
format.

Inform the ASAS operator that he/she must export the file to MCS-Light format.

Receive the exported ASAS-L overlay and attempt to import and open the overlay in
Maps & Overlays.

If the overlay is successfully imported and view, inform the MAU to continue mission.

If the overlay is not successfully imported and viewed, contact the S6/G6 for MCS Tech

support
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overlay fleto
location on hard
drive for MAL,

Infarm
A,

Figure 7-35 MAU Fault #21: Cannot Import Overlay File(.XML) from ASAS-L
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Figure 7-36 MAA Fault #21: Cannot Import Overlay File(.XML) from ASAS-L

7-22 Fault #22: System immediately shuts down on power up

Information for Scenario Briefing:

|z the averlay
auccessiully import ed
and wiesed ¥

v
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Ma
Contact
Ll BT
Contact
SEAGE

The TOC has just completed a jump. The MCS was properly configured to the TOC prior to the

jump.

Fault Symptoms:
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The MCS system immediately shuts down or does not finish powering up.

Fault Solution:

MAU:
1.

MAA:

Check the power supply to ensure the power supply is properly installed, and connected
to a power source and the system.

Check the battery to ensure the battery is properly attached to the system and locked in
place.

Attempt to start the system using the power button.

If system fails to start or immediately shuts down, check to ensure the proper power
supply is in use.

If power supply is not correct, replace with proper power supply.

If power supply is correct and system will not start, replace with alternate correct power
supply.
Attempt to start system using the power button.

If system fails to start, immediately shuts down, or continuously re-boots, contact the
S6/G6 for MCS Tech support.

No task for the MAA unless the system is the MCS Gateway.
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Figure 7-37 MAU Fault #22: System Immediately Shuts Down Upon Power Up
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7-23 Fault #23: Prevent and Recover from Catastrophic Loss of Data

Information for Scenario Briefing:

The MCS is properly configured for the TOC. The S6/G6 has network storage available to the
MAA.

Fault Symptoms:

Possible imminent failure of MCS HDD.

Fault Solution:
MAU:

No MAU tasks.
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10.

11.
12.

13.
14.

Coordinate with the S6/G6 for network storage.

Map a network drive to the location of the network storage.

Start the Microsoft Backup Utility (Accessories, System Tools, Backup).
Click Next to use the Backup or Restore Wizard.

Select the radio button for Backup files and settings and click Next.
Select the radio button for Let me choose what to back up and click Next.

Select the D:\MCS\Shared\Data folder, ensure that the complete contents of the folder
are selected, and click Next.

Browse for the mapped network storage location.
Enter a descriptive name for the backup file (i.e. MCSG30PS1), and click Next.

Ensure that the information shown in Completing the Backup or Restore Wizard is
correct and click Finish.

Backup will start and display the progress of the backup job.

When Backup and Restore is complete, view the report to ensure that the folders/files
were backed up without errors.

Close the Backup window.
Notify the S6/G6 of the backup.
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Figure 7-38 MAA Fault #23: Prevent and Recover from Catastrophic Loss of Data
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MCS Configuration Preparation Check List

Configuring the MCS system requires site dependent information to ensure the correct operation
of MCS. The following table provides a list of the required configuration parameters. Completing
this list of site dependent parameters prior to installing MCS is highly recommended. The SA will
provide the necessary information to the MAA to complete the installation of the MCS gateway

and workstation.

Table 1-1 MCS Installation Path Workstation

MCS Installation Configuration
Parameters

Site dependent parameter
setting

MCS - Installation path

MCS Installation Path - Workstation

Table 1-2 MCS Data Source Access DB - Workstation

Data Source (Access DB)

Site dependent parameter
settings

DataSource,
DataSourcelLocation
DataSourceName

Database Settings,
DatabaseName
DatabaseType
SchemaDefinition

Data Source ACCESS DB - Workstation

Table 1-3 MCS Data Source SQL DB - Workstation

Data Source (SQL DB)

Site dependent parameter
setting

Data Source
DataSourcelLocation
DataSourceName

Database Settings
DatabaseName
DatabaseType
OdbcDatabase
SchemabDefinition
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Server Settings,
DatabasePwd
DatabaseUserName
ServerHostName
ServerlpAddress

Data Source (SQL DB) - Workstation
Table 1-4 MCS Orc_;anization ID - Workstation

Org ID Configuration Settings

Site dependent parameter
settings

TO Data Source

TO Name

My Ownership Role

Service

Country

My Unit

Add Roles

Delete Roles

Org ID setting - Workstation
Table 1-5 Messaging from local hostlist.txt file - Workstation
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Messaging Configuration
Settings

Site dependent parameter
settings

Role

URN

Long Hostname

OR Name

Group
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MCS Configuration Preparation Check List

Table 1-6 Messagiﬁg from C2R - Workstation

Messaging Configuration
Settings

Site dependent parameter
settings

C2R Server IP Address

DNS Server Address

C2R Settings
Domain

Unit

Role

Messaging from C2R Server - Workstation

Table 1-7 MCS Gateway Configuration - Workstation

Gateway Configuration Settings

Site dependent parameter
settings

NRTS IP Address

NRTS MCast IP Address

Full Picture Port (TCP)

Update Port (UDP)

Injection Port

Gateway Configuration - Workstation
Table 1-8 MCS PASS Config_;uration - Workstati

PASS Configuration Settings

Site dependent parameter
settings

Pass Client Configuration

Pass Server IP Address

Pass SSL Port

User Name

283



SAM

User Password

LAN Settings
Proxy Server Address:
Port:

Bypass proxy server for local address

Local IP Addresses
Use SSL Authentication
Pass Server Port

PASS Client Settings - Workstation

Table 1-9 MCS Planning - Workstation

Planning Configuration Settings

Site dependent parameter
settings

Web Server Settings

Web Server

Directory

User ID

Password

Planning Settings - Workstation

Table 1-10 MCS Security Settings - Workstation

Security Configuration Settings

Site dependent parameter
settings

Directories:

c:\

c:\h\

c\Temp\

c:\Program Files\

c:\WINDOWS\system32\

c:\WINDOWS\system32\drivers\etc\

d:\MCS\
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c:\autoexec.bat

c:\ntldr

c:\WINDOWS\regedit.exe

c:\WINDOWS\system32\regedt32.exe

Reqistry Keys:

HKEY_LOCAL_MACHINE\SOFTWARE\ARMY

HKEY_LOCAL_MACHINE\SOFTWARE\BCS3 Client

HKEY_LOCAL_MACHINE\SOFTWARE\Bruhn
NewTech

HKEY_LOCAL_MACHINE\SOFTWARE\Classes

HKEY_LOCAL_MACHINE\SOFTWARE\COE

HKEY_LOCAL_MACHINE\SOFTWARE\DTSS

HKEY_LOCAL_MACHINE\SOFTWARE\ESRI

HKEY_LOCAL_MACHINE\SOFTWARE\ FutureSkies

HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft

HKEY_LOCAL_MACHINE\SOFTWARE\MapInfo

HKEY_LOCAL_MACHINE\SOFTWARE\MCS
Engineer

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman Information Technology, TASC

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman TASC
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HKEY_LOCAL_MACHINE\SOFTWARE\ODBC

HKEY_LOCAL_MACHINE\SOFTWARE\PM Common
Software

HKEY_LOCAL_MACHINE\SOFTWARE\PE C3S

HKEY_LOCAL_MACHINE\SOFTWARE\Schlumberger

HKEY_LOCAL_MACHINE\SOFTWARE\Secure

HKEY_LOCAL_MACHINE\SOFTWARE\Symantec

HKEY_LOCAL_MACHINE\SOFTWARE\Stingray
Software, Inc.

HKEY_LOCAL_MACHINE\SOFTWARE\US ARMY
CECOM

HKEY_LOCAL_MACHINE\SOFTWARE\Army\ MCS

System Classification

Banner Classification Label Text

Security Settings - Workstation
Table 1-11 MCS Time Sync Server - Workstation

Site dependent parameter

Time Configuration Settings settings

Enable Time Sync

Server IP Address

Time Sync Role

Client

Server

Slave Server

Time Sync Server - Workstation
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Table 1-12 MCS Autosetup Utility - Workstation

Site dependent parameter

AutoSetup Utility Settings settings

Configure
Multicast Address:
Multicast Port:
Broadcast Server
Test Interval
Fail Over
After Minutes of Bad Comms

DataSources
Database:
HostName:
Ip_Address:
Provider:
Server_type_name:
SourceName:
Username:

NRTS
Primary
Host IP Address:
Injection Port:
Full Picture Port:
Update Port:
MultiCast Address:
Secondary
Host IP Address:
Injection Port:
Full Picture Port:
Update Port:
MultiCast Address:

PASS
Primary

Host IP Address:

HTTP Port:

HTTP Port:

Use Pass Authentication and SSL
Secondary

Host IP Address:

HTTP Port:

HTTP Port:

Use Pass Authentication and SSL

Other
Time Server IP:
Web Server URL:
Security Classification:
Banner Label:

Table 1-13 MCS Installation Path - Gateway
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MCS Installation
Configuration Parameters

Default parameter setting

setting

MCS - Installation path d:\MCS

MCS Installation Path - Gateway
Table 1-14 MCS Data Source Access DB - Gateway

Data Source (Access DB)

Site dependent parameter
settings

DataSource,
DataSourcelLocation
DataSourceName

Database Settings,
DatabaseName
DatabaseType
SchemaDefinition

Data Source ACCESS DB - Gateway
Table 1-15 MCS Data Source SQL DB - Gateway

Data Source (SQL DB)

Site dependent parameter
setting

Data Source
DataSourcelLocation
DataSourceName

Database Settings
DatabaseName
DatabaseType
OdbcDatabase
SchemaDefinition

Server Settings,
DatabasePwd
DatabaseUserName
ServerHostName
ServerlpAddress

Data Source (SQL DB) - Gateway
Table 1-16 MCS Organization ID - Gateway

Org ID Configuration Settings

Site dependent parameter
settings

TO Data Source
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My Ownership Role

Service

Country

My Unit

Add Roles

Delete Roles

Org ID setting - Gateway

Table 1-17 MCS Gateway Configuration - Gateway

Gateway Configuration Settings

Site dependent parameter
settings

NRTS IP Address:

Full Picture Port (TCP):

Injection Port:

NRTS MCast IP Add:

Update Port (UDP):

MaxMCast Pkt Size:

C2PC Gateway:

Gateway IP Address:

TCP/UDP Port:

Subnet Mask:

Multi-tiered TCP/UDP Port:
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Multicast IP Address:

Multicast TCP/UDP Port:

Use IP Multicast

Password

Gateway Configuration - Gateway

Table 1-18 MCS PASS Configuration - Gatewa

PASS Configuration Settings

Site dependent parameter
settings

Pass Client Configuration

PASS Server IP Address

Pass SSL Port

User Name

User Password

LAN Settings
Proxy Server Address:
Port:
Bypass proxy server for local address
Local IP Addresses
Use SSL Authentication
Pass Server Port

PASS Client Settings - Gateway
Table 1-19 MCS PIanning - Gateway
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Planning Configuration Settings

Site dependent parameter
settings

Web Server Settings

Web Server:

Directory:

User ID:

Password:
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Planning Settings - Gateway
Table 1-20 MCS Security Settings - Gateway

Site dependent parameter

Security Configuration Settings settings

Directories:

c\

c:\h\

c\Temp\

c:\Program Files\

c:\WINDOWS\system32\

c:\WINDOWS\system32\drivers\etc\

d:\MCS\

Files:

c:\autoexec.bat

c:\ntldr

c:\WINDOWS\regedit.exe

c:\WINDOWS\system32\regedt32.exe

Reqistry Keys:

HKEY_LOCAL_MACHINE\SOFTWARE\ARMY

HKEY_LOCAL_MACHINE\SOFTWARE\BCS3 Client

HKEY_LOCAL_MACHINE\SOFTWARE\Bruhn
NewTech
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HKEY_LOCAL_MACHINE\SOFTWARE\Classes

HKEY_LOCAL_MACHINE\SOFTWARE\COE

HKEY_LOCAL_MACHINE\SOFTWARE\DTSS

HKEY_LOCAL_MACHINE\SOFTWARE\ESRI

HKEY_LOCAL_MACHINE\SOFTWARE\ FutureSkies

HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft

HKEY_LOCAL_MACHINE\SOFTWARE\Maplnfo

HKEY_LOCAL_MACHINE\SOFTWARE\MCS
Engineer

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman Information Technology, TASC

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman TASC

HKEY_LOCAL_MACHINE\SOFTWARE\ODBC

HKEY_LOCAL_MACHINE\SOFTWARE\PM Common
Software

HKEY_LOCAL_MACHINE\SOFTWARE\PE C3S

HKEY_LOCAL_MACHINE\SOFTWARE\Schlumberger

HKEY_LOCAL_MACHINE\SOFTWARE\Secure

HKEY_LOCAL_MACHINE\SOFTWARE\Symantec

HKEY_LOCAL_MACHINE\SOFTWARE\Stingray
Software, Inc.

HKEY_LOCAL_MACHINE\SOFTWARE\US ARMY
CECOM




HKEY_LOCAL_MACHINE\SOFTWARE\Army\ MCS
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System Classification

Banner Classification Label Text

Security Settings - Gateway

Table 1-21 MCS Time Sync Server - Gateway

Time Configuration Settings

Site dependent parameter
settings

Enable Time Sync

Server IP Address

Time Sync Role

Client

Server

Slave Server

Time Sync Server — Gateway

Table 1-22 AutoSetup - Gateway

AutoSetup Utility Settings

Site dependent parameter
settings

Run EZ PASS on this Server

Do not connect NRTS to PASS /
Connect NRTS to PASS Server

PASS Server Settings

HTTPS Port

IP Address

User Name

Password

The following parameters are located using the Server Configuration Console.

Table 1-23 Configure PASS Server — Gateway
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PASS Configuration Settings

Site dependent parameter
settings

Run EZ PASS on this Server

HTTPS Port

Persist PASS Data to Disk:

HTTP Port:

Require Authentication:

Table 1-24

Authentication Type:

NT Domain:

PASS Read Group:

PASS Write Group:

LDAP Host:

LDAP Port:

LDAP Base DN:

Configure NRTS Server - Gateway

NRTS Configuration Settings

Site dependent parameter
settings

Multicast (UDP) Settings
IP Address:
Update Port:
Packet Size:
Time to Live (TTL)

TCP Settings
Full Picture Port:
Injection Port:

NRTS to PASS Network Settings
Connect NRTS to PASS
Server IP Address
HTTPS Port
Username
Password

Table 1-25 Incoming Data, Lower Echelons (FBCB2) - Gateway
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Lower Echelons Configuration Site dependent parameter
Settings settings
None
. PASS
Receive FBCB2 Data From SA (Multicast Data0)
[select one]

UNIT_PLATFORM
GEO_REPORT
SPOT

[select O to 3]

Type of objects to receive from FBCB2

Multicast Group Settings
IP Address:
Port:

Add Multicast Group(s)

Remove Multicast Group(s)

Table 1-26 Incoming Data, Higher Echelons (GCCS) - Gateway

Higher Echelons Configuration Site dependent parameter
Settings settings
None
Receive GCCS Data From PASS
Gateway Manager
[select one]

Topics

Table 1-27 Incoming Data, Fires (AFATDS) - Gateway
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Fires Configuration Settings Site dependent parameter
settings

None

. PASS
Receive AFATDS Data From AFATDS Client (AXE interface)

[select one]

UNIT
TARGET

Type of objects to receive GEOMETRY
AIR_SUPPORT_REQUEST

[select O to 4]

Network Settings
NRTS Listening Port:
AXE Listening Port:
AFATDS Server IP Address:
Username:
Password:
AFATDS Server Classification:

Table 1-28 Incoming Data, AMDWS Data Provider - Gateway

Site dependent parameter

Air Defense (AMDWS) .
settings
None
Receive AMDWS Air Defense Data PASS
From: AMDWS Client
[select one]
Types of objects to receive from Qllics:lfé FT
AMDWS:
[select one]

AMDWS Client Configuration
AMDWS Server IP Address:
Port:

AMDWS Admin Tool Web Site:

AMDWS Client Ports
Air Breather(AB) Listen Port:
Tactical Ballistic Missile(TBM) Listen
Port:

Table 1-29 Incoming Data, Correlated Enemy (ASAS) - Gateway

296



MCS Configuration Preparation Check List

Correlated Enemy Configuration
Settings

Site dependent parameter
settings

Receive ASAS Data From

None
PASS
[select one]

PASS ASAS Topic(s) to subscribe to

Table 1-30 Outgoing Data, Lower Echelons (FBCB2) - Gateway

Lower Echelons Configuration
Settings

Site dependent parameter
settings

Type of object to inject into FBCB2:

UNIT
PLATFORM
NBC_ALERT
SPOT
OBSTACLE
GEOMETRY
[select O to all]

Messaging Settings
Use Messaging URN
Originating URN
Injection TTL:

Multicast Group Settings
IP Address:
Port:
Message Header Type:
ADD Multicast IP Address(s)
Remove Multicast IP Address(s)

Table 1-31

Outgoing Data, Higher Echelons (GCCS) - Gateway

Higher Echelons Configuration
Settings

Site dependent parameter
settings

Type of system data to inject into
GCCs:

FBCB2
AFATDS
BCS3
COALITION
AMDWSUNIT
MCS

[select O to all]

Type of objects to inject into GCCS:

UNIT
SPOT
PLATFORM
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OBSTACLE
NBC_ALERT
GEOMETRY
[select O to all]

Table 1-32

Outgoing Data, PASS - Gateway

PASS Outgoing Data
Configuration Settings

Site dependent parameter
settings

Type of objects to inject into PASS

UNIT
PLATFORM
NBC_ALERT
SPOT
OBSTACLE
GEOMETRY

ADD PASS Topic(s)

Remove PASS Topic(s)

Table 1-33

Server Startup Options - Gateway

Set Server Startup Options

Site dependent parameter
settings

Run the MCS Services Startup tool
automatically when you login to
this computer

Create a desktop shortcut for the MCS
Services Startup Tool

Automatic Startup Selection
Message Data Replicator
Live Feed Database Utility
PASS Service
Database Management Utility
PASS Administrator
NRTS Service

Table 1-34 MCS Installation Path - Server
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MCS Installation Path - Server

Table 1-35 MCS Data Source Access DB - Server

Data Source (Access DB)

Site dependent parameter
settings

DataSource,
DataSourcelLocation
DataSourceName

Database Settings,
DatabaseName
DatabaseType
SchemabDefinition

Data Source ACCESS DB - Server
Table 1-36 MCS Data Source SQL DB - Server

Data Source (SQL DB)

Site dependent parameter
setting

Data Source
DataSourcelLocation
DataSourceName

Database Settings
DatabaseName
DatabaseType
OdbcDatabase
SchemabDefinition

Server Settings,
DatabasePwd
DatabaseUserName
ServerHostName
ServerlpAddress

Data Source (SQL DB) - Server
Table 1-37 MCS Organization ID - Server

Org ID Configuration Settings

Site dependent parameter
settings

TO Data Source
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TO Name

My Ownership Role

Service

Country

My Unit

Add Roles

Delete Roles

Org ID setting - Server

Table 1-38 MCS Gateway Configuration - Server
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Gateway Configuration Settings

Site dependent parameter
settings

NRTS IP Address:

Full Picture Port (TCP):

Injection Port:

NRTS MCast IP Add:

Update Port (UDP):

MaxMCast Pkt Size:

C2PC Gateway:

Gateway IP Address:

TCP/UDP Port:

Subnet Mask:

Multi-tiered TCP/UDP Port:
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Multicast IP Address:

Multicast TCP/UDP Port:

Use IP Multicast

Password

Gateway Configuration - Server
Table 1-39 MCS PASS Config_]uration - Server

Site dependent parameter

PASS Configuration Settings settings

Pass Client Configuration

PASS Server IP Address

Pass SSL Port

User Name

User Password

LAN Settings
Proxy Server Address:
Port:
Bypass proxy server for local address
Local IP Addresses
Use SSL Authentication
Pass Server Port

PASS Client Settings - Server
Table 1-40 MCS PIanning - Server

Site dependent parameter

Planning Configuration Settings settings

Web Server Settings

Web Server:

Directory:

User ID:

Password:
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Planning Settings - Server
Table 1-41 MCS Security Settings - Server
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Security Configuration Settings

Site dependent parameter
settings

Directories:

c\

c:\h\

c\Temp\

c:\Program Files\

c:\WINDOWS\system32\

c:\WINDOWS\system32\drivers\etc\

d:\MCS\

Files:

c:\autoexec.bat

c:\ntldr

c:\WINDOWS\regedit.exe

c:\WINDOWS\system32\regedt32.exe

Regqistry Keys:

HKEY_LOCAL_MACHINE\SOFTWARE\ARMY

HKEY_LOCAL_MACHINE\SOFTWARE\BCS3 Client

HKEY_LOCAL_MACHINE\SOFTWARE\Bruhn
NewTech

HKEY_LOCAL_MACHINE\SOFTWARE\Classes

HKEY_LOCAL_MACHINE\SOFTWARE\COE
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HKEY_LOCAL_MACHINE\SOFTWARE\DTSS

HKEY_LOCAL_MACHINE\SOFTWARE\ESRI

HKEY_LOCAL_MACHINE\SOFTWARE\ FutureSkies

HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft

HKEY_LOCAL_MACHINE\SOFTWARE\MaplInfo

HKEY_LOCAL_MACHINE\SOFTWARE\MCS
Engineer

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman Information Technology, TASC

HKEY_LOCAL_MACHINE\SOFTWARE\Northrop
Grumman TASC

HKEY_LOCAL_MACHINE\SOFTWARE\ODBC

HKEY_LOCAL_MACHINE\SOFTWARE\PM Common
Software

HKEY_LOCAL_MACHINE\SOFTWARE\PE C3S

HKEY_LOCAL_MACHINE\SOFTWARE\Schlumberger

HKEY_LOCAL_MACHINE\SOFTWARE\Secure

HKEY_LOCAL_MACHINE\SOFTWARE\Symantec

HKEY_LOCAL_MACHINE\SOFTWARE\Stingray
Software, Inc.

HKEY_LOCAL_MACHINE\SOFTWARE\US ARMY
CECOM

HKEY_LOCAL_MACHINE\SOFTWARE\Army\ MCS

System Classification
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Banner Classification Label Text

Security Settings - Server
Table 1-42 MCS Time Configuration Settings - Server

Time Configuration Settings

Site dependent parameter
settings

Enable Time Sync

Server IP Address

Time Sync Role

Client

Server

Slave Server

Time Sync Server - Server
Table 1-43 Configure PASS Server - Server
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PASS Configuration Settings

Site dependent parameter
settings

Run EZ PASS on this Server

HTTP Port

HTTPS Port:

Persist PASS Data to Disk:

Require Authentication:

Authentication Type:

NT Domain:

PASS Read Group:

PASS Write Group:

LDAP Host:




LDAP Port:
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LDAP Base DN:

Table 1-44

Configure NRTS Server - Server

NRTS Configuration Settings

Site dependent parameter
settings

Multicast (UDP) Settings
IP Address:
Update Port:
Packet Size:
Time to Live (TTL)

TCP Settings
Full Picture Port:
Injection Port:

NRTS to PASS Network Settings
Connect NRTS to PASS
Server IP Address
HTTPS Port
Username
Password

Table 1-45

Incoming Data, Lower Echelons (FBCB?2) - Server

Lower Echelons Configuration

Site dependent parameter

Settings settings
None
. PASS
Receive FBCB2 Data From SA (Multicast Data0)
[select one]

Type of objects to receive from FBCB2

Multicast Group Settings
IP Address:
Port:

Add Multicast Group(s)

UNIT_PLATFORM
GEO_REPORT
SPOT

[select O to 3]
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Remove Multicast Group(s)

Table 1-46 Incoming Data, Higher Echelons (GCCS) - Server

Higher Echelons Configuration Site dependent parameter
Settings settings
None
Receive GCCS Data From PASS
Gateway Manager
[select one]

Topics

Table 1-47 Incoming_; Data, Fires (AFATDS) - Server

Site dependent parameter

Fires Configuration Settings settings

None

PASS

AFATDS Client (AXE interface)
[select one]

Receive AFATDS Data From

UNIT

TARGET

Type of objects to receive GEOMETRY
AIR_SUPPORT_REQUEST
{select 0 to 4]

Network Settings
NRTS Listening Port:
AXE Listening Port:
AFATDS Server IP Address:
Username:
Password:
AFATDS Server Classification:

Table 1-48 Incoming_; Data, Air Defense (AMDWS) - Server

Air Defense Configuration Site dependent parameter
Settings settings
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None
Receive AMDWS Air Defense data PASS
from AMDWS Client
[select one]
. . AIRCRAFT
Types of objects to receive from MISSILE

AMDWS

{select 0 to 2]

AMDWS Client Configuration
AMDWS Server IP Address
Port

AMDWS Client Ports
Air Breather(AB) Listen Port
Tactical Ballistic Missile(TBM) Listen
Port

Table 1-49

Incoming Data, Correlated Enemy (ASAS) - Server

Correlated Enemy Configuration
Settings

Site dependent parameter
settings

Receive ASAS Data From

None
PASS
[select one]

PASS ASAS Topic(s) to subscribe to

Table 1-50

Outgoing Data, Lower Echelons (FBCB?2) - Server

Lower Echelons Configuration
Settings

Site dependent parameter
settings

Type of object to inject into FBCB2:

UNIT
PLATFORM
NBC_ALERT
SPOT
OBSTACLE
GEOMETRY
[select O to all]

Messaging Settings
Use Messaging URN
Originating URN
Injection TTL:
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Multicast Group Settings
IP Address:
Port:
Message Header Type:
ADD Multicast IP Address(s)
Remove Multicast IP Address(s)

Table 1-51

Outgoing Data, Higher Echelons (GCCS) - Server

Higher Echelons Configuration
Settings

Site dependent parameter
settings

Type of system data to inject into
GCCs:

FBCB2
AFATDS
BCS3
COALITION
AMDWSUNIT

MCS
[select O to all]

Type of objects to inject into GCCS:

UNIT
SPOT
PLATFORM
OBSTACLE
NBC_ALERT
GEOMETRY
[select O to all]

Table 1-52 Outgoing Data, PASS - Server

PASS Outgoing Data

Site dependent parameter

Configuration Settings settings
UNIT
PLATFORM
. L NBC_ALERT
Type of objects to inject into PASS SPOT
OBSTACLE
GEOMETRY

ADD PASS Topic(s)

Remove PASS Topic(s)

Table 1-53 Startup Options - Server
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Site dependent parameter
settings
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Run the MCS Services Startup tool
automatically when you login to this
computer

Create a desktop shortcut for the MCS
Services Startup Tool

Automatic Startup Selection
Message Data Replicator
Live Feed Database Utility
PASS Service
Database Management Utility
PASS Administrator
NRTS Service

Acronyms
AB Air Breather
ABCS Army Battle Command System
ADSI Air Defense Systems Integrator
AFATDS Advanced Field Artillery Tactical Data System
AMDWS Air and Missile Defense Workstation
AOI Area of Interest
ATCCS Army Tactical Command & Control System
ASAS All Source Analysis System
BCS Battle Command Server
BAS Battlefield Automated System
BCS3 Battle Command Sustainment Support System

309



SAM

BCTID Battle Command Training and Integration Division
BFA Battlefield Functional Area

BFT Blue Force Tracker

BOS Battlefield Operational Specialty

Cc2 Command and Control

C2PC Command and Control Personal Computer

C2R Command and Control Registry

C3 Command, Control, and Communications

ca1 Command, Control, Communications, Computers, and

Intelligence
CADRG Compressed ARC Digitized Raster Graphics
CAPES Combined Arms Planning & Execution Monitoring System
CECOM Communications and Electronics Command
CFPD Color Flat Panel Display
CiB Controlled Image Base
CIMTK Common Joint Mapping Toolkit
CiB Controlled Image Base
CLF Common Look and Feel
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CMP Command Message Processor

COA Course of Action

COE Common Operating Environment
CONOPS Continuous Operations

COP Common Operational Picture

COTS Common Off The Shelf

CSSCS Combat Service Support Control System
DAS Data Acquisition System

DBMS Database Management System

DHCP Dynamic Host Configuration Protocol

Defense Information Infrastructure Common Operating

DIl COE Environment

DMS Degrees, Minutes, Seconds

DNS Domain Name Server/Service

DoD Department of Defense

DTCC Datum Transformation and Coordinate Conversion
DTD Digital Terrain Data

DTED Digital Terrain Elevation Data
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DTG Date Time Group

DTS Display Terminal Service Command

DTSS Digital Topographical Support System

EAC Echelons Above Corps

EHFA IMAGINE Extremely High Frequency Appliqué
EIR Equipment Improvement Recommendations
EMP Electromagnetic Pulse

EOB Enemy Order of Battle

ERDAS Earth Resources Data Analysis System

EZ PASS EZ Publish and Subscribe Services

FBCB2 Force XXI Battle Command Brigade and Below
FIPR Flash, Immediate, Priority, Routine (Message)
FM Field Manual

FRAGO Fragmentary Order

FTP File Transfer Protocol

GCCs Global Command and Control

GCCS-A Global Command and Control System - Army
GCCS-M Global Command and Control System - Maritime
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GCcC2 Ground Combat Command and Control System

GMT Greenwich Mean Time

GPU General Purpose User

GSALT GCS.S'(GIo_baI Combat Support System) System
Administration and Log Tool

GSD Graphical Situation Display

GTCS Ground Tactical Communications Software

GUI Graphical User Interface

HTTPS HyperText Transfer Protocol over Secure Socket Layer

ICD Interface Control Document

IETM Interactive Electronic Technical Manual

s Internet Information Service

IOT&E Initial Operational Test & Evaluation

IP Internet Address

ISYSCON Information System Control

JAAS Java Authentication and Authorization Service

JMPS Joint Message Processing System

JVMF Joint Variable Message Format
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JWARN Joint Warning and Reporting Network

KPT Key Personnel Training

LAN Local Area Network

LDIE LDAP (Lightweight Directory Access Protocol) Data
Interchange Format

M&O Maps and Overlays

MAA Mission Application Administrator

MAU Mission Application User

MCS Maneuver Control System

MDMP-A Military Decision Making Process Assistant

MDR Message Data Replicator

MGRS Military Grid Reference System

MIL-STD Military Standard

MIP Multilateral Interoperability Program

MSL Map Specification Library

MTS Missile Tracking System

MUL Master Unit List

NBC Nuclear, Biological and Chemical
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NDS Netscape Directory Server

NGA National Geospatial-Intelligence Agency

NIMA National Imagery and Mapping Agency

NITF National Imagery Transmission Format

NPT Network Time Protocol

NRTS Near Real Time Server

NTLDR New Technology Loader (Microsoft Windows)
ODBC Open Database Connectivity

oS Operating System

PASS Publish and Subscribe Services

PLGR Plugger

PMCS Preventative Maintenance Checks and Services
RHDD Removable Hard Disk Drive

RPF Raster Product Format

SA Situational Awareness, or System Administrator
SAM System Administration Manual

SEC Software Engineering Center

SK Secondary Key
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SMS System Management Services

SOP Standing Operating Procedure

SQL Structured Query Language

SSL Secure Sockets Layer

STCCS Strategic Theater Battle Management System
SUM Software User Manual

SVvD Software Version Description

TAC Tactical Command Post

TCP/IP Transmission Control Protocol/Internet Protocol
TDBM Track Database Management

TBM Tactical Ballistic Missile

TBMS Theater Ballistic Missile System

™ Technical Manual

TMS Track Management System

TO Task Organization

TOC Tactical Operations Center

TSAPR Time Synchronization and Position Reporting
TPSD Training Program Structure Document
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TSM TRADOC (Training and Doctrine Command) System Manager
TSP Training Support Package

TTL Time to Live

UDHF Unit Designation Higher Formation

UDP Update Port

uic Unit Identification Code

USMTF United States Message Text Format

URL Uniform Resource Locator

URN Unit Reference Number

uToO Unit Task Organization

UTM Universal Transverse Mercator

UTR Unit Task Reorganization (as in UTR message)
UTC Universal Server Time

VME Variable Message Format

VPF Vector Product Format

WAN Wide Area Network

WGS84 World Geodetic System 1984

XML Extensible Markup Language
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