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Executive Summary

The rapid growth of the internet technology that is spurred by peer to peer network (p2p
network) has created many developments and innovations. This p2p revolution is started
when the software for files sharing was introduced among the internet users in the 90s. By
downloading this software, the users are able to join a p2p network and connect directly with
other users through the internet to share various types of files. In a p2p network, the peers act
both as client and server in the network in order to provide service and content that is offered
by the network such as file sharing activity (Kellerer, 1998). Thus, in p2p network the peers
represent the users behind the computers with their wishes and expectations from the network,
which basically are to acquire the files that they are interested in. Moreover, these peers
expect not only to receive the good files (good quality files and free from virus) but also a
simple and fast process to get the files. In order to achieve these goals, a peer who wants a
certain file must know how and where to get it. In other word a peer must choose from a peer
that it trusts can deliver a good result which means that it has to find a trustworthy peer.
Several trust calculation schemes have been proposed in the past few years. The scheme,
known as trust algorithm, is a system where trust is defined and computed based on some
trust factors. We come across several algorithms that correspond with this research study.
These current algorithms are evaluated based on literature study and the simulation tool.
Based on the evaluation, the algorithms have shortcomings in the trust calculation process.
Therefore, the research question is formulated as follows:

“Which improvements can be made to the trust algorithm for measuring trust

value in file sharing p2p network which in turn will help the peers in p2p network

Jor a better selection mechanism i.e. choosing the right peer during file sharing

activity?”

The improvements are used as the inputs for designing a new algorithm which is given the

name Hybrid algorithm. To guide the evaluation process there is a list of design requirements
for trust algorithm that has been developed. This list can be stated as follows:
Trust algorithm should: incorporate non-symmetric element, incorporate conditional
transitive element, incorporate contextual element, incorporate reflexive element, incorporate
dynamic element, incorporate self-regulated system to cope with network scalability, maintain
the peer anonymity, enforce minimum load through the whole process in order to improve
network and peer performance, implement a user intervention system and include pre-trusted
peer recommendation in the trust value calculation process.

Based on the evaluation result, the Hybrid algorithm is designed and its performance is
compared with the performance of the current algorithms. The Hybrid algorithm has the best
performance in most of the design requirements. The basic conclusion of the research study
is the contribution of Hybrid algorithm that lies on the combination between implementing a
user intervention system and the usage of pre-trusted peer experience in the trust calculation
process. Some current algorithms depend completely on pre-trusted peer while others ignore
their presence. On the other hand, almost the entire current algorithm is automatically set up
by the network which does not allow its users to find their best preferences. The Hybrid
algorithm balances these two features by combining them together to improve the algorithm’s
performance.
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Chapter 1

Introduction

1.1 Introduction to Trust and File Sharing P2P Network

The rapid growth of the internet technology that is spurred by peer to peer network
(p2p network) has created many developments and innovations. This p2p revolution is started
when software for sharing files was introduced among the internet users in the 90s. By
downloading this software, the users are able to join a p2p network and connect directly with
other users through the internet to share various types of files. The first file sharing p2p
software application was initiated by Shawn Fanning who founded Napster in 1999 (Oram,
2001). This software application has shown that simple personal home computers could
perform tasks more than browsing websites and exchanging emails. Through this software,
they are able to form groups in large scale and collaborate to become user-created search
engines, file systems and virtual supercomputer (Minar and Hedlund, 2001). Examples of file
sharing p2p applications (i.e. successor of Napster) are KaZaa, Gnutella, LimeWire and

Torrent.
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Figure 1. 1 Topology of P2P Network

Figure 1.1 displays the topology of p2p network which shows a group of peers that is
connected to one another as a part of the network. These peers act both as client and server in
the network in order to provide service and content that is offered by the network such as file
sharing (Kellerer, 1998). The peers also represent the users behind the computers with their
wishes and expectations from the network, which basically are to acquire the files that they
are interested in. Moreover, these peers expect not only to receive the good files (good quality
files and free from virus) but also simple and fast process getting the files. In order to achieve
these goals, a peer who wants a certain file must know how and where to get it. The activity
starts when, for example, Alice joins a file sharing p2p network after installing a file sharing
software application and wants to have a certain file x. She does not know which peers have
the file that she wants. Even if there are several peers who have the x file, Alice will not know
which one to choose.



In order to receive a good file, Alice must choose from a source peer that she trusts can
deliver a good result, or in other word she has to find a trustworthy peer. The problem with
p2p network is that the peers within the network are anonymous. If in the daily life Alice
knows and trusts Bob, she will not know that Bob is actually peer B and vice versa, as shown
in figure 1.2.

Peer A is anonymous to >
peer B and vice versa in Q
Client/server p2p network NN
(peer A) \ S Client/server
% (Peer B)

Alice . Bob
: Alice knows and trusts

Bob in daily life

Figure 1.2 Trust Relation in P2P Network

Thus, the challenge here is to develop a mechanism that allows Alice (and other users) to find
a trustworthy peer within the network.

1.2 Research Problem

Trust issue is one of many subjects that we are facing in the daily life. As part of the
social community, we have to communicate or make transaction with other community
member. Some of them are the people that we are familiar with, but often we are dealing with
less familiar people or even with complete strangers. If we are dealing with familiar people
that we already have experiences with, it is easier for us to decide whether we could trust
them with some information or conduct business with them. But if we are dealing with
unfamiliar people we might trust them less and therefore we are not always willing to
exchange information or conduct business with them. Diego Gambetta (1990) defines trust as:

“A particular level of the subjective probability with which an agent will perform a particular
action, both before (we) can monitor such action (or independently of his capacity of ever to
be able to monitor it) and in a context in which it affects (our) own action”

Based on the definition, Abdul-Rahman and Hailes (1997) conclude several notions about
trust: trust is (1) subjective, (2) affected by action that we can not monitor, (3) depending on
how our actions are in turn affected by the agent’s action and (4) based on a specific context.
Thus, referring back to figure 1.2, how Alice trusts Bob is related to few factors such as:
- How much Alice trusts Bob is not the same with how much Claire trusts Bob.
- How much Alice trusts Bob is affected by Bob’s action that can not always be
monitored by Bob.
- How much Alice trusts Bob is depending on how Bob’s action is in turn affected by
Alice’s action.
- Alice trusts Bob for a specific subject, for example: Alice trusts Bob for sharing movie
files but not for sharing music files.
These factors characterize the trust relationship between Alice and Bob in the daily life. In the
p2p network activity, the peers who represents Alice and Bob (and other users as well)



encounter the similar situation where the peers have to communicate and share files among
one another. Often, these peers are strangers to one another, in the sense that most of them
have never connected before (Garcia-Molina, 2003). Naturally, in p2p network, not all of the
peers are good peers (which provide good and honest service), some of them are malicious
peers with the bad intention towards other peers and the network (i.e. spreading virus,
creating unnecessary traffic, creating a network failure, etc). Peer A (Alice) has to be able to
distinguish whether peer B (Bob) or other peers in the network are good peers or malicious
peers in order to establish a trust relationship between them. If the daily life, trust is expressed
with Alice’s feeling toward Bob, the p2p network has to transfer the “trust feeling” into a
value that can be calculated by the peers’ computers. Several trust calculation schemes have
been proposed in the past few years. The scheme, known as trust algorithm, is a system where
trust is defined and computed based on some trust factors. The outcome of the computation
process is expressed in number and labelled as trust value (which describes peer’s
trustworthiness level). A number of algorithms are already proposed to address the trust
problems within the file sharing p2p networks. Based on the literature study, we come across
several algorithms that correspond with this research. These algorithms are all applicable for
p2p network but using various theory foundations.

Some algorithms such as Marsh Algorithm (1994), Abdul-Rahman and Hailes Algorithm
(1997) and Jin et al. Algorithm (2005) are relying on so-called central peer that manages the
data for trust computation within the network. Algorithm Aberer and Despotovic (2001) is an
example of a decentralised algorithm, where there is no central peer needed. This algorithm
relies on complaints from other peers which make this algorithm very sensitive to a situation
where low number of transactions occurs among peers within the network. Furthermore, there
are also some algorithms that are based on global trust value (one global trust value for each
peer for the entire network) and local trust value computation (every single peer is able to
compute other peer’s trust value which results in various local trust value for each peer in the
network). The drawback of global trust algorithm is that there is no differentiation between
various trust elements which can result in a less accurate outcome of trust value. On the other
hand, local trust algorithm requires large capacity as every peer will have to acquire its own
computation data that can result in large overhead of data management which limits its
application on real p2p network. Based on the information of the current algorithms, the
research problem can be stated as:

“Based on the literature evaluation, the current trust algorithms for file sharing
P2p network have a number of shortcomings that can limit their trust value
calculations”

Based on this research problem, the research objective will be developed as follows:

“To develop a trust algorithm that can improve the result of the trust value
calculation which in turn will help the peers in p2p network for a better selection
mechanism i.e. choosing the right peer during file sharing activity ”’

Based on the research problem and research objective, the main research question is
formulated as follows:

“Which improvements can be made to the trust algorithm for measuring trust
value in file sharing p2p network which in turn will help the peers in p2p network
Jor a better selection mechanism i.e. choosing the right peer during file sharing
activity?”
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1.3 Research Methodology

There are numbers of methods that available as guide for the research process.
However, there are reasons that have to be taken into account in choosing a research method.
The research method first of all has to correspond with the way of how the research is
working, because research can start and take place in various situation and environment.
Secondly, a research method has to correspond also with the way of research modelling and
design support tools, because the modelling and designing of the system is the essence of the
research process. Based on these reason, a waterfall model is chosen. This model was
introduced in 1992 and it has been frequently used in system engineering research
development (Sage, 1992). This model has basically three major phases (formulation, analysis
and interpretation) that implemented in several steps. The following illustration shows and
gives explanation about the method that has been expanded into 6 steps:

Resources: literature study
ion research

problem ) Formulated Sub-R: h
— Ch2: _TrUSI Problems & List of
Review Requirements
Resources: literature
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Ch.3: Literature
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Result
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Ch.4: Simulation
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simulation program study, case study
Ch.6:
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Overall Results Evaluation Result

|

L Ch.7: Conclusion Future work
&

Recommendation

Evaluation and
Feedback from result

Figure 1.3 Research Methods

e Chapter 2: Trust Review

This chapter provides a depth description about trust. The objective of this chapter is to
provide sufficient information on how trust is formalized and operationalized in p2p
network with the help of context scenario. Based on the provided information, sub-
research questions and a list of requirements will be developed to guide the research
process.

e Chapter 3: Literature Based Evaluation of Current Algorithms

This step is covering the third chapter with the objective of conducting evaluation based
on literature study on the current algorithms to recognize its drawbacks and advantages.
All of this information will be summarized and further evaluated in the next chapter by
means of simulation tool.
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e Chapter 4: Simulation Based Evaluation of Current Algorithms

In this chapter the current algorithms will be further evaluated by means of simulation tool
to confirm the result from the previous chapter. The objective of this chapter is to
formulate a list of inputs that can contribute to the designing process of the new algorithm.

e Chapter 5: Designing Hybrid Algorithm

The objective of this step is to design the new algorithm based on the formulated design
requirements and the information that is obtained from previous chapters. The new
algorithm is given the name Hybrid Algorithm as it is fundamentally based on various
current algorithms. The next step is to validate the simulated Hybrid algorithm. This
validation process is conducted with the help of query cycle simulation tool and the result
of validation will be evaluated in the end of the chapter.

e Chapter 6: Evaluation of Overall Results

This chapter will evaluate the result from simulation test that has been conducted on the
algorithms, including the Hybrid Algorithm. The overall results will be presented,
compared and evaluated.

e Chapter 7: Conclusion and Recommendation

In this chapter, there are several processes to be identified. The first one is to conclude the
result of the research that has been done in previous chapters. The second one is to
evaluate whether the result has met the objective of the research which means that
problem has been solved. This is also called feed-back process where the result is brought
back to the beginning of the research process to be studied and analyzed. The last one in
this step is to identify any possibility of further development in the future.

1.4 Structure of the Report

Chapter two deals providing depth description about trust and its connection with p2p
network to develop sub-research questions and list of requirements. Chapter three will make
use of the requirements to conduct evaluation of the current algorithms, based on literature
research. The objective is to obtain a list which contains information about the drawbacks and
advantages on the algorithms.

Chapter four is dealing with evolution about the current algorithms with the help of
simulation tool. This is the part where the result from the previous chapter can be compared
with the result of the simulation.

Chapter five deals with the construction process of the Hybrid algorithm. This process is
based on the information that has been previously obtained which result in a design concept.
This concept will be validated in the next step by means of simulation tool. The result will be
presented and evaluated in the end of the chapter.

Chapter six will present the overall simulation results from the current algorithms and Hybrid
algorithm to be compared and evaluated.

The last chapter will discuss the overall evaluation and conclusion of the research process,
based on the research problem and research question that have been formulated in the
beginning of the research.

12



Chapter 2
Trust Review

This chapter will provide a depth description about trust. The objective of this chapter
is to provide sufficient information on how trust is formalized and operationalized in p2p
network. The first following section will provide detail description on trust relation in file
sharing p2p network and its characteristics. The next section is dealing with threats
possibilities in connection with trust and p2p network. A context scenario and list of design
requirements will be developed in the last section to guide the research process.

2.1 Trust Relation in File Sharing P2P Network

As previously mentioned in the introduction, the peers in the file sharing p2p network
represent the users behind the system. They are allowed to join in the network after they
install a software application for file sharing into their computers. Once they are in the
network, the peers can start to find the files that they are interested in. This is done by
“asking” other peers through submitting a message to the network. Because there are many
peers (which are representing different users’ preferences), there will be lots of messages that
are submitted to the network. The other peers in the network which are in possession of the
requesting files are welcome to respond. Usually, there will be several responses available so
that a peer has to choose which one is the best choice. If the source peer is chosen, the file
sharing activity will take place, as illustrated in the following figure.

Peer B is
downloading file from
Peer A

Peer B

Peer F is
downloading file from
Peer D

PeerEis
downloading file from
Peer B

Figure 2.1 File Sharing Activity in P2P Network
The process of choosing the right source peer brings us back to the trust issue. There

are several trust relations that can be derived in p2p network, as shown in the following
figure:

13
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According to figure 2.2, there are 5 kinds of trust relations that exist within the networks:
- The first one is trust between user and system, marked with “a” in figure 2.
- The second one is trust between computer peers in the network (p2p relation), marked
with “b” in figure 2.
- The third one is trust between computer peer and server, marked with “c” in figure 2.
- The fourth one is trust between server and network, marked with “d” in figure 2.
- The last one is trust between computer peer and network, marked with “e” in figure 2.

This research will focus on second trust, namely trust between peers in the network. Other
kind of trust will be outside the scope of this research with the assumption that other trust
relationships are well functioned. However, we must not forget that peers represent the users
behind the system. Thus, trust between peers in the network in fact is an extension trust
between the users in the network. Figure 2.3 describes different types of trust that are
involved in the file sharing p2p network activity.

Trust relation between Peer

Aand Peer Bis an
Client/server. Q extension of trust between .
eer A : - 4Alma_aud_Bnb—.Q \ Client/serve|
@ (Peer B)

Alice trusts her computer Bob trusts his computer
(the system (the system)
o
Alice Bob

Trust relation between
Alice and Bob

Figure 2.3 Trust Relations
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In the daily life, trust is built gradually through time based on the history and experiences. In
the case of Alice and Bob, good experiences will raise the level of trustworthiness between
them while bad experiences will lower it. In p2p network, trust is also built based on good and
bad experiences. A peer with good behaviour will be rewarded with a high trust value while
malicious peer will be punished with a low trust value. Therefore, it is crucial to define which
factors that characterize a trust relation in order to be able to transfer the trust relation
between Alice and Bob to the trust relation between peer A and peer B properly. Almenarez
et. al. (2003) defines several properties that are characterize a trust relation:

- Non-symmetric property

This property defines that a trust relation is not a two ways street. If Alice trusts Bob, it
does mean that Bob also trusts Alice. Thus, if A and B are two different peers, a non-
symmetric relationship means that if A trusts B, it does not automatically mean that B
trusts A. This property is important in order to have an accurate trust value calculation in
p2p network because if peer A calculates peer B’s trust value, the result might be different
is peer A calculates peer B’s trust value, hence the non-symmetric property.

- Conditional Transitive property

Conditional Transitive means that if Alice trusts Bob, and Bob trusts Claire, it does not
mean automatically that Alice trusts Claire. However, Alice may use information from
Bob regarding Claire in order to have more accurate decision. In p2p network, if A, B and
C are three different peers, which A trusts B and B trusts C, it does not automatically
mean that A will trust C. Peer A may use information from peer B to help the decision
process. This property is also needed to generate an accurate result of trust calculation. If
peer A wants to calculate peer C’s trust value and it does not implement this property,
which means it will trust completely on peer B’s calculation, this can result in an error
trust calculation. If peer B and peer C are malicious peers and peer B gives false
information to peer A regarding peer C, peer A will end up having transaction with
malicious peer.

- Context property

This property means if Alice trusts Bob for baby sitting, it does mean that Alice trusts Bob
for driving a car. In p2p network, if A and B are two different peers; z and w are two
different type of files, a contextual relationship means that if A trusts B for z, it does not
mean automatically that A trusts B for w. This property is important to enhance the
accuracy of trust value calculation. Because if peer A calculates peer B’s trust value based
on x type of files, the result might be different if peer A calculates peer B’s trust value
based on y type of files. Therefore, it is important to specify the context of trust value to
obtain an accurate result.

- Reflexive property

This property means that before trusting anybody else, Alice has to trust herself first. In
p2p network, if A is a peer in the network, a reflexive property applies when peer A trusts
itself before starts calculating another peer’s trust value. Or in other word, it finds its own
system to be trustworthy. This property is important for a peer to have a confident on its
own system and the result of its own calculation.

- Dynamic

Trust is a dynamic value. It means that it changes through time. Alice might trust Bob
more or less through a period of time. If A trusts B for a certain value at to; this value is
possible to change at t;. Therefore, it is crucial to take into account this dynamic property
to get an up to date trust value result.
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Beside the trust properties, trust is also closely related with the term reputation and
recommendation. The term reputation is the common opinion that people have about a subject
(party) based on prior actions (Cambridge Dictionary, 2007). The party with a good
reputation has a higher level of trust from other party. This reputation could be transferred
also to another party or community by means of recommendation. Ruohomaa (2005) defined
recommendation as an effort to transfer a reputation from one community to another. With
recommendation, a peer that is about to perform a transaction with an unknown peer, is able
to make a correct decision based on the recommendation. How a peer receives
recommendation from other peer (recommender) is depending on how trust is provided within
the network i.e. the trust model of the network. There are several trust models that can be
employed in a network (Daskapan, 2005):

- Central Hierarchy: trust depends on one central authority; thus, one or more peers
grant credentials to other peers.

- Central Peer: trust according to central peer principle, with the use of some peers as
mediator for distributing credentials to other peers in the network.

- Decentral Peer: in this model, all of the peers within the network can act as end-peer
or recommender for other peers. This is a simple but the least reliable model since
there is no need for any recommenders in the system to prove the recognition of its
recommendation.

- Meshed Hierarchy: this is a model where trust is built by joining together some of
recommender peers that have higher status in the network and they function as bridges
for distributing trust through the network.

Research study shows that in order to be able to calculate trust value, it is also important to
learn the characteristic p2p network and the issues around it, in connection with trust
algorithm. Based on literature study, there are several factors as the main issues in managing
trust in p2p network (Abdul Rahman and Hailes, 1997 & Garcia-Molina et. al. 2003):

- No central coordination in the network: Because all of the peers in p2p networks
serve the same function on the same level, there is no peer that serves as a central of
the network to monitor and coordinate the network. But this unique characteristic is
also the power point of p2p network where could make the scale of the network
unlimited.

- Unreliability: This term is closely related to the dynamic character of the network. A
peer can not fully rely on and trust the neighbours since most of the time they do not
know one another.

- Anonymity: Just as mentioned above, the users in the network do not know one
another. Anonymity can be both an advantage and disadvantage factor of the system.
It can protect the real identity of the peer but at the same time it gives possibilities to
negative actions from other peer.

- Lack of prior experience: To build trust among the peers in the network, a reputation
is usually used as a base of connection. A problem occurs when a peer is dealing with
a new peer with no previous experience. In this case it is difficult to know whether the
peer should or should not trust the new peer.

2.2 Threats to Trust

Beside the trust properties and the several issues that are related to trust which have
been previously mentioned, there are also a number of threats that are involved in trust
relation in trust relation in file sharing p2p network. Referring to the last example of Alice
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and Bobs’ trust relation, where Alice trusts Bob; the threats to their trust relation are involving
the following situations :

- Alice trusts Bob, where Bob’s trustworthiness is built gradually through time based on
the experience between them. But at a certain time, Alice has a bad experience with
Bob it will automatically decrease Bob’s trustwothiness (situation A).

- Alice does not know Bob, but Alice needs to have a transaction with Bob. If Bob is
not trustworthy, then Alice will end up with unsuccessful transaction with Bob
(situation B).

- Alice has a recommendation from Diana about Bob’s reputation. But Alice does not
know that Diana is untrustworthy who gives a misleading information to Alice about
Bob which can result in unsuccessful transaction between Alice and Bob (situation C).

In file sharing p2p environment, the similar situations apply. There are two types of peers that
exist in the network: good peers and malicious peers. The good peers are by definition the
peers that provide good and honest service in sharing files with other peers in the network.
These peers do not pose threats. The other type of peers are the source of the threats in the
network. These peers spread malicious files to other peers that eventually can lead to network
failure. Besides spreading malicious files, malicious peers also give false recommendation to
ruin other peers’ reputation in the network. Some time they operate together with other
malicious peer (collusion malicious peer) but often they operate on their own (single
malicious peer). Based on this description, we can apply the three previous situations on the
p2p network activity as follows:

- For situation A: Peer A and peer B are both good peers. Peer A trusts peer B and the
trust relation is based on the prior experiences between these two peers. If in a certain
time, peer B suddenly turns malicious, it not possible for peer A to know before
having a transaction with peer B. This will cause an unsuccessful transaction result
(malicious file).

- For situation B: Peer A and peer B never have prior experiences between them (never
have files sharing acitivity). Peer A is a good peer but peer B is a malicious one.
Because peer A does not have any information regarding peer B and peer B has the
requested file, peer A will agree to have a transaction with peer B which will result in
a unsuccessful transaction (malicious file).

- For situation C: Peer A is a good peer but peer B and peer D are malicious peers. In
this case, peer A receives recommendation from peer D regarding peer B’s reputation.
Because peer D is a malicious peer, as well as peer B, it will give false
recommendation that will mislead the decision process of peer A whether it should
trust B or not. If peer B and peer D are cooperating together to deceive peer A, it is
called a collusion malicious peer; but if they are acting alone, it is called a single
malicious peer. In this research we will only use one type of malicious peer, namely
single malicious peer for the shake of simplification.

In the following section, we will apply these situations in the scenario context of the research
study.

2.3 Context Scenario and List of Requirements

This scenario is introduced to illustrate the context of the research and p2p
environment where the trust issue exists. To join a p2p network, peers have to install sharing
files software to allow them to connect with other peers. When the software is installed, the
network will group the peers in several small clusters and every peer will have access to the
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directory of the network. A directory is an index that serves as the information bank of the
network. It keeps network statistics such as network traffic, network diameter, peer cluster,
etc. The following section will provide a description on how the files sharing take places

among the peers.
Peer @3 PeerB

N
J

Peer F

Figure 2.4 P2P Network

Figure 2.2 describes an example of topology of a file sharing p2p network where it is
frequently found on the internet. In this figure, six different peers are identified in the cluster:

- Peer F is the oldest member and the founder of the network. It has experiences with
almost every peer in the network and has a high trust value. Some of the algorithms
give the name pre-trusted peer for this kind of peer.

- Peer A and B are regular members of the network. They have large number of
experience with several peers in the network. They are not pre-trusted peers but they
are good peers (they do not have malicious intention towards other peers or the
network) and identified also with fairly high trust value.

- Peer C is also a good peer but it is a new member with limited experience with other
peers within the network, thus its trust value is still low.

- Peer D and E are malicious peers with intention to spread malicious files among other
peers to fail the network. Their trust values are also very low or in most of cases will
be zero.

Between the peers, there are lines that illustrate the possible connections in the network when
the files sharing activity takes place. Files sharing means that the peer will make a certain
document available for others to download. The type of the files itselfs are numerous, such as:
movie files, music files, software files, document files and etc. And within a type of file, for
example: movie files, there are still numbers of different movies files that can be found. Thus,
a p2p network deals not only with (large number of) peers, but also with (large numbers of)
various types of files. Sharing file activity starts when, for example, peer A, submits a request
query for a certain file: Simpsons. The peers will forward this query to its direct neighbours
within the cluster, and they will forward the query throughout the network. The peers which
posses the file and receive the query will send response queries back to peer A through the
directory. The responses are displayed under the search result as seen in the following figure.
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Figure 2.5 Search Result of Simpsons File

In the figure, there are several numbers of responses files that are associated with the
requested files: Simpsons. Next to the files name are the types of the files and the source of
the file. “Local” means that the file is owned by peer A and other peer is trying to download
it. “Regional” means that it comes from a peer the same cluster as peer A. “Global” means it
comes from a distant peer that is not in the same cluster. Next to the source is the status of the
activity of the files sharing (“Downloading” means the files sharing is taking place and
“Connecting” means that another peer is initiating a connection with peer A). Next, peer A
will choose one (or more) file from the search result. And once a file is selected (in the figure
2.3, file The_Simpsons_07x07.avi is selected), trust value calculation is taking place between
Peer A and the peer which has the selected file, for example peer F. The result of the trust
value calculation is shown under “Node” sign. “Healthy” indicates that the files is originated
from a good peer (Or in other word, peer F has high trust value based on peer A calculation)
and “Unknown” means that peer A does not have information regarding trust value from the
owner of this file. This is because peer A is the owner of file Simpsons_The_Movie.mpg and
other peer is trying to connect to peer A to get the file. Thus, peer A’s trust value is being
assessed. However, some algorithms have earlier trust value calculation. In this case, from the
moment peer A receives responses regarding the request query; the system will automatically
start to compute the trust value of the responding peers. Thus, the search result will only
display the files that originate from peers with known trust value.

Based on information that has been just described, it is very important to calculate trust value
as accurately as possible so that peer A can obtain the file from a trustworthy (source) peer. In
the previous part, it has been described several trust properties that are characterize the trust
relation between the peers in the network. These properties can be used to improve the trust
value calculation so that the peers will achieve their objectives to receive the requested files in
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simple, safe and fast way. There are five trust properties that can be applied in the context
scenario as follows:

- Non-symmetric: As previously mentioned, this element defines that if peer D trusts
peer A, it does not automatically mean that peer A trusts peer D back. This property is
needed to create an accurate trust value calculation. In the last section about threats,
there are three situations described. This particular property is applied to avoid these
three situations where a trust value of a certain peer can be unexpectedly change.
Thus, with the non-symmetric property applied in the context scenario, peer A will
have to calculate peer D’s trust value when it is needed even though it is established
before that peer D trusts peer A.

- Conditional Transitive: This trust property is used to enhance the accurary of trust
value calculation, especially when a third party is involved. Based on the context
scenario, if peer A trusts peer D and peer D trusts peer E, peer A will have to calculate
peer E’s trust value before peer A decides whether it trusts peer D or not. During the
calculation process, peer A is allowed to use a recommendation from peer D regarding
peer E as part of the input variable. By implementing this trust property, peer A will
be able to generate a more accurate trust value and avoid the malicious activity
(situation C) as previously described.

- Contextual: This property is used to enhance the trust value calculation when there are
several types of files are available in the network. To specify the trust value among the
various types of files, the trust value of each peer is set apart for each type of file.
Thus, if peer A wants to download two different types of files ( for example: music
file and movie file), it will have to perform two trust value calculations in order to get
more accurate results.

- Reflexive: This property is needed for each peer to have a confidence upon its own
system before it starts to calculate another peer’s trust value. If a peer is confident to
have a trustworthy system, it will trust the result that the system delivers.

- Dynamic: As mentioned before, trust evolves through time. This property is applied in
the trust calculation system to cope with trust evolution process in order to generate an
accurate trust value result.

These five elements of trust should be included in designing trust algorithm to obtain an
accurate computation. However, because the algorithm computation takes place in p2p
environment, we have to take into account the characteristic of the network, so that the
algorithm can utilize it. In section 2.1, several issues regarding the characteristic of p2p
network are already mentioned. Based on this information, we can summarize the following
points:

- P2P network needs trust algorithm that can be self regulated, which means that every
peer is allowed to make their own judgment, and not depend on a central authority.
Based on this system, trust algorithm will be able to cope with the distributed
character of the network, so that if the network is dynamically changing, the
scalability of the network would not create a problem.

- During the computation process, there will be often recommendation from other peers
or data storage needed. To obtain accurate, fair and safe trust value computation, this
process should be conducted without any knowledge from the peer that is being
assessed. The objective of this system is to maintain anonymity of every peer in the
network.
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As previously mentioned, typical p2p network consists large number of peers and
various kind of sharing files. In order to utilize the network, trust algorithm should
enforce minimum load on the whole process so that it does not influence the network
and peer performance. The process of trust value computation is including: messaging
load, computation process load and data storage.

Users’ preferences which are represented by the peers in the network should be taken
into account in the trust calculation process in order to have a result that corresponds
with each user’s preference. Therefore, it is required to develop a trust algorithm
where a user (a peer) can actively participate in the process (user intervention system).
Because most of the current algorithms are fully automated by the system, where the
users (the peers) can not influence the trust value calculation process.

Because trust value is calculated based on the peer prior experiences. A peer with
more experiences can calculate more accurate trust value than a peer who has limited
experiences. Based on the context scenario, pre-trusted peer F is the peer with the
largest number of experiences. And since peer F is the founder of the network, it is
very unlikely it would turn malicious. The idea is to use peer F’s experiences to help
other peers in the network by giving the pre-trusted peer F a role in the trust value
calculation process in order to generate more accurate trust value.

These five features have to be included as well in the designing process of trust algorithm,
beside the five elements. Thus, combining all of the factors, a list of design requirements for
designing algorithm can be developed as follows:

Trust algorithm should:

NN R W=

0.

incorporate non-symmetric element.

incorporate conditional transitive element

incorporate contextual element.

incorporate reflexive element.

incorporate dynamic element

incorporate self-regulated system to cope with network scalability.

maintain the peer anonymity.

enforce minimum load through the whole process in order to improve network and
peer performance.

implement a user intervention system.

10. include pre-trusted peer recommendation in the trust value calculation process.

These design requirements will be used as the research guide to conduct the evaluation
process on the next following chapter in order to achieve the research objective.

2.4 Research Sub-questions

Based on the description about trust that is previously provided, the research’s main question
can be broken down into several sub-questions that will assist the process to achieve the
research objective. There are three sub-questions that are defined here:

1. What are the shortcomings of the current algorithms to measure trust in p2p networks?

2. Which beneficial factors can be employed in the construction process of the Hybrid
algorithm based on the result of the evaluation of the current algorithms?

3. To what extent does the Hybrid trust algorithm meet the requirement criteria?
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The first sub question deals with current algorithms (literature based and simulation based
evaluation of current algorithms). They are already briefly mentioned before, but this part of
the research will study these algorithms in detail in order to find their advantages and
disadvantages so that the Hybrid algorithm can benefit from this study. Based on the test
result, the second sub question will deal with gathering inputs for designing the Hybrid
algorithm based on the result of the previous evaluation. The last sub question will test the
newly designed trust algorithm how far it can satisfy the list of the requirements.
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Chapter 3
Literature Based Evaluation of Current Algorithms

The objective of this chapter is to assemble a list that contains the drawbacks and advantages
of the current algorithms. This is done by conducting an advance literature study on the
current algorithms. This section will start with reviewing the current algorithms that will give
more insight about the detail on the algorithms. The review process will be conducted based
on the design requirements that have been described in the previous chapter. By the end of the
chapter, the advantages and disadvantages of the existing algorithms are expected to be
singled out.

3.1 Introduction

In this section, we will review the previous works that have been proposed by various
scientists over the past decade. There are numbers of trust algorithms that are introduced to
measure trust value for different applications and environments. We have done literature
study and narrowed them down into seventeen algorithms that correspond with this research.
These algorithms will be categorized into two different groups based on the algorithm type.
Within these groups, the algorithms will be divided into sub-category in order to be able to
review and examine more thoroughly. The reviewing and examining process will be
conducted based on the design requirements of trust algorithm that have been discussed
previously. Based on these processes, there will be four final algorithms that are chosen to
represent each category. These last four will be closely observed and tested to analyse their
drawbacks and advantages that can benefit for the designing process of Hybrid algorithm.

The categorization criterion of the algorithms is the first crucial subject to be made in
this process. There are number of possibilities of categorization that can be applied on the
algorithms but not all of them are optimal categorization. An example of categorization
criterion is based on the structure of the trust model. According to this categorization, the
algorithms can be grouped based on whether the trust model incorporates decentralized
system or centralized system (which is recognized with the presence of CA). Unfortunately,
the result from the literature study shows that more than sixteen algorithms incorporate
decentralized system which leaves only two algorithms that apply centralized system with
CA. This causes an extreme unbalance in the group categorization. Another example of
possible categorization is based on the scope of the algorithm, whether it is a global trust
algorithm or a local trust algorithm. Global trust algorithm applies when a peer use all of
possible recommendations from other peers in the network in addition to it own data history
to compute trust value. And a local trust algorithm applies when a peer use only its own data
to compute trust value without feedback of recommendation from other peers. And once again
the study shows that all of the algorithms use feedbacks of recommendation from other peers
to measure trust value which leaves no algorithm that only incorporates a local trust
algorithm, which also makes an unbalance categorization. Another possibility of criterion is to
categorize the algorithms based on the fundamental computation theory they use in the
algorithms, but the result is extremely varied, making it difficult to classify them into few
groups.

Finally, after a thorough review of the algorithms, we select the optimal categorization for
these algorithms. The selected categorization is similar with one of the previous example with
a modification. The algorithms are categorized based on scope of how the algorithms are
built, namely global and partial trust algorithm. The first type has been explained previously
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and the second one applies when a peer uses only some of the recommendations to measure
trust value of another peer. See illustration below to get a better picture of the algorithm

types:

Peer C

Figure 3.1 Global Algorithm Figure 3.2 Partial Algorithm

The first illustration shows that peer A receives feedbacks from other peers (the short dotted
lines), in addition to its own data base (the long dotted line), and uses it all to compute trust
value of peer B. In the second illustration, peer A still uses its own data base (the long dotted
line) but it only uses some of the recommendations of other peers to measure peer B (the short
dotted lines).

3.2. Categorization Process

In this section, the categorization will begin with dividing the algorithms into two
categories, namely global trust algorithms and partial trust algorithm. Within this category,
the algorithms will be sub-divided into two smaller groups. This sub-division will be applied
to both two categories and is based on whether there is distinction made in the algorithm
between direct and indirect trust. Direct trust is trust value that is obtained through a direct
interaction and stored in the peer’s own data base, where indirect peer is obtained from other
peers by means of feedbacks or recommendation. Some of the algorithms do not make
distinction between these two values and consider them as one type of trust value in the
computation. Other algorithms propose that these values are different, and therefore must be
considered and treated in different manners. These algorithms incorporate different weights or
different formula for these values in the computation process in order to obtain more an
accurate outcome. With this procedure, the algorithms will be divided into four different
groups and they will be further assessed each one specifically.

The design requirements are used in this process as guidance for the assessment. Algorithm
which meets the requirements for trust algorithm the most will be selected to represent each
category. In the end, there will be four selected algorithms to be tested later on to provide
some information for the designing process of Hybrid algorithm.

This list will be applied on every single algorithm within each sub-category. For detail on
each of the algorithm, see appendix 1 because we present only the selected algorithms in this
section.

Categorization: Partial Algorithm Global Algorithm
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Distinction
between direct
and indirect
trust

Cate

gory 1a:

Trust algorithm based on
Fuzzy Set (Shugin et. al,
2004)

Trust  algorithm  with
Confirmation Theory
(Mengshu et. al, 2002)
Trust  algorithm  with
Community Peers
(Agostini and Moro, 2004)
Trust  algorithm  with
Distributed System
(Abdul-Rahman and
Hailes, 1997)

Trust  algorithm  with
Evidential Model ( Yu and
Singh, 2002)

Trust  algorithm  with
Statistical Foundation (Shi
et. al, 2003)

Cate

gory 2a:

Trust algorithm with Bayesian
network (Wang and Vassileva,
2004)

Trust algorithm  with  Beta
Reputation System (Josang and
Ismail, 2002)

Trust algorithm  based on
Similarity Measure of Vector (Guo
et. al, 2005)

Trust algorithm with  Ad-Hoc
Environment (Almenarez et. al,
2003)

No distinction
between direct
and indirect
trust

Cate

gory 1b:
Trust  algorithm  with
Information ~ System  (
Aberer and Despotovic,
2001)
Trust  algorithm  with
Information Based Model
(Sierra and Debenham,
2005)

Cate

gory 2b:

Trust algorithm in Decentralized
Community ( Xiong and Liu,
2004)

Trust algorithm in Decentralized
Environment (Wang and
Varadharajan, 2004)

Trust algorithm in Pure Ad-Hoc
Network (Pirzada and Mc.Donald,
2004)

Trust algorithm with  Community
Based Model (Jin, 2005)

Trust algorithm with EigenTrust
System (Garcia-Molina et. al,
2003)

3.3 Sub-Category 1la: Partial Algorithm with Distinction Between Direct

Table 3.1 Algorithm Categorization

and Indirect Trust Value

There are in total six algorithms in this sub-category. All six of them have various
procedures to calculate the trust value. Based on design requirements, these algorithms are
carefully examined and Algorithm Mengshu is chosen as the representative algorithm. This
algorithm is based on the notion of decentralized system where there is no central authority
needed. The basic foundation of the algorithm Mengshu lies on confirmation theory to
calculate the trust value. This theory is based on the notion belief and disbelief that can be
loosely translated to successful transaction (leading to belief) and unsuccessful transaction
(leading to disbelief), which will result in certainty factor C (Mengshu et. al, 2002). This C
will later define the trust value of the peer in the network. If there are multiple certainty
factors available, these will be combined to produce a single C value as follows (for
description of each variable in the following figure, see legend in pages 25 and 26):
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Figure 3.3 Certainty Factor Formulas
Context Scenario:
Following the example from the previous context scenario, peer A sends a request query for
Simpsons file to the network through the directory. To spread the query to the other peers in
the network, the query is duplicated and sent to peer A direct neighbours, in this case it will

be sent to peer C. Peer C will duplicate this query again and send it to its neighbours.
Query Peer A

Sending the Dupl. Query
to Peer C

Peer C Sending Dupl. to
Sending Dupl. Query Peer D and F

To PeerE Peer D

Q Peer F

Figure 3.4 Query Propagation Mengshu Algorithm

Based on this system, the algorithm will be able to cope with both large and small network.
This activity will continue until the query TTL (Time To Live) is up. Query TTL is a limit on
the period of time that each query can experience before it will be discarded. When the TTL is
up, the peers that have received the (duplicates of) query and posses the Simpsons file will
start to respond. In the case of Mengshu algorithm, all of the responses will be filtered before
being displayed to peer A, except for the uploading file (uploading means that peer A is being
assessed by other peer in the network). In this case, peer A trust value is being assessed by
other peer, hence the “unknown” sign under “Node”.

[ XaK:) Prometheus - Sharing Files

_ ¢ Simpsons
Disconnect Shared Files Preferences
Search Result & Filter Result
File Name Type Source Status
History_Simpsonian_Age.pdf Document Regional
Franklin_Mint_Simpsons.etx Document Regional
Simpsons_The_Movie.mpg Video Local Uploading
Jessica_Simpsons_Beach.jpg Image Global
The_Simpsons_07x06.avi Video Global
/3 The_Simpsons_07x07.avi Video Regional Downloading
Transfers © View Detail  []f] Pause All
File Name Transfer Speed Node Status
[l /& The_Simpsons_07x07.avi G 78% 788 KB/s Healthv & Active
i[i Simpsons_The_Movie.mpg G 33% 0 KB/s Unknown & Active

Figure 3.5 Search Result with Mengshu Algorithm
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Trust Calculation:

Figure 3.5 shows the filtered query responses of peer A which means that when these
responses are received, the trust value calculation will take place for each of the responding
peer. For example, let say that peer B responds the query which means that peer A will
calculate peer B’s trust value. In order to be able to do it, peer A has to calculate first the total
number of successful transactions (S,, ) and unsuccessful transactions ( F,, ) between peer A

and B, denoted asC, :

= S s e 0))
SAB +FAB

After getting the value of C,,, peer A will have to find some other peers who has

recommendation about peer B. To do this, peer A will have to send a second query regarding
recommendation about peer B. If, for example peer C, peer D and peer F are responding the
query, peer A will have to evaluate the trustworthiness of these three peers by calculating
their certainty factor (defining the value, C,., C,, and C,.). This is done by applying

equation (I). If a peer’s certainty factor is less than 0, suppose C,,, < 0, than peer D will be

ignored. In this case, peer D is a malicious peer, thus its certainty factor will be lower than
zero. For the new peer C, even though it is not a malicious peer but peer C still has limited
experience with other peer. This may lead to a low certainty factor for peer C (certainty factor
close to zero). On the other hand, peer F will have high certainty factor because of its pre-
trusted history. This is the procedure where peer A is calculating the recommendation value
from peer C, peer D and peer F (applying the conditional transitive factor of the design
requirements). In the following formula, C,,, is obtained through calculation between

recommendation value from peer D to peer A about peer B (denoted withC,;) and the
maximum value between O andC,, which is denoted with max{0,C,,}. The similar

procedure also applies for obtaining C,., and C,;.

C,cp = Cppxmax{0,C,.}
Cipp = CppXMaAX{0,C p} o (II)

Crp = Crpxmax{0,C,, }

The next step is to combine all of the recommendation value which is obtained from equation
(II) by applying formula from figure 3.3. Even though some of the certainty factors from
equation (II) will be ignored because it might result in value that is lower than zero, we will
present the combination of all three certainty factors. If the combination value of the certainty
factors2 (C,pr) 15 acquired, the trust value of peer B, T,,, can be calculated by the

following formula:

Top = OC 1+ (L= Q)C g eeveeerenereeerssessssssssessssessssssssssssssssesssssssss s ssssssssssssasessn e (I11)
Legend

Variable Description

A peer in the network who wants to calculate other peer trust value ( requestor peer)

B peer whose trust value is being assessed ( requested peer)

D recommender peer ( a peer which has peer B trust value and recommend it to peer A)

C recommender peer ( a peer which has peer B trust value and recommend it to peer A)

F recommender peer ( a peer which has peer B trust value and recommend it to peer A)

CAB Certainty Factor of peer B, calculated by peer A
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Number of successful transactions between peer A and peer B

A
F Number of unsuccessful fransactions A and peer B
AB
max{0,C,.} Maximum value between 0and C, -
max{0,C,,} Maximum value between O and C, )
max{0,C,, } Maximum value between 0 and C ,
C Certainty Factor of peer C by peer A
AC
C Certainty Factor of peer D by peer A
AD
C Certainty Factor of peer F by peer A
AF
CA Certainty Factor of peer B by peer A with recommendation from peer D
DB
CA Certainty Factor of peer B by peer A with recommendation from peer E
EB
C Certainty Factor of peer B by peer A with recommendation from peer E
AEB
Ccors Final Certainty Factor that obtained through calculation between C,.p,C s and
CAFB
T Trust value of peer A by peer B
AB
o a constant between 0-1. This constant represents the weight balance between

recommendation and private experience. This value is set up by the system.

Table 3.2 Legend

Based on the algorithm evaluation, it can be seen that Mengshu Algorithm has fairly simple
procedure but it meets almost all of the design requirements, therefore this algorithm is
chosen to represent this sub-category. The factors that this algorithm lacks are the reflexivity
factor and the context factor. Mengshu never clearly stated about the reflexive factor nor the
context factor in the algorithm process. As previously mentioned, the context or classification
is important to distinguish trust value of a peer from various types of sharing files to produce
more accurate trust value. And regarding the reflexive factor, it is important for every peer to
trust itself before start to question about another peer’s trust value. The result of the
examination is presented in the following table.

Design Requirements: Availability

The presence of non-symmetric factor. 4

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of scalability factor.

Maintaining peer anonymity

v
X
X
The presence of dynamic factor. 4
v
X
v

Performance on:
Computation process

Message complexity.

Implementing a user intervention system

>

Take into account the role of pre-trusted peer

Table 3.3 Table Algorithm Mengshu
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3.4 Sub-category 1b: Partial Algorithm with No Distinction Between Direct
and Indirect Trust Value

There are two algorithms for this sub-category, namely algorithm from Sierra and

Debenham (2004) and algorithm from Aberer and Despotovic (2001). The similar evaluation
procedure is applied for evaluation process of this sub-category. For these two algorithms,
algorithm Aberer and Despotovic is chosen to represent this sub-category.
This algorithm is based on decentralized system where there is no central authority needed
and allows the peers to measure trust on the ground of previous experience with other peers.
This data from the previous experience will be stored in a decentralized storage system called
P-Grid. The following illustration explains how to get the information with P-Grid method
and how to compute trust from this information.

Legend:
o Peer X
| Routing table
(route keys with prefix P to peer X) ,.»’/\"‘-.\
0 e ~ea
Data store - =
S hay ) .
(7] &ays have prefix P) e “virual binary search tree” ____
~
=ie et
— =
0o 01 10 1
query(6, 100)
query(5, 100)
= query(4, 100), foundl T~
© © ) © 0| ©
L] 1 :5 1 :4 0:2 0 :6 0 :6
01:2 0:2 00:6 11:5 11:5 104
I S - ~ N
stores data stores data stores data stores data stores data stores data
with key with key with key with key with key with key
prefix 00 prefix 00 prefix 01 prefix 10 prefix 10 prefix 11
A -,

Figure 3.6 Example P-Grids (Aberer and Despotovic, 2001)

The figure above shows an example of P-Grid system with six peers. A request of information
from a peer to other peer can be done by means of query. Each peer in the system can serve
any query by giving the information or forward the query to other peer if it does not possess
the required information. For example of processing a query on a peer, Aberer and
Despotovic (2001) give a simple model of query process. The process starts with query
(6,100) to peers 6, but peer 6 is not associated with the key starting 1. So it searches in its
route table peer 5, which can forward the query to other peer. Peer 5 can not process a query
that starts with 10, and forward the query to peer 4 that has the necessary information,
because it stores information keys that start with 10. From the illustration above, we can see
that the same information on the same peer can be stored in several peers to prevent failures in
the network.

This algorithm is the only algorithm that stores complaints as the only data that is stored and
used to calculate trust value of a peer. Using the P-Grid to store and manage the data system,
a peer can compute trust value in quite small of time. The outcome of the computation
process is a binary figure 0 and 1 which indicates whether a peer is either trustworthy or not
trustworthy.

Context Scenario:

Supposed that peer A (based on the context scenario) sends query for Simpsons file to the
network. Peer A will send this query randomly to its neighbour, let say peer C. Peer C will
receive this query and forward it again randomly to its neighbour until the query TTL is up.
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Because of the randomness of the query, the number of response can be limited for this
algorithm.

Query Peer A

O

Sending the Dupl. Query
Randomly (example: peer C) Peer C Sending Dupl. to
Sending Dupl. Query Peer D

To Peer E Peer D

Peer E

Figure 3.7 Query Propagation Aberer and Despotovic Algorithm

When the responses are received by peer A, it will have to choose one of the responses, and
calculate the responding peer’s trust value. It can be seen that this algorithm has trust value
calculation later than other three previous algorithms.

[ XaX:) Prometheus - Sharing Files
B - m I )
Disconnect Servers Shared Files Preferences
Search Result |8 Filter Result
File Name Type Source Status
Simpsons_The_Movie.mpg Video Local Connecting
A Jessica_SimpsonsXXX.avi Video Global
Jessica_Simpsons_Beach.jpg Image Global
The_Simpsons_07x06.avi Video Global
/¥ The_Simpsons_07x07.avi Video Regional Downloading
Transfers @ View Detail (I Pause All
File Name Transfer Speed Node Status
I ™ The_Simpsons_07x07.avi @ > 78% 788 KB/s Healthy & Active
€ - Simpsons_The_Movie.mpg 0% 0 KB/s Unknown A\ ® Connecting

Figure 3.8 Search Result Aberer and Despotovic Algorithm

Trust Calculation:

Figure 3.12 shows the search result of the requested file from peer A. If peer choose to share
file with peer B, it will have to calculate first peer B’s trust value. It is done by sending a
random query to its neighbour. The propagation will be similar with the description of figure
3.10 on P-Grid system.

Usually, a query will be sent several times, let say s time to get multiple data (Aberer and
Despotovic, 2001). From this query, let say that peer C are found as recommender of peer B.
If the recommender is found, some variables can be defined, such as: number of complaints

about peer B that peer A received from various recommenders peer C, CR., , and number of

CB°
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complaints that peer B ever filed about other random peers i, which is stored by peer C,
CF,, . In the practice, different frequency f of recommenders will be found due the dynamic
structure of the P-Grid. Therefore, there is a possibility that this frequency will be too low.
Aberer and Despotovic (2001) proposed a normalization of the values by using the frequency
observed during querying as follows:

CRI™ = CRop (1= (FL)7) s (D)
CF™ = CFa(1= (51)) ottt (10

Once the value of CR;™ and CF,”™ are obtained, peer A will proceed the calculation with

finding variables CR}* and CF," which respectively are the average of complaints that peer

A ever received about all peers and average number of complaints that peer A ever filed or
report about other peers in the whole period that peer A exists in the network which is stored
in peer A itself. Thus, peer A stores also its own statistic from the time it joins the network
until present time.

Based on these variables, peer A can decide whether peer B is trustworthy or untrustworthy
(1=trustworthy; 0 = not trustworthy) with the following function:

If CRIS™CF™ < (4+ Y2CRICF™  then 1 else 0 .oovvvooervvveeeeeeeeeeseeeennen, (I10)

4
A CR{ECF{™
Based on the calculation, it can be seen that this algorithm applies no conditional transitive
factor. There is no distinction between private experience and recommendation in the
calculation process.

Legend
Variable Description

A Peer in the network who wants to calculate other peer trust value ( requestor peer)
B Peer whose trust value is being assessed ( requested peer)
C Peer Recommender for peer A in the network
s Number of query sent to the network
w Total number of various peer recommender found
f Frequency of recommender that is found during the query propagation
CR Number of complaints received about peer B from peer C

CB
CFB' Number of complaints filed by peer B about other peer that is stored by peer C

1

CRZ;”" Normalized number of complaints received about peer B
CFB"I,”’"’ Normalized number of complaints filed by peer B
CR™¢ Average number of complaints received by peer A about other random peer that is stored in peer

A Aitself.
CF™¢ Average number of complaints filed by peer A about other random peer that is stored in peer A

A itself.

Table 3.4 Legend

This algorithm actually contains more drawbacks that other selected algorithms. The reason
why this algorithm is selected is because this algorithm is a pioneer on field of the trust data
management. While some of algorithms provided only the calculation process of the trust
value, this algorithm is actually providing a system how to get and manage the essential
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information in order to be able to calculate and store trust value in the network. The
advantages of this algorithm lies on the implementation of P-Grid system that makes the
information acquiring process and the information storing less complicated. Most of the
algorithms are dealing with problem on keeping the information about peer’s reputation in
order to be able to appropriately compute the trust value. Another shortcoming of this
algorithm is that it is very sensitive to p2p network with skewed distribution i.e. the
transaction frequency among peers is not high enough. Based on how the algorithm works,
this can cause an unreliable trust value calculation due to extremely low number of
recommenders that can be found, and therefore is very sensitive for malicious peer’s activity.
The result of the evaluation of this algorithm is provided as follows:

Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Maintaining peer anonymity

ok IRNEENERENEENEREN

Performance on:
- Computation process
- Data storage
- Message complexity.

Implementing user intervention X

Take into account the role of pre-trusted peer X

Table 3.5 Requirements Algorithm Aberer and Despotovic

3.5 Sub-category 2a: Global Algorithm with Distinction Between Direct
and Indirect Trust Value

There are four algorithms in this sub-category where all of them are examined and
assessed to find the representative algorithm. From the examination and assessment process,
algorithm Almenarez is chosen to represent the rest of the algorithms. This algorithm is built
based on two notions of trust, direct trust and indirect trust, whereas the first trust is provided
by the peer’s nature or past interaction (private experience) and the second one is given from
opinion by recommender peers (Almenarez, et. al, 2002). The calculation of trust algorithm is
made of combination between direct and indirect trust with weight mechanism, which means
that the algorithm is giving different weight to different trust value (trust value based on
private experience and trust value from recommendation). On other word, this algorithm
implement conditional transitive factor in the algorithm process.

Context Scenario:

Based on the context scenario, when a peer, let say peer A, sends a request file query to the
network for a certain file: Simpsons, peer A will send large number of duplicates of the query
to its neighbours (flooding the network). The neighbours will receive the duplicates, make
more duplicates (of the first duplicates) and forward further throughout the network. In a
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network with limited number of peers, this system can work. On the other hand, in a network
with large number of peers, this system will cause network traffic that can limit the number of
responses that will be received by peer A.

Query Peer A Sending the 2 Dupl.
Queries
Peer C Sending 4x2 Dupl. to
Sending 2x2 Dupl. Queries  Peer D and F Peer D
To PeerE
Peer F

Figure 3.9 Query Propagation Almenarez Algorithm

Figure 3.6 shows the propagation of this algorithm, which a query can flood the
network because of the large of message traffic. If the query TTL is up, the responses will
start to arrive at peer A. Similar as the two previous algorithms, the trust value calculation
will occur at this moment. The following figure displays the search result after the trust value
calculation.
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B % P p ﬁ Simpsons
Disconnect Servers Shared Files Preferences
Search Result '@ Filter Result
File Name Type Source Status
History_Simpsonian_Age.pdf Document Regional
Franklin_Mint_Simpsons.etx Document Regional
Simpsons_The_Movie.mpg Video Local Connecting
A Jessica_SimpsonsXXX.avi Video Global
Jessica_Simpsons_Beach.jpg Image Global
The_Simpsons_07x06.avi Video Global
/3 The_Simpsons_07x07.avi Video Regional Downloading
Transfers @ View Detail [l Pause All
File Name Transfer Speed Node Status
Il ~» The_Simpsons_07x07.avi G O 78% 788 KB/s Healthy &% Active
e 4 Simpsons_The_Movie.mpg 0% 0 KB/s Unknown A » Connecting

Figure 3.10 Search Result Almenarez Algorithm
Trust Value Calculation:

Peer A will calculate the trust value of all the responding peers. If , peer B respond to
peer A, the trust value calculation will be as follows:
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e Calculating peer B trust value
To calculate trust value of peer B, peer A will need recommendation from other peer to obtain
more accurate result. In order to receive recommendation, peer A sends another query to the
network. The second query will propagate in the similar way as the first query (see figure
3.6). Let say, peer C responds to the query and sends its recommendation to peer A (7,) .
will

The calculation of peer B trust value by peer A with recommendation from peer C, T,

be the result between recommendation from peer C, T, times the trust value of peer C by
peer A, T,,, as follows:

Tyin =Tep X eeoeeeeoeeeeeeeeeeeeeeeoee e eesoee e eeses e @)

¢ Introducing security level m

This algorithm introduces new variable called security level. This variable defines how high
the security the peers wish. The variable is not used in the equation (I), but every peer has to
define its security level by the time the peer joins the network. This is the first algorithm
which allows user intervention in the trust value calculation. The security level can range
from 1 ( the lowest) to 9 (the highest). The rule is if a peer needs high security, it can assign a
high number of security level and vice versa. Within the p2p network, a peer with higher
security level will not have transaction with a peer with lower security level. Thus, before
peer A executes the equation (I), it will check first whether peer B and peer C have higher or
equal security level. In the case where this is not satisfied, peer B and peer C will be ignored
and peer A will have to find another peer.

e Up-dating the trust value of peer B
Once the trust value T,., is acquired, peer A will decide whether it will perform the
transaction (file sharing) with peer B. If the file sharing takes place between these two peers,
another calculation will be needed if the transaction is completed. This is called trust value
evolution (updating trust value). The calculation begins with calculation of action value V
which will define a peer reputation based on the past behaviour. This is where the security
level plays an important role. A peer with high security level, but abuses it, for example: peer
D sets a high security level so that it has transactions (files sharing) with a lot of peers, but use
the transaction to spread malicious will be considered as abusing the security level, and it will
be severely punished with a very low action value and finally will lead to a low new trust

new
value T, .

Action value V is defined by number of unsuccessful transaction between peer A and peer B,
F,,, total transactions between peer A and peer B, S,, + F,,, action weight W and security

level m. Action weight is variable that gives weight to the transaction that has just been
completed between peer A and peer B. If the transaction is successful, W is set to one. On the
hand, if the transaction is not successful, W will be set to zero.

B T (10
SAB + FAB

From equation (II) it can be seen if the action weight is set to zero, the action value will result
in zero and so will be the new trust value.
If the action value is calculated, peer A will be able to adjust trust value of peer B :
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Vp+ Tyy1=f) V>0

W TN s (1)
0 else

Every time a new transaction takes place, the similar routine will occur in every peer within
the network. Thus, every peer retains always an up to date trust value information.

The following figures will show two search results of peer A with two different security
levels. The first figure shows search result with security level is set to five while the other
figure shows search result with security level is set to four. The one with higher security level
has less number of responses but it comes from more trustworthy peers than the second figure
with more search result (the previous figure under context scenario has security level 4). The
peers have to define themselves which security level is suitable for them. It can be done by
changing the security level parameter under “Preference” sign until the peers find the most
suitable one.

@NMNe Prometheus - Sharing Files
B : m| 3 e
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/3 The_Simpsons_07x07.avi Video Regional Downloading
Transfers © View Detail  []f] Pause All
File Name Transfer Speed Node Status
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Q 4 Simpsons_The_Movie.mpg 0% 0 KB/s Unknown A\ » Connecting

Figure 3.11 Search Result Almenarez Algorithm with security level 5
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Prometheus - Sharing Files

B % F Q Simpsons
Disconnect SEES Shared Files Preferences
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File Name Type Source Status
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Figure 3.12 Search Result Almenarez Algorithm with security level 4
Legend
Variable Description
A peer in the network who wants to calculate other peer trust value ( requestor peer)
B peer whose trust value is being assessed ( requested peer)
C peer in the network that give recommendation to peer A (recommender)
T Trust value of peer C by peer A
AC
T Trust value recommendation of peer B by peer C
CB
T Trust value of peer B that being calculated by peer A based on recommendation from peer C
ACB
\% Action Value
S Number of successful transaction between peer A and peer B
AB
F Number of unsuccessful transaction between peer A and peer B
AB
F . +S Number of total transaction between peer A and peer B
AB AB
W Action Weight; defined by transaction that just completed. With successful transaction = 1and by
unsuccessful transaction = 0.
m Security level. This variable is defined by peer itself.
,3 Constant between 0-1. This variable is defined by the system to find tune (give balance) between old
trust value and the new one.
Tnew The up-dated trust value calculation of peer B by peer A
ACB

Table 3.6 Legend

Algorithm Almenarez is one of the algorithm that meets almost all of the requirements for a
p2p algorithm as previously described, therefore the algorithm is chosen to represent this sub-
category. The major drawback from this algorithm is that the algorithm process needs a lot of
messaging that flooding the network. The average number of messages (including number of
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queries from peer) is much higher than that other algorithms. This could influence the
network traffic if there are large numbers of peers in the network. The result of the evaluation
of this algorithm is provided in the following table:

Requirements: Availability

The presence of non-symmetric factor. 4
The presence of conditional transitivity factor v
The presence of context or classification. 4
The presence reflexivity factor 4
The presence of dynamic factor. v
The presence of scalability factor. 4
Maintaining peer anonymity X
Performance on: X

- Computation process

- Data storage

- Message complexity.
Implementing a user intervention system v
Take into account the role of pre-trusted peer X

Table 3.7 Requirements Algorithm Almenarez

3.6 Sub-category 2b: Global Algorithm with No Distinction Between Direct
and Indirect Trust Value

There are five algorithms in this sub-category with various algorithmic procedure for trust
value calculation. The same design requirements are used to guide the examination process.
Based on the result of the examination process, we single out one algorithm, namely
algorithm Garcia-Molina. This algorithm is based on single global trust value for every peer
in the network. This global trust value is measured based on aggregation of several local trust
values. Referring to the context scenario, when peer A joins the network, it will be
automatically placed in one of several clusters (small group of peers) within the network. The
system will automatically assign a peer manager to every cluster, namely a pre-trusted peer (
in the context scenario, peer F will be the peer manager) that will coordinate the trust value
calculation process and the data storage.

Context Scenario:

Based on the context scenario, if peer A sends a request query for Simpsons file to the
network, peer A will send a query first to pre-trusted peer F (and other pre-trusted peer as
well) whether it has the requested peer. In the case that peer F (or other pre-trusted peer) does
not have the file, peer A will send duplicates of the query to its direct neighbours in the
similar way as Mengshu algorithm. Because of the waiting time for the response from pre-
trusted peer, this process takes longer than that of Mengshu and could result in less number of
responses.
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Query Peer A Sending the Dupl. Query

to Peer C >
3
1 Peer C Sending Dupl. to
Sending Dupl. Query Peer D and F
To Peer E Peer D

Pre-trusted Peer F

Peer F

Figure 3.13 Query Propagation Garcia-Molina Algorithm

Figure 3.5 shows the query propagation that occurs in the network. The number indicates the
order of the peer destinations.

In this algorithm, the trust value calculation also takes places in the same order as that of
Mengshu algorithm. Thus, after peer A receives responses regarding the requested file, it will
send query to pre-trusted peer to request for trust values from the responding peers. The result
in the display will be already filtered from the malicious peers, as shown in the following
figure.
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Figure 3.14 Search Result with Garcia-Molina Algorithm

The first step to calculate global trust value is to calculate the local trust value. In this
algorithm trust value calculation does not start when a peer wants to measure another peer’s
trust value, but rather an ongoing process in the network. The peer manager will assign every
peer in its cluster to calculate their neighbours’ trust values. One peer will be assessed by
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several peers in the cluster. The peer manager will aggregate the local trust value to generate a
single global trust value. The pre-trusted peer will store this data and duplicate it to send to
other pre-trusted peer. To get a clear description on the calculation process, we will provide
an example based on the context scenario. Let say, peer F assigns peer A and peer B to
calculate peer C’s local trust value.

Calculating the local trust value.

Since global trust value is an aggregation of several local trust values, peer A and peer
B will calculate peer C local trust value C,. and C,. by combining the total number
of successful transactions (S, and S,.) and unsuccessful transactions ( F,. and Fj. ).
Thus, local trust value of peer C by peer A and peer B will be:

Cac =Sac—Fic
Cpe =Spc = Fye
Normalizing the local trust value

Before aggregating the local trust value, it has to be normalized first in order to avoid

false local trust value that submitted by malicious peer (Garcia-Molina et al. 2003).
The normalization process is:

Cnarm _ maX{O’ CAC }
ac ZcmaX{O,CAC}

max{0,C,.}

ZcmaX{O,CBC}

In this normalization process, the maximum value of local trust value between peer C
by peer A (C,.) will be divided by total local trust value of peer C by other peer in

norm __
CBC -

the cluster. This will give result to C~". The similar process will apply to peer B

calculation that will result in C,™. The results from peer A and peer B will be sent

to peer F to be further processed. Every time a new transaction occurs, the local trust
value will be up-dated.
Aggregating normalized local trust value ¢,,. by peer F.

1
e = (CIHCU™) (1)

Peer F will aggregate all of the normalized local trust value of peer C and divide them
with the total number of normalized local trust value (n). In this process, it clear that
the algorithm does not make distinction between private experience and
recommendation. Thus, there is no conditional transitivity factor in this algorithm.
Incorporating pre-trusted peer & calculating global trust value.

Garcia-Molina algorithm is only algorithm in p2p network in this research that
exploits pre-trusted peer in the calculation process. This algorithm takes advantage of
long experience of the pre-trusted peer to improve the trust value robustness against
malicious peer. Thus, the calculation of global trust value T,,. of peer C will be:

Tyse =52 (C" - CM ™) 4AChr oo (IV)

n

where C,. is local trust value peer C that is assigned by pre-trusted peer F and a is

the constant between 0-1 to keep the balance between calculation from equation (III)
and trust value from pre-trusted peer F.
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e  When a peer does not trust anybody.
This algorithm provides also an option when a peer chooses not to trust anybody in the
network. This option can be based on the fact the peer is a new member (thus, it does
not now anybody) or because the network has high number of malicious peers.
According to this algorithm, if peer C as new peer in the network, for example, wants
to measure peer B’s trust value but it does not trust any peers in the network, the safest
way to do is to trust pre-trusted peer:

max{0,C, .
0.Coy) if ZcmaX{O,CCB}i 0
Coy = ZBmax{O, Cesd 75 T V)
Crs otherwise
Legend
Variable Description
A peer in the network which is assigned to calculate peer C’s trust value
B peer in the network which is assigned to calculate peer C’s trust value
C peer whose trust value is being assessed
F Pre-trusted peer
F C Number of unsuccessful transactions between peer A and peer C
FB c Number of unsuccessful transactions between peer B and peer C
S AC Number of successful transactions between peer A and peer C
S BC Number of successful transactions between peer B and peer C
CX"C”" Normalized local trust value of peer C by peer A
CZZ”" Normalized local trust value of peer C by peer B
max{0,C Maximum value between interval 0 and C
AC AC
max{0,C Maximum value between interval 0 and C
BC BC
Zc max{0,C,.} The sum of maximum value within range 0 and C, -
Zc max {0, CBC } The sum of maximum value within range 0 and CBC
C Normalized local trust value of peer C by peer B
CB
¢ Aggregated local trust value of peer C based on peer A and peer B local trust
ABC value calculation
n Number of normalized local trust value
T Global trust value of peer C based on peer A and peer B local trust value
ABC calculation
a Constant between 0-1. Set by the p2p network.
C Trust value of peer B that assigned by pre-trusted peer F.
FB

Table 3.8 Legend

This is the algorithm that provides the most detail and complete information about the trust
value computation and its implementation. This is the reason why this algorithm is chosen to
represent the others. However, there are also several drawbacks identified from this algorithm
such as: this algorithm need high coordination with the network and peers which makes it
complicated to implement; also the way how global trust value calculated does not include
conditional transitivity factor which can decrease the accuracy of trust value calculation; the
last but not least is that this algorithm has high dependency on pre-trusted peer which makes
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the pre-trusted peer very attractive for malicious attacks

algorithm is presented in the following table.

. The result of analysis about this

Design Requirements:

Availability

The presence of non-symmetric factor.

v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Maintaining peer anonymity

Performance on:
- Computation process
- Data storage
- Message complexity.

IRNERNERN e B HRN

Implementing a user intervention system

b

Take into account the role of pre-trusted peer

Table 3.9 Requirements Algorithm Garcia-Molina

3.7 Summary

From the categorization there are four final chosen algorithms as the representatives:

Trust algorithm with Confirmation Theory (Mengshu et. al, 2002)

Trust algorithm with EigenTrust System (Garcia-Molina et. al, 2003)
Trust algorithm with Ad-Hoc Environment (Almenarez, 2003)
Trust algorithm with Information System (Aberer and Despotovic, 2001)

From these four algorithms, we can summarize the result:

Algorithm

Mengshu et. al.

Requirements (2002)

Garcia-Molina et. al.

(2003)

(2003)

Almenarez et. al.

Aberer and
Despotovic (2001)

The presence of non- v

symmetric factor.

v

The presence of conditional v
transitivity factor

The presence of context or X
classification.

The presence reflexivity factor X

The presence of dynamic v
factor.

The presence of scalability v
factor.

AN RN N N AN AN

X

X
X
v
v

Maintaining peer anonymity X

Performance on: v
-computation process,
-data storage,

-message complexity.

x| >

Implementing a user X

intervention system

Take into account the role of X
pre-trusted peer

Table 3.10 Final Summary
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From the illustration above shows which algorithms can meet the corresponding
requirements. The following part will provide description about the result of the table above:

¢ Requirement: presence of non-symmetric factor

Non-Symmetric means, as previously mentioned, that when peer p trusts peer ¢, it does not
automatically mean that peer g trusts peer p. Based on the result of the evaluation, it can be
seen that all of the algorithms have incorporated this requirement.

® Requirement: presence of conditional transitivity factor

Conditional Transitivity applies in the algorithm when it makes distinction between peer’s
own judgment and recommendations that are received from other peers. Mengshu (2003) and
Almenarez (2003) they both have this feature in their algorithms. But Garcia-Molina (2003)
and Aberer and Despotovic do not have this feature in their algorithms because Garcia-
Molina uses only one global trust value for every peer in the network and Aberer and
Despotovic uses only one single type of data in the network (complaints) and all peers in the
network treat these complaints the same way (no value distinction for each peer). These two
different ways of trust value calculation should give impact on the performance of the
algorithm. During the simulation test, we will compare which one will deliver a better
method.

e Requirement: presence of context or classification factor

Two algorithms clearly mentioned this matter except for Algorithm Aberer and Despotovic
and Algorithm Mengshu. Implementing this in the algorithm has a significant added value to
the robustness of the algorithm, because there are various types of files that could be shared
within the network which means that one peer is possible to have different type of trust value
at the same time based on the number of types of files.

e Requirement: presence of reflexivity factor

As previously mentioned in the first chapter, reflexive denotes that before trusting another
peer, a peer must trust it self or in other word it trusts its own system. This means that a peer
must trust how the algorithm defines and calculates trust value of all peers within the p2p
network (Mezzetti, 2003). Since this is an implicit trust (we do not see it in the algorithm
process) the only way to show it is to declare it in the beginning of the algorithm. Two of the
algorithms (Algorithm from Almenarez (2003) and Algorithm from Garcia-Molina (2003))
have clearly declared this in their algorithms but the two other algorithms did not do it.

e Requirement: present of dynamic factor

Because trust value evolves from time to time, every peer needs to update this value to get an
accurate result. All four algorithms have this feature but they implement it in various ways.
Algorithm from Mengshu, Aberer and Despotovic and Garcia-Molina are using the new trust
value completely and discard the old one. On the other hand, algorithm from Almenarez
combines the new and the old trust value. Because Almenarez considers that history is an
important part of trust value calculation. By doing the simulation test, we can compare the
diversity of the methods and the impact on the result of trust value calculation.

® Requirement: presence of scalability factor
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The presence of this requirement is very crucial since the algorithms are designed for p2p
network which by nature is a distributed system. All peers in this network have equal rights or
privileges to join or leave the network and to initiate or terminate a connection with other
peers. All four algorithms implement distributed system in various methods to compute trust
value. Algorithm from Aberer and Despotovic (2001) uses p-grid system to store their data
(complaints) which can be rapidly accessed by all peers who need it. Algorithm from
Mengshu makes use of the closest peers’ neighbors to obtain recommendation and to submit
the query when a peer wants to request a certain file. Algorithm from Garcia-Molina (2003)
implement distributed system by dividing peers into small clusters and incorporate a
“neighbourhood watch” for each and every one of them. The last algorithm from Almenarez
is simply distributed computation task to each peer in the network so that each peer who
needs to compute trust value can obtain their data by “asking” other peer in the network. All
of these approaches have benefit and weakness which will be distinguished in by means of
simulation test to define which algorithm has the optimal distributed system implementation.

¢ Requirement: maintaining peer anonymity

Peer anonymity is one important characteristic of p2p network. The trust algorithm for p2p
network has to be able to maintain this characteristic in order to keep peer’s privacy and
security. All four algorithms have implemented this feature in their algorithms in different
methods but basically they all have similar idea that when a peer p is being assessed by peer
g, peer p does not know where peer g gets its information from. Mengshu (2003) does this by
choosing peer random recommenders (which is also being assessed in order to get credible
recommenders) to acquire accurate recommendations. Peer p which is being assessed, does
not know who these peer recommenders are and how many recommenders that peer g uses in
the trust calculation process. Almenarez (2003) uses similar idea with that of Mengshu, only
with different formula. Garcia-Molina (2003) which has one global trust for every peer in the
network implements this anonymity feature during the calculation of local trust value. In
order to calculate peer p’s global trust value, the local trust value has to be calculated first.
This job is assigned to some peers that have been selected by the peer manager in each
cluster. Peer p does not know which peers are assigned to do this calculation. Therefore, the
peer anonymity is still maintained. The last algorithm from Aberer and Despotovic (2001) has
the lowest performance on anonymity because it is possible for every peer in the network to
where their complaints data is stored and therefore is very sensitive to malicious peers.
Unfortunately, because of the limitation feature of the simulation, this requirement will not be
able to be tested.

e Requirement: Performance on computation process, data storage and message
complexity

Not only that the algorithms should not give heavy load onto the network, but moreover, the
algorithm has to be able also to have minimum load to peers in the network where most of the
processes take place so that the network and peer performance can be maintained. All four
algorithms have different process and formula to calculate the trust value. This naturally will
have different load on the network and peers. Based on the evaluation, two algorithms,
namely Algorithm Garcia-Molina and Almenarez give indication that they require heavier
load than other two algorithms because of the complex processes. With the help of the
simulation test it will be able to be further analyzed which algorithm is able to deliver the best
result.

e Requirement: Implementing a user intervention system
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As previously mentioned, the peers in the network represent the users’ preferences. And as
the preferences may vary, the peers should be given the possibility to choose the preferences
that are suitable for them. Therefore, the system should give an active role for each peer to
give input to the trust value calculation process. From all four algorithms, algorithm
Almenarez is the only one that implements this requirement.

e Requirement: Take into account the role of pre-trusted peer.
The valuable experiences of pre-trusted peer can be used to help other peers in the network
during trust value calculation in order to obtain more accurate result. From all four
algorithms, algorithm Garcia-Molina is the only algorithm that implements this system.

The algorithms have been analyzed based on the theoretical evaluation on their algorithms
process with the help of requirements list that has been previously created. The result of each
algorithm is already presented and will be studied further by means of simulation in the
following chapter. The result of the simulation test will be compared with this evaluation
result to provide inputs for designing the hybrid algorithm.
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Chapter 4

Simulation Based Evaluation of Current Algorithms

In this chapter the current algorithms that have been discussed in the previous chapter will be
once more evaluated based on the simulation result. This is accomplished by implementing
the algorithms into p2p network environment simulator with the help of query cycle
simulation tool. The performance of the algorithms will be further evaluated and compared
with the result from the previous chapter. The simulation tool that is used in this process is
called Query Cycle Simulator. The goal of this process is to gather the inputs that can be used
for designing the Hybrid Algorithm in the next chapter.

4.1 Query Cycle Simulator

The query-cycle simulator is developed by Condie, Kamvar and Schlosser (2003)
under the umbrella of Stanford P2P Sociology Project. This project is dedicated to addressing
the issue on the development of p2p technology (Stanford P2P Sociology Project, 2002). One
of the issues on the p2p development, according to the Stanford P2P Sociology Project, is the
lack of sufficient means for testing a new p2p algorithm. And since testing on a real p2p
network is high cost experimentation, the experts from the Project have designed a p2p
network simulator that could help to facilitate this need. In addition, the Project has also
decided to make the source code widely available on their website in order to give other
interesting party an easy access. This following section will provide a short description about
the query cycle simulator. Detail information about the simulator is provided in appendix 2.

This simulator is a p2p file sharing network where a peer can submit a request query
for a file and other peer can respond to the query, and concluding the process with file sharing
between the entities (Condie, Kamvar and Schlosser 2003). The simulation process is taking
places in cycles of query. A cycle begins with queries from random peers within the network.
Any peers in the network are welcome to respond the queries. The peers that sent the queries
will then decide based on the trust algorithm calculation, which entities (that responded the
queries) they wish to have transactions with. A cycle of queries is completed when the all
entities that sent queries to the network, are able to download the requested file (Condie,
Kamvar and Schlosser 2003). Thus, a cycle is a period from when a random number of peers
in the network start its activities of sending queries to the network until the time when all
peers have downloaded the request files.

The design of the simulator is based on two major types of parameters, namely content
distribution and peer behaviour (Condie, Kamvar and Schlosser 2003). The first parameter is
dealing with volume and type of the data that are shared within the network and the second
one is dealing with all of the activities that the peers perform, such as issuing a query,
responding a query, the duration of the session and the online-time of each peer in the
network. In order to be able to design a p2p network that similar with a real one, these two
main parameters have to be carefully and precisely modelled.

The four chosen algorithms from the previous chapter will be implemented in this simulator
separately. Each of these algorithms will be run in a number of cycles and the output data that
generated will be compared and evaluated based on the design requirements that are going to
be presented in the next section.

The following figure illustrates the query cycle simulator. The first figure shows the
initialization phase and the second one shows the result of simulation after a complete cycle.
On the left side of the simulator, a row of attribute panels is available for setting the
simulation process.
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jimulation Setup

Load Saved Simulation

Peers

Content

Good Peer Behavior
Highly Trusted Peer Beha...

Malicious Peer Behavior

Peer Activity

Collectives

RIR

Attribute Panels

Actions

Figure 4.1 Query Cycle Simulator

The initialization phase begins with setting the attribute panels on left side of the simulation
bar. There are several panels available for the simulation:

Peers: this panel is used for setting the number of good, pre-trusted and malicious in
the network and number of its neighbours

Content: setting the distribution of files within the network and setting the number of
category of the distributed files

Good, Malicious and Highly Trusted Peer Behaviour: these three panels are used for
setting the good, pre-trusted and malicious peers preferences about the files category
and setting the TTL of the query

Peer activity: this panel is used for setting the duration of peer activity whether they
are always online, random active or non active.

Collective and RTR panels are not used in this simulation because these panels have
not perfected yet by the designers of the simulator.

Once these panels are set, the simulation process can be started. An illustration after a
complete cycle is provided below.

Attribute Panels D

lation Control Panel
jmulation Commands

Next Cycle

Previous Cycle

Auto Cycle

jmulation Views

File Share View

Topology View

Link Graph View

Shortest Path View

Network Traffic View

Figure 4.2 Result after a Complete Cycle (Condie, Kamvar and Schlosser, 2003)
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The illustration above shows how a p2p network is connected. The dots represent peers in the

network. The red dots are the entities with very low trust value (malicious entities); whereas

the black and green ones are the average and high trust value peers respectively.

Correspondingly, the red lines represent the unsatisfied transactions and the green lines are

showing successful transactions. To get a better description about the simulation process, the

following part will explain the simulation procedure:

Setting the attribute panels (left side of the display).

A peer submits a file-request query to the network

A peer or more will respond the query.

The peer that submits the query receives response from other peer(s).

The peer that submits the file-request query will calculate the trust value of the

responding peer(s).

In order to calculate trust value, the peer needs recommendation from other peers in

the network.

7. To obtain recommendation(s), the peer will have to submit another query to the
network, namely recommendation-request query, asking for recommendation(s)
regarding the responding peer(s).

8. Other peer(s) in the network which has requested recommendation(s) will respond and
send its recommendation(s).

9. Based on the recommendation(s) and its own judgment, the peer will be able to
calculate trust value.

10. Based on the calculation, the peer will decide which responding peer it chooses to be
the source of the requesting file.

11. The transaction (file sharing) can be started between the peers.

M.

o

4.2 Validation of Simulated Algorithms

This section will explain the validation process of the simulated algorithm. Which
means the algorithm which is being implemented in the simulation tool will be tested whether
it has been correctly implemented. This process is done by comparing the result from the
mathematical formula that provided by the algorithms’ designers with the result from the
simulation tool. These two results will have to match to get a valid result. In order to obtain
similar result, we need to define similar network setting (such as: number of good peers,
number of malicious peers, number of peer’s neighbour and number of transactions between
peers) for both formula calculation and simulation result. During the validation process, the
network setting will be frequently changed to generate variation in the outcomes.

4.2.1 Algorithm from Aberer and Despotovic (2001)

For the algorithm from Aberer and Despotovic (2001), we design various network
settings starting from the minimum number of peer (setting A) to see if the simulation can
produce a valid result. Beside the minimum number, there are also an extreme number of
peers (all good peers or all malicious peers) to see if the simulation will still behave
accordingly.

Two important notes for this validation process:
- The observation of the simulation is performed during cycle 1.
- To show the process of mathematical calculation and simulation result, we provide an
example of a setting (setting D) with step by step calculation and simulation result.
The rest of results of other settings are provided in the table.
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- Because there are more than one peers in the network, the peer that is being assessed
in the validation is always peer 1 (see figure 4.1 below for more information).

Example of Calculation: Setting D

Setting D for this algorithm is:
- total number of peer: 3
- total number of good peer: 2
- total number of malicious file: 1

e Calculation from mathematical formula:
Define the value of several variables:
f=5;s5s=5
CR.;=1; CF =1
CR,; =1 (number of complaints that peer A received from other peer i which is stored at peer A
during cycle 1)
CF,, =1 (number of complaints that peer A filed regarding other peer i which is stored at peer A
during cyle 1)
CR* = 1/1=1 (CR,, divided by number of cycle)
CF,** =1/1=1 (CF,, divided by number of cycle)
Normalization of complaint filed and complaint received:
CRE™ = CRey (1= (L))
CF™ =11-(3%) =1
CFy"= CFyy (1= (50" =10-(3)") =1

B

Calculate trust value:
c’;norm (B)Cf;-norm (B) S (%+ rai — )2cravgc /:zvg
C CA

[ y A

IFIS (b4 47 #1#1

1 €205 then 1 else 0  Thus, trust value peer g =1
®  Result from simulation:1
BB e rer Query Cyele with P-Grid Overlay =T E}én’é ust Value

End Simulation

Simulation Views

Trust View

Trust View Zoom Control

12345678091

Figure 4.3 Result Simulation Aberer and Despotovic
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The figure above shows the result of the validation according to setting D where there are in
total three peers in the network (two good peers and one malicious peer). The y-axis in the
illustration denotes the trust value while the x-axis shows the number of the peer in the
network. The first dot on the x-axis represents peerl, the middle dot represents the second
peer and the last red dot is of course the third malicious peer. As previously explained, peer 1
is being assessed in this validation, and the result can be seen here that peer 1 (first dot on the
left) has a trust value 1. Beside peer 1, we can see the trust values of peer 2 and peer 3 which
happen to be the same value as that of peer 1.

The trust value of peer 1 according to the other settings can be seen in the following table:

cYc RESULT SETTING
LE A B C D E F
Total peer: 2 | Total peer: 2 | Totalpeer:2 | Total peer: 3 | Total peer: 3 | Total peer: 3
Good peer: 1 | Good peer:2 | Good peer:0 | Good peer: 2 | Good peer: 3 | Good peer:0
Malicious: 1 Malicious: 0 Malicious: 2 Malicious: 1 Malicious: 0 | Malicious: 3
Neighbour; 1 | Neighbour: 1 | Neighbour; 1 Neighbour: 1 | Neighbour: 1 | Neighbour:1
Math formula 1 1 - 1 1 -
1
Simulation 1 1 - 1 1 -
Math formula 0 1 - 1 1 -
2
Simulation 0 1 - 1 1 -
Math formula 0 1 - 1 1 -
3
Simulation 0 1 - 1 1 -
Math formula 0 1 - 1 1 -
4
Simulation 0 1 - 1 -
1
Math formula 0 1 - 1 1 -
5
Simulation 0 1 - 1 1 -

Table 4.1 Validation Result Aberer and Despotovic

From the result table above, we can see that the result from formula calculation corresponds
well with the result from the simulation. For the first cycle which is right after the
initialization phase, the peer trust value is still one for all setting (except for setting C and F)
because there is still no complaint filed from other peers. Setting C and F which contain only
malicious files generate network failure directly after the initialization phase. On the other
hand, for setting B and E where there are no malicious peers found, the peer trust value
remains stable because of 100% probability of having successful transactions with other.

One last important note is that this is only an observation for a limited number of cycles
(cycle 1 to cycle 5), still an early stadium. As the cycle continues, the network reaches more
stable stadium which naturally will yield different result.

4.2.2 Algorithm from Mengshu (2003)

For the algorithm from Mengshu, we design various network settings starting from the
minimum number of peer (setting A) to see if the simulation has can produce a valid result.
Beside the minimum number, there are also an extreme number of peers (all good peers or all
malicious peers) to see if the simulation will still behave accordingly.
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Two important notes for this validation process:

- For the sake of simplicity, during this validation, the constant o has been set to 0.2,
0.5 and 0.8 instead of random number.

- The observation of the simulation is performed during cycle 1 of the simulation.

- To show the process of mathematical calculation and simulation result, the first setting
(setting A) is provided with step by step calculation and simulation result. The rest of
results of other settings are provided in the table.

- Because there are few number of peers in the network, the peer that is being assessed
in the validation is always peer 1 (see figure 4.2 below for more information) whether
it is good or malicious peer

Example of Setting A
Setting A for this algorithm is:
- total number of peer: 3

- total number of good peer: 2
- total number of malicious file: 1

e Calculation from mathematical formula:

Define variables:

S, =1
F,=1
C,.=0
C,p=0
Cop =0
Cpy =0

Define local trust from private experience:

Sw=Faw 1) =0

AB
S AB AB

Define certainty factor from other peers:

C,cz = Copyxmax{0,C,.}
Cpp = Cppxmax{0,C,,}
C,c5=0 And C =0

ADB

Define certainty factor:
CF(D),;= CF,,(H)+CF,;(H)-CF,,(H)xCF,;(H) =0+0-0x0 =0

Calculate trust value (with o: 0.5)

T,, = aCF(D,C)+(1—a)CF(D)
= (0.5x0) + (0.5x0) = 0
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Simulation result: 0

B Mengshu Query Cycle with P-Grid Overlay

ion Control
=

(Current Cycle: 1

!e}ﬂ Cycle

Previous Cycle

Auto Cycle

Reset

Save

End Simulation

Simulation Views

Trust View
Trust View Zoom Control

R ]
12345678891

Figure 4.4 Simulation Result Mengshu

The figure above shows the result of the validation according to setting A where there are in
total two peers in the network (two good peers and one malicious peer). The y-axis in the
illustration denotes the trust value while the x-axis shows the number of the peer in the
network. The first dot on the x-axis represents peer 1 and the next dot represents the second
peer. As previously explained, peer 1 is being assessed in this validation, and the result can be
seen here that peer 1 has a trust value 0. Beside peer 1, we can also see the trust values of peer

2 which happens to be the same value as that of peer 1.

The trust value of peer 1 according to the other settings can be seen in the following table:

o Result Setting
A B C D E F
Total peer: 2 | Total peer:2 | Total peer: 2 | Total peer: 3 | Total peer: 3 Total peer: 3
Good peer: 1 | Good peer:2 | Good peer:0 | Good peer: 2 | Good peer: 3 | Good peer:0
Malicious: 1 Malicious: 0 Malicious: 2 Malicious: 1 Malicious: 0 Malicious: 3
Neighbour: 1 | Neighbour: 1 | Neighbour: 1 | Neighbour: 1 | Neighbour: 1 Neighbour: 1
Mathematical 0 0.2 - 0 0.2 -
0.2 | calculation
Simulation 0 0.2 - 0 0.2 -
Mathematical 0 0.5 - 0 05 -
0.5 | calculation
Simulation 0 05 - 0 05 -
Mathematical 0 0.8 - 0 0.5 -
0.8 | calculation
Simulation 0 0.8 - 0 05 -

Table 4.2 Validation Result Mengshu
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From the table above, we can see that the result from formula calculation corresponds well
with the result from the simulation. We can also see that for setting B and E trust value of the
peer is directly going up even though it is observed during the first cycle, unlike other setting
that still yield low trust value. This is understandable because all of these setting have only
limited numbers of peers which make those peers do not have many choices to have
transaction with other peers. On setting B and E, there are no malicious peers which give
probability of having 100% successful transactions. This process leads to higher trust value
for the peers within the network. On the other hand, setting C and F which have no good peers
lead to network failure because no peers will be able to have transaction due to low trust
value. One last important note is that this is only an observation for a cycle (cycle 1), an early
stadium. As the network reaches later stadium the result can change.

4.2.3 Algorithm from Almenarez (2003)

For the algorithm from Almenarez (2003), we design various network settings starting
from the minimum number of peer (setting A) to see if the simulation has can produce a valid
result. Beside the minimum number, there are also an extreme number of peers (all good
peers or all malicious peers) to see if the simulation will still behave accordingly.

Two important notes for this validation process:

- For the sake of simplicity, during this validation, the security level m has been set to
2, 5 and 8 instead of random number.

- For the sake of simplicity, during this validation, the constant £ has been set to 0.5

- The observation of the simulation is performed during cycle 1 of the simulation.

- To show the process of mathematical calculation and simulation result, the first setting
(setting A) is provided with step by step calculation and simulation result. The rest of
results of other settings are provided in the table.

- Because there are few number of peers in the network, the peer that is being assessed
in the validation is always peer 1 (see figure 4.3 below for more information) whether
it is good or malicious peer

1. Setting A:
e Calculation from mathematical formula:

Define variable value:

T, =05
T,,=05
F,;=0
S =1
m=2
p=0.5

Thus, the trust calculation of peer C by peer A will be:
T,y =Ty xT,, =1/1(0.5%0.5) =0.25
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® Result from simulation:0.25

B PTM Almenarez Query Cycle
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Figure 4.5 Simulation Result Almenarez

If the transaction is successfully completed, the trust value 7,., will be up dated with:

F
V=(1-—28—\W
SptF

AB

0
M =(1-—).1"=1
( 1+0)

T =V.p+ T,,.(1-B)=(1x0.5)+(0.25x0.5)= 0.625 (this value is not displayed in the
table).

The figure above shows the result of the validation according to setting A where there are in
total two peers in the network (two good peers and one malicious peer). The y-axis in the
illustration denotes the trust value while the x-axis shows the number of the peer in the
network. The first dot on the x-axis represents peer 1 and the next dot represents the second
peer. As previously explained, peer 1 is being assessed in this validation, and the result can be
seen here that peer 1 (first dot on the left) has a trust value of 0.25. Beside peer 1, we can also
view the trust values of peer 2 which has lower trust value (0.15).

The trust value of peer 1 according to the other settings can be seen in the following table:

Result Setting
m
A B C D E F
Total peer: 2 | Total peer: 2 | Totalpeer:2 | Total peer:3 | Total peer: 4 Total peer: 4
Good peer: 1 | Good peer:2 | Good peer: 0 | Good peer:2 | Good peer: 4 Good peer:0
Malicious: 1 Malicious: 0 Malicious: 2 Malicious: 1 Malicious: 0 Malicious: 4
Neighbour: 1 | Neighbour: 1 | Neighbour: 1 Neighbour: 1 | Neighbour: 1 Neighbour: 1
Mathematical 0.25 1 - 0.25 1 -
calculation
Simulation 0.25 1 - 0.25 1 -
Mathematical 0.25 1 - 0.25 1 -
calculation
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Simulation 0.25 1 - 0.25 1 -

Mathematical 0.25 1 - 0.25 1 -
8 calculation

Simulation 0.25 1 - 0.25 1 -

Table 4.3 Validation Result Almenarez

From the table above, we can see that the result from formula calculation corresponds
well with the result from the simulation. We can also see that for setting B and E trust value
of the peer is directly going up even though it is observed during the first cycle, unlike other
setting that still yield low trust value. This is understandable because all of these setting have
only limited numbers of peers which make those peers do not have many choices to have
transaction with other peers. On setting B and E, there are no malicious peers which give
probability of having 100% successful transactions. This process leads to higher trust value
for the peers within the network. On the other hand for setting C and F which contain no good
peers, the network is directly going down because no peers will be able to have transaction
because of the low trust value. Setting A and D which contain good and malicious peer, the
trust value is lying between one and zero because having transaction with malicious peer can
lead to a lower trust value. One last important note is that this is only an observation for a
cycle (cycle 1), an early stadium. As the network reaches later stadium the result are going to
change, except for setting C and F.

4.2.4 Algorithm with EigenTrust from Garcia-Molina (2003)

For the algorithm from Garcia-Molina (2003), we design various network settings
starting from the minimum number of peer (setting A) to see if the simulation has can produce
a valid result. Beside the minimum number, there are also an extreme number of peers (all
good peers or all malicious peers) to see if the simulation will still behave accordingly.

Three important notes for this validation process:

- For the sake of simplicity, during this validation, the constant a has been set to 0.2, 0.5
and 0.8 instead of random number.

- The observation of the simulation is performed during cycle 1 of the simulation.

- To show the process of mathematical calculation and simulation result, the first setting
(setting A) is provided with step by step calculation and simulation result. The rest of
results of other settings are provided in the table.

- Because there are few number of peers in the network, the peer that is being assessed
in the validation is always peer 1 (see figure 4.4 below for more information) whether
it is good or malicious peer.

Example of Setting A:
® Calculation from mathematical formula (a =0.5) :

Define variables:
Sac=3; Spc=3

Foo =15 Fye=3

> .max{0,C, } =4
D max{0,C,.} =4
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Cre=05

n=2

Cio =S,c—F,o=31=2
Cop=Syc-Fpe=3-1=2

Define local trust value:

max{0,C,.}

> max{0,C,.}
=2/4=05

norm __
CAC -

max{0,C,.}

> max{0,C,.}
=2/4=05

norm __
CBC -

Calculate trust global trust value:

} 1-0.5
Tope =2 (CHm +Cpmy+aChe = % (0.5+0.5)+(0.5%0.5)=0.5
® Result from simulation:0.5
] £]5)
Next Cycle
Previous Cycle
Auto Cycle
.:s: Peer 1's trust value = 0.5

Done L
View /
s -
Trust View 0

Trust View Zoom Control

12345678910 o

Figure 4.6 Simulation Result Garcia-Molina

The figure above shows the result of the validation according to setting D where there
are in total three peers in the network (two good peers and one malicious peer). The y-axis in
the illustration denotes the trust value while the x-axis shows the number of the peer in the
network. The first dot on the x-axis represents peerl and the next dot represents the second
peer. As previously explained, peer 1 is being assessed in this validation, and the result can be
seen here that peer 1 (first dot on the left) has a trust value 0.5. Beside peer 1, we can also see
the trust value of peer 2 which happens to be the same value as that of peer 1.

The trust value of peer 1 according to the other settings can be seen in the following table:

55



a Result Setting
A B C D E F
Total peer: 2 | Total peer:2 | Total peer: 2 | Total peer: 3 | Total peer: 4 Total peer: 4
Good peer: 1 | Good peer:2 | Good peer: 0 | Good peer:2 | Good peer: 4 Good peer:0
Malicious: 1 Malicious: 0 Malicious: 2 Malicious: 1 Malicious: 0 Malicious: 4
Neighbour: 1 | Neighbour: 1 | Neighbour: 1 Neighbour: 1 | Neighbour: 1 Neighbour: 1
Mathematical 0.2 0.2 - 0.2 0.2 -
0.2 | calculation
Simulation 0.2 0.2 - 0.2 0.2 -
Mathematical 0.5 0.5 - 0.5 0.5 -
0.5 | calculation
Simulation 0.5 0.5 - 0.5 0.5 -
Mathematical 0.05 0.05 - 0.05 0.05 -
0.8 | calculation
Simulation 0.05 0.05 - 0.05 0.05 -

Table 4.4 Validation Result Garcia-Molina

From the table above, we can see that the result from the formula calculation
corresponds well with the result from the simulation. We can also see that for all setting the
trust value is set to 0.5, because this is still the first cycle, right after the initialization phase
where according to this algorithm, the trust value is set to 0.5. On the other hand for setting C
and F which contain no good peers, the network is directly going down because this algorithm
is very dependent to the presence of high trust peer or good peer which usually will initiate
network transaction and break up malicious file (Garcia-Molina et. al, 2003). If there is no
high trust peer, the network must have at least one good peer to make the network function.
One last important note is that this is only an observation for a cycle (cycle 1), an early
stadium. As the network reaches later stadium the result are going to stabilize, except for
setting C and F

4.3 Simulation Setting

This section will describe the setting procedure of the simulation process, which will
begin with some explanation about elements in the simulation tool and their role in the
process. This will be followed by information about reduction and simplification measure
during the simulation. If this step is done, the final step in the setting process will be
providing the feeding data for the simulation.

4.3.1 Defining Simulation Elements

Within the simulation display (see figure 4.2), there are elements that can be
recognized, such as independent variables (input variables), dependent variables (output
variable) and control variable. Independent variables or Input variables are variables where
the data that will be used for the simulation, is fed into. Just like the name, these variables are
not dependent on other variables. Control variables are variables that are used for managing
the simulation process to produce the desirable outputs. And finally the output variables are
the variables which produce output data.

56




Independent Simulation Dependent
Variables Process frel> \/ariables
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Figure 4.7 Simulation Elements

Independent Variables (Input Variables)

Variable Number of Peers: through this variable the total number of peers in the
network.

Variable Number of Good and Malicious peers: variable that sets the number of good
and malicious peers in the network.

Variable Number of Peers’ Neighbours: define the number of peers’ neighbours
within the network.

Dependent Variables (Output Variables)

Variable Number of Responses. This will display the total number of good response
and malicious response.

Variable Files Shared. This will provide information on total number of files that have
been shared (downloaded).

Variable Trust Value. This will display the trust value of each single peer in the
network.

Variable Number of Infected Files. This will display total files malicious files that
have been shared (downloaded) during the simulation.

Variable Computation Time. This variable will display total time of each peer to
compute trust value in every cycle during simulation.

Control Variable

Variable Number of Cycles: through this variable we can control the number of cycle,

when it starts and when it should stop.

Variable Animate and Colour Trust: through this variable we can control whether if we
want to see the connection process and whether if we want to see the difference peers’
trust value through the cycle. There are three colours, namely red (malicious), black

(neutral) and green (high trust value).

Variable Reset, Save and Done: through these four variables we can reset the simulation
display, back to the previous cycle; or save the simulation data; and finally exiting the

simulation process (back to initialization phase).
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4.3.2 Rules of Simplification

During the simulation process, there will be some simplifications in the simulation
tool because it is likely impossible to simulate a full real p2p network environment. Not only
complex and large but building the “real” p2p network simulation is highly expensive.

The simplifications in the simulation are:

e There are many forms of malicious activities that take place in the p2p network. But
we only define one type of malicious activity in the simulation, namely the single
malicious peer, where a malicious peer is acting on its own, without any support or
collaboration with other malicious peer in the network.

e The number of peers within the real p2p network is very dynamic. They come and go
unexpectedly. For the sake of simplicity, the number of entity in the simulation
remains the same within a series of cycles.

e There are endless types of data files that are distributed within the p2p network. In the
simulation, a choice of maximum 20 types of categories is available. For example: if
the peers are sharing music files, there are maximum 20 various kind of music files
available within the network.

e The query TTL is always set to medium.

4.4 Test Case

This section will provide information on the testing procedure on each algorithm.
There will be several test cases presented here; each case will explain the test procedure for
each requirement that have been discussed before. There are in total ten requirements:
reflexive, distributed system, context/classification, maintaining anonymity of the peers,
dynamic, conditional transitivity, non-symmetric, performance, implement a user intervention
system and take into account the role of pre-trusted peer. As also previously mentioned, not
every requirement will be simulated, due to the nature of requirement or the limited feature of
the simulation tool.

4.4.1 Test Case 1: Reflexive

As mentioned before, this test case needs no simulation, because it is not possible
(within the scope of this research) to analysis the difference between the algorithms that
clearly satisfy this requirement and algorithms that only implicitly mention this requirement
in the algorithm. To test the differences among them wider scope of research will be needed.
The test will be conduct by theoretical discussion of the algorithm.

4.4.2 Test Case 2: Scalability

As previously discussed, the presence of a distributed system in trust algorithm is very
crucial since the algorithm is designed for p2p network which by nature is a distributed
system. An algorithm that is suited for p2p network should be able to cope with dynamic
number of peers in the network, for both limited and large number of peers. The goal is to
compare among four algorithms to evaluate which algorithm has the best scalability
performance. This test case is using all of the all three input variables (see page 57 about input
variables) and using the output variable: number of total responses from all peers in the
network in each cycle. Higher number of peer responses shows that the algorithm has large
network coverage, and therefore has better scalability performance than algorithm that has
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lower peer responses. The similar rule applies for the second output variable where the
number of files shared shows the ability of the algorithms to cope with the network
environment. Higher number of shared files illustrates better performance than algorithms that
only generates limited shared files.

4.4.3 Test Case 3: Context/Classification

Context is important part of trust element that will define as the accuracy of the trust
value computation. Because of various types of files that are being shared in p2p network, the
trust value calculation should distinguish the calculation based on the each type of file,
because a peer which has high trust value in music files type does not necessarily have high
trust value on other type of files. Mengshu and Aberer do not mention this requirement in
their design, but Almenarez and Garcia-Molina include this requirement, although they do not
provide a detail description during the designing and validation process. However, the
simulation has limited ability regarding this test case. There is only one context that can be
simulated during the test. Therefore, there will be no simulation test for this test case, but a
brief discussion about the algorithm instead.

4.4.4 Test Case 4: Dynamic

The fourth test case is dealing with dynamic of the trust value. Because trust value
evolves through time, every peer needs to get the most updated information to be able to get
an accurate result. The measurement for this test case is based on the three input variables (see
page 57 about input variables) and output variable: trust value. This test will focus on a
certain peer in the network based on its trust value evoluation. A well-defined trust algorithm
should have computation process that results in trust value that corresponds with the peer
behavior. A peer with good behavior should be rewarded with high trust value and peer with
bad history (malicious peer) should be punished with low trust value. The various calculation
processes from four different algorithms will yield different results which can be seen and
evaluated later after the simulation process.

4.4.5 Test Case 5: Conditional Transitivity

The fifth test case is dealing with conditional transitivity which applies in the
algorithm when it makes distinction between peer’s private experience and recommendations
that are received from other peers. The influence of these different implementations will be
measured based on the three input variables (see pages 57 about input variables) and output
variable: number of infected files. This test will observe the total number of infected files in
the network through the cycles. The simulation will create a p2p network that has an
extremely high number of malicious peers (hostile environment) which will give false
recommendations during the trust value calculation. This will give impact to the trust value
which will be indicated with the number of infected files shared. If the algorithm computation
is accurate, the number of infected files shared should be getting lower with each going cycle.

4.4.6 Test Case 6: Peer Anonymity
The sixth test case is dealing with peer anonymity which is one important
characteristic of p2p network. The trust algorithm for p2p network has to be able to maintain

this characteristic in order to keep peer’s privacy and security. The peer anonymity in this
research is defined as the confidentiality of the information which is needed during the trust
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value computation, or in other words, peer A that is being assessed by peer B, does not know
where peer B gets its information from. Because of the limited capability of simulation, we
will conduct the test in different way, namely by observing the algorithm formula itself that
will be presented in the evaluation section.

4.4.7 Test Case 7: Non-Symmetric

This is one of the requirements that also need no simulation, because the test case can
be conducted by analysing the algorithm mathematical formula. All of the algorithms that are
being evaluated in this research satisfy this non-symmetric requirement. The discussion about
this test case is presented in the following section.

4.4.8 Test Case 8: Performance on Computation Process, Data Storage and Message
Complexity

Not only that the algorithms should not give heavy load onto the network, but more
over, the algorithm has also be able to have minimum load to peers in the network where most
of processes will take place. All four algorithms have different process and formula to
calculate the trust value. This naturally will have different load on the network and peers. The
test uses all of the three inputs variables (see page 57 about input variables) and output
variable: computation time. This test will compare which algorithm is able to deliver the best
result. This is done by comparing the time that the algorithms need for their computation
process and also an evaluation on the mathematical formula.

4.4.9 Test Case 9: Implementing A User Intervention System

This test case is dealing with the role of the peers in the network during the trust value
calculation. This test case needs no simulation and will be conducted by analyzing the
formula of each algorithm.

4.4.10 Test Case 10: Take Into Account The Role of Pre-Trusted Peer

The test case is dealing with the role of pre-trusted peer in the algorithm. Because this
can be done by analyzing the formula, there will be no simulation test needed for the test case.

4.5 Result and Evaluation

The testing process is started with the initialization phase by setting the data input, as
shown in the previous section. Once this is set, the testing process can begin. The result will
be presented in the next following section. This result will be compared with the previous
information from chapter three to see whether the result from the simulation confirms the
information.

4.5.1 Test Case 1: Reflexivity
The reflexivity requirement can not be seen in the formula, but it needs to be stated in the
beginning of the trust value calculation process in order to meet the requirement. There are

only two algorithms that meet this requirement, namely the algorithms from Garcia-Molina
and Almenarez. Two other algorithms do not state this requirement. However, even though
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these last two algorithms do not state their reflexivity in the algorithm, it does not mean that
they do not apply the requirement in their algorithm. Because the subject of this test case is
outside the scope of this research, we will only consider that an algorithm will satisfy this
requirement only if it states clearly in their algorithm. Therefore, only algorithms from
Garcia-Molina and Almenarez that meet this requirement based on this definition.

4.5.2 Result for test case 2: Scalability
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Figure 4.8 Test Result Numbers of Responses

General Result:

Based on the result of the simulation, it can be seen that the algorithms performs differently
for network with small number of peer and network large number of peer. The first figure of
4.8 shows tendency of a graphic with low slope or gradient. Round cycle 30, the graphic is
starting to get horizontal, where it indicates that the network is reaching a mature stadium. On
the other hand, in the second figure, the graphic shows more steep gradient, and becoming
horizontal in later cycle. It shows that the network with large number of peers needs more
time to reach mature stadium than a small network as shown in the last figure of 4.8 where the
number of responses are combined together (with additional information of network with 200
peers).

Algorithm Aberer: this algorithm has a bad result especially for the large network. The result
for the small network is similar with the result from other algorithms because the number of
the peers is still limited. On the other hand, for large network, this algorithm is performing far
under Mengshu algorithm. This is caused by how the queries propagate within the network as
previously mentioned in chapter three. The query is sent randomly to the network until the
query TTL is up. The random behaviour leads to limited number of responses as seen in the
figure because the query is widely spread within the network. This confirms the result of
previous theoretical evaluation.

Algorithm Almenarez: this algorithm performs well for small network but less for large
network because of how the query is submitted to the network. This algorithm is basically
flooding the network the peer query, which does not give significant influence in small
network. On the other hand, with a large number of peers in the network, this system will
cause heavy traffic that leads to less number of responses as shown in the figure above.

Algorithm Garcia-Molina: this algorithm has similar performance with that of Almenarez for

different reason. This algorithm requires quite complex and longer procedure which has
influence to the number of the query that can be processed. This algorithm is suitable for
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network with low number of peers (as result is shown in the figure where this algorithm still
performs well for small network) but it has difficulty to cope with large network scale which
indicated with lower number of responses.

Algorithm Mengshu: this algorithm has the best result for this category, because of the query
propagation system which relies on the help of the direct neighbours to help spreading the
query throughout the network. Based on this system, the scale of the network will not create a
problem. The advance of Mengshu’s system can be seen in the result of the simulation where
the number of responses is a lot higher than that of other algorithms for the network with 500
peers. Thus, for the scalability, this system is the most suitable for p2p network environment.

4.5.3 Result for test case 3: Context / Classification

This test case needs simulation test to evaluate the influence of context on each of the
algorithm. But due to the limited feature of the simulation tool, it is not possible to conduct a
simulation test for this requirement. Therefore, the evaluation process will be done based on
the analyses on the formula. There are only two algorithms that implement context into their
calculation system. The rest of the algorithms do not mention this requirement in their trust
value calculation process. However, the two algorithms that mention this requirement do not
really implement it in the algorithm, they only mention it as a basic design idea. Therefore,
the evaluation process will be perform based on the query propagation system since this
information is available for all four algorithms and it will define the number of responses files
that a peer will receive.

Aberer and Despotovic: This algorithm is based on the random query propagation system. If
the query are based on the file’s context (file’s type), it will certainly reduce the number of
responses file that a peer will receive. This is caused by the the query propagation itself. The
random system has no pattern and coordination within the network and among the peers.

Almenarez: This algorithm is based on the flooding query propagation system. If the query is
based on the context of the files, there will be more queries that are flooding the network.
This will cause a network traffic and can affect to the number of responses files that a peer
will receive.

Mengshu: This algorithm has a coordinated propagation system that will support the
implementation of context-based files query within the network. Even though the number of
queries within the network will increase but it will not have the same impact as that of
Almenarez because this algorithm implements coordinated propagation system among the
peers in the network.

Garcia-Molina: This algorithm has a similar propagation system with that of Mengshu but
with extra additional propagation for the pre-trusted peer. The algorithm provides a
supportive system for implementing context-based files query which can specify each query
to the pre-trusted peer and to the network.

4.5.4 Result for test case 4: Dynamic
In this test case, we will conduct the evaluation by comparing the dynamic of the trust value

among the four algorithms. This simulation takes place in a p2p network with only two good
peers and the rest of the peer are malicious peers. The objective is to evaluate whether the
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trust value of a certain peer will correspond with its behaviour. Because of the hostile
environment (high number of malicious peers), a good peers will not have other options but to
do the transactions with other good peers within the network. If the malicious peers give false
recommendations or spread malicious files, it will affect the good peer’s trust value. The
simulation will be run for 10 cycles to give the peers in the network to have several
transactions with other peers in the network. The following figure shows the trust value
evolution of peer 1 from the first cycle until cycle 10.

Trust Value Evoluaton

despotovic

[ ]

SGarcia-Molina

o.e
Almenarez=

Mengshu

Cycle

Figure 4.9 Test Result Trust Value Evolution

Algorithm Aberer and Despotovic: Algorithm such as Aberer, which is a binary algorithm,
only provides two possible outcomes 1 or 0 which makes it very difficult to evaluate the
result. As seen in figure 4.10, there is no changing value for this algorithm. Despite the hostile
environment, the good peer is still able to maintain its high trust value. The problem is that it
is difficult to see whether this trust value corresponds with the peer behaviour. Because of the
binary outcomes it is difficult to make distinction between successful transaction (which lead
to high trust value) and zero transaction (the trust value remains the same). Thus, in this
algorithm the dynamic of the trust value is hardly visible.

Algorithm Mengshu: Mengshu algorithm shows visible trust value transformation from the
first cycle to the second one. For the rest of the cycle, the trust value remains the same
because the peer is not having any transactions with other peers in the network. This is caused
by the hostile environment where there a lot of malicious peers in the network which prohibits
the good peer to download the requesting file.

Algorithm Garcia-Molina: There is no trust value transformation for this peer. This is because
the requesting file is always in the possession of malicious peer which prohibits the peer to
have transaction or download the file, hence the static trust value.

Algorithm Almenarez: this algorithm has similar system with that of Mengshu. As previously

described, this algorithm introduces the first user intervention variable, security level, which
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can be defined by the peer itself. For malicious peer who abuses the security level, the
punishment will be the radically changing of trust value. In figure 4.11, peer 1 does not have
any transactions anymore after the second cycle. This is caused by the hostile environment
where most of the peers are malicious and usually having a low security level, hence the static
trust value.

4.5.5 Result for test case 5: Conditional Transitivity
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Figure 4.10 Test Result Number of Infected Files

The graphic is simulated among 500 peers who have a very high number of malicious peers.
The graphic shows almost horizontal line (zero gradient) which means the result remains
almost the same through the cycles. The figure shows that the average number of infected
files from Garcia-Molina is the highest, followed by Almenarez and Aberer-Despotovic
which has almost the same average number of infected files, and last in the line is Mengshu
which has the lowest average number of infected files. Algorithm Garcia-Molina and Aberer-
Despotovic which have the highest number of infected files are the algorithms that do not
make distinction between recommendations and own experience, while the other two
algorithms make this distinction. This will result in low accuracy of trust value calculation
because of the false recommendation. The algorithms which implement this distinction are
able to calculate the trust value more accurately because it handles own experience and
recommendation differently. This is an important feature for calculating trust value because
not every recommendation is trustworthy even though it carefully acquired from reliable
peers. In the case where there are limited recommendations available in the network, each
recommendation has larger influence in defining the outcome i.e. trust value. If a peer
receives false recommendations it will also result in false trust value calculation, hence the
high number of infected files. But in the case where there are large number of peers in the
network, there will be likely larger number of transactions and recommendations available,
therefore each recommendation has smaller influence in defining the trust value.

4.5.6 Result for test case 6: Peer Anonymity
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Due to the limited capacity of the simulation it is not possible to conduct a test on this test
case. Therefore, the test will be carried out based on the theoretical evaluation on the
algorithm formula. The evaluation will be performed on each algorithm separately.

- Aberer and Despotovic:

This algorithm is operating based on the complaints from peers that are stored according to P-
Grid system where it uses binary tree to store and access the data stored in various peers in the
network. One drawback in this binary tree method is that each root-peer always has several
leaf-peers in which the complaint from root-peer is stored. But each root-peer always knows
which peers are their leaf-peers. This makes peer anonymity for this algorithm can not be
guaranteed. If a particular peer is malicious peer and intends to impair other peer’s reputation,
it can be simply done by giving false complaints.

- Mengshu:

This algorithm is based on confirmation theory which seeking certainty factor from random
peers in the network that gives recommendations for trust value calculation. Because of the
randomness of the process, the peer anonymity is more assured than that of Aberer. For
example, if peer A wants to download or share file from peer B, it will need to calculate peer
B’s trust value first. In order to calculate the trust value, peer A needs other peers
recommendations regarding peer B’s reputation. This process is completely unknown to peer
B. The only thing that peer B will find out is whether peer A will agree to download file from
peer B or not. Thus, in this case the peer anonymity can be guaranteed.

- Garcia-Molina:

This is the algorithm that requires the most complicated process from other three algorithms.
It is complicated because this algorithm takes into account a lot of issues in p2p environment,
including peer anonymity. The architects of this algorithm never ignores maintaining peer
anonymity from the starting moment when a peer joins the network. Because this is a global
trust algorithm, there is going to be only a single global trust value for each peer for the entire
network. The process starts when the peers join the network, they will be automatically
divided into small clusters. Every cluster has a so-called cluster manager (normally the pre-
trusted peers are the managers). The cluster manager will distribute task to the a member of
the cluster to assess the other member of the cluster. Each peer in the cluster will not know
which peers have been assessed them. The assessment would be reported to the cluster
manager and the global trust value will be calculated based on this information. The global
trust value will be stored in several peer managers in the network. So through the whole
process, the anonymity of each peer is assured.

- Almenarez:

This algorithm has basic similar calculation system with Mengshu, where a peer will need
other peer recommendation that is obtained from random peer in the network. Thus, if peer A
needs to calculate peer B’s trust value, it will ask some random peers in the network for
recommendations. But these recommenders will remain anonymous to peer B until the trust
value of peer B is acquired and peer A can decide whether it will download file from peer B
or not. Therefore, for this test case, Almenarez has the same score with Mengshu.
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4.5.7 Result for test case: Non-symmetric

This test case also does not need a simulation test. It can be done by analyzing the formula of
the algorithm. All of the four algorithms meet this requirement since all the trust value
calculation only applies to one specific peer. Thus the result of trust value calculation of peer
B by peer A is not the same with the result of trust value calculation from peer A by peer B.
For this test case, all of the four algorithms have the same score.

4.5.8 Result for test case: Performance on Computation Process, Data Storage and
Message Complexity
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From the test it is proven that algorithm Garcia-Molina has the average highest computation
time. This is because of the global trust algorithm where every peer has to compute another
peer’s global trust value which makes the computation time is longer. Aberer has the lowest
average computation time, thanks to the P-Grid system which allows fast access to the data
storage. The problem is that if peer A holds data of a popular file q, peer A will receive a lot
of request from other peers regarding the file. If two of more peers requires data to peer A, the
second peer will have to wait until the first peer finishes the transaction with peer A. this will
result if long process time for the second peer and even longer for third peer. The extreme
value from several cycles (such as cycle 16, 32, 38 or 44) is the result from this occurrence.
Mengshu has slightly higher average computation time than that of Aberer because there are
several iterations in the calculation process which causes longer computation time. The last
algorithm from Almenarez requires slightly longer calculation and messaging process than
Mengshu which of course results in even longer computation time.

4.5.9 Result for test case: Implementing a user intervention system

This ninth test case is dealing with implementing a user intervention system in the algorithm
process in order to give the peer the suitable preference. The test is conducted by analysing
the algorithm process. Algorithm from Almenarez is the only one that satisfies this
requirement by giving the possibility to the peers to give input for security level that matches
with their preferences. The rest of the algorithms do not have this feature because they are
fully automated by the system which are not allowed the peers (users) to have an active part
in the trust value calculation system.

4.5.10 Result of test case: Take into account the role of pre-trusted peer

This last test case has the similar procedure the previous test case. The test will be conducted
through an analyses of the formula. The only algorithm that meets this requirement is only
algorithm from Garcia-Molina. The rest of the algorithm does not take into account the role of
pre-trusted peer into their trust value calculation process.

4.6 Summary

Based on the simulation result, it can be summarized as follows:

1. For test case: reflexivity
Based on the evaluation process, only two algorithms (Almenarez and Garcia-Molina) that
satisfy the requirement, the other two algorithms fail to meet the requirement.

2. Fortest case: scalability.
The system from Mengshu where it relies on its neighbors to spread the query is shown to be
suitable for p2p network environment because it can cope with both small and large network
scale. This system can be implemented in the design of Hybrid algorithm.

3. For test case: context/classification

From the previous discussion, it is concluded that two of the algorithms (Almenarez and
Aberer & Despotovic) are not suited for implementation of context in their algorithms. While
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other two algorithms that have coordinated query propagation can provide a supportive
system for context-based file query implementation.

4. For test case: dynamic
The dynamic of the trust value is defined by the trust value evolution during the cycles. In this
test case, only algorithm from Aberer and Despotovic that barely has a visible trust value
evolution because of its binary output system. The other three algorithm can show more
changes during the early cycle, but due to the hostile envoriment, the trust value remains
static because no transaction takes place among the peers in the network.

5. For test case: conditional transitivity
The result shows that algorithm which satisfy the requirement is more sensitive to the
behavior of the peer. It is shown with the lower number of infected files that are found within
the network. Therefore, the designing process of the Hybrid has to take into account this
requirement to obtain accurate trust value.

6. For test case: peer anonymity
Based on the theoretical evaluation, algorithm from Garcia-Molina has the best system on the
maintaining peer anonymity. However, this algorithm is very complex to implement and
needs high coordination among the peer and with the network itself. Thus, for this
requirement, there should be combination of system from Garcia-Molina and another
algorithm to maintain the peer anonymity without having complex process.

7. For test case: non symmetric
Based on the evaluation, all of the algorithms satisfy the requirement. Therefore, all of the
algorithms have the same score for this test case.

8. For test case: performance on computation process, data storage and message
complexity.
The result from the simulation shows that algorithm with complex calculation requires longer
computation time which could lead to add an extra load to the network. The designing of the
Hybrid algorithm should keep the computation as simple as possible without ignoring other
requirement

9. For test case: implementing a user intervention system
Based on the result of the evaluation, only one algorithm (Almenarez) that meets the
requirement for this test case. The rest of the algorithm fail to satisfy the requirement for the
test case. This user intervention system will be used in the next chapter for designing the
Hybrid algorithm.

10. For test case: taking into account the role of pre-trusted peer.
For this test case, only algorithm from Garcia-Molina that satisfies the requirement; other
does not prevail. The role of pre-trusted peer will also be utilized for designing the Hybrid
algorithm in the following chapter.
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CHAPTER 5
Designing The Hybrid Algorithm

From the previous chapter, we have obtained the result and evaluation from the current four
algorithms. This result will be implemented in the designing process of the Hybrid algorithm
that will take place in the next following section. The objective of this chapter is to create a
design concept of the Hybrid algorithm that by the end of this chapter can be simulated.

5.1 Design Requirements

Based on the previous result, the design requirement for the Hybrid algorithm can be stated as
follows:

Reflexive: As previously described, this element needs to be stated and included in the
design requirement to declare that a peer trusts its own system before starting to
calculate other peer’s trust value.

Scalability: From the previous simulation test, the results showed that algorithm
Mengshu has the best result to cope with the scalability of the network by utilizing the
neighbour to propagate the query throughout the network. The Hybrid algorithm will
implement the similar system in the designing process.

Context/Classification: Based on the various types of files, the trust value calculation
should be associated with each type of files that are being shared in the network.
Because of the limitation of the simulation tool, the context will not be able to be
simulated but it would be implemented in the design.

Dynamic: From the result of the previous simulation it can be seen that algorithm
which expresses trust value in continuous interval between 0-1 is more able to show
the changes in trust value through the cycle during the simulation. Algorithm such as
Aberer (with binary trust value) has limited space to express the changes in the trust
value. Moreover, the design of the Hybrid algorithm should take into account the fact
that trust value should be built gradually through time, not based on one single action
only.

Conditional Transitive: From the previous simulation test, the results showed that
algorithms that implement distinction between own experience and recommendation
were able to perform better than the algorithm which do not implement this
requirement.

Non-Symmetric: Based on the previous description, this requirement is needed to
enhance the accuracy of the trust value calculation. All of the previous four algorithms
are proven to be able to satisfy this requirement. The Hybrid algorithm will also apply
non-symmetric into its trust value calculation process.

Peer Anonymity: The testing process is conducted through theoretical evaluation of
the algorithm because of the limited capability of the simulation. Algorithm Garcia-
Molina is considered as the algorithm that is able to assured the peer anonymity better
than the others. Unfortunately this algorithm requires complicated coordination
between the network and the peers, which makes the implementation quite
challenging. Algorithm Almenarez and Mengshu on the other hand require much less
complicated implementation. These two algorithms can be combined together to
maximizing the peer anonymity.
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Performance on computation process, data storage and message complexity: The
result from previous simulation shows that three algorithms has similar result except
the result from Garcia-Molina. This is caused by longer process of trust value
calculation and complicated implementation of Garcia-Molina algorithm. The rest of
the algorithms have similar performance because their algorithms require less
complicated implementation and more simple process. The Hybrid algorithm design
has to take into account this simplicity factor to improve the performance of the
algorithm.

Combining the user intervention system and pre-trusted peer role: the Hybrid
algorithm will use one more combination element from Garcia-Molina and Almenarez
to improve the performance of the algorithm. In the real p2p network, pre-trusted
peer(s) always exists. Because they have long history, a lot of experience and have
high trust value. These assets can be used to improve the robustness of the trust value
calculation. Only in this design, the dependency of having pre-trusted peer in the
network will be reduced so that it will not create a network failure when the pre-
trusted can not be found or temporarily not active. Beside using the pre-trusted peer,
the Hybrid algorithm design also implements the security level as introduced by
Almenarez. This security level is considered an important part of trust value
calculation because it allows user to set the accuracy of the trust value calculation
based on their preferences.

5.2 Concept Design

To design the concept of the Hybrid algorithm, a step by step description from the moment a
peer joins a p2p network is provided as follows:

When peer A joins a network, it should assign the security level first although it does
not have any knowledge about other peers in the network. It means that it can not trust
anyone. The best choice is to connect with the pre-trusted peer or high trust peer (such
as in Garcia-Molina). If this peer does not possess the requested file, it can give
recommendation to which peer it should connect which has the requested file.

There is also probability that the pre-trusted peer or high trust peer does not exist or
temporarily non-active. In this case, peer A should use its own judgement by
incorporating part of Almenarez algorithm. Peer A will send to the network a query
regarding the requesting file. Any peers that possess the file welcome to respond the
query. Peer A will have to choose from the incoming responses which peer is
trustworthy. Because peer A has not had own experience with other peer yet, it has to
ask other peer in the network that has information about that particular peer, let say
peer B. Peer A does this by sending a second query, this time a query which ask
information to other peer in the network about peer B. If there are some peers
answering the query, peer A will have to select these peers as well because malicious
peers can give misleading information. Peer A selects the peers by looking at their
security level. Any information that comes from a peer that has lower security level
than peer i will be discarded. Based on this information, peer i will be able to calculate
peer j‘s trust value. If peer j is not trustworthy, then peer i will have to do all the
procedure from the beginning to find other peer.

Once a peer gains experience about other peer in the network, it can use part of
algorithm from Mengshu to calculate other peer’s trust value by using the certainty
factor.

To get a clear view about the process, a flow chart is constructed below:
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Figure 5.1 Flow Chart Hybrid Algorithm

5.3 Concept Design Formalisation

1. Peer A joins network (it means also that peer A declares its reflexivity when it joins the
network): assign security level S,

B, e NiN={1,...,9}

2. Peer A submits a query for file x, which will be firstly responded by pre-trusted peer F if
peer A does not know or trust anyone.

TXF = F‘ (peer A will trust pre-trusted peer F for a specific trust value context ¢ without having to
calculate peer F trust value first).

3. In the case where peer F does not have the requested file x, it will give a recommendation
to peer A which other good peer in the network (let say peer B) has the requested file.

T,; = T,y (trust value of peer B by peer A is equal to trust value of peer B that calculated by peer F)

4. In the case of no pre-trusted peer, peer A will send a query to the network through its
neighbours (see query propagation from Mengshu), called request query, R_Query which
contains identification of the requested file (Request_ID), identification of the requestor
(Requestor_ID) which is peer A in this case and time to live of the query (TTL).

Req_Query = (Request_ID, Requestor_ID, Context_ID, TTL)
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5. Peer C which has the requested file x will respond the query and peer A will check first
whether security level of peer C is at least equal or higher that peer A. If this condition is not
satisfied, peer A will discard peer C, and choose another responding peer. If the condition is
satisfied, peer A will check whether it has private experience with peer C with checking the

local trust value Cj. which is the result of total successful transaction between peer A and

peer C (S).) and unsuccessful transaction between peer A and peer C (F,.. ):
e YY)
Ciac =1 Sac T Fic

discard peer C  otherwise

6. If the value Cj. is obtained, peer A needs a recommendation from other peer to calculate

peer C trust value. This is obtained by sending a second query to the network through the
neighbours, regarding recommendation of peer C. If for example peer D responds the query,
peer A will have to check peer D security level, just as the previous procedure before
receiving the recommendation:

T = (I—C‘K)Cfm + dT;c if :BD 2 ﬂc
discard peer D otherwise

7. After the transaction between per A and peer C is completed, peer A will update its trust
value calculation of peer C based on the result of the transaction by using updating formula
from Almenarez:

¢
FAC

W’
SAC + FAC

Ve=(l-
T =Vea+ Ti.(1-a)

8. If the transaction is unsuccessful (peer D is malicious), peer A will send a message to the
network to warn other peers regarding the malicious peer D

Warning_Query = (Sender_ID, Malicious_ID, Context_ID, TTL)

Based on the described process above, the query propagation will be as follows:
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Figure 5.2 Query Propagation Hybrid Algorithm

The propagation of the peer is similar with that of Garcia-Molina where the query is firstly
propagated to the pre-trusted peer F in the network, if this peer exists. If not, the query will be
propagated to the neighbours of the peer A who sent the query.

Legend
Variable Description

A peer in the network who wants to calculate other peer trust value ( requestor peer)
B peer whose trust value is being assessed ( requested peer)
C peer whose trust value is being assessed ( requested peer)
T Trust value of pre-trusted peer F

F
T Trust value of peer B by peer A

AB
T Trust value of peer F by peer B

FB
\% Action Value
S Number of successful transaction between peer A and peer C

AC

Number of unsuccessful transaction between peer A and peer C

(9}

Number of total transaction between peer A and peer B

Action Weight; defined by transaction that just completed. With successful transaction = 1and by
unsuccessful transaction = 0.

g::q ::H
a
+
95}
A

By
ﬁc Security level of peer A, peer C and peer D respectively. This variable is defined by peer itself.
By
a Constant between 0-1. This variable is defined by the system to find tune (give balance) between old
trust value and the new one.
Trew The up-dated trust value calculation of peer B by peer A
AC

Table 5.1 Legend

Based on this information, the query result depends on the security level of peer A. If peer A
has high security level, it will deliver less result than if peer A has lower security level. The
following figure shows example of two search result of query that is submitted by peer A. The
first figure shows search result based on the query that is lower than the second figure.
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@NeO Prometheus - Sharing Files

B = = & Smpsons

Disconnect Servers Shared Files Preferences
Search Result ) security Level: 3 (& Filter Result
File Name Type Source Status
History_Simpsonian_Age.pdf \7ideo . Regional
Franklin_Mint_Simpsons.etx Video Regional
~ Simpsons_The_Movie.mpg Video Local Uploading
Jessica_Simpsons_Beach.jpg Video Global
The_Simpsons_07x06.avi Video Global
/% The_Simpsons_07x07.avi Video Regional Downloading
The_Simpsons_01x16.mpg Video Global
A\ Simpsons_tvrip_packed.zip Video Global
Jessica_Simpsons-videoclip.mpg Video Global
SimpsonsMovie.dvd.avi Video Global
/A XXXJessicaSimpsons.ogm Video Global
i -epi Global A
A\ simpsons. episode_7x7.mpg.exe Video E
Transfers @ View Detail [I[1 Pause All
File Name Transfer Speed Node Status
1 7 The_Simpsons_07x07.avi G 78% 788 KB/s Healthy & Active
I < Simpsons_The_Movie.mpg @@= > 33% 0 KB/s Healthy i& Active

Figure 5.3 Search Result Hybrid Algorithm with lower security level

[ XaXK:) Prometheus - Sharing Files
B % -r| ; ﬁ Simpsons
Disconnect Servers Shared Files Preferences
Search Result 1) Security Level: 7 & Filter Result
File Name Type Source Status
History_Simpsonian_Age.pdf Video Regional
Franklin_Mint_Simpsons.etx Video Regional
< Simpsons_The_Movie.mpg Video Local Uploading
The_Simpsons_07x06.avi Video Global
/% The_Simpsons_07x07.avi Video Regional Downloading
Transfers © View Detail [l Pause All
File Name Transfer Speed Node Status
[l A~ The_Simpsons_07x07.avi G > 78% 788 KB/s Healthy &l Active
[Il < Simpsons_The_Movie.mpg @== > 33% 0 KB/s Healthy & Active

Figure 5.4 Search Result Hybrid Algorithm with higher security level

This concept design will be validated with the help of simulation tool which will be
conducted in the following chapter.
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5.4 Validation Process of the Simulated Hybrid Algorithm

Three important notes for this validation process:
- For the sake of simplicity, during this validation, the constant & has been set to 0.2,
0.5 and 0.8 instead of random number.
- The observation of the simulation is performed during cycle 1 of the simulation.
- Because there are few number of peers in the network, the peer that is being assessed
in the validation is always peer 1 whether it is good or malicious peer.

® Mathematical formula based on setting B:

Based on the formula, if the there is pre-trusted peer, peer A will automatically connect to
the pre-trusted peer. In this case, peer A will have other option because there are only two
peers in the network, peer A and pre-trusted peer F.

Thus based on this information, 7,, =1 during cycle 1 of the simulation.

Trust Value

/ Peer F =1

® Result from the simulation

Simulation Control Panel
Simulation Commands

Current Cycle: 1

Next Cycle

Previous Cycle

Auto Cycle

Reset

Save

Done 0a =

View

Trust View 05

Trust View Zoom Control

12345678910 0

Figure 5.5 Result Simulation Hybrid Algorithm

o | S | Resul Setting
A B C D E F

Total peer: 2 Total peer: 2 | Total peer: 2 | Total peer: 3 | Total peer: 3 | Total peer:

Good peer: 1 Good peer: | Good peer: | Good peer: | Good peer: 3 | 3

Malicious: 1 1 0 2 Malicious: 0 | Good

Neighbour: 1 Pre- Malicious: 2 | Malicious: 1 | Neighbour: 1 | peer:0
trusted:1 Neighbour: 1 | Neighbour: Malicious: 3
Malicious: 0 1 Neighbour:
Neighbour: 1
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Mathematical 0 0.2 - 0 0.2 -
02 |5 calculation

Simulation 0 0.2 - 0 0.2 -

Mathematical 0 0.5 - 0 0.5 -
05 |5 calculation

Simulation 0 0.5 - 0 0.5 -

Mathematical 0 0.8 - 0 0.5 -

08 |5 calculation

Simulation 0 0.8 - 0 0.5 -

Table 5.2 Validation Result Hybrid Algorithm

From the result comparison, it can be seen that two types of results are the same, which proof
that the simulated Hybrid algorithm is valid.

5.5 Result and Evaluation

Once the design is proven to be valid, the simulation process can be proceed. The test will use
the same test case the previous one.
The result from the test is presented as follows:

Result from test case 1: Reflexivity
The Hybrid algorithm meets this requirement by stating the reflexive requirement under the

design requirement section.

Result from test case 2: Scalability

Total Responses with 50 Peers Total Responses with 500 Peers

7000
6750
6500
6250
6000
5750
5500
5250
5000
4750
4500
4250
4000
3750
3500
3250
3000

Number of Responses
Number of Responses

O U %0 DDA P PR D A et ® DD D

Cycle

Figure 5.6 Test Result Number of Responses

The result of the simulation above shows that the algorithm performs quite well for both
limited number of peers (50 peers) and large number of peers (500 peers) in the network. The
graphic line shows both linear trend which indicates that the number of responses increases
along with the number of the cycle. Thus, this algorithm can cope with the scalability of the
distributed environment such as p2p network.
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Result for test case 3: Context/Classification
The Hybrid algorithm clearly meets this requirement because it implement the context factor I
the trust value calculation. But the limited feature from the simulation tool prohibits the test

case to be simulated in order to evaluate its influence on the algorithm process.

Result for test case 4: dynamic

Trust Value Evolution

0,25

0,2

e

Trust Value
o
&

X/S

\\}

0,05

L e e L e e o e L e e e L e e L

Figure 5.7 Test Result Trust Value Evolution

This algorithm expresses the trust value in real number in interval between 0-1. the result of
the trust value during the simulation can be seen in the illustration above, where the changing
in trust value can be recognized. It can be seen that the changing is visible but not radical
which means that a single transaction does not have large influence on trust value calculation.

Result for test case 5: Conditional Transitivity

Number of Infected Files

Number of Infected Files

O o A B e o e o e o L A s o o B B
O 2 B 9 O B QX QP P P D D P D P P R
Cycle

Figure 5.8 Test Result Number of Infected Files
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This algorithm, as previously mentioned, implements conditional transitive trust calculation
which means that the algorithm recognizes the difference between own experience and
recommendation from other peers. It can be seen from two illustrations above that the number
of infected files is actually getting lower in relation with the cycle of the simulation. The first
graphic is based on 50 peers and the right one is based on 500 peers. It means the algorithm
process is able to minimize the number of malicious activity based on the given information,
both peer’s own experience or recommendation from other peers.

Result for test case 6: Peer Anonymity

This algorithm is basically combination between the 4 previous algorithms, where the
beneficial features of the algorithm are combined together and trying to minimize the
weakness as much as possible. The basic formula of this algorithm is similar with that of
Mengshu and Almenarez where if a peer A wants to calculates peer B’s trust value, peer B
does not know where peer A obtained the information from. Based on this information, this
algorithm has the similar score as Mengshu and Almenarez for this test case.

Result for test case 7: Non-Symmetric

The Hybrid algorithm meets this requirement because the trust value calculation only applies
to one specific peer. As previously discussed, if peer A calculate peer B’s trust value, the
result only applies for peer B, peer A’s trust value needs to be separately calculated if it is
needed.

Result for test case 8: Performance On Computation Process, Data Storage and Message
Complexity

Trust Value Evaluation

0,55
0,5
0,45 -
0,4 1
0,35
0,3
0,25 ~

Trust Value
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0,05
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Figure 5.9 Test Result Computation Time

The average computation time of the algorithm compared to other algorithms in the previous
simulation is lower, which means that the algorithm is able to process and calculate trust
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value faster than the 4 previous algorithms. The extreme value from cycle nine, as previously
mentioned, is caused by the waiting time which occurs when a peer with a popular file has
multiple requests from several number of peers in the network.

This result from Hybrid algorithm will be compared the result from other four algorithms in
the next chapter and the result will be evaluated.

Result for test case 9: Implementing a user intervention system

The Hybrid algorithm implements a user intervention system by borrowing the security level
system from Almenarez to match the algorithm with the peer’s preference. Therefore, this
algorithm satisfies this requirement.

Result for test case 10: Take into account the role of pre-trusted peer

Similar with the previous test case, the basic idea is borrowed from the algorithm of Garcia-
Molina. Only the implementation is modified so that the algorithm does not utterly depend on
the pre-trusted peer. By implementing this system, the Hybrid algorithm satisfies this
requirement.

5.6 Summary

The Hybrid algorithm has been designed, validated and tested based on the requirements.
According to the result, this Hybrid algorithm satisfies all of the requirements. In the next
chapter, this algorithm will be compared with the results from the other four current
algorithms to find which algorithm has the best overall results.
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Chapter 6

Evaluation On Overall Results

In this section, the result of the test will be evaluated and compared with the result from the
previous test. The evaluation process will be perform separately for each test case.

6.1 Evaluation Test Case 1: Reflexivity

In this test case, there is no result to be compared because to satisfy this requirement, the
algorithm only needs to state it in the beginning of the process. The Hybrid algorithm, the
Almenarez and Garcia-Molina algorithms meet this requirement while the rest does not
clearly states it in their algorithms.

6.2 Evaluation Test Case 2: Scalability

In this test case, we evaluate the performance of the algorithms in coping with small and large
number peers in the network. The next illustrations show the result of fives algorithm in
number of responses for various number of peers in the network. We can see that the for small
network and large network Hybrid algorithm does not have highest number of total responses
but it has quite high performance in the both figures.

Total Responses with 50 Peers number of responses with 500 peers

I O I R I R AN S O SRR A S . SR

Cycle

—— Aberer

-= Almenarez
Mengshu
Garcia-Molina

-~ Hybrid
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Mengshuwith 50 Peers
Hylrid with 200 Peers
Aberer with 500 Peers
Almenarezwith 500 Peers
Carcia-Molinawith 500 Peers
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—0— Hybridwith 500 Peers

Figure 6.1 Test Result Numbers of Responses

6.3 Evaluation Test Case 3: Context/Classification

This Hybrid algorithm has an advance in this test case, because the Hybrid algorithm really
implements the context in the trust value calculation process, while the other two algorithms
(Almenarez and Garcia-Molina) only acknowledge the context requirement but they do not
really implement it in the formula.

6.4 Evaluation Test Case 4: Dynamic

In this test case we can see that the Hybrid algorithm does not have trust value transformation
after the second cycle. This is a similar behaviour with that of Mengshu algorithm which is
caused by the hostile environment (high number of malicious peer). However, even though
there is no transformation after the second cycle, it is still more visible than that of Aberer and
Despotovic algorithm which only has binary result.
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Figure 6.2 Test Result Trust Value Evolution

6.5 Evaluation Test Case 5: Conditional Transitivity

In this test case, we evaluate the number of infected files of each algorithm. Hybrid
Algorithm has the best performance in this test case where the numbers of the infected files
are reducing along the cycle. Algorithm Garcia-Molina and Aberer perform less and the other
three algorithms as the result of their algorithms process where they do not implement the
conditional transitive element.

Number of Infected Files

Number of Infected Files
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Figure 6.3 Test Result Numbers of Infected Files
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6.6 Evaluation Test Case 6: Peer Anonymity

Based on the anonymity issue, the performance of the Garcia-Molina algorithm is the best,
compared with other four algorithms because the peer anonymity can be assured through the
whole computation process. Algorithm Hybrid, Mengshu and Almenarez are approximately at
the same level for maintaining the anonymity level because in general the algorithms operate
based on the similar procedure. The algorithm Aberer is at the last of the lists. As previously
said in Aberer Algorithm, the flaw lies on the storage system of the data and for the Hybrid
algorithm it lies on the pre-trusted peer which is not always anonymous for other peers.

6.7 Evaluation Test Case 7: Non-Symmetric

For non symmetric requirement, all of the algorithms satisfy the requirement, because the
trust value calculation applies only to one certain peer. Therefore, all of the algorithms score
the same for this test case.

6.8 Evaluation Test Case 5: Performance On Computation Process, Data
Storage and Message Complexity

The computation time of the Hybrid algorithm, as seen in the illustration, has the lowest
average number which indicates that the Hybrid algorithm does not have a heavy or
complicated computation process.

Computation Time Table

Computation Time
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Figure 6.4 Test Result Computation Time
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Figure 6.5 Test Result Computation Time

6.9 Evaluation Test Case 9: Implementing A User Intervention System

For this test case only two algorithms that satisfy the requirement, namely the algorithm
Almenarez and Hybrid. Both implement the security system in order to give the peers the
possibility to set their preferences. The rest of the algorithms do not recognize this feature in
their systems.

6.10 Evaluation Test Case 10: Take Into Account The Role of Pre-Trusted
Peer

For the last test case, there are also only two algorithms that satisfy the requirement, namely
the algorithm from Garcia-Molina and Hybrid. Both implement the pre-trusted role in the
algorithm process but with different ways. The algorithm from Garcia-Molina fully depends
on the pre-trusted peer while the Hybrid algorithm has less portion of pre-trusted in the
system so that this will become a single point of failure.

6.11 Summary

The result from the Hybrid algorithm has been compared with the results from the other
algorithms. The Hybrid algorithm has the best result in several numbers of the requirements.
Only in peer anonymity and scalability test cases that this algorithm performs less than that of
algorithm Mengshu and Garcia-Molina.
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CHAPTER 7

Conclusion and Recommendation

7.1 Answering The Research Questions

We have designed some research questions in chapter one in order to guide the research

process. In this final chapter, we will see whether these questions can be answered.

There are several sub-questions that are designed as steps towards the answer of the main

research questions:

1. What are the shortcomings of the existing algorithms to measure trust in p2p networks?

2. Which beneficial factors can be employed in the construction process of the Hybrid
algorithm based on the result of the evaluation of the current algorithms?

3. To what extent does the Hybrid trust algorithm meet the requirement criteria?

1. What are the shortcomings of the existing algorithms to measure trust in p2p networks?

The shortcomings of the existing algorithms to measure trust in p2p networks lay on different
parts on each algorithm. Aberer’s drawback lies on the binary system which limits the
dynamic of trust value. Algorithm Garcia-Molina has a flaw on their trust value calculation
where it does not distinguish between private experience and recommendations from other
peers which result in higher number of infected files and moreover this algorithm has
complicated implementation. Algorithm Mengshu and Almenarez have flaws on the
computation process that requires longer process time which leads to lower number of
responses and shared files when a query is submitted to the network.

2. Which beneficial factors can be employed in the construction process of the Hybrid
algorithm based on the result of the evaluation of the current algorithms?
The beneficial factors that can be employed basically consist of several things:

¢ Using of system of query propagation from Mengshu that is proven to be suitable for
p2p environment.

e Utilize the experience of pre-trusted peer in the network for improving the robustness
of trust value calculation against malicious peer activity but reducing the dependency
of the need for pre-trusted peer in the network.

¢ Employ the security level as a means for user intervention where the peers can set up
their security according to their preferences

3. To what extent does the new trust algorithm meet the requirement criteria?

Based on the evaluation process, the Hybrid algorithm has the best result in several
requirements except for peer anonymity and scalability. For the reflexivity and non symmetric
requirements, the Hybrid algorithm has similar performance with other algorithms.

The contribution of this algorithm lies on the combination between user intervention and
usage of pre-trusted peer. Some other algorithm depends solely on the pre-trusted peers while
others ignore their presence. On the other hand, almost all of the algorithm is automatically
set up by the network which does not allow its users to find the best tune. Hybrid algorithm
balances this two feature by combining them together to improve the algorithm’s
performance.
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7.2 General Conclusion

The following table shows the summary of the evaluation process of the algorithms.
The red colour represents the algorithm that has the best result, while the green colour
indicates that there is no best result but same score instead.

Algorithms
Requirements
Hybrid (2008) | Mengshu et. | Garcia- Almenarez et. | Aberer and
al. (2002) Molina et. al. | al. (2003) Despotovic
(2003) (2001)

The presence of non-
symmetric factor.

The presence of conditional
transitivity factor

The presence of context or
classification.

The presence reflexivity factor

The presence of dynamic
factor.

The presence of scalability
factor.

Maintaining peer anonymity

Performance on:
-computation process,
-data storage,
-message complexity.

Implementing a user
intervention system

Take into account the role of
pre-trusted peer

Table 7.1 Summary

From the result it can be seen that the Hybrid algorithm, has the best result in several of the
requirements. Only in maintaining peer anonymity and scalability requirement, the algorithm
from Garcia-Molina and Mengshu has a better result. However, this shortcoming gives a
room for improvement because there is no such perfect trust algorithm whereas the p2p
network system is still developing and getting more complex and advance which always
creates new challenges and welcomes a new idea.

7.3 Future Recommendation

There is still a lot of room for future works in this area as this is one of the fastest growing
technology in the internet world. As the p2p network is getting complex and advance, there
will be a need to develop a simulation tool that has more feature, especially for developing
peer feature in the network so that there are more capabilities in the simulation process. There
will be also a need to develop new criteria that could improve the performance of the
algorithm.

The major drawback of the trust algorithm is that there is still not possible to really apply on
the real p2p network during the trial stage because of the large resources need. If in the future
this could be made possible, it will make a huge difference because no simulation can beat the
real p2p network.
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One last thing that limits the performance of the algorithm is the pre-trusted peer. There will
be need for a new system on choosing and maintaining anonymity of a pre-trusted peer in the
future if a network depends on it; because if the pre-trusted peer turns malicious it could result
in a network failure.
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APPENDIX 1
Current Trust Algorithms

This section will provide brief descriptions on the current algorithms that are not chosen to
represent the four sub-categories. The description will start with the mathematical formula
and move further with the propagation of the query from the requested peer in the network to
obtain the responses from other peers in order to obtain the requested sharing file. However,
most of the following algorithms lack on providing the necessary information regarding the
query propagation which makes it difficult to evaluate the responding process. In this case,

the evaluation will be provided based solely on the mathematical formula.

Category 1: Category 2:
Categorization: Partial Algorithm Global Algorithm
Trust algorithm based on Fuzzy Set Trust algorithm with Bayesian
(Shugin et. al, 2004) network (Wang and Vassileva,
o ge e Trust algorithm with Confirmation 2004)
Distinction

between direct
and indirect trust

Theory (Mengshu et. al, 2002)

Trust algorithm with Community
Peers (Agostini and Moro, 2004)
Trust algorithm with  Distributed
System (Abdul-Rahman and Hailes,
1997)83

Trust algorithm with  Evidential
Model ( Yu and Singh, 2002)
Trust algorithm  with ~ Statistical
Foundation (Shi et. al, 2003)

Trust  algorithm  with  Beta
Reputation System (Josang and
Ismail, 2002)

Trust algorithm based on Similarity
Measure of Vector (Guo et. al,
2005)

Trust algorithm  with  Ad-Hoc
Environment (Almenarez et. al,
2003)

No distinction
between direct
and indirect trust

Trust algorithm with  Information
System ( Aberer and Despotovic,
2001)

Trust algorithm with  Information
Based Model (Sierra  and
Debenham, 2005)

Trust algorithm in Decentralized
Community ( Xiong and Liu, 2004)
Trust algorithm in Decentralized
Environment (Wang and
Varadharajan, 2004)

Trust algorithm in Pure Ad-Hoc
Network (Pirzada and Mc.Donald,
2004)

Trust algorithm with  Community
Based Model (Jin, 2005)

Trust algorithm with EigenTrust
System (Garcia-Molina et. al, 2003)

Table 1 Algorithm Categorization

1. Category 1: Partial Trust Algorithms
1.1 Trust algorithm based on Fuzzy Set (Shuqin et. al, 2004)

In this algorithm the trust value is divided into two direct trust value and indirect trust value.
The indirect trust value or often called reputation is obtained through aggregation of other
peers’ judgements (recommendations). These direct and indirect trust values are obtained
through a fuzzy set based model. A fuzzy vector, T, is associated with a certain trust level
which later defines the direct trust value. For the indirect trust value, some peers, called RMs,
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are chosen as reputation managers in which other peers could fetch the recommendation
values from. These RMs possess recommendation tables which contain recommendation of
the other peers.

Trust Value Calculation:
Refer to the context scenario, if peer A wants calculate peer B’s trust value and peer F is the
reputation manager, trust value of peer A, 7,,,, can be calculated as follows:

Typ=0T,+(1-a)T,, O<ax<l

Variable .
Description

The peer who wants to calculate other peer trust value

The peer whose trust value is being assessed

| @ >

A peer who gives recommendation to other peer

trust value of peer B by peer A based on direct
trust value and indirect value

%ﬂ
=

Q

proportion direct trust to indirect trust

éﬂ

direct trust value of peer B by peer A based on
private experience

Ty indirect trust value of peer B by recommendation
from recommender peer F

Table 2 Legend

Context Scenario:

Even though the algorithm makes distinction between direct and indirect value, it is not
described how these two values can be obtained and calculated. It is also not described how
the peer manager is chosen and how they will aggregate the trust value. Moreover, this
algorithm provides no further information on how the query from the peers in the network are
being propagated throughout the network, therefore it is very difficult to evaluate how this
algorithm with cope with the network scalability and its influence on the network (and peer)
performance. Thus, if peer A in the context scenario submits a request query for a file to the
network, it is not clear how this query will be propagated through the network and as the
result the query responses is difficult to observe.

Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X x| x| x| x| | x| x| K

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 3 Result of Shuqin Algorithm
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1.2 Trust algorithm with Community Peers (Agostini and Moro, 2004)

This algorithm is basically an adaptive game on how to choose the most reliable route in
terms of choosing the right peers in order to be able to receive the right response. In this
algorithm, the trust value is also calculated based on the combination between the private
experience of the interacting peers and the recommendations from other peers.

Trust Calculation:

If peer A wants to have a certain file from the network, it will send several request queries to
other peers. The type of the file will define the context of the query that later will define the
query propagation cluster (a cluster represents a group of peers which has similar type of
files). Let say peer C and peer D respond to the query, peer A will calculate the trust value of
peer C and peer D to find which peer is the most trustworthy. This is done first by calculating
peer A private experience with peer C and peer D (in this algorithm defined as rate of success,
o) and combine this value with the recommendation about peer C and peer D that is obtained
from a peer manager F within the network. The trust value symbol is denoted as follows:

T =) 04T/ e @

i=1
T =) 0 4T e 0
i=1

Equation (I) and (I) show the trust value calculation of peer C and peer D respectively. Based
on this value, peer A will be able to make decision which peer is the most trustworthy one.

Variable Description

>

The peer who wants to calculate other peer trust
value

The peer whose trust value is being assessed

The peer whose trust value is being assessed

The peer who acts as peer manager

Query context

Number of transactions

Rate of success

SSIENINIsiivie

Local trust value of peer C or peer D by peer A

i
Q

Trust value of peer A by peer B regarding query
context Q

D:ﬂ
=)
Q

Table 4 Legend

Context Scenario:

Referring to the context scenario, if peer A wants to have a certain file from the network, it
must indicates first the context of the file query that it is about to be sent (such as: document
file, music file, move file, etc). The context of the query will define the peer cluster to where
the query will be propagated. Next, peer A will send the file query to any random peers within
the defined cluster. This query will be sent couple of times to find several recommenders who
have the requested file.
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O Peer C

Peer A sends query to random
peers within the associated

query context Peer A

Peer D

Figure 1 Query Propagation

If the TTL of the query is up, the peers in the cluster that have the requested file will send
their response back to peer A. Next, peer A will starts to calculate the responding peer’s trust
value before displaying it under search result.

NMNe Prometheus - Sharing Files
B = = » e
Disconnect Servers Shared Files Preferences
Search Result |8 Filter Result
File Name Type Source Status
A Jessica_SimpsonsXXX.avi Video Global
Jessica_Simpsons_Beach.jpg Image Global
The_Simpsons_07x06.avi Video Global
/3 The_Simpsons_07x07.avi Video Regional Downloading
Transfers © View Detail [l Pause All
File Name Transfer Speed Node Status
[ A~ The_Simpsons 07x07.avi ~ e > 78% 788 KB/s Healthy &l Active
€@ - simpsons_The_Movie.mpg 0% 0 KB/s Unknown A ® Connecting
Figure 2 Query Result

Even though the process to query propagation and query response is described here but the
detail mathematical formula on calculating the private experience (local trust value) and how
to calculate recommendation is missing. Therefore, it is difficult to evaluate the performance
of the algorithm and to implement this algorithm in the simulation tool.
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Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X x| x| x| >X| K| >X| | &«

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 5 Requirement Agostini and Moro
1.3 Trust algorithm with Distributed System (Abdul-Rahman and Hailes, 1997)

This algorithm is one of the algorithms that frequently cited in various journals. Abdul-
Rahman and Hailes algorithm is considered as the simplification from the Marsh algorithm
(Marsh, 1994). The algorithm propose an algorithm that more simple than that of Marsh to be
able to be implemented in real distributed system. This algorithm is the first one that
introduced the notions general and situational trust which respectively means the global trust
value and the local trust value of a specific peer. The trust value is computed in this algorithm
based on these two notions. The first notion refers to other well known notion,
recommendation, which is information that a peer receives from other peers. And the second
one refers to the private experience between the connecting peers.

Trust Value Calculation:
Referring to the context scenario, if peer A wants to calculate peer B’s trust value with the
help recommendation from peer C, the trust value computation can be defined as follows:

TACB = M % TAB
4
Variable Description
Tycs Trust value of peer B by peer A with recommendation from peer C
T, Trust value of peer C by peer A (how much peer A trusts peer C)
T, Trust value of peer B by peer C (recommendation value from peer C to peer A)
T,s Trust value of peer B by peer A (private experience or local trust value)

Table 6 Legend

As seen in the equation, the algorithm is implementing the conditional transitivity factor but
the detail mathematical formula is missing from this algorithm on how to calculate the local
trust value of peer B by peer A. Abdul Rahman and Hailes (1997) provide an example with a
local trust value already defined.
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Context Scenario:

Furthermore, even though this algorithm is provided with the detail of the composition of the
file query and recommendation query, the propagation process itself is missing. As a result, it
is difficult to evaluate the scalability of the algorithm and its impact on the performance of the
network and the peers. Therefore, if peer A submits a query for a certain file, it would be
difficult to observe the result of the query. The complete result of the evaluation on the
algorithm is provided in the next table.

Requirements: Availability
The presence of non-symmetric factor. 4

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

Performance on:
- Computation process
- Data storage
- Message complexity.

x| x| x| x| X «| X| X «

Table 7 Requirements Abdul Rahman and Hailes
1.4 Trust algorithm with Evidential Model (Yu and Singh, 2002)

The algorithm uses this theory of evidence as foundation of the trust computation where the
recommendations from other peers are considered as the evidences found, and combined
together as belief functions. As there are two important factors that define the trust value (the
private experience and recommendation from other peers), the final trust value are the
combination of these two factors.

Trust Value Calculation:
Based on the context scenario, if peer A wants to have a transaction with other peer B, the
process will be as follows:
1. The system will set up a lower threshold @ and upper threshold Q for every
calculated trust value of each peer in the network.
2. Peer A will have to check first if it has private experience with peer B (checking its
local belief regarding peer B). The local belief is the basic elements of calculating peer
B trust value. It is obtained by calculating a basic probability assignment bpa,, of

peer B by peer A. If f(x,) denotes the probability that a certain trust value of peer B
happens between the lower and upper threshold, the bpa can be calculated as follows:

bpa=3 PO+ ™ )+ D F ) s @

3. If peer A does not have private experience with peer B it will ask other peer for
recommendation by sending query to any random peers in the network. Let say if peer
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C and peer D give recommendation regarding peer B (bpa., and bpa,,), the final
result will be the sum of the recommendations:
bpa,,,; =bpacy, @ BOPap, ... (1D

Based on the result of the (total) bpa, peer A can decide whether it will proceed to have
transaction with peer B.

total

Variable Description

bpa basic probability assignment which reflects the trust value of a certain
peer

w lower threshold, defined by the system

Q upper threshold, defined by the system

f(x) probability that a certain trust value of a peer happens between the lower
and upper threshold.

bpa,, basic probability assignment of peer B by peer C

bpa,, basic probability assignment of peer B by peer C

Table 8 Legend

Context Scenario:

Referring to the context scenario, if peer A wants to have a certain file from the network, it
will send the file query to any random peers within the network, let say to peer C and peer D,
as shown in the following figure.

Q Peer C

Peer A sends query to any
random peers within the

network Peer A

Peer D

Figure 3 Query Propagation

The result of the query is displayed in the following figure. Because of the random
propagation, the result will be less than an algorithm that uses more coordinated propagation.
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[° XaXz) Prometheus - Sharing Files

B &2 & » C——

Disconnect Servers Shared Files Preferences
Search Result |8 Filter Result
File Name Type Source Status
Simpsons_The_Movie.mpg Video Local Connecting
A Jessica_SimpsonsXXX.avi Video Global
Jessica_Simpsons_Beach.jpg Image Global
The_Simpsons_07x06.avi Video Global
/3 The_Simpsons_07x07.avi Video Regional Downloading
Transfers @ View Detail [I[] Pause All
File Name Transfer Speed Node Status
I A The_Simpsons_07x07.avi G 78% 788 KB/s Healthy HL Active
@ 4 Simpsons_The Movie.mpg 0% 0 KB/s Unknown A\ ® Connecting
Figure 4 Query Result

The drawback of this algorithm is that it relies on honest feedback from other peers in order to
sufficiently compute the trust value. If peer A finds it self surrounded by malicious peers it
result in falsely trust value. Another drawback is that there is no distinction between the rating
of a new peer and rating of malicious peer. A new peer can be wrongly identified by other
peer as malicious one and therefore limits the new peer’s activity with other peer in the
network.

Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

x| x| x| x| >X| K| & X «

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 9 Requirements Yu and Singh

1.5 Trust algorithm with Statistical Foundation (Shi et. al, 2003)
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This algorithm is based on statistical analysis that intended to assist the decision making
process on the interaction among peers in the network in order to make an optimal choice.
The trust algorithm here based on the notion that trust behaves like stochastic process where
the outcome can not be fully predicted.

Trust Value Calculation:

Based on the context scenario, if peer A wants to calculate peer B’s trust value, peer A will
have to first define the context of the trust value that is about to be calculated. Next, peer A
can calculate the trust value based on probability of peer B’s trust value distribution. If O is
the space of possible outcome, c is the context of the trust value and N is the number of the

possible outcome, the trust value of peer B by peer A (T,,) can be described as follows:

c o _ 1
TAB - N ZOC

Variable Description
T, trust value of peer B by peer A regarding
context ¢
N number of possible outcomes
c trust value context
0, possible outcomes within the context ¢

Table 10 Legend

Context Scenario:

The major drawback of this algorithm is the lack of information on how to get the
information from other peers to compute the trust value (query propagation) also where and
how the trust will be stored in the network. If peer A wants to submit a request query for a
certain file, the propagation process will be missing which makes it difficult to study the
query response. Therefore, it makes it difficult to assess the complexity of the computation
process and the volume of data storage the system will be needed.

Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.
Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X X[ X X X[ | X| | «

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 11 Requirements Shi
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1.6 Trust algorithm with Information Based Model (Sierra and Debenham, 2005)

This algorithm is based on information theory with the goal to assist the decision making
process of a peer. In this algorithm, trust is defined as a measure of expected deviations of
behaviour along a given dimension for a given value (Sierra and Debenham, 2005).

Trust Value Calculation:

Thus, referring to the context scenario if peer A wants to share file with peer B it has to
calculate peer B’s trust value. In this algorithm it is done by calculating the conditional
probability between peer A and peer B based on their previous transactions. Thus, the trust
value of peer B by peer A measured at time ¢ and within context ¢ is defined as follows:

Ci 1 Cl Ci
Ty :EZPA;IOgPA;

Variable Description
T, trust value of peer B by peer A, measured at time ¢ within context c.
Ji] a constant, set by every peer which defines how much peer A trusts the
conditional probability calculation
P, conditional probability of peer B’s trust value by peer A
c context of the trust value
t specific time when trust value is being calculated.

Legend 12

The algorithm does not provide the detail mathematical formula on how the conditional
probability is being measured which makes it complicated to be evaluated. However, the
algorithm provides a brief description on the query propagation.

Context Scenario:

If peer A needs to obtain a certain file from other peer, it will send a query to any random
peers in the network. The peers who have the requested file are welcome to respond. The
illustration of the query propagation is provided the following figure and the result of the
evaluation is shown in the following table.

Peer C

Peer A sends query to any
random peers within the

network Peer A

Peer D

Figure 5 Query Propagation

The result of the query is displayed in the following figure. Because of the random
propagation, the result will be less than an algorithm that uses more coordinated propagation.
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Based on the provided information, the result of the evaluation process of this algorithm is
presented in the following table.

Requirements: Availability
The presence of non-symmetric factor. 4

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X
v
X
v
The presence of scalability factor. X
X
X
X
X

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 13 Requirements Sierra and Debenham
2. Category 2: Global Trust Algorithms
2.1 Trust algorithm with Bayesian network (Wang and Vassileva, 2004)

This algorithm is based on the theory of probability called Bayesian Rules. This theory
describes the outcomes of probability proportion of a random event. If X and Y are two
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random events, the Bayesian Rules defines the probability a new event will happen based on
the events X and Y. The Bayesian probability can be written as follows:

P(Y | X)P(X)

P(X1Y)= )

Where:

P(X) = the prior probability of event X happened

P(X 1Y) = the probability of event X will happen, given event Y
P(Y 1 X) = the probability of event Y will happen, given event X
P(Y) = the prior probability of event X happened

Trust Value Calculation:

In this algorithm, every peer within the network keeps a Bayesian computation for each peer
with whom it has performed transaction with. The computation has two possibility outcomes:
0 = successful, 1= successful. The algorithm is implementing the context factor into the
calculation process. Wang and Vassileva (2004) give example of five different contexts. The
contexts are presented in the conditional probability table (CPT) as follows:

T=1 T=0
Music p = (FT="Music’| T=1) p = (FT="Music’| T=0)
Movie p = (FT="Movie’| T=1) p = (FT="Movie’| T=0)
Document p = (FT="Document’| T=1) p = (FT="Document’| T=0)
Image p = (FT="Image”| T=1) p = (FT="Image’| T=0)
Software p = (FT="Software”’| T=1) p = (FT="Software”| T=0)

Table 14 The CPT Table of peer A for peer B (Wang and Vassileva, 2004)

The table shows the probability of successful transaction (trust value, T=1) or unsuccessful
transaction (trust value, T=0). FT stands for file type that defines the context of the trust
value. Based on the Context Scenario, if peer A wants to calculate peer B’s trust value, peer
A will keep a CPT table as shown above for peer B (and every other peer it has transactions
with). Thus, the probability that the transactions between peer A and peer B will be
successful for sharing music files can be written as follows:

p(FT ="Music", T=1)
p(T=1)
S

FT="MUSIC", T=1) = ettt st e I
p( ) ST @

p(FT="Music"l T=1) =

Where:

S = number of successful transactions between peer A and peer B
F = number of unsuccessful transactions between peer A and peer B
S + F = number of total transactions between peer A and peer B
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The result of this calculation denotes the trust value of peer A by peer B based on the private
experience of peer A with peer B.

If peer A is not sure about the result from equation (I), it can ask other peer in the network
for recommendation. It is done by sending a recommendation query to any random peers in
the network. If for example, peer C and peer D answer the query, the final recommendation
value will be:

* *
Tycps =W *M+WD wLan"Ton here WetWo =1 e (I1)
AC AD
Variable Description
S Number of successful transactions between peer A and peer B
F Number of unsuccessful transactions between peer A and peer B
T Trust value of peer B by peer A based on the calculation from

ACDB
recommendation from peer C and peer D

W, and W, Weights that indicates how the peer A values the importance of
recommendation from peer C and peer D, where W, +W, =1

T, Trust value of peer C by peer A
Ty Trust value of peer B by peer C
T,, Trust value of peer D by peer A
Ty Trust value of peer B by peer D

Table 15 Legend

Context Scenario:

Referring back to the context scenario, if peer A wants to have a certain file from other peer in
the network, it will send a file query to any random peers in the network. The peers which
have the requested file can send a response back to peer A. The query propagation can be
shown as follows:

Peer C

Peer A sends query to any
random peers within the

network Peer A

Peer D

Figure 7 Query Propagation

As previously described, the query is equipped with TTL which defines the period of time of
the query before it will be discarded. If the TTL is up, the other peers in the network can start
to respond the query. Because of the random query, the number of the query response will
always vary and the result will be less than that of other algorithm that is used more
coordinated query propagation such as Mengshu algorithm.
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Figure 8 Query Result

The downside of this algorithm is that it works well in the small network where the peers
have a high number of transactions with the same peers, but for a large network where the
peers mostly have only one transaction with the same peer, the Bayesian probability theory is
not effective. Other shortcoming in this algorithm is that in order to make to algorithm works
well, all of the peers in the network must have matching element of the Bayesian network or
in other words the peers must have similar preferences, which is very unlikely in the real p2p
network. The following table provides the result of the evaluation process on the algorithm.

- Computation process
- Data storage
- Message complexity.

Requirements: Availability
The presence of non-symmetric factor. v
The presence of conditional transitivity factor 4
The presence of context or classification. 4
The presence reflexivity factor X
The presence of dynamic factor. 4
The presence of scalability factor. X
Implementing a user intervention system X
Take into account the role of pre-trusted peer X
Maintaining peer anonymity X
Performance on: X

Table 16 Wang and Vassileva

2.2 Trust algorithm based on Beta Reputation System (Josang and Ismail, 2002)
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This algorithm is based on two basic mechanisms, namely:
- A method to compute trust value, based on various inputs, including the peer’s private
experience and information from other peers.
- A propagation mechanism that allows peers to gain information about other peers
reputation whenever it is needed.

Trust Value Calculation:

The basic theory of this algorithm is the beta probability density function that can be used to
compute the probability distribution of a binary event.

The beta probability is represented by two parameters o and 3. This probability function f (pl
o, B) can be presented using gamma function I" as follows:

F(a + ﬂ) a-1 B-1

f(pla, f)y=—"—="p"'(1-p)’", where 0< p<1, @>0, B50 wccooveviviiereiiererre. )
L(aI'(B)

And the probability expectation value E (p) can be written as:

E(D) S QA ) oottt ettt ettt D)

Suppose, with the possible outcome {x, x }, where S as the outcome (successful transaction)

of x and F as the outcome of x (unsuccessful transaction), we can derive the reputation
function of peer B that is calculated by peer A as follows:

P(p1S,5.Fy) = Fg:f‘i;)lf?;;i)l) , Where 0< p< L0 S, 0< Fy eooereovessesessesee (1)
Where:

Variable Description

o(plS,;, Fyp) probability of trust value of peer B by peer A

S5 Fis reputation parameter of peer B by peer A

S s successful transaction between peer A and peer B

F successful transaction between peer A and peer B

AB

Table 17 Legend

And the probability expectation that the result from equation (III) will happen can be written
as:
S,z +D

E LS ips F i) = o e v

(PP 1S, Fp)) S, +F. 12 av)
Naturally, we can not believe all of the information that we receive. The same notion is
incorporated in the algorithm where a peer should believe information from a peer with good
reputation more than from a peer with a worse reputation. This is achieved by implemented
weight that corresponds with the reputation rating of a peer.
In addition with the weight implementation method, the algorithm also proposes an updating
method, where a peer can implement a forgetting factor A, where if A=1 means that all of the
information will be kept, while A=0 means that only the latest information will be kept.
All of the information of the peers’ reputations are collected and stored by a central directory.
All of the peers in the network which needs information regarding other peer reputation can
send a query to fetch the information from the directory.

Context Scenario:
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Based on the context scenario, if peer A wants to obtain a certain file from the network, it will
send a query to the central server to find which peers that have the requested file.

Peer A sends query to central
server regarding the requesting
file.

-~ O

Central Directory

Peer A

Figure 9 Query Propagation

The central directory will inform peer A which other peers in the network that have the
requested file. The result is displayed in the figure below. Next, peer A will have to calculate
the peers’ trust values before choosing one of them.
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Figure 10 Query Result

Based on the provided information above, the algorithm is evaluated with the help of design
requirements. It can be seen from the description that this algorithm does not meet several of
the requirements, such as reflexivity factor and context/classification factor. The algorithm
never states in the process regarding the reflexive factor and also the algorithm never
mentions the role of context/classification during the calculation process. The overall result of
the evaluation on this algorithm is provided in the following table:
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Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

v
X
X
v
The presence of scalability factor. X
X
X
v
X

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 18 Josang and Ismail
2.3 Trust Algorithm in P2P Network with R-Chain (Guo et. al, 2005)

This trust algorithm is based on implementation of R-Chain system. This algorithm system is
a self-maintained reputation management in p2p network (Liu et al. 2004), which features two
important factors, namely time-sensitive factor and service-type factor (context/classification
factor), to enhance the accuracy of trust evaluation within the network (Guo et. al, 2005).

In this algorithm, there are two different trusts that exist, namely direct and indirect trust
value. Direct trust is trust that based on the transactions between two connecting peers, while
indirect trust is based on the recommendation from other peers.

Trust Value Calculation:

The following figure illustrates the data structure and the implementation of R-Chain. If peer
A wants to calculate peer B’s trust value, peer A will have to calculate first the direct trust
value which is based on its previous transactions (private experience) with peer B. If C,,
denotes the local trust value of peer B by peer A, X denotes the context of the trust value of
peer B (defined by ) and n denotes the number of transactions between A and B, the trust
value T, can be calculated as follows:

Ty =15 D (Cap# Xp) oo 1)

If this value is calculated, peer A will have to calculate the indirect trust value that is based on
the recommendation from other peer. This is the time where the R-Chain system is used.
Figure 11 shows the data structure of R-Chain where peer A keeps every previous transaction
record with other peers including the peer ID, denoted with TR.

5
| TRI |« TR € e | S LastTRE
Previous TRID of A -
Previous TRID of B | LastTRA
CertA - N - .
A' s feedback Trust Class
RandomA |\ —— -
=% B s feedback . [Evaluation to B
erl : Wies - &
RandomB | | iy jeaEes Peer A Peer B
CertW Witness information e
. Signature of Witness
o ) . (b} Distributed Implementation Scheme
(a) Data Structure of R-Chain based on R-Chain

Figure 11 R-Chain Structure (Guo et. al, 2005)
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Based on this system, peers A’s recommendation information will be organized in a linked
chain. Thus, to get a recommendation value from other peer, peer A will select a random
recommender peer W. Peer B will send its last TR to peer W. Peer W will verify the
information in the TR by contacting the peer with whom peer B has had the last transaction.
If this is completed, peer W will send the result back to peer A. Next, peer A can calculate its
indirect trust value based on the recommendation from peer W. If the other factors are

defined: set of recommenders: RSet, peer W trust value by peer A within context X : T\, ,

number of recommendation: m , and context of trust value: X ; the indirect trust value of peer
B by peer A with recommendation from peer W can be defined as:

1 1
Ty =—— TN ) (T2 5 X )] oot ee e 11
AWB | RSet | VR;‘,S“[ AW m Z( WB B)] ( )

If the equation (I) and (II) are combined, the final trust value of peer B by peer A can be
written as:
T s S AF T A (L A)E Ty ettt (I11)

As previously mentioned, this algorithm implements time sensitive factor as part of an
important variable in the trust value calculation. With this factor, the trust value can be

updated every time a new transaction takes place. If denotes the proportion between the

trust value that is calculated between t0 (T, ) and t1(T,,,,), the new calculated trust

value (T}, ) can be obtained as follows:

T = OT gm0 F (L= O) T m it e Iv)

Variable Description

A the peer who wants to calculate other peer trust value

B the peer whose trust value is being assessed

w the recommender peer

X, trust category which defines the quality of the sharing file within the same
context. This is defined by peer B itself. All peers have to assign a certain number
(0< X, <1) to define the quality of their sharing files.

TS trust value of peer B by peer A with recommendation of peer W within context X

A self-confident factor to balance the proportion between local direct and indirect
trust value calculation. this is defined by the system

TS indirect trust value of peer B by peer A with recommendation from peer W

T direct trust value of peer A by peer B within context X

C,s local trust value of peer B by peer A based on the number of transactions

n number of transaction

RSet sets of recommendation peers

TS, Trust value of peer W by peer A within the context X

0 The proportion between trust value calculated at t0 and t1

TAXWB o Trust value calculated at tO

T Trust value calculated at t1

m Number of recommendation

Table 19 Legend
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Context Scenario:

Based on the information about this algorithm and the context scenario, is peer A wants to
have a certain file from the network, it will send a file query randomly to the network, as
illustrated in the following figure.

Peer C
Peer A sends query to any
random peers within the
network
Peer A

Peer D

Figure 12 Query Propagation

The peers who have the requested file will answer the query. Peer A will calculate each of this
peer’s trust value before displaying it under the search result in the following figure.
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Figure 13 Query Result

As shown in the figure.....the search result of the random query is less than the result of the
algorithm that which is used the more coordinated query propagation (such as Mengshu). This
random system will influence the ability of the algorithm to maintaining its performance
when the network scale is expanding. The other result of the evaluation process of the
algorithm is presented in the next table.
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Requirements: Availability
The presence of non-symmetric factor. 4

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X X[ X[ X | X | «

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 20 Requirements Guo
2.5 Trust algorithm in Decentralized Community (Xiong and Liu, 2004)

This is an algorithm that based on reputation system. It means that the trustworthiness of a
peer is defined by the evaluation of peer’s reputation it receives from having transaction with
other peers. Based on the algorithm system, the system will divide the peers in few clusters.
Each cluster has a peer manager. The peer manager has a task of calculating a peer reputation
when it is needed. The algorithm defines five important factors in trust calculation process.

Trust Value Calculation:

Thus, if peer A wants to calculate peer B trust value, the calculation process will depend on:

- the feedback from other peers, let say peer C, in connection with successful and
unsuccessful transaction with peer B, T, .

- the reputation of peer recommender peer C, denoted as C,., obtained from the peer manager

(the network has several peer managers).
- the number of total transaction that peer A has executed with peer B, S,, +F,,

- the transaction context factor, TF,,, addressing the type of the transactions and the impact

on the evaluation process (such as time of trust calculation), this is defined by the system.
- the community context factor, CF,,, addressing the impact of community factor on the

evaluation process (such as type of sharing file), this is defined by the system

Based on these four important factors and referring to the context scenario, if peer A wants to
calculate peer B trust value, it can be defined as follows:

* C.ng >l<(jC >I<T'CB >l<TT?A
SAB + FAB

T,,=o

54+ (1-@)*CF,,
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Variable Description

S5 +F., Number of transactions between peer A and peer B during given
period.

o Proportion of trust value from local trust value Calculation and trust
value based on community factor

crom the normalized local trust value of peer B by peer A.

C. Peer C reputation, obtained from the peer manager

T trust value of peer B by peer C.

CB

TF

"5 adaptive transaction context factor of peer B during trust value

calculation by peer A.

CF, adaptive community context factor of peer B during trust value
calculation of peer A

Table 21 Legend

Context Scenario:

Based on the context scenario, if peer A submits a query to the network, it will send a random
query to its neighbours. These neighbour peers will forward the query until the query TTL is
up and the peers who have the requested file will start to respond.

Query Peer A

O~

Sending the Dupl. Query

Randomly (example: peer C)
Sending Dupl. Query
E

Sending Dupl. to
Peer D

Peer D

Peer E

Figure 14 Query Propagation

If the responses are received by peer A, it will start to calculate the trust value of all
responding peers. This algorithm uses P-Grid system for data routing and lookup. Thus, if
peer C is one of the responding file, peer A will calculate the trust value of peer C by fetching
a recommendation from other peer in the network. This is done by submitting a random
recommendation query to peer A’s neighbours. The neighbours will forward the query until
the peers who store the recommendation of peer C is found (based on the P-Grid data storage
system). The system is similar with that of Aberer and Despotovic Algorithm. If, let say, peer
D stores the recommendation about peer C, peer A will contact the peer manager (the network
has several peer managers) to ask about the reputation of peer D. If its reputation is good
enough, peer A will receive the recommendation from peer D and calculate peer C’s trust
value. This process applies for every responding peer, and if peer is trustworthy enough, the
file will be displayed in under the search result.
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Figure 15 Query Result

The algorithm is providing the not only the trust calculation process but also the data storage
and messaging system. But the algorithm lacks on the detail on the process of how the peer
manager is chosen and its role detail. Moreover, the random query propagation makes it less
flexible to cope with network scalability. The result of the algorithm evaluation is provided in
the following table.

Requirements: Availability
The presence of non-symmetric factor. 4
The presence of conditional transitivity factor 4
The presence of context or classification. v
The presence reflexivity factor X
The presence of dynamic factor. 4
The presence of scalability factor. X

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

x| | x| <

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 22 Requirements Xiong and Liu

2.6 Trust algorithm in Decentralized Environment (Wang and Varadharajan, 2004)
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This algorithm is based on the peer evaluation of trust values based on recommendation from
other peer. The evaluation process is crucial when a peer needs to get other peer reputation
but they both never have performed any transactions before. In this analysis, a probability
formula of trust value is calculated based on Gauss Distribution, where the probability of a
peer’s trust value distribution is compared to a threshold number. An addition to the
evaluation process, there is also algorithm to up date the trust value, once the transaction is
completed.

Trust Value Calculation:

Suppose, peer A needs to perform a transaction with peer B, with whom it never has prior
experience. To compute the trust value of peer B, peer A needs to ask recommendation from
other peers that have history about peer B. The outcome of the computation is a number
between the interval O and 1. Consider the following case: suppose peer A has query to
several recommender peers {peer C and peer D}. From these intermediate peers, peer A will
get recommendation:

{TCB ’ TDB}

The trust value 7, .,

of peer B by peer A with the help of peer C and peer D can be calculated
as:

Tycos =5 Ty +Tp)

If there are k& numbers of peers that give recommendation, the formula can be written as:
k

T= %ZT)@ where x is a random peer in the network that sends the query and y is a random
i=1

peer that responds the query. This 7 variable is considered as mean trust value T. And
accordingly the sample variance S* will be:

13 =
§*=—> (T, -T)
k—él: :

It u =T, 6*=8*, T~N (u,0°) for any random value 7 and v is a value between the
interval [0,1] will result in distribution function as follows:

V=i X x?
l . -

¢ ¢ 2dx and accordingly P(T >v) =
2o L"

Fw)=P(T <v)=

Combining the formula above, if peer A wants to calculate peer B trust value, it can be done
by calculating the probability that peer B’s trust value is better than a given value ve [0,1]:

1u

I& e dx
P(T >vITe (0,1)) = Pv<T<1) =—C , where v is a threshold value, set up by the
P(O<T<I) %e,%dx

o

system.
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As previously mentioned, this algorithm also provides an up dating method for trust
computation after the transaction has been performed.
Let:

s,,, € [0,1] = satisfaction degree after transaction between peer A and peer B is completed

m = strictness factor ( defines how much a peer defines the accuracy of the result of its trust
value calculation , where m >1)

6., = impact factor of recent change in trust value

T'he updating trust formula can be defined as:
1-7
e Acos _1

t+1 L mo_ . _
T, =Tyepp t+ 0,15, —Tepp) with 0., =

ACDB t+1
e+1

Based on the information that is provided above, it can be seen that this algorithm does take
into account the distinction between private experience and recommendation.

Context Scenario:

There is also no information provided on how the query is spread through the network which
makes it difficult to evaluate how the algorithm will cope with the network scale. Based on
the context scenario, if peer A wants to submits a query to the network fro a certain file, it
would difficult to predict the result of the query. There are also several other shortcomings
from this algorithm that is provided in the following table:

Requirements: Availability
The presence of non-symmetric factor. 4

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

X Q| x| x| x| | x| x| x<

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 23 Requirements Wang and Varadharajan

2.7 Trust algorithm in Pure Ad-Hoc Network (Pirzada and Mc.Donald, 2004)

This algorithm is based on ad hoc or temporarily network, where the peers within the network
support one another in terms of passing data packet. It occurs often that the receiver of the
data packet is beyond the range of the original sender. In this case, choosing the right
intermediate peers are very crucial.

Pirzada and Mc.Donald (2004) proposed a trust algorithm in how choosing the right peers
based on the DSR protocol (Johnson, Maltz and Hu, 2003). This is an on-demand routing
protocol where the data packet does not depend on the intermediate peers in terms of
choosing a route because each data packet carries a complete route as it leaves the original
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sender. Based on this protocol, Pirzada and Mc.Donald (2004) divides trust in various
categories, which represent different features in the DSR protocol.

Trust Value Calculation:

There are five categories that presented on the trust algorithm, namely: P, (Passive
Acknowledgement which is dealing with how the query is transmitting throughout the
network), Pp (Packet Precision is dealing with the composition of the query), Gr (Gratuitous
Route Replies which is dealing with the response query), Br (Blacklists which is dealing with
malicious peer) and S (Salvaging which is dealing with the case where the query propagation
is not possible to be carried further to the next peer). These categories are assigned to different
weights W that will be ultimately computed in the final trust calculation.

Thus, referring to the context scenario, if peer A wants to calculate peer B’s trust value, the
trust value calculation will be:

T = z (W, xXT,,]
i=1

Variable | Description

the peer who wants to calculate other peer’s trust value (requestor peer)

the peer whose trust value is being assessed

trust value of peer B by peer A

weight assigned to trust category i

~=|~|w>

trust value categorie

Table 23 Legend

Then the final computation of trust for peer B by peer A can be written as:
T, =W, (POXT,(P)+W,(P.)XT,(P,)+W,(G)XT,(Gx)+W,(B,)XT,(B,)+W,(S;)xT,(S;)

Context Scenario:

From the description above, it shows that this algorithm takes into account context or
classification factor in the calculation process. However, even though the query propagation
route, as already mentioned, does not depend on the peers’ neighbours, its propagation still
needs other peers as mediators to reach the destination peer. Thus, the scale of the network
still gives significant influence to the propagation process. Another shortcoming from this
algorithm is that because the route is known to every intermediary peer, the anonymity of the
peer can not be guaranteed.

Moreover, this algorithm is still in the concept phase where there is no further validation

process or simulation result provided, which makes it very difficult to evaluate its
performance.
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Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

The presence of scalability factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

x| X[ x| x| X| | X «| &

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 25 Requirements Pirzada and Mc.Donalds

2.8 Trust algorithm with Community Based Model (Jin, 2005)

This algorithm is based on community trust where trust value is computed based on private
experience and community recommendation. The community is created through signing a
digital certificate such as X.509. This certificate is issued by Certificate Authority, CA. This
is an example case where trust model is provided in hierarchical model. A peer can join the
community by fetching a digital signature from a member of the community.

Trust Value Calculation:
Thus if a peer, let say, peer A wants to calculate peer B trust value it will calculate the first its
local trust value which corresponds the private experience of peer A with peer B. To calculate

the local trust value, peer A has to define the number of successful transactionS,, and
unsuccessful transaction F,,. Next, the local trust value of peer B by peer A, T,,, can be
written as:

F

SAB —1aB
o D
AB SAB +F AB

If the local trust value is obtained, peer A can calculate the value of community
recommendation by defining first the value of community trust value 7. which is calculated

C . . .
szITk denotes the sum of trust value from every peer in the network regarding peer B while

C denotes the number of peers in the community. Based on calculated value of 7, the final
trust value can be calculated as follows:

T,z =0T,,+ T, where 0+ =1 .. Iv)
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« and f denote the weight between local trust value and community recommendation and
defined by the system.

This algorithm also provides an updating method to manage the community trust value. The
computation can be presented as follows:

Tycp o 1t < Inter
Tyep = (nter—o) nter—t) e V)
Ty c.0a€ +(-e M s 5 e : t> Inter

Inter denotes a specified time interval which is defined by the system and ¢ is the time where
the trust value is last calculated.

Variable Description
S s Number of successful transaction between peer A and peer B
F,, Number of unsuccessful transaction between peer A and peer B
T, Trust value of peer B by peer A
T, Trust value of peer B by community

TotalpeerNu p, The sum of trust value by each peer in the community
k

0]

C Number of peers in the community
o and S The weight between local trust value and recommendation trust value
Ty Final trust value of peer B by peer A

Table 26 Legend

Context Scenario:

This algorithm does not provide the information on the query propagation if a peer submits it
to the network. Thus, based on the context scenario, the process and of the query of peer A
starting from when it is submitted to the network until it is responded will be unclear.
Therefore, it is difficult to evaluate how the search result will look like for the submitted file
query. However, based on the provided information, the algorithm has been evaluated, and
the result is provided in the following table.

Requirements: Availability
The presence of non-symmetric factor. v

The presence of conditional transitivity factor

The presence of context or classification.

The presence reflexivity factor

The presence of dynamic factor.

Implementing a user intervention system

Take into account the role of pre-trusted peer

Maintaining peer anonymity

v
v
X
v
The presence of scalability factor. X
X
X
X
X

Performance on:
- Computation process
- Data storage
- Message complexity.

Table 27 Requirements Jin
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