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Content .

KEEP
CALM

AND

CHECK
SPLUNK



We stare at data all day.



WTH is Big Data?!



larger than Sma" data?



smaller than giant data?



some cool sauce for DBAs?
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Aaaahhh, no.



a simple way to describe a massive
problem

*or opportunity depending on your p.o.v.



Big data comes out of machines

GPS,
RFID,
Hypervisor,

Web Servers,
Email, Messaging
Clickstreams, Mobile,

Sengels dremM A, Stersissses,
Servers, Security Devices, Desktops

Volume | Velocity | Variety | Variability



building a service?

i you are a producer and
consumer of data

using an app?



Data! Good!
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All this data can be pretty cool and
empowering



except one little




A lot of it looks like this




0,1

13/Apr/2011 08:52:53,Info, Teardown, ASA-session-6-302014, TCP,
192.168.2.16,192.168.1.6, (empty), (empty),1100,43025,43025 tc
pl

(empty),0,1

13/Apr/2011 08:52:55,Info, Teardown, ASA-session-6-302014, TCP,
192.168.2.75,192.168.1.6, (empty), (empty),1048,135,epmap, (empty
), 0,1

13/Apr/2011 08:52:55,Info, Teardown,ASA-session-6-302014, TCP,
192.168.2.75,192.168.1.6, (empty), (empty),1049,43025,43025 tc
pl

(empty),0,1

13/Apr/2011 08:52:55,Info, Teardown, ASA-session-6-302014, TCP,
192.168.2.75,192.168.1.06, (empty), (empty),1051,135, epmap, (empty
), 0,1

13/Apr/2011 08:52:55,Info, Teardown, ASA-session-6-302014, TCP,
192.168.2.75,192.168.1.6, (empty), (empty),1052,43025,43025 tc

h



and we’re expected to talk to it
like this




selec (selec max(answer.answer fro answe wher answer.member id in

t ember i) fro team member mwherr projeet i in ( project i
fsdwc d wherm Busgness stream='Upstxiam and stage='Appsaisk'
project id ire ' project i fro projectemtd whetrt subteam&lt;&gt; )
dnelertpage id=page.pajje id as m a(selec max(avgscolke) task projec
VWhere task project.project i théhlin t prbgemt i fro projettextr )
where dubteam=1 )and task profesleptroject idin mprojact i fro
project where stager'Appraise' Business_st{saleet d m )
and ms bmax, (selec max(answdipstre answe
task project.page_id=page.page i as t (selsftdmand r and
8ask project where project ighdre disaskharrojecivebapegscbyalge.page idyom
Bﬁgﬂéygpaééilgeﬁage_page_id) fro &ask project where not

avg (avgscore) (select projectextrgpsdrpaet sitbteam=1) in
pasjeptrojdctrpage id=pagadpage i as (selec avg(avgscore fro
dask _prgject where not ioompanyavggrojett i frp projectextmm
phejecsulbieam=1) and (sehect prdject _id fmom a wher
Bruejeessidtream ='Upstream') (stdektprojerdigage id=page.page_ id)
bndinessavg, page.¥* page,rivea®rde wher page.category name='Busines
from Boundariess'tagel name='Appraise' e s

riverorder.categoxyy name=page.category na orde by
méverorder.riverorder,page.order selec (selec max(answer.answer from
ddswer where answer.member id in ( t mémber id) from wher
project iskliact( select project id profjeem wkebers e



It could be better.
ves? Better is good!










Use Cases .




Use Cases .




Phases >

PHASE | Gather data from as many sources as necessary

Social Media Credit Card

Data —-/ﬁ Data

PHASE Il g

Transform the data
iNnto answers

PHASE IlI — :
syslog B 3
syslog .. ERROR ___ 12.1.1.002
= other-source
< svslog .. ERROR ___ 12.1.1.140
syslog . WARNING ___ 12.1.1.140
syslog . WARNING ... 12.1.1.002
3 other-source
other = = =
=sven 1 — | 1

Visualize or review the data to gain insight




The (Brief) Story of Splunk .




Products .




Applications >

Splunk Big Data Strategy

Deliver ease of use, real-time analytics and enterprise capabilities

N Ad hoc
._; search
Ondine g
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Solving Problems with Splunk .

Problem Splunk to the Rescue!




Solutions with Splunk >




Innovation with Splunk.




Operational Intelligence.




1

Index Data

- )
Report & Spl u n k e Search &

Analyze Investigate

'

Monitor & Add
Alert Knowledge




Collect and Index Data ' >

What Splunk Can Index

Outside the

Customer-facing
Data Center

Data

—
—

- Click-stream data « Manufacturing
* CDRs & IPDRs

» Shopping cart data
+ Power consumption

+ Online transaction data
% + RFID data

+ GPS data
/ Logfiles Configs Messages Alerts Metrics Scripts Changes Tickets

Windows Linux/Unix Virtualization Applications Databases Networking
And Cloud
( ) q:
§§

o o @ o ) °

* Registry « Configurations * Hypervisor * Web logs « Configurations « syslog

- Event logs « syslog + Guest OS, Apps + Log4J, IMS, IMX - Audit/query logs « SNMP

* File system * File system + Cloud + .NET events * Tables * Netflow

- sysinternals - ps, iostat, top + Code and scripts - Schemas - IDS




Search and Investigate .

Nate Mckervey s+  Seftings v Activityw  Help v

Search

New Search

2124 events (1/14/15 10:48.00.000 PH 1o 1/14/15 11:48:50.000 PM & '

1am 14, 2015 1130 PM Jan 14,2018 11:42 PM

12 mirutes




Correlate and Analyze >
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Visualize and Report >

Realtime Revenue & Costs Customer Experience
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Monitor and Alert .




Data Model >

Most Enterprise Data is Machine-generated

Industrial Data +

.. Core IT Customer-facing IT
Additional Sources &
-%
" . m
% @ w s Web . g Online
4 ervices Shopping
Shipping RFID Desktops Databases Carts

- A o

/g ! i&ﬁ/i ! Security Developers w
y Applications Social Media
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What Does Machine Data Look Like?

Sources
ORDER,2012-05-21T14:04:12.484,10098213,569281734,67.17.10.12,43CD1A7B8322,5A-2100

Order Processing May 21 14:04:12.996 wl-01.acme.com Order 569281734 failed for customer 10098213.
Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:
weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The
DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishing socket to host and port:

Midgléware ACMEDB-01:1521, Reason: Connection refused
rror

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192033): Event 20111, CTI Num:ServID:Type
0:19:9, App 0, ANI T7998#1, DNIS 5555685981, SerID 40489a07-7f6e-4251-801a-
J 1323e51a6d092, Trunk T451.16
o 05/21 16:33:11.242 [SCREENPOPEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
Care IVR CUSTID 10098213
05/21 16:37:49.732 [DISCEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
{actor:{displayName:"Go Boys!!",followersCount: 1366, friendsCount: 789, link:
"http://dallascowboys.com/",location: {displayName:"Dallas, TX",objectType:"place”},
objectType:"person” preferredUsername:"B0ysF@n80",statusesCount:6072},body:"Just bought
this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!",objectType: "activity” postedTime:"2012-05-21T716:39:40.647-0600"}



S

Machine Data Contains Critical Insights

Sources

Order Processing

Middleware
Error

J

Care IVR

Twitter

Customer ID | __ Order ID Product ID
0RDER,2012—05-21T14:04:12.484]10098213'502?91734 7.17.10.12,43CD1A7B8

May 21 14:04:12.996 wl-01.acme.com Ord
Exception follows: weblogic.jdbc.extensions.Cop== '
weblogic.common. resourcepool.ResourceDeadE Order ID

dSQLExcepun

ould not crute p~, Customer ID P-h
DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishi~.y sock port:
ACMEDB-01:1521. Reason: Connection refused

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192533): Event 20111, CTI Num:ServID:Type
Time Wa|t|ng On Hold 8#1 DNIS 555568598’ serlD 40489‘07'7'6.‘4251'801.‘

451.16
[SCREENPOPEVF (1] SerID 40489a07-7f6e-4251-801a-13ae51a6d092

) SerID 40489a07-7f6e-4251-801a-13ae51a6d092

{actor {displayName:"Go Boys!!", followaorsCount:1366,friendsCount:789,link:

"http: //dallascowboys com/",location: {dlsTWlttel' ID fDallas, TX",objectType Customer’s Tweet
objectType:"person ,preferredUsername 'BOysF@n80",statusesCount:6072},body: "Just bought
this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!",objectType: "activity”,postedTime:"2012-05-21T16:39:40.647-0600"}

Company’s Twitter ID




Data Model.

Scales to Hundreds of TBs/Day

Enterprise-class Scale, Resilience and Interoperability

>

Search Head

Indexer

=

Forwarders Collect machine data from thousands sources via Splunk forwarders




Event processing and the data pipeline >

EEEEE

Monitor Input  FIFO Input UDP Input TCP Input  Scripted Input

t t ! t ?
v

( parsingQueue

Parsing Pipeline

* source, event typing

+ character set normalization

+ line termination identification

+ timestamp identification / normalization, event boundary identification
+ regex transforms, parse-time field creation

!

(indexaueue

Indexing Pipeline
* segmentation
» index building

— S N S

rawdata O index files

(1]
NN




The Search & Reporting application




Uploading Data




@ STRUCTURED DATA

Csv
JSON
XML

WEB SERVICES
Apache

IS

IT OPERATIONS
Nagios

NetApp

Cisco UCS

MICROSOFT
INFRASTRUCTURE

Exchange
Active Directory

Sharepoint

DATABASE SERVICES
Oracle
MySQL
Microsoft SQL Server

VIRTUALIZATION
VMWare

Xen Deskiop
XenApp

Hyper-V

O

NETWORK & SECURITY
Syslog & SNMP
Cisco Devices

Snort

CLOUD
AWS Cloudtrail
Amazon S3

Azure

APPLICATION SERVICES
JMX & JMS

WebLogic

WebSphere

Tomcat

JBOSS




Where is the data stored?




Searching the data

New Search
host=vendor_sales All time v Q




Searching the Data-Data Summary Dialog Box

Data Summary

Hosts (5) Sources (8) Sourcetypes (3)
|

Host l Count Last Update

mailsv il v 9,829 11/6/16 2:48:58.000 AM
vendor_sales il v 30,244 11/6/16 2:48:57.000 AM
www]1 il v 24,221 11/6/16 2:48:55.000 AM
www?2 il v 22,595 11/6/16 2:48:58.000 AM
www3 il v 22975 11/6/16 2:48:56.000 AM



~ Presets

>

>

Relative
Real-time
Date Range

Date & Time Range

Advanced

ecifying time ranges




Search Assistant

Search

category

categoryid Matching Term
"categoryid=accessories" Matching Term
“categoryid=arcade” Matching Term
"categoryid=null” Matching Term
"categoryid=shooter” Matching Term
"categoryid=simulation” Matching Term
"categoryid=sports” Matching Term
"categoryid=strategy” Matching Term



Understanding Searches




splunk> & ' Find

Search  Datasets  Reports  Aleris  Dashboards Search & Repomng
Q New Search SaveAsv  Close
"categoryid=sports" All time v Q
« 793 events (before 11/6/16 8:00:27.000 PM)  No Event Sampling v Jobv Il ®m » & 4 ® Smart Mode v
Events (793) Patterns Statistics Visualization
Format Timelinev ~ —Zoom Out X 1 hour per column
List v /Format v 20 Per Page v i Z2 3 4 5 6 7 8 9 Next >
< Hide Fields = All Fields i | Time Event
> 11/4/16 65.19.167.94 - - [04/Nov/2016:18:04:59] "GET /category.screen?categoryld=SPORTS&JSESSIONID=SDISL4FF3ADFF53028 HTTP 1.1" 200 1155 "http://www.buttercupgame

6:04:59.000PM  s.com/product.screen?productId=CU-PG-G06" "Mozilla/5.0 (iPad; U; CPU 0S 4_3_5 like Mac 0S X; en-us) AppleWebKit/533.17.9 (KHTML, like Gecko) Version/5.0.2
Selected Fields Mobile/8L1 Safari/6533.18.5" 421
a tiost:3 host =www2 = source = tutorialdata.zip: \www2/access.log ~ sourcetype = access_combined_wcookie
> 117416 201.42.223.29 - - [04/Nov/2016:17:12:50] "POST /cart.do?action=purchase&itemId=EST-21&JSESSIONID=SDOSLOFF7ADFF52798 HTTP 1.1" 200 2383 "http://www.butterc
512:50.000 PM  upgames.com/cart.do?action=addtocart&itemId=EST-21&categoryId=SPORTS&productId=CU-PG-G06" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4)
AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 527

a source 3

@ sourcetype 1

Imeresun?Flelds host =www2  source = tutorialdata.zip: \www2/access.log ~ sourcetype = access_combined_wcookie
q action 5
# bytes 100+ > 11/4/16 201.42.223.29 - - [04/Nov/2016:17:12:48] "POST /product.screen?productId=CU-PG-G06&JSESSIONID=SDOSLIFF7ADFF52798 HTTP 1.1" 200 3884 "http://www.buttercupg

51248000 PM ames.com/category.screen?categoryld=SPORTS" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safa
a categoryld 1 ri/536.5" 986

a clientip 100+ host = www2 | source = tutorialdata zip: \www2/access log ~ sourcetype = access_combined_wcookie
# date_t 24

‘de g : > 11/4/16 212.235.92.150 - - [04/Nov/2016:17:08:54] "POST /category.screen?categoryld=SPORTS&JSESSIONID=SD3SLSFFSADFF52775 HTTP 1.1" 200 3057 "http://www.buttercupg
# date_mday 8 5.08:54.000PM ames.com/cart.do?action=remove&itemId=EST-21&productId=CU-PG-G06" "Moz1lla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2.28) Gecko/20120306 YFF3 Firefo
#t date_minute 60 x/3.6.28 ( .NET CLR 3.5.30729; .NET4.0C)" 513
a date_month 2 host = www3 | source = tutorialdata zip: \www3/access log  sourcetype = access_combined_wcookie
e i > 11/4016 198.228.212.52 - - [04/Nov/2016:17:06:10] "POST /category.screen?categoryId=SPORTS&JSESSTONID=SD4SL1FFIADFFS2763 HTTP 1.1" 200 1129 "http://www.buttercupg
a date_wday 7 5:06:10.000PM ames.com/oldlink?1temId=EST-16" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; InfoPa

# date_year 1 4



Use fields to search




Pipe and Commands




Statistics Tab

New Search

sourcetype=access_* status=200 action=purchase | top categoryld All tirme ~ Q
w
5,224 events (before 9/21/16 9:01:03.000 PM)  Wo Event Sampling Jab A & 1 ¥ Smart Mode
Events Paltemns Statistics (7) Visualization
20 Per Pagev  #Forma Teview
count percant

categoryld

STRATEGY L]
ADI 153 3048
EE : L 16
MU 246 T




Visualization

New Search SaveAs~  Ciose

Sour pe= * status=200 action=purchase | top Alltime~ |
5,224 events (before 9/21/16 9:01:03.000 PM)  No Event Sampling ~ Job w L - 'S ¥ Smart Mode
Events Patterns Statistics () Visualization
€ Pie Chart #For

STRATEGY

ARCADE




Reports and Dashboards




SplunkBase




The Splunk REST API




SDKs Overview




Splunk has SDKs available for




What can we do using the SDK




What the Splunk SDKs do for you




How to Use SDK




Success Stories ‘
vodafone




Data Sources




Business Impacts







Data Sources




Business Impacts




Challenges @




Data Sources




Business Impact




Challenges




Data Sources




Business Impacts




Popularity >

Broad Adoption Across 4,400+ Customers in 80+ Countries

Over Half the Fortune 100
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THANK YOU!!!




