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Model-Based Design for Safety-Critical
Applications Success Stories

» MathWorks tools applied successfully
to safety-critical applications in different domains

Honeywell generated flight control code

- " certified to DO178-B Level A
;"w gd,.';":‘l.f"' vosekerinron e www.mathworks.com/industries/aerospace/miadc05/presentations/potter. pdf
el gttt i e e faculty.erau.edu/korn/ToolForum/Potter_files/frame.htm
= ( }‘(r;.:ou:w ;:m“:ml o E;Jt;ul:dﬂ;f ddba-tdt codt

* High quality design
Defeﬂld?eemw'n ntegration are reduced by ot least one order
....... de
D(Slgﬂsaftpﬂ)\ﬂlpﬂ o code generation
— Model based testi r|3|m|d.c- maore thorough and rigorous method of
validating and verifying system design and software requirements

1 ot ==

Alstom generated code for safety-critical
power converter control systems

www.mathworks.com/products/rtwembedded/userstories.html?file=10591

verified nuclear safety software with PolySpace products
https://tagteamdbserver.mathworks.com/ttserverroot/Download/42572 IRSN final.pdf

- A Institute for Radiological Protection and Nuclear Safety



http://www.mathworks.com/products/rtwembedded/userstories.html?file=10591
http://faculty.erau.edu/korn/ToolForum/Potter_files/frame.htm
http://www.mathworks.com/industries/aerospace/miadc05/presentations/potter.pdf
https://tagteamdbserver.mathworks.com/ttserverroot/Download/42572_IRSN_final.pdf
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Model-Based Design for Safety-Critical
Automotive Applications

Customer's "list of presents”
1. Leverage advantages of Model-Based Design and
state-of-the-art code generation

2. Eased compliance demonstration

3. Validated / certified tools

MathWorks
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IEC 61508 in the Automotive Industry

» Generic Safety Standard
» Defines safety life cycle

» Constrains software development,
verification, and validation processes

* Increasingly relevant for automotive
companies

» Voluntary adherence across Europe
(state-of-the-art)

= Also applicable to noncritical
applications (best practices)

MathWorks
Automotive Conference '08

NORME CEl

INTERNATIONALE IEC
INTERNATIONAL 61508-3
STANDARD Praviire o

s 1

Sécurité fonctionnelle des systémes électrigues’
dlectroniquesfélectronigues programmables
relatifs & la sédcuritd —

Partie 3:
Prescriptions concernant les logiciels

Functional safety of
slactrical/ielectrenic/programmable alectranic
safety-related systems -

Part 3:
Software requirements
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Model-Based Design for IEC 61508

= Standard was established in late 1990s: qudate
No notion of Model-Based Design, code generation, etc.

= Origin in the process and automation industries:
Industry-specific adaptations; subject to interpretation

#

= Processes, measures, and techniques (especially in the
verification and validation area) need to be mapped onto
Model-Based Design processes and tools

Table A.3 = Software design and development:
support tools and programming language (see 7.4.4)

Technigquel Measure” Fed SiL1 SiL2 SiL3 SIL4
Sutabis programming language .48 EE HRE =B HR M ap p | n g
2 Strongly typed programming language c4.1 HR HR HR HR : :
3 Language subset
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IEC 61508 Compliant
Verification and Validation

= TUV approved reference workflow

Model used for
production Generated ,| Object

code generation Ccode code
Code Compilation
L generation and linking
MathWorks

Automotive Conference '08
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IEC 61508 Compliant
Verification and Validation

= TUV approved reference workflow

Module and integration Equivalence testin
testing at the model level q_d_._ . 9
N

" Prevention of

¢ "',ﬁ
.r'-l , ) ) \'.., -I'II 1 i i "',‘
; Review and static analysis ,  / Unintended functionality
i at the model level -7 % . . 1
i L] .__.-' N
* I;.' '|I |I 'I' E '." 1'.
“~# | Model used for _
production | Generated | Object
. C code code
code generation
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IEC 61508 Compliant
Verification and Validation

= TUV approved reference workflow

Module and integration Equivalence testin
testing at the model level q_d_._ . 9
N

" Prevention of

¢ "',ﬁ
.r'-l , ) ) \'.., -I'II 1 i i "',‘
; Review and static analysis ,  / Unintended functionality
i at the model level -7 % . . 1
i L] .__.-' N
* I;.' '|I |I 'I' E '." 1'.
“~# | Model used for _
production | Generated | Object
. C code code
code generation
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IEC 61508 Compliant Verification and
Validation with MathWorks Products

Real-Time Workshop

Model Advisor, modeling

standards checking

Simulation (model testing),
model.coverage, RMI

Module and integration
testing at the model level

Review and static analysl

I'\'\.
e

Automotive Conference '08

] at the model level .-®-.
i 1 I' ‘I' !:.. 5 [

Embedded Coder PIL testing using
traceability report or Embedded IDE Links
Model vs. code coverage

comparison

Equivalence testing

#" Prgvention of Y

MG?;;E::?E;W | Generated | Object
P C code code

code generation
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IEC 61508 Compliant Verification and

Validation with MathWorks Products

Model Advisor, modeling
standards checking @xam ple

Maodule and integration
testing at the model level

-

""""""""
-
-

-
-

. " Prevention of

/! Review and static analysly >,/ unlntencqi:effquunctlonallty '
! atthe model level .-® * o \
b4 f R ﬁf % 3
"o | Model used for
production | Generated Object
C code cocle

code generation
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Model Advisor

= Static analysis of models against a set of checks

- T H Madel Advisor - slvnvdemo_fuelsys_docreq I [=1 ]
II I Iu a IOI l File Edit Run Yiew Help

. . Task Hierarchy: shnvdemo_fuelsys_docreg _~| Check for blocks that are not discrete
(S " I I u I I n k) E-iFMadel Advisor Task Manager Analyst
=+-Capy Product im_0001: Prohibited Simulink standard blocks inside controllers

- 5imulink

- : [iReal-Time Wiarkshop Embedded Caoder Run This Check
| ] ‘ O d e e n e ratl O n ErLASiImulink verification and validation
& C@Modeling Standards Result:  Aswarning

(RTW E C) E200-1788 Chacks MathWarks Atomotive Advisory Board Style Guidsline: jim_0001: Prohibited Smulink standard blacks inside contrallers

[CI1EC 61508 Checks
E--[@Mammrks Automotive Advisory Board Checks
¥ [Icheck for blocks that do not uss one-based indexing shrvdemo fuelsvs docrea/throttle command/Clock

The following blocks are not permitted in discrete controllers:

W [Z1Check for invalid filenames slvr, rotte & Manifold/ntake Manifold/p0 = 0.589 bar

. R e q u I re m e n tS ¥ [“ICheck for invalid model directary names -
shvnvdem.

¥ /v check for blocks that are not discrete

. I [“)Check far prohibited Sink blacks shnvdemo fue.
¥ [lcheck far invalid part positianing and canfiguration
CO n S I Ste n Cy ¥ [“ICheck for mismatches between names of ports and their cor shnvdemo felsys o
. . ¥ [Icheck if black names do not appear below blocks shnvdemo fuelsys docre. demo_fuelsys_docre ;Iglél
(S I m u I I n k V&V) [# [“ICheck for systems with a mixture of primitive blocks and sub hrwdemo fuelsys docreaAhr lit  Wiew Simulation Format Tools Help
¥ [Z)Check if madel has unconnected block inputs and outputs
¥ [Icheck far impraperly positioned Trigger and Enable blacks shnvdemo fuelsys docreg/throttle = E @ | ‘X: E | d“ '=D {r | = o | »

- ¥ [_ICheck if annotations have drop shadows
] M O d e I I n Sta n d a rd S I [“ICheck if tunable parameters specify expressians, data type c
¥ [“Icheck If Stateflow events are not defined at the chart level o
T7 10kl i Ctatnflow, data chinete with lncal acnnn oro not do
(Simulink V&V) - ' :
m MAAB Clock Fend LooklUp Table  out_1
= |[EC 61508

= DO178B

shnvdemo fuelsys docreg/engine gas

F[1o0% Jodes y

= API to create custom checks and groups (simulink v&v)

MathWorks
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Modeling Standards Checking IEC 61508

= Quickly identify issues
at the model level that impede
deployment in IEC 61508
applications or limit traceability

Benefits
= Automated design reviews
= Enhanced traceabillity

= Seamless use of Real-Time
Workshop Embedded Coder
and V&V products

MathWorks
Automotive Conference '08

£ Model Advisor Task Manager
- 1By Product
--IEISimuIink
--IEIReaI-TimE Workshop Embedded Coder
Elﬁ Simulink Verification and Validation
[%J"[Elh’lndeling Standards
.| #-[2D0-1788 Checks
.| B-[3IEC 61508 Checks

y

Arbitrary Simulink /
Stateflow models

IEC 61508
compliant
models
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Modeling Standards Checking IEC 61508

2 Model Advisor - rtwdemo_iec615083 ] 4
File Edit Run Yiew Help
Task Hierarchy: rtwdemo_iec615083 Check for proper usage of Simulink
E-[=Model Advisor Task Manager Analysis (~Triggers Update Diagram)
E"@BY Product Identify usage of Simulink blocks that can impact safaty
B EaSimulink
H-[IReal-Time Warkshop Embedded Cadar Run This ChBCkl
B @,Simulink verification and “alidation A _
E-C@modeling Standards REsUE keI
--[ElDO- a) Check for proper usage of Abs blocks -~
. IEC 61508 Checks ) Identify Absolute Walue blocks that can have unreachable code or produce overflows
¥ @ Check for unconnected objects References to standards and guidelines:
¥ A Check for fully defined interface \ R IS SR - .
) . -3, Table 4. ongly typed programming language
v
Fochmk for questionabls blocks » [EC 61508-3, Table 4.3 (3) Language subset’
v @Display model metrics and complexity } ® [EC £1508-3, Table 4.4 (3) 'Defensive programming'
¥ @ ~Display ronfiguration management data ® [EC 61505-3, Table B.8 (33 'Contral Flow Analysis'
\ """ » MISRA-C:2004, Rule 14.1
B » MISRA-C:2004, Rule 21.1
- [CRequirements Consistency The following sbsolute Yalue block is operating on an unsigned value which will result in unreachable code:
BBy Task
riwdemao iec615083/Abs =l
\
4 | o Help | Al |
Y

This Absolute Value block is operating on an unsigned
A value which may result in unreachable code.

Addi

A These root-level Inport blocks have undefined attributes.

This relational operator block is not outputting a boolean data type
which can lead to unpredictable results in the generated code.

— (D
1
,' distance
1
int16 | I
1

- e

distance_ok
Compare
To Constant

R : This Absolute Value block is operating on a signed integer
value but saturate on integer overflow is not set, which can
lead to incorrect results in the generated code.

TWaY " LAAOMG-T/eaep/suotinTos/3x0ddns /Wod " SYIOMYIEW " MMM

14
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Modeling Standards Checking

= Automated rule checking
for 30+ MAAB V2.0 guidelines

Model Advisor - rtwdemo_IEC61508

File Edit Run View Help

Hierarchy: rtwdemo_IEC61508

B @ Simulink Verification and Validation

E-CAModeling Standards

HF1D0-178B Checks

BI-31EC 61508 Checks

£ MathWorks Automotive Advisory Board Checks

---WOCheck for blocks that do not use one-based indi

- [¥ A Check for invalid filenames
¥ A Check for invalid model directory names

- [¥ @@ Check for blocks that are not discrete

- [¥ @@ Check for prohibited Sink blocks

- ¥ (@ Check for invalid port positioning and configurat
¥ @ Check for mismatches between names of ports

- [¥ @@ Check if block names do not appear below bloc

[ A Check for systems with a mixture of primitive b

- ¥ (@ Check if model has unconnected block inputs ar
IV @ Check for improperly positioned Trigger and En

[ A4 Check if annotations have drop shadows

- [¥ (@ Check if tunable parameters specify expression_ |

"'FQCheck if Stateflow events are not defined at the
[V @ Check if Stateflow data objects with local scope

- [¥ @@ Check interface Signals and Parameters

---WOCheck for Exclusive States, Default States and ¢

- ¥ (@ Check optimization parameters for Boolean dati

-V A4 Check Model diagnostic settings

P Check the display attributes of block names

[¥ (@ Check Icon display attributes for Port blocks

[ A Check for usable characters in Subsystem bliill

| »

_+| Check the display attributes of block names

—Analysis

/

jc_0061: Display of block names

Run This Checkl

Result: /i Warning

MathWWorks Automotive Advisory Board Style Guideline: jc_0061: Display of block na

The block name should not be displayed if the block function is
appearance.

These {obvious) blocks should not shows their name (Menu:Format/Hid

riwdemo [EC61508/Compare To Constant/Compare

The block name should be displayed when it provides descripti
These bleck names should be modified (to be more descriptive) or not
riwdemo [EC61508/Abs

riwdemo [EC61508/Abs1

rtwdemo IEC61508/Compare To Constant/Constant

These block names should be shown since they appear to have a desc
riwdemo IEC651508/Build ERT

riwdemo IEC61508/Model Advisor

riwdemo IEC651508/Mare Info

MathWorks
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=10l

MAAB

CONTROL ALGORITHM MODELING
GUIDELINES USING MATLAB?,
Simulink®, and Stateflow®

Version 2.0

MathWorks Automotive Advisory Board
(MAAB)
July 27, 2007

AT A P AT

6.1.8. jc_0061: Display of block names

|ID: Title lic_0061: Display of block names
Priority recommendead
Scope MAAE
MATLAB Al
\ersion
Prereguisites
*  The block name should be dizsplayved when it provides descriptive information.
Int ot
FuslRat=Monitar EnginedpeedFilter Theottkesrbitration
*  The block name should not be displayed if the block function is known from itz
appearance.
» =} B
Diezcription )E e
= £
“Entar Model Mama™
F  Readability O Verification and Validation
Rationale O Workflow O Code Generation
O Simulation
Last Change |V2.0

Twiy - geew/o31ne/sSSTIISNPUT /WOD * SYIOMYUJRU " MMM
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Model-Based Design for Safety-Critical
Automotive Applications

Customer's "list of presents”

1. Leverage advantages of Model-Based Design and
state-of-the-art code generation

» Tool-supported IEC 61508 compliant verification and validation

@ed compliance demonstration >

3. Validated / certified tools

MathWorks
Automotive Conference '08
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IEC 61508 Compliance Documentation

"To conform to this standard it shall be demonstrated that the requirements
have been satisfied to the required criteria specified and therefore,
for each clause or sub-clause, all the objectives have been met"

= Often involves listing all IEC 61508 requirements
with an explanation of how each requirement has been met

61508-3 © IEC 1998 -79-

Table A.3 - Software design and development:
support tools and programming language (ses 7.4.4)

Technigue/Measure” Reef SIL1 §iL2 SIL3 SIL4 | Interpretation in this Application
1 Suitable programming language C.48 HR KR HR HR ?
2 Strong'y typed programming language ca1 HR KR HR HR ?
1 Language subset ca4z - - HR HR ?
43 Cerndicated tools C.4.3 R KR HE HR ?
4b  Tools: imcreased confdence from use T44 HR HR HR HR ?
%3 Cenficated translator 243 ] HR HE HFR ?
S5 Translador: increased confidence from use Z.44 HR HR HR HR ?
&  Library of trustediverified software modules and Cad R HR HR HR ?
compenents

MathWorks
Automotive Conference '08
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IEC 61508 Compliance Documentation
with MathWorks Products

61502-3 © 1EC:1993 LE

Table A3 - Software design and development:
support tools and programming language (see 7.4.4)

Techaigue/Measife’ Rt $iL SIL2 | sIL3 | sS4 | Interpretation in this Application

Sutable programming language AE " il = ? The MAAB Style Guides andfor organization specific modeling guidelines can be
2 Sroengly hiped pregrameing Lieguage Cai HR HR HR HR ? used to define a subset of the modeling language.
3 Largaige subset C42 HR =R . | The Stateflow language can be restricted to Stateflow charts that implement
da  Cortficated bols c4aa ™ HE HR MR 2 \ pure Mealy or Moore semantics.
4 Toos mcreased coidens from use A e ™y R = Py \ The Simulink_BIocIf Data Type Support table lists the blocks that can be used for

— - code generation with Real-Time Workshop Embedded Coder.
%2 Cetfioated bansatsr €43 R R | HR | HR ? | o _ ) _
Simulink - Model Advisor can be used to partially enforce restricted language

5 Translator: increased confidence from use Cas HR HR HR HR ? \ subsets.
& Library of Sustediverified software modles and cat k HR HR HR ? \ Model reviews based on reports generated by Simulink Report Generator can

Eormpamnts be conducted ta check language subset considerations on madel level.

Model reviews based on reports generated by Simulink Report Generator — Web
View can be conducted to check language subset considerations on model

= Maps IEC 61508-3 objectives ovel

Code Reviews based on Real-Time Workshop Embedded Coder — Code

H Generation Reports can be conducted to check language subset considerations
onto Model-Based Design and .

Configuration Sets can be customized to enforce specific settings of the involved

p rOd u Cti O n COd e g e n e rati O n Model-Based Design Tools, e.g. diagnostics and optimization settings.

MISRA-C andfor arganization specific coding guidelines can be used to define a
subset of the implementation language.

1 . : Third-part ducts, such as the TASKING iler toal chain (for Infi ,
* Provides detailed suggestioNS fOr | | Ar anener devocs, sumported by Lk or TASKNG®, fcitate MSRA-C
compliance checking of generated code.

100+ tech n I q u eS an d m easu reS Third-party products, such as PolySpace Desktop, facilitate MISRA-C

compliance checking of generated code.

: Third-party products, such as PolySpace Desktop, can be used to check
‘language subset considerations within the generated code.

MathWorks
Automotive Conference '08
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Model-Based Design for Safety-Critical
Automotive Applications

Customer's "list of presents”

1. Leverage advantages of Model-Based Design and
state-of-the-art code generation

» Tool-supported IEC 61508 compliant verification and validation
2. Eased compliance demonstration

» |EC 61508 compliance documentation

@dated / certified tools >

MathWorks
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Automotive Code Validation Suite (AVS)

= Independent test suite to validate

Real-Time Workshop Embedded Coder

and the compiler / linker tool chain

= |nitiated by Ford, Conti, and
TUV Rheinland

= Real-Time Workshop Embedded
v4.2 (R14sp2) and v5.0 (R2007b)
sucessfully passed AVS

= Validation indicates that Real-Time
Workshop Embedded Coder and
the target compiler* can be seen
as trusted processes

* based on a fixed Real-Time Workshop Embedded Coder, Simulink,
compiler, and linker configuration and limited number of test cases

/A TOVRheinland”
Precisely Right

A TOVRheinland”
Precisely Right

2008-03-06

A TOVRheinland®
Precisely Right.

uuuuuuuuuuuuuuuuu

A TOVRheinland®
Precisely Right

Real-Time Workshop® Embedded Coder™
)
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AVS for Real-Time Workshop®
Embedded Coder™

. . . AVS test suite V4.0
InpUtS | Simulink® model / (Developed by TUV Rheinland, Conti, and Ford)

L N
L N

{ Simulink® modelw { Outputs o ]—

J (Baseline)

Tool chain under test

@ Real-Time Workshop® / !
Embedded Coder™ [ Numerical }

_ _ comparison 00’
@ Compiler / linker 5

{ Generated code } { Outputs o' Jf
MathWorks

Automotive Conference '08 Validation carried out by TUV Rheinland Industrie Service, ASI

A4

s |
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AVS for Real-Time Workshop®

Embedded Coder™

¥ - "
[est report /A TOVRheinland
Precisely Right.
AVS Test Record
06.03.2008
Current compare of
|Current Testcase Simulation resulis Previous stored reference SimmbtionLOG | Teskase
Status - {compare status) 3 e Information
IIIIIII ™

T e

B ECODO00 g = reference file o Error Logfile CO00000

[ ] 000001 passed ence fe o Exvor Logfle ECO00001
| @ OO0 assed reference file No Eror Logile ECO00002
@ | Ecoooss passed — No Enor Logfie EC000003

. [ DOD00: sed reference file \.u Emor Logfile ECO00004
| @ OO0 sed reference dle No Eror Logile EC000004a

[ ] 000 pussed vence e No Envor Logfle ECO000%

[ ] D0O006 ed reference fle No Exor Logfle EC000006
| @ ECOH000T passed o ke o Ener Logfle EC000007

. ECD00008 sed reference file No Emor Logfile ECO0000%

a8 ECO00009 od reference die o Emor Legile ECU00009

[ ECOM0LD ased ence e o Envor Logfle ECI00610
[ . [ ECOMO1] ed Ak do ]'-'jnwln.qﬂ- ECHO01]

Benefits

= Fully automated validation of the entire code generator
/ compiler / linker tool chain

= Easy re-validation of project-specific tool versions / config sets

MathWorks
Automotive Conference '08
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AVS for Real-Time Workshop®
Embedded Coder™

= Press Release

& The MathWorks

THE MATHWORKS REAL-TIME WORKSHOP EMBEDDED CODER
VALIDATED BY TUV RHEINLAND

TUV Rheinland Successfully Applied the Automotive Code Validation Suite to
Real-Time Workshop Embedded Coder

NATICK, Mass. — June 3, 2008 — The MathWorks todav announced that its Real-Time
Workshop Embedded Coder product successfully passed the Automotive Code Validation
Suite (AVS). AVS provides an independent test suite for validating embedded code
generators . According to the TUV Rheinland report, “A successful validation using AVS
shall be considered as proof of validation to a recognized procedure according to IEC 61508-
3:1998, clause 7.4 4.7

MathWorks

Automotive Conference '08




4" The MathWorks

Certified Code Generation with Real-Time

MATLAB&SIMULINK

Workshop® Embedded Coder™

= Version 5.1 (R2008a) certified fit for purpose

to develop safety related software according to IEC 61508

Real-Time Workshop® Embedded Coder™ 5
User’s Guide

MATLAB
SIMULINK

A\ The MathWorks™
Accalarating the puce of snginering and sciance

MathWorks
Automotive Conference '08

I% & CEPTUOWUKAT & CERTIFICADO ¢ CERTIFICAT

ZERTIFIKAT & CERTIFICATE & :E:

CERTIFICATE

No. Z10 08 05 67052 001

Holder of Certificate: The MathWorks, Inc.
3 Apple Hil Drive

Factory(ies): 67052

Certification Mark:

Product: Software Tool for Safety Related
Development
Model(s): Real-Time Workshop® Embedded Coder™
Parameters: enerator is f for purpost jevel
ty software acoord
jort MINT2051C is @ mandalary part

@ i n a voluntary biasis and complies with tha
direct mark shawn 360 @ afiixed
= way. See al overleal
' MM 72051 "’
L
&
b // P4
Date, 201 DS W
Page 1 o
i
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Certified Code Generation with Real-Time
Workshop® Embedded Coder™

Benefits
" Satlsfles IEC 61508 3 clause 7 4 4 3 / Table A. 3 (5a)

; ?443 Tc: the Extent reqmred I::ﬂ,f the safety mtegrlt}r level, the pmgrammlng Ianguage?

7 selected shall:

r": a) have a translator/compiler which has either a certificate of validation to a recognised
ﬁ} national or international standard, or it shall be assessed to establish its fitness f{&ri
pUrpose;

e R T pRpperry ST S N el At e dmen e Al ok et P

= Eases certification of generated code

= Large portion of the test and review activities
can be shifted from the code level to the model level

= Facilitates optimizations

MathWorks
Automotive Conference '08
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Model-Based Design for Safety-Critical
Automotive Applications

Customer's "list of presents”

1

3.

. Leverage advantages of Model-Based Design and
state-of-the-art code generation
» Tool-supported IEC 61508 compliant verification and validation
Eased compliance demonstration
» |EC 61508 compliance documentation
Validated / certified tools
» |EC 61508 certification and AVS validation of
Real-Time Workshop Embedded Coder
MathWorks

Automotive Conference '08
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Key Takeaways

Model-Based Design with Simulink® and Real-Time Workshop®
Embedded Coder™

M Applied successfully to safety-critical applications in
multiple domains

M Can satisfy the objectives of automotive safety standards
(IEC 61508, ISO 26262)

M Facilitates highly automated IEC 61508 compliant
verification and validation

M Provides certified state-of-the-art code generation

MathWorks
Automotive Conference '08
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