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Questions we want to answer:

Why would you want to use open source?

How can open source technology help you?

How to decide which technology to use?
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Tech companies born with an 
open source mentality get it. 
It’s our ability to work together 
that makes our dreams 
believable and, ultimately, 
achievable. We must learn to 
build on the ideas of others”

—Satya Nadella, CEO
Microsoft

“
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Open Source Strategy on Azure

Enhancing managed 

services with open 

source solutions

Choosing what 

works best for a 

customer scenario

Contributions to open 

source initiatives and 

creating new ones
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In modern enterprise 

applications 90%

of the code comes 

from open source

Open Source

Your code
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In modern enterprise 

applications 90%

of the code comes 

from open source

Open Source

Your code

Most of that code 

lives on GitHub
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Innovations coming from GitHub to you

VSCode GitHub Copilot Codespaces
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Typical application patterns in the cloud

...?
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Let’s talk about 

Developer 

problems

 Deciding on architecture patterns

 Selecting the right platforms

 Implementing continuous change

 Integrating managed services

 Securing applications and assets

 Automating Infrastructure deployments

 Solving Observability

 Ensuring governance

#SummITup
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Building blocks for cloud applications

Code Runtime State Router Tools



How should you 

design applications?
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What is so hard about cloud native applications?

Empowering teams 

to make their own 

choices without 

increasing 

complexity

Keeping consistency 

and availability of data 

in check and 

integrating the right 

data store

Ensuring consistent 

security controls 

and governance

Implementing and 

validating elastic 

scalability in your 

architecture

Designing boundaries, 

managing 

dependencies and 

changing them
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12 factor app principles (12factor.net)
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Dapr: writing less code and achieving more

Distributed 

Application Runtime

Portable, event-driven, runtime for 

building distributed applications 

across cloud and edge

dapr.io
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Dapr is about building blocks for every developer

HTTP API gRPC API

Application code

Microservices written in

Any code or framework…

Service-
to-service 
invocation

State 
management

Publish
and

subscribe

Resource
bindings

and triggers

Actors Observability Secrets Extensible

On-PremisesAzure Arc
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How to deal with complexity

State Stores

Service

Code B

Service

Code B

Service

Code A

Service

Code A

Distributed Applications on Infrastructure

SDKs SDKs

Service A calls Service B

Service B updates State
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How to deal with complexity

State Stores

Service

Code B

Service

Code B

Service

Code A

Service

Code A

Distributed Applications on Infrastructure

SDKs SDKs

Service A calls Service B

Service B updates State



How do you choose 

your platform?
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Platform choices and trade offs
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Locked Ecosystem

Fully managed and supported

Control

Open CNCF Ecosystem

Fully managed and supported 

Infrastructure and addons

Managed Applications

Smaller Open Source Ecosystem

Fully managed and supported

Azure Serverless Azure Container Apps Azure Kubernetes



#SummITup#SummITup

Platform choices and trade offs

Productivity

Locked Ecosystem

Fully managed and supported

Control

Open CNCF Ecosystem

Fully managed and supported 

Infrastructure and addons

Managed Applications

Smaller Open Source Ecosystem

Fully managed and supported

Azure Serverless Azure Container Apps Azure KubernetesAppServices

ACI ARO

Spring Cloud

SF
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Serverless Applications

Single-page 

web application 

CDN Storage blob

Static website hosting
Static content

API

API Management Cosmos DBFunction App 1 

Authentication Sign-in

Azure Active Directory

Monitor

End-to-end 

monitoring

HTTP GET

HTTP GET 

POST

Function App  2EventHub

High scale web application with first party services
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Serverless Applications

public static class MyFunctions
{

[FunctionName("SayHello")]
public static IActionResult Run([HttpTrigger(“get”, “post”)]

HttpRequest req, ILogger log)
{

log.LogInformation("Received request to say hello");
string name = req.Query[“name”];
name = name ?? “friend”;
return new OkObjectResults($”Hello, {name}!”);

}

[FunctionName("AddToQueue")]
[return: Queue("myqueue-items")]
public static string Run([HttpTrigger] dynamic input, ILogger log)
{

log.LogInformation($"Adding to queue: {input.Text}");
return input.Text;

}
}

Function Trigger

Function Code

Output to Client

Output to queue
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Serverless Applications

Single-page 

web application 

CDN Storage blob

Static website hosting
Static content

API

API Management MongDBFunction App 1 

Authentication Sign-in

Azure Active Directory

Grafana

End-to-end 

monitoring

HTTP GET

HTTP GET 

POST

Function App  2Topic

High scale web application open source technology
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Ensure scaling applications

AWS CloudWatch

AWS Simple Queue Service

Azure Event Hub

Azure Service Bus Queues and Topics

Azure Storage Queues

GCP PubSub

Kafka

Prometheus

RabbitMQ

Redis Lists
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Azure Container Apps

Serverless containers for microservices

Build modern apps on open source

Focus on apps, not infrastructure

Seamlessly port to Kubernetes

EnvoyKubernetes KEDA DAPR
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Azure Container Apps

Container App Environment 1

VM 1 VM 2 VM 3

Azure responsibility Team owned subscription resources

Azure 

Apps 

API

Customer owned virtual network

Container registry

Log analytics space

Postgres Flex        or            Kafka 

Application Gateway

Container App 1 Definition

Container 

settings

Scale 

settings

Dapr

settings

Secret 

settings

Ingress 

settings

Revision 

settings

Secrets

DNS

Identity

TLS

Scaler

Router

Container App Definition 1…N

Azure Container Apps hosts apps and microservices that scale dynamically 

based on HTTP traffic or events, as well as long-running background jobs. 
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High developer productivity
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Continous blue/ green deployments

Developer



Check in 

Code

Deploy Azure Resources with

Bicep using GitHub Action

Node App

Bicep

GitHub

Repo

Service Identity

Set up federated service identity for 

azure in GitHub Repo

User

Build containers and push 

to GitHub packages and 

deploys green revision

Azure Resources

Container App Environment

Azure RedisApplication Insights

Ingress

Container App Frontend

Blue revision Green revision

Container App Backend

Blue revision Green revision

User sees 

blue revision

Green revision gets 

validated using the 

private revision url

Traffic split between blue and green gets slowly 

increased towards green revision

Users sees 

green revision
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Builtin obvervability

Container app 1

Containerized

application
sidecar Service to 

service call

Collector

Container app 2

sidecar Containerized

application

Azure Application Insights



Why are you using 

Kubernetes?
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Benefits of Kubernetes

Scheduling Affinity/anti-

affinity

Health 

monitoring

Failover

Scaling Networking Service 

discovery 

Coordinated 

app upgrades
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Kubernetes creates need for more concepts

Container
Registry

Artifact 
repository

CI/CD

Monitoring/ 
Logging

Distributed
Tracing

Source code 
repository<\>

Kubernetes

Automation layer for Scheduling, Upgrades, Scaling, Monitoring, Deployment

Application 

architect

Events Governance Security Packages Integration Intelligence

IoT Edge IoT Edge AzureAzure On-premisesOn-premises Multi-cloud Multi-cloud 

NetworkingVirtual machines ContainersData 
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Azure Active 

Directory

Monitor

CI/CD

Client Apps Azure Load 

Balancer 

Ingress

Kubernetes

Microservices

Secret Store

Azure Kubernetes 

Service (AKS)

Ingress

External 

data stores

Dev/Ops

Docker 

push

Docker 

pullContainer 

registry
RBAC

Virtual Network

#SummITup

Azure Kubernetes Service

Open Source Tools
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Managed Components: Ingress

Attach Application Gateways to AKS Clusters

Load Balance from the Internet to pods

Supports features of k8s ingress resource – TLS, multi-site 

and path-based routing

Pod-AAD for ARM authentication

https://github.com/Azure/application-gateway-kubernetes-ingress

https://github.com/Azure/application-gateway-kubernetes-ingress
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Managed Components: Monitoring

pod1
(application)

pod2
(application)

End point (pod annotation)

Log Analytics
agent

Azure Monitor 
for containers

Dashboards

Log Analytics

Alerts

node
End point (url/ipaddress)

Node 
Exporter

Scrap metrics

http://myurl:9101/metrics

kube-service
(i.e. - kube-dns, kube-
state-metrics)

annotations:
prometheus.io/scrape: "true"

prometheus.io/path: "/mymetrics"
prometheus.io/port: "8000"

prometheus.io/scheme: "http"

http://my-service-dns.my-namespace:9100/metrics
https://metrics-server.kube-system.svc.cluster.local/metrics

End point (Kubernetes service)

End point (pod annotation)

http://my-service-dns.my-namespace:9100/metrics
https://metrics-server.kube-system.svc.cluster.local/metrics
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Azure Monitor

Azure Monitor

APIs

Integrate

Custom Sources

Application

Operating System

Azure Resources

Metrics

Logs

Application 

Dashboards Alerts

Traces 
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Managed Components: Secret Store Driver

https://github.com/kubernetes-sigs/secrets-store-csi-driver

https://github.com/kubernetes-sigs/secrets-store-csi-driver
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Do you need a service mesh?

Service Mesh

Service1

Service2

Service3

Service4

Traffic 
Management

Security Observability

Traffic Management

Request routing, weighted load-balancing, fault 

injection, circuit breaker patterns etc.

Security

mTLS encryption+ authentication/authorization 

for communication between services

Observability

Traffic tracing; visibility into connections 

accepted/denied

Service5

Service6
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Managed Components: Open Service Mesh

SM Control Plane Service

SM Data Plane

Service Mesh Interface (SMI)

https://github.com/openservicemesh/osm

https://github.com/openservicemesh/osm


Ensuring 

consistency
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Decide on Infrastructure as Code Toolchain

PulumiAzure Bicep HashiCorp Terraform …
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Ideal deployment and upgrade methodology

WRITE & COLLABORATE

on infrastructure as code 

using a version control system

PLAN & VALIDATE

Preview changes before 

applying with a common 

workflow 

CREATE

Reproducible

infrastructure, safely.
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Watch for exposures in your environments 

Exposure Lateral movements ActionsAccess 

Virtual machines 

Apps

Credentials 

IoT devices

Data stores

Data loss

Data exfiltration

Ransomware

Resource abuse

Insecure
configuration

Infected admin

Vulnerabilities

Open entry points

Compromised user

Exposed credentials 

Virtual machines 

Apps

Credentials 

IoT devices

Data stores
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How to balance speed and control?

Developers

Operations

Cost 

Management

Management 

Groups

Templates RBAC

Blueprints

Policies

Policy

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Policy at scale

Cloud 

Architect

Developer

Cluster-1 Cluster-2 Cluster-3

AKS

Azure 

Policy

Azure Pipelines

Pass

Fail

Deny policy
</>Yes No

Compliance check

</>

Cluster-3



Cluster-2Cluster-1

Compliance reports

Compliance reports for the 

entire environment, with 

pod-level granularity 



https://github.com/open-policy-agent/gatekeeper

https://github.com/open-policy-agent/gatekeeper
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Appendix
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Icons

Iconsshould be primarily used as a visual aid, as a way to break up large amounts of text and content, or as 

a visual cue of the content that follows.

Get the full set of icons for presentations

https://microsoft.sharepoint.com/teams/BrandCentral/Documents/Monoline_icon_guide_and_library_for_PowerPoint.zip
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https://microsoft.sharepoint.com/teams/BrandCentral/Documents/Monoline_icon_guide_and_library_for_PowerPoint.zip
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Presentation 

resources

More templates

Overview of templates on 

Brand Central

Product-specific PowerPoint 

templates

PowerPoint presentation 

event templates

Past event slides archive

Microsoft Story deck

Toolkit for building your own 

template

Training

Brand Central presentations 

overview page

Accessibility tips and best 

practices

https://microsoft.sharepoint.com/teams/BrandCentral/Pages/Templates.aspx
https://microsoft.sharepoint.com/teams/BrandCentral/Search/Pages/BCTemplatesResults.aspx?k=PowerPoint
https://microsoft.sharepoint.com/teams/BrandCentral/Pages/Bundles/Microsoft_event_presentation_template.aspx
https://microsoft.sharepoint.com/sites/presentations/
https://aka.ms/microsoftstory
https://microsoft.sharepoint.com/teams/BrandCentral/Pages/Bundles/PPT_template_starter.aspx
https://microsoft.sharepoint.com/teams/BrandCentral/Pages/Expression-Presentations.aspx
https://support.microsoft.com/en-us/office/make-your-powerpoint-presentations-accessible-to-people-with-disabilities-6f7772b2-2f33-4bd2-8ca7-dae3b2b3ef25?ctt=1&correlationid=423bb540-1c5f-46da-ac26-8090863d3968&ui=en-us&rs=en-us&ad=us

