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V About the Topic

CPS iIs a rapidly emerging, cross-disciplinary field
with well-understood and urgent need for formal
methods driven by challenges In

model-based design

system verification and

manufacturing
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E? CPS is About Engineered Systems

Sectors Goals

Sectors Opportunities

In-home healthcare delivery. More
capable biomedical devices for
measuring health. New prosthetics for
Health and  |use within and outside the body.
Biomedical |Networked biomedical systemsthat
increase automation and extend the
biomedical device beyond the body.

+ Aircraft that fly faster and further on
less energy.

Aerospace « Air traffic control systems that make

more efficient use of airspace.

* Automobiles that are more capable
and safer but use less energy.

Automotive [+ Highwaysthatare safe, higher

throughput and energy efficient.

Energy efficient technologies. Increased
automation. Closed-loop bioengineering
processes. Resource and environmental
impact optimization. Improved safety of
food products.

Agriculture

Highway systems that allow traffic to
become denser while also operating
more safely. A national power grid that is
Smart Grid |morereliable and efficient.

» Fleets of autonomous, robotic
vehicles

+ More capable defense systems

+ Integrated, maneuverable,
coordinated, energy efficient
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V Known Drivers of CPS

= Networking and Information Technology (NIT)
have been increasingly used as wni/versal system
/ntegrator in human — scale and societal — scale
systems

= Functionality and salient system characteristics
emerge through the interaction of networked
physical and computational objects

= Engineered products turn into Cyber-Physical
Systems (CPS): networked interaction of physical
and computational processes




V The Good News...

Networking and computing delivers precision and flexibility in
Interaction and coordination

Computing/Communication Integrated CPS
= Rich time models = Elaborate coordination of
physical processes
= Precise interactions across = Hugely increased system size
highly extended with controllable, stable
spatial/temporal dimension behavior
= Flexible, dynamic = Dynamic, adaptive

communication mechanisms architectures
= Precise time-variant, nonlinear = Adaptive, autonomic systems

behavior
= Introspection, learning, = Self monitoring, self-healing
reasoning system architectures and

better safety/security
guarantees.




V ...and the Challenges

Fusing networking and computing with physical processes brings
new unsolved problems

Computing/Communication Integrated CPS
= Cyber vulnerability = Physical behavior of systems
can be manipulated
= New type of interactions = Lack of composition theories
across highly extended for heterogeneous systems:
spatial/temporal dimension much unsolved problems
= Flexible, dynamic = Vastly increased complexity

communication mechanisms and emergent behaviors
= Precise time-variant, nonlinear = Lack of theoretical

behavior foundations for CPS
dynamics
= Introspection, learning, = Verification, certification,
reasoning predictability has

fundamentally new
challenges.




Foundation for Convergence
Model-Based Desi
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Components of a CPS

-~ ™
Engine - 1SG Battery Comr_)onents
Transmission VMS Spells
« Multiple
Servos physics
/Linkages « Multiple
domains
* Multiple
9 tools )
= Physical = Cyber = Cyber-Physical
Functional: Computation and Physical with
implements some communication deeply embedded
function in the that implements computing and
design some function communication
Interconnect: acts Requires a physical
as the facilitators platform to run/to
for physical communicate

interactions



‘7 CPS Design Flow Requires
Model Intedration

Architecture Design Integrated Multi-physics/Cyber Design Detailed Design

Modeling Exploration| Modeling  Simulation V&V Modeling  Analysis

R Y e S Y=

Deep
Structure/CAD/M .
Rapid exploration Exploration with integrated optimization and V&V —_ E' analysis

* Design Space + Design Space + Constraint » Architecture

Constraint Modeling Modeling
Modeling Architecture Modeling Dynamics, RT

* Architecture Dynamics Modeling Software, CAD,
Modeling Computational Behavior Thermal, ...
Low-Res Modeling Detailed Domain
Component CAD/Thermal Modeling Modeling
Modeling Manufacturing Modeling

Domain Specific Modeling Languages



Example: Architecture
Modelin

Sublanguage Formalism, Language Constructs, Examples Usage
/ Capability
: : Systems
Hierarchical Architect
_ Module - Explore
Architecture | |nterconnect T Design
Modeling - Components Space
- Interfaces - Derive
- Interconnects Candidate
- Parameters Designs
- Properties
Hierarchically @\- SRS Systems
DeSIgn Layered . esel Fgue _ gmt_ ¥ Transmission_and_Driveline Arch|tect
Parametric jE=r] - Define
Space_ Alternatives e o Design
Modeling - Alternatives/ I e SRR s Space
Options - — - - - Define
- Parameters Constraint
- Constraints




Example: Dynamics Modeling -

. LoemE ™ | Component
Hybrid Bond =-=omer | Engineer
CIEPIE FUEZETAC | - model
Efforts, i dynamics
Flows, - with Hybrid
Physical - Sources, R Bond Graphs
Dynamics ﬁzpif:sgge’ " WEMS [ om | = | | System
Modeling " ’ S e—~1—d Engineers
- Resistance, °‘ : —Lﬂ
- Compose
- Transformers
system
Gyratorsy - Angular_Velocit i
Additional_Load ‘gular_Veloctty dynam ICS
Dataflow + ~— | Domain
Stateflow + TT ) Fiaaar a Englngers
Schedule T ("— = ——1 - desltgnII
Computationa] - Interaction | = ‘3@ Actuator controtier
Dynamics with Physical = System
: Components —— Proce%sor Engineers
Modeling P =
- Cyber Assembl * Topology - Processol|
Components Yo ‘ allocate
- Processing AIIocatlon - Platform
Components Effects




Example: Physical Structure
and Manufacturing Modelin

Standard Structural Component
Structural : : Interfaces (ex: SAE Engineer
|nterfaces Power Out (SAE #1) Power In (SAE #1) #1 ) - Deﬁnes
_ - Defined with Structural
Solid Peer Roles: Interface
Modeling - Axis System
Geometry) CP-\D |_S|;:lif:ce C9_Diesel VU_ISG_V1 - Defines
Architecture
Manuf, Cos component
' - - Engineer
= Make Pawer Out (SAE #1) Power In (SAE #1) -
Manufacturing - Material - Defines
Modeling = Fab Proc : Fastener Tope: Muts/Boltz M ashers [Hand) Part COSt
o Complxity G \ MumberFazteners 12 - Defines
- Shape/Wt e FestoneiDianels 04375 Structural
-St OIS ?OSUumt E necboperE Analiick 2 [ InterfaCe,
reeLlE Fastener
Interfaces "~ -
- Fastener Types, AdhesiveFaster i
Num # o ElectronicsFasten

WeldedFasten

15




Model Integration Challenge:
Physics

Heterogeneity of Physics

Electrical Mechanical Hydraulic Thermal
Domain Domain Domain Domain

Theories, Theories, Theories, Theories,
Dynamics, Dynamics, Dynamics, Dynamics,
Tools Tools Tools Tools

Physical components are involved in multiple physical interactions (multi-
physics)

Challenge: How to compose multi-models for heterogeneous physical
components



Model Integration Challenge:
Abstraction Layers

Dynamics: B(t) =« (B, (1),...,B, (1))

Plant Dynamics Controller

Models PN Models * Properties: stability, safety, performance

» Abstractions: continuous time, functions,
signals, flows,...

Physical desidn

Software Software Software :  B(i) = x.(B, (i),..., B, (i))
Architecture K= Component * Properties: deadlock, invariants,
Models Code security,...

 Abstractions: logical-time, concurrency,

Software design atomicity, ideal communication,..

suolloeisqy jo AllsuasdosslsH

System Resource Systems : B(t;) = x,(B, (t;),..., B, (t;))
Architecture K= Management * Properties: timing, power, security, fault
Models Models tolerance

System/Platform Design « Abstractions: discrete-time, delays,

resources, scheduling,

Cyber-physical components are modeled using multiple abstraction layers
Challenge: How to compose abstraction layers in heterogeneous CPS
components?



A Pragmatic Approach:
Model Integration Lanquage

Model Integration Language Structural FongLa
Hierarchical Ported Models /Interconnects = - Semantics —
Structured Design Spaces - i
Meta-model Composition Operators Generative REEEHFCh

Rules
MetaGME Semantic
) Translators
\OQ //
&,
S CyPhy
v <->SL/SF
SL/SF CyPhy
Meta oo p <-> SEER
]I S _ CVPhV
MATIAB + ! SEER—MFG . —
SIMULINK ®
Ll AT . - ... .
Tools an ra’meworks > Assets /IP/ De5|gner Expertise o

Impact: Open Language Engineering Environment - Adaptability of Process/Design
Flow - Accommodate New Tools/Frameworks , Accommodate New Languages
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What Do We Expect From
Formal Semantics?

= Specify
= Unambiguate

= Compute



V DSML Semantics

Models represent:

Structure e
logical, physical,..) . ..

Behavior
(cont. discrete,..)

Modeling Language
Semantics:

Mathematical
Structural Domains:
(set of well-formed | * graphs

* term algebra + logic

Behavioral Behavioral
(set of feasible (set of feasible

» denotational  operational



Example 1/2 @

Structural Physical Structure (components and terminals)

(set of well-formed
nlelel= =

Behavioral Behavioral
(set of feasible (set of feasible
Rebayigrs) yigrs)

+ denotational « operational

E(t)

Myg =T(mph)

B Armature current

Input voltage

‘?-_'\A‘ngular velocity Bond Graph mOdel
(energy flows)




Structural
(set of well-formed
modelstryctyn

Behavioral
(set of feasible

Lhohavior)

+ denotational

Behavioral

(set of feasible
behayigrs!

+ operational

Mye =T(mbg)

Example 2/2

msl =T(mbg)

G_f-l: El - E:
Ol: =1

_Ea_Eq_zﬂ

=fz=fa
Se:e; = E(t)
errm:ez = Rﬂrm*fz

Lopmies = Lapm* f3

Gy €g = fj_ # Hr
GY:ey=fr * Kgyr

GJE:EE_EE_—E? =0

Of2:fs=fe=17
Reviciee = Repic * [

m:e?'=m*f2

operational: simulated trajectories

Simulink model of the system

wwwww

2

InOutd -

I ] r -
Electrical_Sou o2 -

Metor [ o Mechanical_Load
~

denotational: mathematical equations




Modeling Language Semantics
Has Extensive Research Histor

= Broy, Rumpe 1997

= Harel ‘1998

= Harel and Rumpe ‘2000

= Tony Clark, Stuart Kent, Bernhard Rumpe, Kevin
Lano, Jean-Michel Bruel and Ana Moreira -
Precise UML Group

= Edward Lee, Alberto Sangiovanni-Vincentelli
2004

= Joseph Sifakis ‘2005
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Specification of Domain-Specific
Modeling Languages

[$1§

Abstract syntax
of DSML-s are
defined by
metamodels.

A metamodeling
language is one
of the DSML-s.

Semantics of
metamodeling
languages:
structural
semantics.

Key Concept: Modeling languages define a set of well- formed

models and their interpretations. The interpretations are
mappings from one domain to another domain.

Assu-:lﬁnli-:-n
Containment - Association 3 i _Attribute
e Endpoint =T ! -7 Containment
Association.: " |
Pt det™ -
| Classhame |a= )
Atz 7 OCL Constraints: ClassName
e i Type : TBool, String, Enum}
e - - <> : :
i ;‘ - self.transTo forAll (S I S se If) EnumList:  {ltem1, ltem2, Item3, Itamd}

Basic metamodeling notation: UML Class Diagram + OCL

Transition il
StateBase e - Ll

CeFCO== me ==onnec tion=»

N N Trigger field

Egiggﬂansmon .Esg:: st Guard - field

B Action field

is8ync bool

e
PrimitiveState CompauncState
==Atam== ==Modal==
n..*|n..2

StateDataRelation
7| ==Connection>=

Walue field

Gtate

: Iryit
Caolor: field
==lomm== | C I
U= Ol
Init OrState ld AndState Datavar
==Atorm== ==Model== ==Model== ] =Atorn==

1

AndState

MetaGME metamodel of simple statecharts Model-editor generated from metamodel




Vv

Formalization of Structural

Semantics

L=(Y.R.C.(}).,)

D(Y c:) reR| =C}

[I:R,

Key Concept: DSML syntax is understood as a constraint

system that identifies behaviorally meaningful models.
Structural semantics provides mathematical formalism
for interpreting models as well-formed structures.

Y: set of concepts,

Ry : set of possible
model realizations

C: set of constraints
over Ry

D(Y,C): domain of well-

formed models

[ ]: interpretations

Jackson & Sz. ‘2007
Jackson, Schulte, Sz.
‘2008

Jackson & Sz. 2009

Structural Semantics defines modeling domains using
term algebra extended with Logic Programming.

This mathematical structure is the semantic domain of
metamodeling languages.

Use of structural semantics:

« Conformance testing: xeD

 Non-emptiness checking: D(Y C) #{nil}

» DSML composing: ,*D,|D, + D, ILD includes D|...
» Model finding: S {s e D‘S |=

» Transforming: m'=T(m);meX;meY

Microsoft Research Tool: FORMULA
* Fragment of LP is equivalent to full first-order logic
* Provide semantic domain for model transformations.




‘7 GME-EORMULA Tool Interfaces

Generic Modellng Environment (ISIS)

W g Raquens- ShanabwaDime: = )
D for Yew Dow wooew mew

Relations among
Modeling Ings and

Models

Constraint

Metamod — NE—— B Model

Generai | Pobey Aasstant | Pokcy Infortrce | Metamodel Proviewr | Mode Proview | Fmua nel | Gerern | Policy Assslort | Poley Inference | Molomodel Preview | Mol Proview | Fommuin inmedials Window

Translator

Formula Model

Translator

FormUIa Doma’h prosesdeis el ol e

True

Analyzer -
Tool

Outpns | e Lint

FORMULA (Microsoft Research)




V Ongoing Work

= FORMULA (Schulte, Jackson et al, MSR) - A tool
suite for building models and analyzing their
properties. Co-developed with the European
Microsoft Innovation Center (EMIC), Aachen,
Germany

= GME-FORMULA translator — Extension of the
MIC tool suite (VU-ISIS in cooperation with
MSR)

= Analysis tools — Domain and Model Equivalence,
Domain Composition, Model Completion (VU-
ISIS In cooperation with MSR)
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ﬁ? Behavioral Semantics

(Y.R.C.([ ])y)

D(_Y C)={reR,|r|=C}
R PR D

= Behavioral semantics will be defined by
specifying the transformation between the DSML

and a modeling language with behavioral
semantics.

= Given a DSML




Implicit Methods for Specifying EB
Behavioral Semantics -

resentation as AST

!

Graph rewriting rules

LMsax e

i P
mosEveriioarts  CrosE SR CrosSER s CrosmTrmsRonSt s ]

Executable
Specification




Explicit Methods for Specifying EB
Behavioral Semantics -

tion as AST

|

C++ Interpreter/Gene

L e ]

Executable

D(Y|’C' = eR,|r|= C'} Executable

{
: Model
[ R R, (Simulators)




W

Specifying Behavioral Semantics @
Iith Semantic Anchorin

Representation as AST

MIC-UDM
m—) 2 ©®® 0. |\coME

Graph rewriting rules

MIC-GReAT
(Karsai, VU-ISIS)

get
abstract property outputEventType as lap of <Transition, Strin

Abstract Data Model Model Interpreter




Abstract Data Model

Example Specification : FSM

Interpreter

structure Event
eventType as String
class State
initial as Boolean
var active as Boolean = false
class Transition
abstract class FSM
abstract property states
get
abstract property transitions
get
abstract property outTransitions as Map of
<State, Set of Transition>
get

as Set of State

abstract property dstState as Map of <Transition, State>

get

abstract property triggerEventType as Map of
<Transition, String>
get

abstract property outputEventType as Map of
<Transition, String>
get

as Set of Transition

abstract class FSM

Run (e as Event) as Event?
step
let CS as State = GetCurrentState ()
step
let enabledTs as Set of Transition = {t | t in
outTransitions (CS) where e.eventType =
triggerEventType(t)}
step
if Size (enabledTs) >= 1 then
choose t in enabledTs

step

CS.active := false
step

dstState(t).active := true
step

if t in me.outputEventType then
return Event(outputEventType(t))
else
return null
else
return null

Underlying abstract machine - ASM Language: AsmL

Yuri Gurevich, MSR




V Ongoing Work

= Semantic anchoring of DSMLs using
“semantic units”

= Compositional specification of semantics for
heterogeneous modeling languages

= |nvestigating alternative frameworks (e.g.
based on FORMULA)
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V Capturing Physical Semantics

Modeling Language
Semantics:

Structural
(set of well-formed

Physical

struct. and behav.

Rational:

» Get the physics right

* The rest is mathematics
(Kalman, 2005)

Behavioral

Behavioral

(set of feasible (set of feasible

 denotational * operational



S

Physical Semantics:
lications 1/2

tructural Im

-z

Electrical
domain

R L
Rfric

E(t)

K, Keme
I

Structural

implication
Out[@— — ~=[In

Electrical_Component

Inter-domain Rule #n

Mech.
domain

Mechanical_Component

Eluclf-'oﬂ OneJu!cbom EI cnn;zJ.lcu-onz MuchE!alPort Electrica El.-Mech Mech.
| domain (inter- domain
_ dom.) —~——
- - - mu out : In out L .l T
== R_am R Electrical_Sourg, Motor Mschanical_Load e R
Energy is ‘ 1 N 1
gy / \
B-w—— 1 —— 3 / // \ \\ B—-:1
conserved at U Joran | N
| A r— |
|' b t I / B—1 -1 —n AN [
Coup IngS e Ween L_arm / N\ m

domains



Vv

Structural Im

Physical Semantics:

lications 2/2

E(t)

...other rules...

Collateral energy flow

Heat energy
generated on
dissipative
elements: creates
additional energy
coupling

- T ---------- e >
Out [{l—— —=IqIn
1 1
Electrical Source Mechanical Load
ecincal_ ¢ ——=J3In Out[f— anical_
Motor
R N
R \\
s N
\\
b——1—— N
- L OneJunction Out N
N
N \\
~N
~N
~N
~N
\\
\\\ —=ffIn Outji——
N
1 \\~ 1
u TH— g7
u Out[@— —=[qIn
1 1
Electrical Source Mechanical Load
ecincal_ ¢ L——TqIn Out [— anical_
Motor




Vv

B

ehavioral Im

Physical Semantics:

lications

R K m

E(t)
KT: KEMF

Riric Input voltage
.-

-
-

One Junction Rule

e =0

f.=1.i,keN

B Armature current

Rate of power
transfer between
components is
balanced

Rn:rm:ez = errm*f!

&rm*fﬂ

GY:e;=f; » K¢
GY: €4=f2 * K.EM'F

LE?"?’J’I:EE =L

% R"'°|T ! =)
: B
E ‘0“ GY 11— In L &5
b I
OJliey —e;—e3—es=10 .
O — e Denotgtlonal
Serer = E(2) behawqral
A semantics

012:95_96—9?- =10
Of2:fs=fe=f7

Repicies = Repie * fo

Mmie; =mx fo




Physical S tics:
V )(/)Srllcii N ; r\1/1\710nr IlCS

= Extend metamodeling language and
metaprogrammable modeling tool (GME) with
generative constructs

= Make specification of generative modeling
constructs integrated with metamodeling

= Extend structural semantics and tools with
dynamic constructs

= Develop rule libraries for relevant cross-physical
domains (in progress)
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V Integration Inside Abstraction
Layers: Composition

Plant Dynamics
Models (=)

Controller
Models

Physical design

Software Software
Architecture K= Component
Models Code
Software desidn
System Resource
Architecture K=y Management
Models Models
System/Platform Design

Dynamics: B(t) = x,(B, (t),..., B, (t))

* Properties: stability, safety, performance

* Abstractions: continuous time, functions,
signals, flows,...

Software : B(i) = «,(B, (i),..., B, (i))
* Properties: deadlock, invariants,
security,...
 Abstractions: logical-time, concurrency,
atomicity, ideal communication,..

Systems : B(t;) =, (B, (t;),.... B (1))

* Properties: timing, power, security, fault
tolerance

» Abstractions: discrete-time, delays,
resources, scheduling,



Integration Across Abstraction
Layers: Much Unsolved Problems

Plant Dynamics
Models

=

Controller
Models

Ph)ésical desidn

Controller dynamics is developed
without considering implementation
uncertainties (e.g. word length, clock
accuracy ) optimizing performance.

Assumption: Effectxigital implementation

can b lected

7

Software Software
Architecture K= Component
Models Code

Software design

~Z

ErN

Software architecture models are
developed without explicitly considering
systems platform characteristics, even
though key behavioral properties
depend on it.

V4

Assumption: Eﬁec%latform properties

can b lected

System
Architecture
Models

=

Resource
Management
Models

System/Platform Desidn

System-level architecture defines
implementation platform configuration.
Scheduling, network uncertainties, etc. are
introduce time variant delays that may
require re-verification of key properties on
all levels.



‘7 Dealing With Leaky Abstractions

= |eaky abstractions are caused by lack of
composability across system layers.
Consequences:
Intractable interactions
unpredictable system level behavior
full-system verification does not scale

= Solution: simplification strategies

Decoupling: Use design concepts that
decouple systems layers for selected
properties

Cross-layer Abstractions: Develop methods that can
handle effects of cross-layer interactions



Example for Decoupling:
Passive Dynamics
Goals:

Physical model - .
;’\ .+ Effect of “leaky abstraction”:
\ | loss of stability due to

Implementation-induced time
delays (networks, schedulers)
« Passivity of dynamics
--me Abstract Model . decouples stability from
' time varying delays
.« Compositional verification of
imp%mentation / '

implementation

4

| time safety: essential dynamic properties

— stability

— safety
Rabh Real-time Model -+ *Hugely decreased verification

complexity
+ *Hugely increased flexibility
time robustness




V Passivity-based Design and
Modeling Lanquages 1/4

Modeling Language
Semantics:

Heterogeneous |
Abstractions Structural | Structural constraints are

Physical
struct. and behav.
constraints)

denotational operational

Fix for stability:
 Passivity-based
design

Behavioral

Behavioral
(set of feasible

(set of feasible

X = f(x,u)

JuT OyOdtHv (x(6) 2V ()
y =h(x,u).

vfor all t, = t; and the input u(t) e U [Antsaklis 2008]
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Constrain modeling language with constructs below:

g L |
) Pk I:. i :| = —'_1 |: I'I.J"i'l‘lljl‘;L |: i :| —I_ TCD{C I |: { _:' :|
v 20

Vet (J) = —=(004p1(7) — Te1 (7))
V' 20

PDS/PUS |

PUS, M

] u pDSk {\Ji j

PDS M\ —p

Bilinear transform:
power and wave vars.

Passive down-sampler and
Passive up-sampler

u_;?f {I} u

—|PDS_M

! *.’{I} Vv

PUS :M

* Bilinear transform (b)
* Power and Wave variables
» Passive down- and up-sampler

(PUS, PDS)

* Delays
* Power junction

[Kottenstette’2011]

» Passive dynamical

system



‘7 Passivity-based Design and
Modeling Lanquages 3/4

Constrain modeling language with composition constraints below:

negative feedback interconnection
of two passive systems is passive

u
-
Gl i . . .
l+ parallel interconnection of two passive
u y

(>—> systems is still passive
+
L . G =

Extensive research in the VU/ND/UMD NSF project toward
correct-by-construction design environments (where correct-
by-construction means what the term suggest)
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Constrain modeling language behavior with these constraints (for LTI)

 For LTI passive systems, we can always assume quadratic storage
function

1
V(x) = EXT PX  where P=P" >0.
* For continuous-time system this leads to the following LMI

A'P+PA PB-C'
<0
B'/P-C -D-D'

* In discrete-time the LMI becomes the following

A'PA-P A'PB-C'
<0
B'PA-C B'PB-D-D'

[Antsaklis 2008]



V Summary

= Penetration of networking and computing in
engineered systems forces a grand convergence
across engineering disciplines.

= Signs of this convergence presents new
opportunities and challenges for formal methods
research:

New foundation for model integration — emergence of
metaprogrammable tool suites and multi-modeling

Embedding physical semantics in modeling languages

= Model-based design facilitates a necessary
convergence among software, system, control
and network engineering
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V About the CPS Name...

“What's In a name?
That which we call a rose by any other name
would smell as sweet”

— Shakespeare

P.R. Kumar, 2010



