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. Setting Windows Audit .

& Local Security Settings

Fle Action View Help
B @
5P Security Setfings Palicy Security Settng
(8 Account Policies sy B it account logon events SUCCesS
=8 Local Policies 2 ndit account management Success, Faiure
(8 Audit Policy B aLdit directory service access Success, Faiure
(8 User Rights Assignment 29 it logon events Success, Faiure
8 Security Options 2 audit object access Success, Faiure
[0 Public Key Policies 2 audit policy change Success, Faiure
[ Software Restriction Policies S audt priviege use Success, Faiure
& IP Security Policies on Local Comp giﬁjﬁ 2;05(;:?? gj;ﬁgg gagg:ga IEZ::EE
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._Audit Account Logon Events .

& Local Security Settings

Fle Action View Help
B @
5P Security Setfings Palicy Security Settng
(8 Account Policies =R account logon events SLICCESS
=8 Local Policies 2 ndit account management Success, Faiure
(8 Audit Policy B aLdit directory service access Success, Faiure
(8 User Rights Assignment 29 it logon events Success, Faiure
8 Security Options 2 audit object access Success, Faiure
[0 Public Key Policies 2 audit policy change Success, Faiure
[ Software Restriction Policies S audt priviege use Success, Faiure
& IP Security Policies on Local Comp giﬁjﬁ 2;05(;:?? gj;ﬁgg gagg:ga IEZ::EE
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_Kerberos Login Process

Event ID 672

Domain Controller

File Server

Event ID 673 Service: krbtgt
Event ID 673 Service: DC$

Event ID 673 Service Workstation$

Event ID 673 Service: File Server$

www.arcsight.com
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., Events .

Event ID 672: Authentication Ticket Request Event ID 673: Service Ticket Request
o Event Type: Success Audit o Event Type: Success Audit
o Date: 8/4/2008 o Date: 8/4/2008
o Time: 5:53:44 PM o Time: 5:53:44 PM
o Computer: HOST1 o Computer: __HOST1
° m: uf@: palmoni@TESTDOM@
o <Supplied Realm Name: TESTDOMAIN >« e—><Jser Domain: TESTDOMAIN.LOCA
o< Client Address: 192.168.43.11 < *<Client Address: 192.168.43.11
e Service Name: KBSI§H ESERVERS D
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_Kerberos Login Rule

entication

ES Inspect/Edit

Inspect,/Edit

ArcSight<t

ke Inspect/Edit
Inspect,/Edit

[#] rule:Failed Kerberos Server Ac...

E Cuery Editar | Rule:Login - Kerberos Windowsz,

Attributes | Conditions | Aggregation | Actions || Yariables || Motes |

[#] rule:Failed Kerberos Server Ac...

E Query Editar | Rule:Login - Kerberos Windowsz, .,

{} & Il = .Filters ..ﬁ.ssets a'-.l'ulnerabilities Active Lisks ="< Joins

Edit | 5ummar\,-'|

% Event conditions

—j{} eventl
- AND
@ Cateqor
Device Event Class ID = Security:672
- @ Device Yendor = Microsafk
@ Target Service Name = krhtgt
< Target User Name MNOT Endsiwith ID
El{} event2
=iy AND
- Cat
@ Device Event Class ID = Security:673
- @ Device ¥endor = Microsaft

m ISelect a Field Set

Mame op Candition

vent

gareqated Event Count

pplication Protocol

e T

Attributes || Conditions | Aggregation | Actions || ariables | Motes |

# of Matches: [3 | >
Time Frarne:

Aggregate only if these Figlds are unique

[ &dd... H Remave ]

Aggregate only if these fields are identical

event2, Target Zone Resource
eventZ, Atkacker Host Marne
eventZ, Category Technique
event2, Cakegory Qubcone
event2. Category Behavior
eventl. Target User Mame
event2, Target Hosk Mame
event?, Targek Address
event2,Device Cuskom String3
event2, Caktegory Significance
eventZ, getshartDomainMame
event2, getIndexof

eventZ. Target ME Domain
event?, Customer Resource
event2 Attacker Zone Resource
event?,Device Cuskom Skring2 b
event? Attacker Address

event2, Caktegory Object v

| >

’ add. .. H Remove ]

Surmary

|Aggregate if at least 3 matching conditions are found within 1 Minuates :_|
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. _Login Reports "

{ Windows - Kerbreos Logins

|! Attacker Host Name:workstation1.tes in.local Il Attacker Host Name:newfilzserver testdomain.local

Administrator jsmith palmoni

Target User Name Attacker Host Name End Time
Administrator workstation1.testdomain.local Jul 25 2008 15:159:55
newfileserver testdomain_ local Jul 24 2008 17:03:25
o Jul 24 2008 17:00:13
jsmith
workstation1.testdomain.local Jul 24 2008 17:02:57

Jul 25 2008 15:20:38
Jul 24 2005 16:59:53
Jul 24 2005 17:03:08

palmoni newfileserver.festdomain.local

www.arcsight.com © 2008 ArcSight Confidential
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Kerberos Logins - Dashboard

Q workstation1 testdomain.local

QJUI 200817:0013 POT

jsmith Q

24 Jul 2008 17:03:25 PDT

@

__-2& Jul 2008 17:03:08 POT

palmani newfileserver.testdomain.local

24 Jul 2008 16:59:53 PDT

.z

www.arcsight.com © 2008 ArcSight Confidential



Wticaﬂon
ArcSight<t

. Login Failure Events .

Event ID 672: Authentication Ticket Request Event ID 675: Pre-Authentication Failed
4o Event Type: FailureA@ o Event Type: Failure Audit
o Date: 7/28/2008 o Date: 7/28/2008
o Time: 2:18:43 PM ° Time: 2:18:33 PM
4o User Name: hacke> J-o__User Name: jsmith>
o Supplied Realm Name: TESTDOMAIN o UserlD: TESTDOMAIN\jsmith
G Client Address: 192.168.43.10 Cll-ent Address: 192.168.43.11
<©__Result Code: ox6 > <@__Failure Code: 18~ >

www.arcsight.com © 2008 ArcSight Confidential
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_Kerberos Failure Codes

ESd Viewer

Yiewer

| Live || User-Server Access Win2K3, ¥P - Kerberos " Windows K3 - Kerberas Login " Windows Process Tracking | @ Kerberos-Failed Login

Failure l. Cescripkion Camments
i|III>c:1 Client's entry in database has expired
||I2I>c:1III kD has no suppart For padata bype
fio=11 kDC has no support For transited bype
||I:Ix12 Clients credentials have been revoked Account disabled, expired, or locked oot ™
||I2I>c:13 Credentials For server have been revoked
||I2I>c:14 TET has been revoked
[0=15 Clienk not yet walid - try again later
||I2lx16 Server nok yvet walid - try again lakter
[IDe17 Password has expired Fhretrsets-prassrrata-as-cprired
<018 Pre-authentication information was inwalid Usually means bad password >
o=19 A gdboTa pres i e
||Ile1F Integrity check on decrypted Field Failed
iiUxEE rMutual authentication Failed rMight be a memaory allocation Failure
[(o=zF Incorrect message direction
||I2Ix3 Requested protocol wersion nok supported
||U>c:3lj Alternative authentication method required®
(o351 Incorrect sequence number in message
||I2Ix32 Inappropriakte type of checksum in message
||Ux3C Genetic error (descripkion in e-kext)
[(03E Field is too long For this implementation
||I2Ix4 Client's key encrypted in old master key
||o=5 Server's kaesReroptedHrrota-rrestertey
< |oxA Client nok found in Kerberos database Bad user name, of new compukerfuser account has nok replicated ko DC yet ™ >
||I2Ix? Server nok Foand m Ferberos database Herrrompoteraccooras o Tepitated Vet or computer s pre-Windows 2000
||III><E Multiple principal entries in database
||U>c:9 The client or server has a null key Adrinistrator should reset the password on the account
(0= Ticket not eligible For postdating
= = - ' 1 . v . ' ' -

ArcSight<t
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__Kerberos Failed Logins - Rule .

Ed Inspect/Edit (=[S
Inspect,/Edit B ?

| Ewent Inspector :| :‘3 Inspect!Edit :”El El

| [ active ChanneliLive12172750934... | Rule:Windows 2K3 - Kerberos Lo... Inspect /Edit Q7

Aktributes | Conditions | Aggregation | Actions | Variables || Mates| | [T —— |

{} & 11 = [P Fiters [0 Assets [ Yulnerabilties [T} Active Lists % Joins | [¥] Active ChanneliLivel2172750934,,, | Rule:Windows 2k3 - Kerberos La...

Edit | surnmary | | aktribukes || iZonditions || &ggreqgation || .ﬁ.ctinns| Wariables | Nl:utes|

¥ Event conditions
: 0@ Add... | * Edit 3 Remaove

Marme Expression

@ Device Event Class ID = Security:672
: ..@ Device Event Class ID = Security s
----- @ Category Outcome = |Failure

> ----- @ Device Product = Microsaft windows

.- @ Device Yendor = Microsoft

kestFailureEvent |filker_based_condition_function{ <Resource URI="{All Filkers/Personalfad. ..

www.arcsight.com cSight Confidential
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[ Live | User-Server Access Win2k3, 5P - Kerberos || [ Windows 23 - Kerberos Login || [ Wwindows Process Tracking || @ Kerberos-Failed Login Codes Detailsl

Start Time:
End Time:
Filter:

@ Active Channel: Live [Modified]

and Mot Hidden") And MatchesFilker {

ght Internal Event

qin Failure” )

& |End Time +

Mame =

attacker Host Mame

Target User Mame

Dervice Custom Skrings

28 Jul 2008 12:57:26 POT

kerberos Login Failu@ -Unknawn User

workstation testdomain, local

adminiskrakorrr

Unknown User

kerberos Login Failure -Unknown User

workstation testdomain, local

cracker

28 Jul 2003 12:57:08 PDT  [Kerberos Login Failu@ufﬁenticatian information was in\@D workstationl .testdomain.local  |jsmith Pre-authentication information was invalid
25 Jul 2003 16:50;32 PDT  |Kerberos Login Failure -Pre-authentication nformation was invalid Adminiskrator Pre-authentication information was invalid
25 Jul 2003 16:08;23 POT  |Kerberos Login Failure -Pre-authentication information was invalid j=mith Pre-authentication information was invalid
25 Jul 2003 16:08;14 PDT  |Kerberos Login Failure -Unknown User badguyl Unknown User

25 Jul 2003 16:07;26 PDT  [Kerberos Login Failure -Unknown User newfileserver. testdomain.local  |badguyl Unknown User

25 Jul 2003 16:00;12 PDT  |Kerberos Login Failure -Unknown User newfileserver, testdomain local  |badguyz Unknown User

25 Jul 2003 16:00;11 POT  |Kerberos Login Failure -Pre-authentication information was invalid newfileserver. testdomain.local  |Administrator Pre-authentication information was invalid
25 Jul 2003 16:00;05 PDT  |Kerberos Login Failure -Pre-authentication information was invalid newfileserver . testdomain,local — [jsmith Pre-authentication information was invalid
25 Jul 2003 15:59:57 POT  |[Kerberos Login Failure -Pre-authentication information was invalid workstationl .testdomain.local  |jsmith Pre-authentication information was invalid
25 Jul 2003 155113 PDT  |Kerberos Login Failure -Unknown User workstation] teskdomain.local  badguyi Unknown User

25 Jul 2003 15:59:04 PDT  [Kerberos Login Failure -Unknown User workstation .testdomain.local  |attacker Unknown User

25 Jul 2008 155857 POT

Unknown User

www.arcsight.com
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“Kerberos Failed Logins - Reports

Windows 2K3 - Kerberos Login Failed

Failed Logins - Hosts per User Reasons of Login Failures
M roministraror M attacker badguyl M badquy |l Ere-muthentication infommetion was imvalid Ml unknown User
W cracher hacksr jemith
badguyl

Era-authentication informetion was irvslid

badguyz2

Unknown User

ser Name Failure Reas End Time
Administrator Pre-authentication information was invalid newilesevectiasidanain local Jul 25 2008 16:00:11
attacker Unknown User )ﬁtﬁstatiunl 1Eﬂdomain.lc-al\ Jul 25 ”nﬂﬁ—iﬂﬂ;&\

)Jm{statiun 1 iecidn mainm'l\)
.testdomain.local ><)
[hyfileserver.testdomain -|EEJ/)

Jul 252008 155013 )
Jul 25 2008 16:08:14 N
MR )

Unknown User

< badguy1

/7] Yi\\

badguy2 Unknown User ﬁu@eserver.h‘?smomain.ly«l/ Nl 25 2008 16:|:-E-:19/

cracker Unknown User werkstationt.1esidomain. local Jul 252008 15:58:57

hacker Unknown Usear workstation1 testdomain.lozal Jul 25 2008 15:58:40
workstation 1. testdomain.lozal Jul 252008 15:59:67

jsmith Pre-authentication information was invalid hostl.testdomain.local Jul 25 2008 16:08:22

newfileserver testdomain_local Jul 25 2008 16:00:05
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~ Kerberos Failed Logins - Data Monitors s

—
-l

Administrator  prs.gythentication information was infalid

hacker Unknown User /
workstation1 testdomain.local
_______——-,' -
-_._____.--" ‘-..\\‘
.
=Y

Pre-authentication information was invalid

jsmith
newfileservertestdomain.local

™
s

4

Administrator 28 Jul 2008 14:1%:11 PDT|

hacker 28Jul 2008 14:18:43 PDT|

/ﬂ
e
T workstation1 testdomain.local

8.Jul 2008 14:18:50 PDT

..H‘* : :
jsmith

28.Jul 2008 14:18:33 POEWfilesenvertestdomain.local

www.arcsight.com
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_Server Access - Event ID 673

ArcSight<t

Event ID 673: Service Ticket Request

0O 0 0 0 0 0 0 O

Event Type: Success Audit
Date: 8/4/2008
Time: 5:53:44 PM
Computer: HOST1

User Name: palmoni@TESTDOMAIN.LOCAL

Service Name: NEWFILESERVER$

Client Address: 192.168.43.11

Computer: HOST1

L
-

www.arcsight.com

© 2008 ArcSight

MS Field |ESM Logger
Field Report Field
User Destination | events.arc_
Name User Name destinationUserName
Service Destination | events.arc_
Service destinationService
Client Source events.arc_
Address Address sourceAddress
l Destination | events.arc
CompUter Host Name d\éstination_HostName
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. Server Access - Rule .

Ed Inspect/Edit B4 Inspect/Edit [=0[E
Inspect,/Edit I o s S Inspect/Edit S o s )
Rule:kerberos Server Access | Rule:Kerberos Server Access |
Attributes | Conditions | Agaregation | Actions || Yariables | Motes | | Attributes | Conditions | Aggregation | Actions | yariables | Motes |

{} & 11 !'= @ Fiters [ Assets (@) vulnerabilties [ Active Lists M WAdd > Edit 3¢ Remove [ Hide Empty Triggers

Edit | Summary | |& ©n First Event
|4 ©n Subsequent Events
|4 On Every Event [ Active ]
[ [7=7 Set Event Field Actions
[+ Terminate Session List
..
. _ - || ©m First Threshold

@ Device Event Class ID Securibyi 673 |ﬁ| On Subsequent Thresholds
|&] ©n Every Threshold
& ©n Time Unit
|4 on Time Window Expiration

% Event canditions

: @ Device Yendor = Microsaoft
- Target Service Mame = krbkgt
£ Targekt User Mame MNOT Contains ")\ ¢i@’

m |Se|eu:t a Field Set A

Marme op Caondition
yenk

agregated Event Counk
pplication Prokacal

£ | *

o ol (5] [Canee ] [y J (e ]

AR

www.arcsight.com cSight Confidential
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,_Server Access - Reports .

|lS-!r\'Er Apcegeed HOSTY M Sener Anoessed NEWFILESERVER [ Server AccessedWORKSTATIONT

User Name Host Name Server Accessed
O5T1

JWORKSTATIONT >

JEEWRLESERVER >

MNEWFILESERVER

HOST1

HOST1

WORKSTATIONT

NEWFILESERVER

workstation1.testdomain_local HOST1

WORKSTATION1

NEWFILESERVER

HOST1

WORKSTATION1

HOST1

< host1.testdomain.local

Administrator ) .
newfileserver testdomain.local

workstation1.testdomain_local

newfileserver testdomain.local

palmoni

workstation 1. testdomain_local

Adminissrator |smith paimani

.arcsight.com cSight Confidential
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~Data Monitors

jsmith J_,:r .
/"H S
,,-»"' waorkstation1 .testdnmain.ln/cal \\

palmani .

X
/ ~
/

Administrator

newfileservertestdomain.local

© 2008 ArcSight Confidential
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. Failed Access Attempt .

Ed Inspect/Edit =[]
Inspect,/Edit o W o

: [#] Rule:Failed Kerberos Server Ac... | Ed query E.:Iil:.:.rl

Attributes | Condibions | Agagregation | Actions || Variables | Motes |

{} & 11 1= .Filters -.ﬁ.ssets .'-.-'ulneral:uilities i.ﬁ.ctive Lisks %

Edit | Summary |

7% Event conditions

@ Device Event Class ID = Securiby:673
@ Device Product = Microsoft Windows

5] ISeIecI: a Field Set w

Mame op Condition
vent

garegated Event Count
pplication Protocol

vies In

vhes Ok

oncentrator Agents
oncentraktor Devices
nrrelaked Fuyent Coonk

£ | *

R

|4

www.arcsight.com
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. _Audit Logon Events .

& Local Security Settings

Fle Action View Help
B @

5P Security Setfings Palicy Security Setting
(& Account Policies 2A audit account logon events Success, Failure
=@ Local Policies 2 audit account management Success, Failure
L8 Audit Policy @A audit directory service access Success, Failure
(8 User Rights Assignment sy Audit logon events Success, Faiure
8 Security Options 2d audit object access Success, Failure
(3 Public Key Policies 2 Audit policy change Success, Falure
(3 Software Restriction Policies P audt priviege use Success, Faiure
8, IP Security Policies on Local Cormpi giﬁjﬁ E:g;:i? gfgﬁgg giz:? EZ::E[Z

www.arcsight.com © 2008 ArcSight Confidential



'&,3 on/Logoff _
Authentication ArcSightsx

. Kerberos Login Process .

Domain Controller

~p

File Server

Event ID 528

Event ID 540

www.arcsight.com © 2008 ArcSight Confidential
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., Logon Event .

Event ID 528: Successful Logon Event ID 540: Successful Network Logon

o Date: 7/31/2008 o Date: 8/7/2008

° T'me;\l 134654_1:'\’1) o Time: 2:47:04 PM

o—_User Name: ministrator —

< Domain: HosTT ———— <a__User Name. jsmith  ——
<6— Logon ID: (0x0,0x1DFAD)Y —— ©—__Domain: TESTDOMAIN _—
<o__Logon Type: 2 I o—Lagon ID: (0x0,0x18ADIDCYy —

o Workstation Name: HOST1 o—Logon Type: 3

<8_Source Network Address: 127'0'D &—Source Network Address: 192.168.43.10 —

www.arcsight.com © 2008 ArcSight Confidential
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. Audit Object Access .

& Local Security Settings

Fle Action View Help
B @

5P Security Setfings Policy Security Setting
(8 Account Policies 2 audit account logon events Success, Failure
=8 Local Policies B nudit account management Success, Faiure
(8 Audit Policy B audit directory service access Success, Faiure
8 User Rights Assignment 2P audit logon events Success, Failure
(8 Security Options g Adit object access Success, Fallre
3 Public Key Policies £ ALt policy change Success, Falure
(3 Software Restriction Policies S vdt priviege use Success, Failre
B, P Security Policies on Local Compi giﬁjﬂé E;zi:i? gfgﬁgg gEEE:? :::3[:

www.arcsight.com © 2008 ArcSight Confidential
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V.

Group or uzer names:

ﬁ Adrinistrator [TESTDORAIN WAdriniztratar]

ﬁ Adminigtrators [MEWFILESERYER\Administrators)
€7 CREATOR OWNER

€7 SvSTEM

ﬁ zers [MEMWFILESERWER U zer3)

Add... | Bemove |
Permizzions for &dminiztrator Aoy Deny
Full Carntral O =
b cdify O
Fead & Execute a
Lizt Folder Contents O
Read O
Tt
Crmmi - | Dmrrnicmionen (g |

Far zpecial permizzions ar for advanced setfhgs.
click Advanced.

Adyvanced |

Cancel | Apply |

Advanced Security Settings for companyFiles

Pemigsions  Auditing | I:Iwnerl Effective F'ermissil:unsl

To view mare information abouk gpecial auditing entries, select an auditing entry, and then click Edit.

Auditing entries:

2

| ccess | Inherited From | ApplTa— I

| Mame

Type

<nat inkerted:~” Thiz folder and subfolders
<not inherted: ~ Files only

Special
Special

waIoneE

Ewverone

Al
4

Add...

Edit...

Bemove

r Allow inhernitable auditing entries from the parent to propagate to thiz object and all child objects. Include

theze with entriez explicitly defined here.

[~ Replace auditing entries on all child objects with enties shown here that apply to child objects

Learn more about auditing.

o |

Cancel Apply

www.arcsight.com
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Auditing Entry for companyFiles ﬂﬂ Auditing Entry for companyFiles ilil

Obiject | Object |

&pply onta: IFiIes arly j pply onto: IThis falder and subfolders j

Aocess Succeszful  Failed Arccess: Succeszful - Failed
- — T AT T T T C R e T
T Falder / E te Fil - -
panmies o e £ ErmediE e Al List Folder / Rlead Data =l

List Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / wihite Data
Create Folders / Append Data
Wiite Attributes

Wiite E stended Attributes
Delete Subfolders and Filez
Delete

Read Attributes

Read Extended Attnbutes
Create Files / Wiite Data
Create Folders / Append D ata
WiTite Attribubes

Wirite Extended Attibutes
Delete Subfolders and Files
Delete

L Read Permizzions
Fead Permizsions

| Change Permizzions

Tak e Muwnershin ;I T ake Dwhership

r Apply theze auditing entries to objects Clear Al | r Apply theze auditing entries to objectz Clear All |

and/or containers within thiz container only and/or containers within this container only

s I Cancel | k. I Cancel |

Change Permizsions

HEEOSEOO0REOOOC
REOREOO0OREOOOCL

—
-
—

NEOFEO0OREOORE

<

JEOREO0OREOORE,

www.arcsight.com © 2008 ArcSight Confidential



Event ID 560: Object Open

Event ID 567: Object Access Attempt

ArcSight<t

. Audit Events "

Event ID 562: Handle Closed

o Date: 7/29/2008
o Time: 1:14:54 PM

o omputer: NEWFILESERVER
o_Object Name: C:\Critical.txt>
xe

mage File Name:
\WINDOWS\notepad.e

Q— Primary/Client User Name:
administrator

@_ Primary/Client Domain:
TESTDOMAIN

O _~ACcesses: READ CONTROL,
SYNCHRONIZE, ReadData (or ]
ListDirectory), WriteData (or AddFile),
irector g[r

riteEA

AppendData {or AddSubd

CreatePipelnstance), ReadEA

ReadAttributes, WriteAttribute
o (Handle ID: 132

9 Primary

o%on ID:
(0x0,0x50A7ED)

o Date: 7/29/2008
o Time: 1:14:54 PM

- . \
—o~Computer: NEWFILESERVER -+

o Date: 7/29/2008
o Time: 1:14:54 PM

/OV@ESTDOMAIN\adminiStrator

"o Image File Name:
C:\WINDOWS\notepad.exe

Accesses: WriteData (or AddFile);
AppendData (or AddSubdirectory or
Ipelnstance

Handle ID:

132

AN

Computer: NEWFILESERVER
ser:
ESTDOMAIN\administrator

Image File Name:
C:\WINDOWS\notepad.exe

Handle ID: @

g

o

;

www.arcsight.com
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Attributes | Conditions | Agaregation | Actions | Variables | Maotes |
1} & 11 1= [ Fiters [0} Assets [B) Vulnerabilties [ Active Lists = Joins

Edit | Surnmary |

F# Event conditions
lf—Zl---:'..: “atching Event
= AND
<@ sveniz File ID = everntl File ID >
EI---{} eventl
=y AND
----- @ Attacker User Name Is MULL
----- Device Event Class ID = Securiby:S60
----- @ Device Severity =
----- @ File ID Is MOT MULL
----- @ File Name Is NOT MULL

_SLUCCESss

@ User Mame MNOT Endsiwith "))4"
E{} eventz
=i AND

@EvﬂﬂLﬂﬂSﬁlﬂiMﬁE‘?
<@ Device Custom Stringl 1= DELETE

.. File Type =File

www.arcsight.com © 2008 ArcSight Confidential
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. File Deletion Audit Events .

Event ID 564: Object Deleted

o Date: 7/29/2008

o Time: 1:14:54 PM

o User: TESTDOMAIN\administrator

o Computer: NEWFILESERVER

@_Handle ID: 400 >

o Image File Name:
C:\WINDOWS\system32\notepad.exe

www.arcsight.com © 2008 ArcSight Confidential
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. Failed Access Events .

Event ID 560: Failed Object Access

w: Failureﬁ)

o

o Event Category: Object Access
o Event ID: 560
o
o
o

Date: 7/29/2008
Time: 3:37:57 PM

Computer: NEWFILESERVER

<©__Object Name: C:\companyFiles\Critical Files\credit card numbers.txt_——

< Fandie D =
o_Client User Name: jsmith_—>

<@_Client Domain: TESTDOMAIN
<@_Client Logon ID: (0x0,0x6DOF03)

__o—Accesses: READ_CONTROL ReadData (or ListDirectory) Rea
ReadAttributes

A

www.arcsight.com © 2008 ArcSight Confidential



E4 Last 25 Deleted Files

CCesSS
. Dashboard .
st 25 Deteteapies

targetdserHaostDomain

ArcSight<t

End Time
29 Jul 2008 15:25:25 PDT

29 Jul 2008 15:24:11 PDT

Last 25 Deleted Files
attackerlserHostDomains

File Mame

MEWFILESERVER $/MEWFILESERVER [TESTDOMAIN

29 Jul 2008 15:24:03 PDT

Z:\companyFiles) Critical Files\Salaries bxt

administrator [NEWFILESERVER TESTDOMAIN

jsmith/Remate Hosk TESTDOMAIN
administrator NEWFILESERVER/ TESTDOMAIN

CiicompanyFilesiCritical Filesitest.bxt
Z:companyFilest Critical Files\Copy of Salaries, txk

administrabor [MEWFILESERVER [ TESTDOMAIN

administr abor [MEWFILESERYERTESTDOMAIN

E4 Last 25 Failed File Deletions
Lask 25 Failed File Deletions
atkackerlserHostDomaing File Marne kargetllserHostDomaing End Time
jsmith/Remote Host TESTOOMATR C\companyFilest Critical Files\credit card numbers bxk [MEMFILESERYERS/MEMWFILESERYER ) TESTDOMAIR 29 Jul 20058 15:25:05 POT
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Successful File Access per User

FISMA -MNIST § SI1-1 - System and Information Integrity Policy and Procedures

Top 10 Accessed Files Users Accessing Files
(=1 p]
- =
=
= -
- = I
L]
o -
o1 o —]———
uw
11
= -
—
o]
5 -
2
1
o - —
o ]——
3
| 2 oomparnyFiles\riticmlFilash\Salaries . tu
M cvoompamFilesycriticel Fileshoustomers.tas
M o\ comparFilesycritical Files\Copy of customers.twt
| 1 \oomparyFile=s\Critica] Files'\Ooqr of Salariss. twt
B o\ oopamyFiles\Critical Fileshold. ot
C1yoomparyFile=s\Critical Filss\Dopyr of old.todt =
1 oomparyFile=s\CriticmlFileg\teat .t
M cvoompamFiles\criticsl FilesnewEils tat
CrhyoompanyFiles M artacker User Mame:adrinistrator, Artacksr HE Domain: TESTOOMATH
| 21 oonmparnFiles\Critice] FilestwerymeaEile. B rttacker User Hame:jsmith Attacker Mt Domsin: TESTOOMATH
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unt Management
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. Audit Account Management .

& Local Security Settings

Fle Action View Help

B @
5P Security Settings Policy Security Setiing
(8 Account Policies B audit account logon events Success, Failure
=& Local Policies Sy At account management Success, Faiure
(8 Audit Policy 24 pudit directory service access Success, Faiure
(& User Rights Assignment B Adit logon events Success, Failure
(8 Security Options 29 pudit object: access Success, Failure
3 Public Key Policies 2 nudit policy change Success, Faiure
[ Software Restriction Policies i priviege use Success, Falure
& IP Security Policies on Local Comp giﬁjﬁ E;Dsi:?rf etrvaigg éﬁgg:ga :::EE
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':\"pf-‘? Management

? ArcSIghtt
Events Map
Created Changed | Deleted Member
Added Removed
User 624 642 630
Computer A
Groups | Security Local 635 641 638 636 637
Distribution

* Credits: The Windows Server 2003 Security Log Revealed by Randy F. Smith
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y

User Account Management

Group Account Management

Dpe 01 e b TN When
0
User Account - - Jul 30 2008
Cre dministratof) HOST 13-35-45
SETATEOUNt e sword Last Set=7/30/2008 1:35:51% Administratof \HOST1 / Jul 30 2008
Chapoed 13:35:51
N ~—
Ol Dre=atue=lx16/Mew UAc— .
emusterman ¥
< ﬁer [::I:'.Dum Value=0x11|User Account Administratoy |[[HOST1 j;;‘g;?gs
Qnge < [Conirol='"Password Mot Required’ - Disabled | —> i
/L.Iser Account Pl uAC v d - Jul 30 2008
value=0x10|User Account Contrel=Accou ddministratol/| HOST1 e
anged Engples 13:35:51
Usar Account o Cate T ..U o 30 200
palmon Changed Password Last Set=7/30/2008 2:26:47 PM AcNinistrgdor \QDQT 1N\G-48
N

Group Operation Subject
Domain Security Enabled Global :;‘:i:ka OU=Server OU<Devels | sdministrator | osTs |24 30 2008
Admins Group Member Added | USIEMAND, UU=server UU=UEVEID ) Administrator ) Bus 13:51-02
pment,DC=testDomain DC=local
Security Disabled o Jul 30 2008
<Global Group Created Administrator |HOSTT |44 pc ea

< Managers <

Security Disabled Gl

TESTDOMAIM palmoni <

~
Administrator

/)—10571(

Jul 30 2008

[Removed

wember Add 14:05:24
Remole s
Security Enabled Local ; . Jul 30 2008
Desktop Groun Member Added TESTDOMAIMN palmoni Administrator | HOST1 13:51-51
Users
- . cn=Erika n 00
Secunity EnaL:-IedﬂGIc:-baI Mustermann,OU=5arver, OU=Devele | Administrator | HOST1 “IUI_ 3:_:9“5
Group Member Added ; 13:52:20
pment, DC=testDomain DC=local
R Security Enabled Global | cn=myServer, OU=5erver, OU=Develop . Jul 30 2008
<qolu1mn Group Member Added  |ment,DC=teztDomain,DC=lccal Administrator | HOSTT 15:09:03
Security Enabled Global Jul 30 2008
Group Member TESTDOMAIMNemustarmann Administrator | HOST1 b an U

13:15:43




ArcSiIght<t

Directory Service Access




tory Service Access
ArcSight<t

_Audit Directory Service Access

& Local Security Settings

File Action View Help
B @

5P Security Setfings Policy Security Setting
(8 Account Policies B audit account lagon events Success, Failure
=8 Local Policies B4 Audit account management Success, Faiure
(8 Audit Policy sy it directory service access Success, Faiure
8 User Rights Assignment 2P audit logon events Success, Failre
8 Security Cptions 2P audit object access Success, Faiure
(3 Public Key Policies B vdit policy change Success, Falure
(3 Software Restriction Policies £ Audit priviege use Success, Faiure
&, IP Security Policies on Local Cormp giﬁjﬂé E;zi:i? gfgﬁgg ;2?:? EZ:H::

www.arcsight.com © 2008 ArcSight Confidential



tory Service Access

ArcSight<t

Auditing Entry for Development

Object | F'ru:upertiesl

M arne; IE\-'er_l,lnne

Apply ok T|-|'||: object only

Aocess

- . ‘I—f-r/
pram e =t IR | |

Full Control

Lizt Contents

Fead All Properties
Winite Al Properties
Delete

Delete Subtres
Read Permissions
b odify Permissions
b adity Dwrer

Al alidated ‘Wites
Al Estended Rights
Create All Child Objects

LN P S, |l P P | S

1O000EO000000

r Lpply these auditing entries to objects
and/on zontainens within thiz container ol

Clear All |

F

-

1000880000000/ 5

Auditing Entry for Development

Object | Froperties I

I ame;

Apply ordo: IDrganizatiDnaILlnit ohjects

Access: Successiul

Failed

Full Control

Lizt Contents

Fead All Properties
Wirite All Properties
Delete

Delete Subtree
Read Permissions
taodify Permizzions
b adify Dwner

Al ahdated Ywiites
All Extended Rights
Create All Child Objects

| P P S |l P I 1 SO )

10008E0O000000

r Apply theze auditing entries to objects
and/or containers within this container only

Clear All |

-

10000000000
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Event ID 565: Object Open Event ID 566: Object Access

o Date: 6/26/2008 ate: 7/31/2008

o Time: 12:59:17 PM o Time: 5:13:25 PM

0  Object Name: CN=Builtin,DC=testDomain,DC=local < o  User: TESTDOMAIN\Administrator

o Handle ID:52241736 ) uter:HOST1

o  Process Name: C:\WINDOWS\system32\lsass.exe o Object Server: DS

o  Primary User Name: HOST1$ ject Type: organizationalUni
o0  Primary Domain: TESTDOMAIN Object Name: OU=Domain

o  Primary Logon ID: (0x0,0x3E7) ontrollers,DC=testDomain,DC=local

o Client User Name: Administrator ©  Primary User Name:

o  Client Domain: TESTDOMAIN ©  Primary Domain: TESTDOMAIN
o Client Logon ID: (0X0,0x231F7) o  Primary Logon ID: (0x0,0x3E7)

o o Client : x1DFAD)

Accesses: DELETE READ_CONTROL WRITE_DAC
WRITE_OWNER ReadPasswordParameters

Accesses: WRITE_DAC
WritePasswordParameters ReadOtherParameters <

Properties:
WRITE_DAC
organizationalUnit

WriteOtherParameters CreateUser CreateGlobalGroup
CreateLocalGroup GetLocalGroupMembership
ListAccounts

o  Properties:Domain Password & Lockout Policies
lockOutObservationWindow lockoutDuration...
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Directory Object Access

Object Type AD Object

N ) . i _ . Jul 31 2008
(\crgamzatlonaIUmt () |2U=Development,DC=testDomain,DC=local .n'uF'.ITE_DAC/ HOST1 165897
— ) _ . — . _ . Jul 31 2008
organizationalUnit OU=Domain Controllers,DC=testDomain,DC=local WRITE_DAC |HOSTI 17-13:25
i 2 Write Jul 31 2008
< group Q {cN=Managers,OU=Development, DC=testDomain,DC=local Property HOST1 17-19:37
/\ ——

\ - - - - - ) ] } = ici =aVsT — \
Administrator [yroupPolicyContaingr _-{31B_2F34I_2I 01eD-TTOZ-93aF- 00 aFEY84F 8}, CH=Fuolicies, CN=5ystem, )v'RITE_DAC HOST F-.u.g G.1 2008
(2stDomain, DC=local N 10:32:09

v "
. ) CMN={31B2F340-UTe - TS50 CtdFeaadFarcii=Fontes, CN=System D C=t ) Aug 01 2008
B i
groupPolicyContainer estDomain.DC=local WRITE_DAC JHOSTH 10-33-20
roupPolicyContainer CN={31B2F340-016D-11D2-945F-00C04FB984F 5}, CN=Folicies, CN=System, DC=t |Write HOSTA Aug 01 2008
grouproficy estDomain,DC=local Property 10-37:58
) ) ={31B2F340-016D-11D2-945F-00C04FB984F 9}, CN=Puolicies, CN=System, D=t/ rite Aug 01 2008
groupPolicyContaider) | ) HOST1 a
2stDomain, DC=local Toperty 10:38:18
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Ss Tracking
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., Audit Process Tracking .

& Local Security Settings

Fle Action View Help
B @

59 Security Settings Policy Security Setiing
(8 Account Policies B audit account lagon events Success, Failure
=8 Local Policies 2 audit account managemeant Success, Failure
(8 Audit Policy 2 pudit directory service access Success, Faiure
[ User Rights Assignment A ALdit logon events Success, Failure
8 Security Options 29 audit object: access Success, Failure
3 Public Key Policies £ At policy change Success, Faiure
(1 Software Pestriction Policies “D""dit priviege use Success, Failure
® IP Security Policies on Local Compi ':': -"53 ,.
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Il- Event ID 592 - New Process Creation e ;

Event ID 592: A new process has been created

o Date: 8/7/2008 Process ID Process Name
o Time: 5:56:17 PM
o <Computer: NEWFILESERVER _—

_o<Tew Process ID: 1444 >

mage File Name: 2088 Cmd .exe
C:\WINDOWS\system32\ping.
o <Creator Process ID: ZOSQ‘/

7\

o< User Name: palmoni______— 1444 ping_exe
6—_Domain: TESTDOMAIN __—
4«© Logon ID: (0x0,0x177293F) >
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._Rule Definition .

ES Inspect/Edit FEX]
Inspect/Edit o e

| Event Inspectar | Rule:\Win 2K3 Process Tracking |

attributes | Conditions | Aggregation | Actions | Variables | Motes |

{} & 11 1= .Filters [0 Assets B vulnerabilities [ Active Lists *

Edit | Summary |

- @ Device Event Class ID = Security ;592
----- @ Device Product = Microsoft Windows
L...@ Device Yendor = Microsoft

. |Se|eu:t a Field Set w

Marne Op Condition
vent

garegated Event Count
pplication Protocal

vhes In

whes Cut

< — | S

|05

W
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Process View Data Monitor

MULL CAWINDOWS\syst
-
t.': *;P rogifd i Eile sWihMwareWhMware TDDlS\'
00—

RULLSWINDOWSisystern32icisve. exe

emaizialg.exe

l

ervice.exe

Vi

! ,G“I.F‘rn:ug‘ﬂa_m

worwsTationt . NUESWINDOWSIsystem32{usalinit ave NV
\ _}(ﬁ o CAWINDOWSexp nrer,;_%}s& o
MU xwmmowsmsystemnmspnms; '
cmwmmwsxsystemzﬁ-}ﬁé?ﬂ{%ﬁ
NULL

CAWINDOWS\system 32\svchost.exe

CAWINDOWS\system32iwuauclt exe

B Files\Mess
)

ArcSight<t

1 2 !

-@—
PO S
y UL AWINDOWSIsystem32ipcopfig.exe
NLﬂ—WlNDDWS\S'ﬁI‘StEFﬂ3 d.exe
I
;f( ) ; NULL C'LWINDOWS‘LsystemBE.exe
[Files\nternet ExplorenlEXPLORE EXE

|

gystem32imme.exe

BNOermsmsas.exe

Jﬂgarewrﬂware ToolsWMwarelser.exe

CAProgram RildslYMwareWhMware ToolsWMwareTray. exe
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v a

& Local Security Settings

Fle Action View Help

B =
5P Security Settings Policy Security Setting
8 Account Policies — & A dit account logon events Success, Falyre—
= (8 Local Policies <@Lt account: managernent Success, Fajre —
C& Audit Policy @A dit drectory service access Success, Falure —
(& User Rights Assignment < 2#A0dt fogon events Success, Falore —
& Security Options <27 it object access Success, Falure —
(3 Public Key Policies g“ﬂ‘ujit pO"Cl‘f change Slccess, Fai:ure
[ Software Restriction Policies | S Audit priviege Lse success, Falure
&, IP Security Policies on Local Co%'mgmcess fracking Slccess JEBIID
B it system events Success, Failure
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. Useful Resources .

o www.ultimatewindowssecurity.com

o http://blogs.msdn.com/ericfitz/

o https://forum.arcsight.com/showthread.php?t=754&hig
Nlight=windows

© 2008 ArcSight Confidential


http://www.ultimatewindowssecurity.com/
http://blogs.msdn.com/ericfitz/
https://forum.arcsight.com/showthread.php?t=754&highlight=windows
https://forum.arcsight.com/showthread.php?t=754&highlight=windows

ArcSught%i

\ For More Information

- ArcSight Inc.: www.arcsight.com

- Webcasts: www.arcsight.com/news webinars.htm

- Collateral: www.arcsight.com/whitepapers.htm

P \
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|

__Session Evaluation .

ArcSight Protect ‘08 ©

Connect the Dots

September 7-10, 2008 (o]
Hilton Alexandria Mark Conter, Alexandrin, VA

Session Evaluation

Your Name Compamy Name
P I e ase take a m O m e nt Session Topic: Cortert Excharge in ESM 0
Room: frbors Room

-
to fl I I O ut O u r Day and Time: Tuesday, September 9, 2:20 - 2:20FM

Prezenters: Gabe Coelbo-Kostdny, Software Developrnent Manager - Arefight

session evaluation

4§ 4 3 z 1
Excellant wiary Good Good Fair Poor
Cartert
Speaker

Additional Comments:

J'f‘lr(SIghf%:. www.arcsight.com/userconferance
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