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Setting Windows Audit



www.arcsight.com © 2008 ArcSight Confidential 4

Authentication



www.arcsight.com © 2008 ArcSight Confidential 5

Audit Account Logon Events

Authentication
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Kerberos Login Process

Domain Controller

File Server

Event ID 672 Event ID 673 Service: krbtgt

Event ID 673 Service: DC$

Event ID 673 Service Workstation$

Event ID 673 Service: File Server$

Authentication
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Events

Event Type: Success Audit 

Date: 8/4/2008

Time: 5:53:44 PM

Computer: HOST1

User Name: palmoni@TESTDOMAIN.LOCAL

User Domain: TESTDOMAIN.LOCAL

Client Address: 192.168.43.11

Event Type: Success Audit 

Date: 8/4/2008

Time: 5:53:44 PM

Computer: HOST1

User Name: palmoni

Supplied Realm Name: TESTDOMAIN

Client Address: 192.168.43.11

Event ID 673: Service Ticket RequestEvent ID 672: Authentication Ticket Request

Service Name: Host1$Service Name: NEWFILESERVER$Service Name: krbtgt

Authentication
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Kerberos Login Rule

Authentication
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Login Reports

Authentication
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Kerberos Logins - Dashboard

Authentication
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Login Failure Events

Event Type: Failure Audit

Date: 7/28/2008

Time: 2:18:33 PM

User Name: jsmith

User ID: TESTDOMAIN\jsmith

Client Address: 192.168.43.11

Failure Code: 0x18

Event Type:  Failure Audit

Date: 7/28/2008

Time: 2:18:43 PM

User Name:   hacker

Supplied Realm Name: TESTDOMAIN

Client Address: 192.168.43.10

Result Code: 0x6

Event ID 675: Pre-Authentication FailedEvent ID 672: Authentication Ticket Request

Authentication
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Kerberos Failure Codes

Authentication
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Kerberos Failed Logins - Rule

Authentication



www.arcsight.com © 2008 ArcSight Confidential 14

Failed Login Active Channel

Authentication
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Kerberos Failed Logins - Reports 

host1.testdomain.localhost1.testdomain.local

host1.testdomain.localhost1.testdomain.local

Authentication
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Kerberos Failed Logins – Data Monitors

Authentication
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Server Access - Event ID 673

MS Field ESM 
Field

Logger 
Report Field

User 
Name

Destination 
User Name

events.arc_ 
destinationUserName

Service 
Name

Destination 
Service 
Name

events.arc_ 
destinationService 
Name

Client 
Address

Source 
Address

events.arc_ 
sourceAddress

Computer Destination 
Host Name

events.arc_ 
destinationHostName

Event Type: Success Audit 

Date: 8/4/2008

Time: 5:53:44 PM

Computer: HOST1

User Name: palmoni@TESTDOMAIN.LOCAL

Service Name: NEWFILESERVER$

Client Address: 192.168.43.11

Computer: HOST1

Event ID 673: Service Ticket Request

Authentication



www.arcsight.com © 2008 ArcSight Confidential 18

Server Access - Rule

Authentication
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Server Access - Reports

Authentication
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Data Monitors

Authentication
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Failed Access Attempt

Authentication
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Logon/Logoff
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Audit Logon Events

Logon/Logoff
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Authentication 
Kerberos Login Process

Domain Controller

File Server

Event ID 528

Event ID 540

Logon/Logoff
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Logon Event 

Date: 7/31/2008
Time: 4:46:41 PM
User Name: Administrator
Domain: HOST1
Logon ID: (0x0,0x1DFAD)
Logon Type: 2
Workstation Name: HOST1
Source Network Address: 127.0.0.1

Event ID 528: Successful Logon

Date: 8/7/2008

Time: 2:47:04 PM

User Name: jsmith

Domain: TESTDOMAIN

Logon ID: (0x0,0x18AD9DC)

Logon Type: 3

Source Network Address: 192.168.43.10

Event ID 540: Successful Network Logon

Logon/Logoff
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File Access
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Audit Object Access

File Access
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Enabling File Audit

File Access
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Enabling File Audit

File Access
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Audit Events

Date: 7/29/2008
Time: 1:14:54 PM
Computer: NEWFILESERVER
Object Name: C:\Critical.txt
Image File Name: 
C:\WINDOWS\notepad.exe
Primary/Client User Name: 

administrator
Primary/Client Domain:

TESTDOMAIN
Accesses: READ_CONTROL, 
SYNCHRONIZE, ReadData (or 
ListDirectory), WriteData (or AddFile), 
AppendData (or AddSubdirectory or 
CreatePipeInstance), ReadEA, WriteEA, 
ReadAttributes, WriteAttributes 

Handle ID: 132
Primary/Client Logon ID:

(0x0,0x50A7ED)

Event ID 560: Object Open

Date: 7/29/2008

Time: 1:14:54 PM

Computer: NEWFILESERVER

User: TESTDOMAIN\administrator

Image File Name: 
C:\WINDOWS\notepad.exe

Accesses: WriteData (or AddFile), 
AppendData (or AddSubdirectory or 
CreatePipeInstance)

Handle ID: 132

Event ID 567: Object Access Attempt 

Date: 7/29/2008

Time: 1:14:54 PM

Computer: NEWFILESERVER

User: 
TESTDOMAIN\administrator

Image File Name: 
C:\WINDOWS\notepad.exe

Handle ID: 132

Event ID 562: Handle Closed

File Access
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Rule

File Access
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File Deletion Audit Events

Date: 7/29/2008

Time: 1:14:54 PM

User: TESTDOMAIN\administrator

Computer: NEWFILESERVER

Handle ID: 400

Image File Name:
C:\WINDOWS\system32\notepad.exe

Event ID 564: Object Deleted

File Access
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Failed Access Events

Event Type: Failure Audit

Event Category: Object Access 

Event ID: 560

Date: 7/29/2008

Time: 3:37:57 PM

Computer: NEWFILESERVER

Object Name: C:\companyFiles\Critical Files\credit card numbers.txt

Handle ID: -

Client User Name: jsmith

Client Domain: TESTDOMAIN

Client Logon ID: (0x0,0x6D0F03)

Accesses: READ_CONTROL ReadData (or ListDirectory) ReadEA 
ReadAttributes 

Event ID 560: Failed Object Access

File Access
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Dashboard

File Access
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Reports

File Access
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Account Management
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Audit Account Management

Account Management



www.arcsight.com © 2008 ArcSight Confidential 38

Events Map
Created Changed Deleted Member

Added Removed

User 624 642 630

N/A
Computer 645 646 647

Groups Security Local 635 641 638 636 637

Global 631 639 634 632 633

Universal 658 659 662 660 661

Distribution Local 648 649 652 650 651

Global 653 654 657 655 656

Universal 663 664 667 665 666

* Credits: The Windows Server 2003 Security Log Revealed by Randy F. Smith

Account Management
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Reports

Account Management
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Directory Service Access
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Audit Directory Service Access

Directory Service Access
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Audit Configuration

Directory Service Access
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Events

Date: 7/31/2008

Time: 5:13:25 PM

User: TESTDOMAIN\Administrator

Computer:HOST1

Object Server: DS

Object Type: organizationalUnit

Object Name: OU=Domain 
Controllers,DC=testDomain,DC=local

Primary User Name: HOST1$

Primary Domain: TESTDOMAIN

Primary Logon ID: (0x0,0x3E7)

Client Logon ID: (0x0,0x1DFAD)

Accesses: WRITE_DAC 

Properties:

WRITE_DAC 

organizationalUnit

Date: 6/26/2008

Time: 12:59:17 PM

Object Name: CN=Builtin,DC=testDomain,DC=local

Handle ID:52241736

Process Name: C:\WINDOWS\system32\lsass.exe

Primary User Name: HOST1$

Primary Domain: TESTDOMAIN

Primary Logon ID: (0x0,0x3E7)

Client User Name: Administrator

Client Domain: TESTDOMAIN

Client Logon ID: (0x0,0x231F7)

Accesses: DELETE READ_CONTROL WRITE_DAC 
WRITE_OWNER ReadPasswordParameters 
WritePasswordParameters ReadOtherParameters 
WriteOtherParameters CreateUser CreateGlobalGroup 
CreateLocalGroup GetLocalGroupMembership 
ListAccounts 

Properties:Domain Password & Lockout Policies 
lockOutObservationWindow lockoutDuration…

Event ID 566: Object AccessEvent ID 565: Object Open

Directory Service Access
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Report

Directory Service Access
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Process Tracking
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Audit Process Tracking

Process Tracking
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Event ID 592 – New Process Creation

Process ID Process Name

2088 cmd.exe

1444 ping.exe

Date: 8/7/2008

Time: 5:56:17 PM

Computer: NEWFILESERVER

New Process ID: 1444

Image File Name:
C:\WINDOWS\system32\ping.exe

Creator Process ID: 2088

User Name: palmoni

Domain: TESTDOMAIN

Logon ID: (0x0,0x177293F)

Event ID 592: A new process has been created

Process Tracking
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Rule Definition

Process Tracking



www.arcsight.com © 2008 ArcSight Confidential 49

Process View Data Monitor

Process Tracking
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Summary
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Summary
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Useful Resources

www.ultimatewindowssecurity.com

http://blogs.msdn.com/ericfitz/

https://forum.arcsight.com/showthread.php?t=754&hig
hlight=windows

Summary

http://www.ultimatewindowssecurity.com/
http://blogs.msdn.com/ericfitz/
https://forum.arcsight.com/showthread.php?t=754&highlight=windows
https://forum.arcsight.com/showthread.php?t=754&highlight=windows
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For More Information

– ArcSight Inc.: www.arcsight.com 

– Webcasts: www.arcsight.com/news_webinars.htm

– Collateral: www.arcsight.com/whitepapers.htm

http://www.arcsight.com/
http://www.arcsight.com/news_webinars.htm
http://www.arcsight.com/whitepapers.htm
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Session Evaluation

Please take a moment 

to fill out our 

session evaluation
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