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KPMG Advisory might be subject to independence restrictions due to
relationships within Belgium as well as with KPMG member firms
and/or their clients outside Belgium. The information contained herein is
of a general nature and is not intended to address the circumstances of
any particular individual or entity. Although we endeavor to provide
accurate and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will
continue to be accurate in the future. No one should act on such
information without appropriate professional advice after a thorough
examination of the particular situation.

Disclaimer regarding the General Data Protection Regulation: The
demo screen and audio may be recorded to the advantage of sharing
content afterwards. In normal circumstances the above should only
apply to the designated speakers as the Q&A session will not occur via
audio.

©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative
(“KPMG International”), a Swiss entity. All rights reserved.




pelore We Degin

Administrative matters...

For the optimal webinar experience, please use headphones and close all other applications
that could interfere with the webinar.

Please keep your microphone muted throughout the whole presentation to avoid interruption of
the webinar.

However, questions can be asked throughout this presentation using the chat functionality:
domain experts are following up on questions that might pop up in the chat during the
presentation.

At the end of the presentation a short Q&A is foreseen to address a selection of your questions
to the speakers and/or experts in the live chat.

Speakers participating in this webinar comply with the COVID-19 measures, respecting the
social distancing rules. The presentation desk is disinfected each time a new speaker is

participating.
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Hans Meulmeester

Hans Meulmeester is the competence lead of IT Governance, Risk
& Compliance (IT GRC) within the KPMG Advisory Belgium
practice.

He has accumulated thorough expertise in various fields within IT
GRC including control assessment/integration, FSA, SOx, ldentity
and Access Management (IAM), Segregation of Duties (SoD),
User- & Authorization management. Therefore he is considered an
authority with regard to the domains of IT Compliance, Application
security and GRC solutions.

Reinaart Claesen

Reinaart Claesen is a senior manager at KPMG Advisory Belgium
focusing on SAP S/4HANA technology and transformation within
the Digital Risk Management and CFO Advisory service lines.

In the light of KPMG One Advisory, Reinaart and his team are
supporting clients as a business transformation partner in SAP
S/IAHANA finance process (incl. tax) and compliance related
domains.

Accumulating his previous SAP Finance integration activities,
Reinaart is now extensively involved in ERP value case design,
large scale quality assurance and project management roles within
end-to-end SAP S/4HANA transformation tracks.



Tocay'S experts

Cedric is part as an advisor of the IT Governance, Risk & Compliance
team within the KPMG Advisory practice, focusing on SAP
authorizations, security and segregation of duties. In addition, Cedric
is part of the SAP technology team, supporting the development of
new services and the exploration of new products developed by SAP.

Maarten Vercruyssen

Maarten is manager within KPMG Advisory focusing on SAP
Security and Governance, Risk and Compliance. With over 8 years
of experience, Maarten worked at multiple clients and projects with
regard the design and implementation of SAP authorizations, as
well as in auditing and reviewing existing authorizations in both ECC

_ and S/4AHANA environments.

Dimitri Van Hoolst-Matthyssen

Dimitri is a Senior Advisor at KPMG Belgium focusing on SAP
S/4HANA technology and digital risk management. His key expertise
lays within setting up governance, risk & compliance frameworks and
assisting clients in their move to SAP S/4AHANA.
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What challendes do companies face?

("

Respond to new
technologies and
transformation trends

¥

X

Attract and retain talent
in a highly competitive
marketplace

,
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Improve cost and agility
by using new solutions

i

Mitigate process risk and
regulation with proactive
and preventive controls

e

Increase pace of change to
match customers,
competitors and regulators

X

Improve return on capital
through better data and
insights
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[Ne evolution and Tuture of oA?

The evolution of SAP What is HANA?

« HANA is the fastest growing « HANA s an acronym for High
application in SAP’s history Performance Analytical Appliance

» SAP is rapidly re-platforming their » Focused on 3 elements to increase
core ERP on the HANA technology performance:

Columns-oriented database

e Future innovations are focused on
the HANA platform

In-memory appliance

Designed for multi core computing

SAP R2 SAP R3 SAP ERP SAP S/4HANA
2011
& o o ? S
1979 1992 2004 2015

SAP HANA introduced

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.
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OAP S/AHANA

Why are our clients moving to
SAP (S/4)HANA?

A%

of interviewees have
implemented a
SAP HANA platform

/07

Anticipation of end of
business suite
maintenance and
support (2027)

00/

Within
24 months

7%

of the interviewees
are already running
SAP S/AHANA

19%

of interviewees see the

SAP S/4HANA platform

as a business case due
to process efficiency

Why would you migrate to HANA?

0376

Improved
performance
of SAP solutions

16

Reporting
possibilities

16/ 107

Implementation of SAP New SAP S/4HANA
S/4AHANA Finance implementation
or Central Finance (Greenfield)

When are you planning to migrate to HANA?

1%

Between 24
and 36 months

1%

After
36 months

337 1%

No plans to move No decision
to SAP HANA made

10



What are key changes In oAP S/4HANA?

Powered by the in-memory
HANA database

SAP ECC

SAP GUI

SAP ERP

Any DB

On-premise and cloud
capabilities

Improved
user experience with Fiori

SAP S/AHANA

SAP Fiori / GUI

SAP S/AHANA

HANA DB

©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.
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What do we need to consider
when moving to SAP S/AHANA?

Implementation

Scenario

Service Model

Data Model

Process Design

Fiori UX

Are you opting for a greenfield or brownfield implementation (i.e. new
implementation or conversion)?

m) Impact of redesigned processes on the current control framework.

Are you moving to an on-premise or cloud environment? Do you opt for a
single or multi-tenant cloud setup?

m) Impact of quarterly releases on your business processes: How do they
impact the control and authorization model?

The SAP S/4HANA data model is fully redesigned in order to leverage the
features and capabilities of the SAP HANA database.

m) Some tables will become obsolete. Authorizations are set up on a
database level. How does this impact controls and authorizations?

SAP S/4AHANA comes with several new functionalities, processes and
reporting capabilities that can increase the organization’s efficiency.

m) Various transactions and reports will no longer be used. What is the
impact of these changes on the current controls?

Are you adopting the Fiori UX from the start, or will you be using SAP GUI
alongside?

) The impact of Fiori transactions on your control environment must be
evaluated. How does Fiori change the authorization model?

12



What IS the Impact on my Controls and Securnty framework?/

Data model and finance process simplifications — Some examples of changes

1

P

Business Partner

Goods Movements

Credit Management

Cost Elements

Change description

All  customer, vendor, & business partner master data
centralized under the BP. Transaction code BP is the single
point of entry to create, edit, & display master data for BPs,
customers, & vendors. Legacy Customer/Vendor master data
transaction codes are not available.

MIGO will be the centralized screen for goods movement.
FIORI apps are available for view of material stock/documents.
Other goods movement transaction codes are removed.

S/4AHANA Credit Management [UKM* transactions] replaces
ERP's FI-AR Credit Management functionality. FI-AR credit
transactions become obsolete.

All cost element master data becomes part of the chart of
accounts. All cost element maintenance will now be conducted
via transaction code FSO00. Legacy transaction codes are
removed.

Impact on the controls and security framework

—

!

Vendor/Customer Master security controls redesigned
on Business Partner. Master data authorization groups,
BP SAP GRC security objects, etc. ruleset impacts

All movement type security role controls redeveloped
around MIGO transaction only. SAP GRC ruleset
impact.

Redevelopment of credit management security roles &
controls. SAP GRC ruleset impact.

New G/L master security controls if segregating cost
element. SAP GRC ruleset impacts.

13
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What do we need to consider
when moving to SAP S/AHANA?

Implementation

Scenario

Service Model

Data Model

Process Design

Fiori UX

Are you opting for a greenfield or brownfield implementation (i.e. new
implementation or conversion)?

m) Impact of redesigned processes on the current control framework

Are you moving to an on-premise or cloud environment? Do you opt for a
single or multi-tenant cloud setup?

m) Impact of quarterly releases on your business processes: How do they
impact the control and authorization model?

The SAP S/4HANA data model is fully redesigned in order to leverage the
features and capabilities of the SAP HANA database.

m) Some tables will become obsolete. Authorizations are set up on a
database level. How does this impact controls and authorizations?

SAP S/4AHANA comes with several new functionalities, processes and
reporting capabilities that can increase the organization’s efficiency.

m) Various transactions and reports will no longer be used. What is the
impact of these changes on the current controls?

Are you adopting the Fiori UX from the start, or will you be using SAP GUI
alongside?

) The impact of Fiori transactions on your control environment must be
evaluated. How does Fiori change the authorization model?
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JSE Case - Flor UK oo

Home Common trans
Liquidity Management Specialist
GLOBAL

) Sign Out

00 Ne

Authorization does not exist

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 15 . ' . .



JSE Case - Authorization does not exist

SAP R/3 ECC Example - Sales

Sales User

Composite Role Sales Representative

Single Role 1 Maintain Sales Order Display Sales Order

‘O
Objects

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.
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JSE Case - Authorization does not exist

SAP R/3 ECC SAP S/4HANA (Central Hub Deployment Scenario)

Composite Role Front End Composite Role Back-End Composite Role

Single Role Hana Database roles Fiori Access Single Role 1 (Activity role) Single Role 2 (Activity role)

(\
Objects __ Objects
Fiori Catalog

Fiori Groups

Fiori
Interface

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.
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CONoeptin SAPS:
8/ AHANA Security Requirements UAM Authorization

The security concept is In order to work with Fiori combines:
2 applicable for: S/4HANA, access to front- o o
and back-end is required. - Full Fiori applications
- UX Layer : : , ,
3 Fiori HANA is role based - Tiles using transactions in
Aoolication L = Roles can cover a.o. the background
_)p %:f;?.(:r‘,d ?;Z:em privileges Therefore, HANA still uses
. transactions like SE16H,
"™ - Database Layer FBL5H, etc.

= HANA
Technicalities are hidden

behind the tiles for end-users

An increased level of complexity

18




What happens when it goes rignt?

A % i

x

i

Manage risks and Reduce distractions Gain process
) Ensure stakeholder i :
comply with and manual : efficiencies and
: : : confidence
regulations interventions reduce costs
m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 19
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How can KPMG's Power,ea |
framework accelerate and' '. "“‘

transformation?
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Powered Enterprise is a comprehensive method nd
assets based on decades of business and techHQLQ

experience in business transformation ,J,.l'



We DuIl Powered enterprise (o Neip you.

\
Start from a model that is Transform more efficiently Establish a governance

based on our business and with reduced risk, following environment of proven and
technology experience leading practices tested business controls

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 22



Whars Inthe Dox?

Validate pre-built operating models, don’t start from scratch.

Functional process

Compliance &
Security People
Target
l operating l
Performance model j;ri:/,fre
insights & data mode|y

N

Technology

O

Industry User training
insights schedules and
content

[
[
e @ @ MJ
'Y ¥
People, KPI
roles and libraries

responsibilities

Pre-confiaured ) Controls catalogue
re-conmigured - with governance,
cloud applications risk and compliance

Defined data . .
II models Process taxonomies
Illl and reports

Service model and .—_-
organizational design [}

Functional processes
with embedded
leading practices

[SJ

Business Test
process scripts
and target and

operating protocols
models

The Powered Enterprise toolbox
contains predefined deliverable
assets that are tailored specifically
to SAP S/4AHANA:

Target operating models

Service model and organizational design

Industry insights

Business process taxonomies
Functional process flows

Risk and control catalogues

People, roles and responsibilities
Test scripts and protocols

User training content and schedules

KPI libraries




U [00IDOX COVErs each layer of an organization

Powered Enterprise is designed
specifically for SAP S/4AHANA

&

Service delivery

model

Service delivery options

Service management
framework

TT'S/4 HANA ‘

Organization & role

Global process owners

Role based job

descriptions Leading practices

P
? gt @

Operating '

@ Model
‘0

6 Design layers

o «J

Functional

process Technology

Functional Application architecture
decomposition & integrations

Maturity models Application modulg .by
process decomposition
Environment
architecture

Role based process

flows

47 K

Performance Compliance &
insights & data Security

Reporting package .
& dashboards Risks & controls

MDM implementation
designs

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.




U [00IDOX COVErs each layer of an organization

Powered Enterprise is designed
specifically for SAP S/4AHANA

&

Service delivery
model

Service delivery options

Service management
framework

KPMG

TT'S/4 HANA ‘

#o%
()
People

Organization & role
mappings

Global process owners

Role based job
descriptions

Leading practices

P
? gt @

Operating '

@ Model
‘0

6 Design layers

S

Functional
process

«J

Technology

Functional
decomposition

Application architecture
& integrations

Maturity models Application modulg .by
process decomposition
Environment
architecture

Role based process

flows

47

Performance
insights & data

Reporting package
& dashboards

Value driver KPIs

MDM implementation
designs

Policies

©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.
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1.0

Strategic
Category
Manageme

1.1 Define
Categorny
Portfolio
Management
&

1.2 Build
Business
Alignment

1.4 Develop
& Execute

Category
Strategy

1.5 Define
Buying

Channel

Source to Contract

2.0 3.0
Supplier Strategic
Relationship Sourcing
Manageme!|

2.1 Define
Supplier
Portfolio

Management
&

3.1 Identify
Supplier
Opportunity
& Business

3.2 Develop
Sourcing
Strategy

3.3 Bxecute
Sourcing
Strategy

2.3 On-board
Supplier &
Setup
Supplier
Master Data

3.4 Negotiate
& Select
Supplier

3.5 Author &
Finalize
Contract

3.6 Enable
Supplier &

Item Master/
Catalog

Requirements

4.0
Contract
Lifecycle

Manageme|

4.1 Establish
Contract
Portfolio

Management

4.2 Manage
T&Cs &
Contract

Templates

4.3 Manage
Contract
Compliance &
Admin{Incl.
Master Data)

44 Close Qut
Contract

dXONOITY..

5.1 Create
Requisition

5.2 Review &
Approve
Requisition
(Incl. Budget
Control)

5.3 Modify
or Cancel
Requisition

Requisitioning § Purchasing

6.1 Create
Purchase
Order

6.2 Review,
Approve, &
Distribute
Purchase
Order

6.3 Manage
Purchase
Order
Lifecycle

6.4 Modify
or Cancel
Purchase

Order

6.5 Expedite
Order

7.1 Receive
Advanced
Shipment

Motice

7.2 Accept/
Refuse and
Record
Receipt of
Goods/

7.3
Research/
Resolve
Exceptions
(Dispute,

Requisition to Pay

8.0
Invoice

Processing
& Payment

£.1 Receive
Invoices &

Credit Notes
(incl. Self
Billing &

8.2 Validate,
Approve 8
Post
Invoices/
Credit Notes

8.3 Generate
Payments
File &
Release
Payments

8.4 Perform
Bank

Reconciliations,

9.0
Purchasing/
Payment
Inquiries

9.1 Manage
Supplier
Self-Service
Portal

9.2 Support
Requisition
Inquiries

9.3 Support
Purchase
Order
Inquiries

9.4 Manage
Payment
Inguiries &
Exceptions

10.0 P-
Card &
T&E Card

Administrati

10.1
Administer
P-Cards/T&E
Cards

10.2 Create
& Submit
Card
Expense
Report

10.3 Audit
Card
Expenses &
Resolve
Exceptions

10.4 Post
Approved
Card
Expenses to
AP Sub

10.5 Modify

or Close P-

Cards/T&E
Cards

10.6 Manage
P-Card/ T&E
Card
Provider
Payment

11.1 Close
AP Sub
ledger &
Reconcile
with GL

11.2 Perform
Reconciliations
& Identify
Adjustments

11.3 Prepare
GRNI &
Other Month
End Accruals

The process taxonomies lay out
the leading-practice based
processes, specifically tailored
to SAP S/4HANA.

They are used as a starting point
for defining a process based risk
and control framework.

©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved 26



UM Process dxunomy..

Source to Contract
0 0 49

Strategic Requisitioning § Purchasing

Seurcing

£.4 Create 6.1 Cinate
Requisition Burchnn
Order
52 Beview &
Approwr
Requinition sttt
(inca. Budget Purchase
Contred) Order
53 Modity | 63 Manage
or Caneel Purchase
Requhiition Ordes
Riteuyete
44 Cloge Ot 64 Modity
Contract o1 Cancel
Purchase
Drder
6.5 Expraite
Order

35 Enatie
Sogmiber &

M= Mrstesf
Caaig

Requisition to Pay
50 0 70 80 2.0

4 nepr ne
Receiving Card & Period
¥ T&E Card End Close
Inquiries Adminkstrath
7.1 Receive EiReceive | 0.1 Manage (LY 1.1 Clene
Aswanced - Supgiier Resminiyrer AP Sub
Shipment CreditMotes | Selt-Serviie | | P-CanduTaL Tedger &
Hotice linct, st Parts Carnds Heconase
Bitting b with 6L
12 Accenty || B2 valitate, || 82 Sugpart 10.2 Create 1.2 Pestorm
Refuse and Approve & Begquisilion B Sebmil | Reconcistions
Recond [ Laid B entity
Receipt of
oot
73
Revearchf
Resober
[
Wpiite,

84 Perform <

Diagram
Z
2
E AP Supervisor
£
[
; AP Accountant
E
[

Tasks Documents

— —#| Checkif Goods or
Service Invoice

Goods or Senvice
Imvoica?

0Ie DASed Process fIows

Role based process flows outline
the specific steps (roles, inputs,
outputs, etc.) within the process
taxonomy in SAP S/4HANA.

Senvices PO

T 08.02z Validate, Approve & Post PO Invoices =

08.022.02

P

4 |Conduct 2 Way Match|

—®

Goods PO

for Amount Ordered =
Amount Invoiced
A

08.022.03

]
(Conduct 3 Way Mawn

for Amount Ordared =
Amount Invoiced =
A (Good recepit

Validate invoice and
route to invoice
receipt spprover

o

Validafion

sucesssful
Mo
—

Differences found? @

¥
—b®—5b Check if dfierence is [——»
within {olerance
A

AP Accountant
SAPFI

Difference with
Tolerance?

MNo

©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved
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08.02a Validate, Appy

< M Source to Pay - Risks Library =

The predefined process
flows and related risk points

Diagram Tasks Documents
STPRISK 54 STPRISK.55 STPRISK 56 STPRISKST STPRISK 58 ar e u S e d t O p e r f O r | I l a
RISk N RISk | . .
1)
here is a risk of There is a risk of There is a risk that There is a risk that There is a risk that There is a risk that m ap p I n g to W ar d S t h e C I I e n t S
Hulent, incomplete| payment delays, liabilities are unauthonsed or incormmect invoices are incormect invoices are
[ inappropriate caused by payment missiated, causad by duplicate payments paid or are paid for an paid or are paid for an .
yments, or that. issues not being.... accruals for.. are made, caused b... incorrect amount, ... incorrect amount, ... p r O C eS S eS I n SAP 8/4 HANA
STRRISK &4 STRRISK &5 STPRISK 65 STRRISKET STRRISK 68
RISk RISk ____|
is a risk that tax There is a risk that There is a risk of Tt s e TR s e TeesLsariskof
-ngly calculaled neppropnate or unauthonsed or . R . rrocurement
nees and credil unauthorsad fraudulant acqusibion There is a risk of unauthorised or = causead by
25, caused by, payments are made .| of goods/ services o fraudulent acquisition of goods‘,f | payments Q r i S k at r i X i S C r eat ed
R e services or a misstatement of l I l
STPRISKT4 STPRISK TS 1
[CE  CESW expenditures, caused by purchases E. b d th P d
here is a risk of There is a risk of non There is a risk that not being appropriately authorised on 5 a risk of aS e O n e OW e r e
happroprate or paymenl of suppher purchasing accruals i Iv basi il loss and
pproved invoices invoices and supplier ara not made for a timely basis. itement of E M f h M
ng processed,. disputes, caused by... related liabilities,... caused by... n ter p r I S e aS S etS O r t e I n =
Description
RiSK 03 STPRISK 04 STRRISK 05 There is a risk of unauthorised or fraudulent acquisition of
goods/ services or a of expend caused SCO e rocesses
here is a risk of There is a sk of a There is a risk that the| =
propriate postings large number of GRNI accrual is mis- RN TSR
accruals/ liability unrecorded liabilities matched to the o the associated
punts, caused by... and delays to... associated costs, ... costs, caused by...
©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved 28



[0 1dentiied riss...and proven controis

Controls and control objectives are
allocated to cover the identified risk
points per process in a SAP S/4HANA
specific risk and control matrix.

< » 1 Source to Pay - Controls Library =
Diagram Tasks Documents
7 - a7 Z 77 7, 7
STP.CON.61 STP.CON.62 STP.CON.63 STP.CON.64 STP.CON.65
r!ﬂmﬂ r@mﬂ [ CONTROL |
Reconciliation of Automatic transfer of Recarding accruals
f system for uninvoiced
i reports receipts to the
RISK NAME CONTROL NAME CONTROL OBJECTIVE ROLE appropriate General .
PERFORMING
STP.CON.76
o . . . ROL [N CONTROL |
76 | There is a risk of unauthorised or | Automatic 3-way The system has been configured to perform automatic N/A Purch
. . | L . urchase
fraudulent acquisition of goods/ matching matching of the inveice, receipt, and purchase order, Receipts Automatic 3-way
services or a misstatement of d services matching
i payment
expenditures, caused by
purchases not being STPCON 87
appropriately authorised on a HEEE.
timely basis. Thi Iti invoices Associations between
Imely basis. 1his may result in r approval master data and GL
increasad fraud risk, financial hot b?eﬂ reviewed prior to set
. . . - System.. u
loss or financial reporting risk v P
and delays to transaction STP.CON.98
processing. ROL [N  CONTROL |
hatic -
o< ina CRM TOITITENOT aSCUSSed TEaCIvanon o P-Cara HSSTYTITENT OT 7= reconcmanon of AP GL {ii‘::ﬁ?g?gnannu:il‘
tem with authorised upon leaving Cards with line accounts against sub- oodsfservicgs
Y contact notification managers ledger g

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved 29



[iopal Pharmaceutical - SUx tomplancy Gase

SAP S/4HANA Transformation SOx Compliancy

Create SOx Risk and Control Matrices (RACMs) covering approx. 100 controls on P2P, O2C, R2R,
A2R, Treasury, Tax and Trade.

P

Define the scope of the SOx control framework
Assess which SOx control objectives and related
processes are impacting the future-state SAP S/4HANA
environment.

Validation with Powered Enterprise for SAP S/4HANA
Review of the client’'s SOx control objectives and mapping
towards the SAP S/4HANA Powered Enterprise risk and
control catalogues.

Provide test scripts to cover control requirements
Ensure SOx compliancy of the future SAP S/4HANA
environment by providing test scripts and validating test
results of control requirements.

SAP S/4HANA risk and control framework

Update and deliver the validated SAP S/4HANA tailored
SOx risk and control framework, based on Powered
Enterprise assets and client specific requirements.

@ [

Industry User training
insights schedules and
content

/\/’ Defined data
I models

and reports

Service model and [l

organizational design [l n

Functional processes
with embedded
leading practices

°
[ 1

i M

People, KP1

roles and libraries
responsibilities

) Controls catalogue
with governance,
risk and compliance

© [

Business Test
process scripts
and target and

operating protocols
models
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What's next for compliance and Security’?

I

Push to cloud Aim for process  Adoption of @

solutions automation GRC tooling @

Clients are RPA, machine GRC tooling is @

moving their learning and Al becoming key for @

ERP solutions solutions provide managing controls -4

to the cloud opportunities to efficiently across @
greatly increase applications

V% U3

process efficiencies

Standardization
Automation
Real-time reporting
Risk reduction

Service driven solutions
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JI-Cloud release Schedule

SAP S/4HANA Cloud follows a quarterly release schedule

Quarterly upgrades are performed as follows:
* Q (Quality) systems are upgraded to the latest release on the 1stweekend after the RTC date

« P (Production) systems are upgraded, on the 39 weekend after RTC date
= There is a 2-week window for your team to prepare the release

Planning 2020 Major updates — Downtime Schedule

Cloud quarterly release name 2002 2005 2008 2011

Release to customer (RTC) January 29 April 29 July 29 October 28
Q (Quality) systems Feb 01/02 May 02/03 Aug 01/02 Oct 31/Nov 01
gtg{;’g‘)’dion) and other types of systems (e.g. Feb 15/16 May 16/17 Aug 15/16 Nov 14/15

m 34



JI-Impact o the cloud release Schedule

Make Changes

—

Update Business Processes

mca Update Organization Design

ma  Upgrade =
i o
Review Release Identify _> Reg!’eSS|0n = o
—>{ Testing =
ate lrainin o
P g End User o
Training <
- [
Controls
Update Target Operating
— TR
Controls challenges Authorization challenges
e Controls not embedded in process designs » Authorizations not aligned with business processes
and flows « Limited testing cycles using the designed roles
*  Too many manual controls defined - Data security (mobile devices, password
e Singular controls authentication, ...)
* No planning for the controls-lifecycle » Segregation of duties implications

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 35



JZ - INe evolution of automated controls

Where are we now?
* Companies are more and more adopting automated controls.
» There is still a heavy reliance on manual controls.

Automated Controls

Manual Controls Configured Robotical
Controls Controls
Semi-Automated Data Analytical o Gl
Controls Controls

Intelligent Automation

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.




JZ - Moving towards Inteligent automation

Robotic Process Guided Machine Cognitive
Automation Learning Automation

e Duplicate invoice e Auto routing of » Balance sheet integrity
check invoices within AP checks on transaction
« Auto population of « P&L analysis and entry
balance sheet exception triggers » Blockchain automation

reconciliations « System access auto

» Password checking approval

m ©2020 KPMG Advisory, a Belgian CVBA/SCRL and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved.




JZ - SAP INteligent RoDotic Process Automation s

SAP Intelligent Robotic Process Automation Store

Browse Store

‘ Search... Q
Filter By Vi
~ Catego
g FBLIN FBL1H
[] pevelopment 2 . . . .
Automate the list of Vendor Line Items and Automate the list of Vendor Line Items and Uploading Payment Advice and Triggering the
D Financial and Logistic Services 24 download it as an excel file. download it as an excel file Cash Reconciliation Process on SAP S/4HANA
Cloud and on SAP S/4HANA 1809 and 1909
[] Procurement Management 4

[] Trading and Sales 1

~ Line of Business

[] Asset Management 2

Manage Sales Order — Automated Manage Sales Order - Automated Smart Accruals Collector
[[] commerce 2 Upload Down Payments {Cloud Upload Down Payments {On-Premise)
Finance 21 Automating the Upload of Customer Down Automating the Upload of Customer Down Automating the Smart Accruals Collector for
Payments for SAP S/4HANA Cloud Payments for SAP S/4HANA 1809 and 1909 SAP S/AHANA 1809 and 1909
] Human Resources 2
Om 2
Show More
~ Industry
[[] Aerospace and Defense 31 Status of items of a Sales Order Supplier Down Payment Request Supplier Invoice Status Checks
[ Automotive 31 (ECC) - VAD5 (Cloud Edition)
[] Banking 30 The bot reads a sales order number sent via Automating Supplier Down Payment Reguest Automating the Process for Inquiring into
email and automates and downloads status of for SAP S/4HANA Cloud, SAP S/4HANA 1809 Supplier Invoice Status on SAP S/I4HANA
[] Chemicals 31 its items into an excel file which is sent as and 1909 Cloud
reply to that mail
] Defense and Security 31 2
Show More *E
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GRC tooling can further increase efficiencies and reduces costs by
streamlining your control testing. Tooling makes it easier to effectively
monitor, manage and report on complex control environments.

Key use cases for GRC tooling are:

Automated monitoring of controls increases efficiencies and reduces
costs. By automating monitoring activities there is less need for
manual testing activities.

Continuous control
monitoring

Segregation of duties and user access reviews are time consuming
SoD and access : L ) :
. testing activities. GRC ruleset that automatically detect conflicts can
reviews T _
significantly decrease the amount of manual testing needed.

IT personnel need to manually inspect user access requests, identify
Access Management authorization conflicts and grant user access. GRC tooling can

greatly decrease this effort by automating these activities.
Examples of tools in the market amongst others :

w servicenow

Every two years, KPMG Global performs a GRC priority tools analysis in order to advise customers
on the choice, implementation scope and approach with regard to GRC software solutions.
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Feel free to reach out to one of us in
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